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Abstract

Background: Rehabilomics, or the integration of rehabilitation with genomics, proteomics, metabolomics, and other “-omics’
fields, aimsto promote personalized approachesto rehabilitation care. Cloud-based rehabilitation offers streamlined patient data
management and sharing and could potentially play a significant role in advancing rehabilomics research. This study explored
the current status and potential benefits of implementing rehabilomics strategies through cloud-based rehabilitation.

Objective:  This scoping review aimed to investigate the implementation of rehabilomics strategies through cloud-based
rehabilitation and summarize the current state of knowledge within the research domain. This analysis aims to understand the
impact of cloud platforms on the field of rehabilomics and provide insights into future research directions.

Methods: In this scoping review, we systematically searched major academic databases, including CINAHL, Embase, Google
Scholar, PubMed, MEDLINE, ScienceDirect, Scopus, and Web of Science to identify relevant studies and apply predefined
inclusion criteria to select appropriate studies. Subsequently, we analyzed 28 selected papers to identify trends and insights
regarding cloud-based rehabilitation and rehabilomics within this study’s landscape.

Results: This study reports the various applications and outcomes of implementing rehabilomics strategies through cloud-based
rehabilitation. In particular, acomprehensive analysis was conducted on 28 studies, including 16 (57%) focused on personalized
rehabilitation and 12 (43%) on data security and privacy. The distribution of articles among the 28 studies based on specific
keywords included 3 (11%) on the cloud, 4 (14%) on platforms, 4 (14%) on hospitals and rehabilitation centers, 5 (18%) on
telehealth, 5 (18%) on home and community, and 7 (25%) on disease and disability. Cloud platforms offer new possibilities for
data sharing and collaboration in rehabilomics research, underpinning a pati ent-centered approach and enhancing the devel opment
of personalized therapeutic strategies.

Conclusions: This scoping review highlights the potential significance of cloud-based rehabilomics strategies in the field of
rehabilitation. The use of cloud platformsis expected to strengthen patient-centered data management and collaboration, contributing
to the advancement of innovative strategies and therapeutic developments in rehabilomics.
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Introduction

Background

Rehahilitation is a crucial component of health care aimed at
improving the functional capacity and quality of life for
individual sfacing various health challenges[1,2]. Traditionally,
standardized approaches have been used in rehabilitation,
sometimes failing to fully consider the unique needs and
characteristics of each patient. However, the need for more
personalized rehabilitation has become important after
COVID-19 [3]. Advancements in genomics [4], epigenomics
[5], proteomics [6], metabolomics [7], and related fields have
made personalized rehabilitation approaches morefeasible[8,9].
The convergence of rehabilitation and omics sciences has given
rise to the concept of rehabilomics [10]. This concept uses an
individual’s biological characteristics or biomarkers to tailor
rehabilitation approaches, providing apathway for personalized
rehabilitation programs, and enabling theintegration of “omics’
for studying rehabilitation processes and outcomes [10,11].

Rehabilomics seeks to leverage cutting-edge molecular and
genomic information to tailor rehabilitation interventions for
optimal patient outcomes[10,12]. By understanding the genetic,
proteomic, and metabolic profiles of patients, health care
providers can design rehabilitation programs that are not only
more effective, but also better aligned with an individual’s
genetic and physiological makeup [11-13]. This paradigm shift
holds immense promise for improving rehabilitation outcomes
and enhancing patient experiences [14].

Rehabilomics can build systematic patient information based
on large data using cloud-based sol utions, use datafrom medical
experts through patient consent, and establish customized
treatment and rehabilitation strategies for patients [10,15]. In
addition, evaluation- and monitoring-based rehabilitation
interventions can be performed a home by collecting
guantitative and objective information [16,17]. Owing to the
nature of the cloud, there are advantages, such as simultaneous
data sharing through the network; however, if the security
measures are insufficient, there may be problems, such as data
loss or patient information |eakage; therefore, it is necessary to
preparefor establishing data management system functionsand
security [18].

Simultaneously, the proliferation of cloud computing
technologies has revolutionized data storage, sharing, and
analysisin the health care domain based on the Fourth Industrial
Revolution [19,20]. Cloud-based solutions offer scalable, secure,
and cost-effective platforms for managing vast amounts of
patient data, including genomic and clinical information [21].
Particularly, blockchain-based cloud solutions ensure a
user-centric electronic health record system, offering enhanced
security controlsand a platform that securely safeguards health
care data, emphasizing privacy and stability [22,23]. This
technological convergence of rehabilomicsand cloud computing
opens up new horizons for data-driven rehabilitation practices,
facilitating data sharing among hedlth care professionals
(rehabilitation medicine specidlists, physical therapists,
occupational therapists, speech-language pathol ogists, and other
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advocates of rehabilitation-related professionals), researchers,
and patients [24].

Despite these exciting possibilities, there remains a need to
comprehensively explore the current landscape of cloud-based
rehabilitation in the context of rehabilomics [25].

This Review

This scoping review aims to fill this gap by providing an
overview of the existing literature and shedding light on key
trends, challenges, and opportunitiesin this emerging field. By
examining the integration of cloud-based technologies with
rehabilomics strategies, we aim to contribute to understanding
how these approaches can be harnessed to optimize
rehabilitation interventions and ultimately improve patient
outcomes. Therefore, this study examined the latest trends
through a scoping review of cloud-based rehabilitation.
Accordingly, we sought to derive strategies for rehabilomics.
The rehabilomics approach, which uses an individual’sgenomic,
proteomic, and metabolomic information to deliver personalized
rehabilitation, has tremendous potential to enhance the
effectiveness and patient experience of rehabilitation services.
Moreover, the integration of cloud computing technology can
facilitate data sharing and collaboration among health care
providers, researchers, and patients, thereby opening
opportunities to develop innovative, data-driven rehabilitation
solutions.

Methods

Literature Search Strategy

The primary objective of this scoping review wasto investigate
and synthesize current literature trends in cloud-based
rehabilitation for rehabilomics strategies. Toinitiate the research,
we conducted searches across major academic databases,
including CINAHL, Embase, Google Scholar, PubMed,
MEDLINE, ScienceDirect, Scopus, and Web of Science. The
search terms and syntax were designed to encompassterms such
as “cloud-based rehabilitation,” “rehabilomics” “cloud
computing in rehabilitation,” “ personalized rehabilitation,” and
“omics technologies in rehabilitation.” The search included
articles that were published between January 2000 and July
2024. The literature review was conducted using a 2-step
process. First, we examined the abstracts as a preliminary step
toward gaining an initial understanding. This was followed by
amore detailed review of the full-text of the selected articles,
based on insights gathered from screening the abstract. The
study protocol was registered in the Open Science Framework
[26,27]. The research questions were as follows:

« Have cloud-based rehabilitation systems been developed
and evaluated recently?

«  What rehabilomics strategies are based on primary outcomes
and user perceptions of cloud-based rehabilitation systems?

Inclusion and Exclusion Criteria

The study adhered to established reporting guidelines
(Multimedia Appendix 1), including the PRISMA (Preferred
Reporting Items for Systematic Reviews and Meta-Analyses)
Extension for Scoping Reviews (PRISMA-ScR). Scoping
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reviews aim to summarize the breadth of evidence on atopic
and identify gapsin future studies. Consistent with best practices
for scoping reviews, the authors designed and registered a priori
protocol in the Open Science Framework, ensuring rigor and
transparency throughout the review process.

Inclusion and exclusion criteria were established to select
articles from the search results. The inclusion criteriaincluded
papers discussing the integration of cloud computing and
rehabilomics strategies, applications in the fields of
rehabilitation and health care, data sharing and collaboration,
and personalized therapy. Papers unrelated to relevant topics
or those lacking sufficient information were excluded. Two
independent reviewers conducted a thorough examination of
the papers, and the final selections were made through
discussion.

Studies were only included when (1) full texts were available
and (2) cloud-based rehabilitation was used. Owing to the broad
nature of this scoping review, we were not limited by
participants, study design, intervention, or outcomes. Exclusion
criteria were as follows: (1) full text was not available, (2)
paperswhich were not in English, (3) cloud-based rehabilitation
was not used in the study, (4) unclear rehabilomics, and (5)
studies focusing only on rehabilitation.

Data Extraction and Analysis

Relevant information was extracted and analyzed from the
selected papers. This includes details such as paper titles,

https://www.jmir.org/2025/1/e54790

Oh & Lee

authors, publication years, research topics, methodologies, key
findings, and conclusions. Extracted data were synthesized in
relation to key themes and subjected to statistical and content
analyses to ascertain current research trends in cloud-based
rehabilitation and rehabilomics strategies. The data were
analyzed by 2 researchers, of whom one had >15 years of
experience as a physical therapist and 20 years of experience
as arehabilitation medicine specialist. The data were analyzed
through a basic literature search and review, a detailed review
and screening, and afinal review and decision.

Reporting of Findings

The results from this scoping review are presented as a
comprehensive overview of key themes, research trends, and
related topics. This review summarizes the current research
trendsin cloud-based rehabilitation and rehabilomics strategies
and offers suggestions for future research. Overal, 214,040
databases were searched, 2915 records were screened, 58 were
retrieved, and 31 were assessed for eligibility.

Results

Characteristics of Included Studies

These studies cover awide range of topicsrelated to cloud-based
rehabilitation and rehabilomics strategies (Multimedia A ppendix
2). Figure 1 provides an overview of the selection process based
onthe PRISMA diagramto identify studies using databases and
registers.
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Figurel. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) diagram to identify studies using databases and registers.
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Key Themes

The Analysis of the Included Studies Revealed Several
Key Themes

Integration of Cloud Computing

A total of 28 of theincluded studies[16,17,28-53] explored the
integration of cloud computing technologies in the context of
rehabilitation and rehabilomics. Cloud platforms are used for
data storage, analysis, and sharing to facilitate collaborative
research efforts.

Per sonalized Rehabilitation

Out of 28 studies, 16 (57%) studies
[16,17,28,29,33-35,38,39,42,46,48,49,52,53] focused on the
concept of personalized rehabilitation by leveraging omics data
to tailor rehabilitation programs for individua patients. This
approach aims to improve treatment efficacy and patient
outcomes.

https://www.jmir.org/2025/1/e54790
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Data Security and Privacy

Out of 28 studies, 12 (43%) studies
[16,17,28,34-36,41,44,47,49,52,53] addressed the critical issues
of data security and patient privacy in cloud-based rehabilitation.
Ensuring the confidentiality and integrity of patient data has
become a key concern.

Interdisciplinary Collaboration

Collaboration between researchers from diverse backgrounds,
including rehabilitation specialists, geneticists, and data
scientists, was a recurring theme [16,17,28-53]. Such
interdisciplinary collaboration is essential for advancing this
field.

Cloud-Based Rehabilitation

Overview

We identified and included a total of 28 studies focused on
cloud-based rehabilitation. These studies can be categorized
into platform, software, and disease and health topics (Figure
2).
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Because of the synthesis of the contents of the categories of
these studies, the platform included cloud-based frameworks
[28], cloud-based systems [2,3,14,23,29], Internet of Things
(loT)—based systems [12,30], user performance evaluation,
virtua redlity (VR) platforms [19,31], and edge-cloud-based
computing. Software included rehabilitation gaming systems
[20,22], noninvasivetel erehabilitation exercise monitoring [31],
Parkinson disease (PD) assessment systems [6], wearable
sensors [10], maobile computing [5], deep learning-assisted

Figure 2. Trends of cloud-based rehabilitation.

® Cloud-based framework
# Cloud-based system
® Edge-cloud-based computing
#® loT (Internet of Things)-based system
® User performance evaluation
® Virtual reality (VR) platform
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Cloud

CRehab

This refers to a cloud-based framework for rehabilitation
management [28].

The authors introduced “CRehab,” a cloud-based framework
featuring web-based and augmented reality support aimed at
managing the rehabilitation processes. This framework targets
the administrative, communication, and patient-motivation
aspects by leveraging cloud capabilities. The primary objective
was to devise an architecture adaptabl e to diverse rehabilitation
types, irrespective of the diagnosis, environment, or patient
demographics.

Rehab-aaService

Thisrefersto acloud-based motor rehabilitation digital assistant
[29]. The integration of body sensor networks with cloud
computing for motor rehabilitation enables remote monitoring,
reduces costs, and provides comfort and safety to patients.
Rehab-aaService, the newly introduced motor rehabilitation
digital assistant, is based on wearable motion sensor nodes, a
personal mobile device, and a cloud-based backend, offering
enhanced support and a more comprehensive rehabilitation
experience.

Open-Sour ce Cloud-Based Platform for Health M onitoring
and Fall Detection in Older People

The authors designed an open-source eHealth monitoring and
fal detection system that integrated medical sensors, a
microcontroller, and cloud communication [35]. This system
stores data in the cloud to aid diagnosis, real-time monitoring,
and rehabilitation facilitation. In addition, it features a fall
detection system that promptly alerts medical personnel in the
event of unexpected falls.
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systems [16], facia paralysis rehabilitation [25], and
automation-empowered virtual rehabilitation [33]. Diseasesand
health conditions included stroke, poststroke disability
rehabilitation [8,21,24], neurorehabilitation [13], PD diagnosis
and monitoring [17], psychometric test validation [47],
developmental language disordersin children[51], and diagnosis
of sports injuries [52]. It aso included health monitoring and
fall detection in older people [35].

® Children with developmental language disorder
® Diagnosis of sports injuries
# Oder adults health monitoring and fall detections

# Patients with stroke/Patients who
experienced stroke

® Poststroke disability rehabilitation
® Parkinson disease diagnosis and monitoring
# Psychometric tests validation

Platforms

Cloud-Based Rehabilitation Exergames System

A low-cost rehabilitation gaming system using Microsoft Kinect
was devel oped for individuals with chronic arm pain [30]. This
system encompasses goal -oriented exercises, enabling accurate
performance measures for quantitative evaluation of the
treatment plan. It notably boosts user motivation, hastens muscle
recovery, and provides therapists with ameans to assess patient
progress.

Development of a VR Platform for Cloud-Based
Neurorehabilitation

The authors designed a cloud-based VR platform for
neurorehabilitation to analyze itsimpact on the sense of agency
and ownership in healthy individuals [40]. The experimental
platform featured avirtual avatar that replicated theindividual's
movements using motion capture technology and a
head-mounted display. The findings revealed that perceived
arm length changed according to the displayed arm length of
the avatar, demonstrating the considerable potential of the VR
system.

SIGVERSE: aCloud-Based VR Platform for Human-Robot
I nteraction Research

The authors introduced a cloud-based VR platform to explore
human-robot interaction and obtain social intelligence for robots
[50]. This successfully showcased the system’s practicality in
real human-robot interaction scenarios, indicating its potential
for fostering social intelligence devel opment.

Edge-Cloud—Based Wear able Computing for
Automation-Empowered Virtual Rehabilitation

This study referred to technology-enhanced rehabilitative care
for patients with stroke through the use of edge cloud and 10T
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technology [53]. This involved the development of an
edge-cloud model to track the vital signs and rehabilitation
progress of patients in real time. The system exhibited
remarkable operational efficiency and significantly improved
rehabilitation treatment outcomes, paving the way for more
advanced and intelligent medical service systems.

Hospitals and Rehabilitation Centers

Cloud-Based Rehabilitation System for PatientsWith Stroke

A cloud-based rehahilitation system focused on improving motor
function in patients with stroke was devel oped. This study used
datafrom healthy participantsto accurately assess hand function
[33]. Using the autoregressive integrated moving average model
with the dynamic time-warping algorithm, this study made
predictions regarding the rehabilitation and recovery of patients
with stroke. Over a 10-week period involving 3 patients, the
system showed significant improvementsin upper limb control.

Monitoring of Upper Limb Rehabilitation and Recovery
after Stroke: An Architecturefor a Cloud-Based Therapy
Platform

The Limbs Alive project was introduced at the Newcastle
University and isdedicated to using video gamesfor therapeutic
movements to assist patients with stroke [34]. The authors
devel oped acloud-based therapy platform that gathers datafrom
therapeutic games played by patients with stroke, estimates
performance metrics, and delivers results to patients and
clinicians viaweb applications.

System-L evel Design of a Cloud-Based Training Device for
Upper Limb Spasticity Rehabilitation

A robotic part-task trainer was devel oped to eval uate upper limb
spasticity using cloud-stored clinical data [39]. It enables the
remote coaching of trainees and continuous updates by
rehabilitation physicians, thereby fostering adynamic learning
environment.

Cloud-Based Training and Evaluation System for Facial
Paralysis Rehabilitation

This study referred to focusing on aiding facial paralysis
rehabilitation via cloud-based information and communication
technol ogies[46]. The proposed system aimsto support patients
and physicians by delivering rehabilitation training, automating
progressreviews, and evaluating theresults. It involvestraining
aclient for patient rehabilitation and data collection, leveraging
machine learning on a cloud platform to analyze outcomes.

Telehealth

Cloud-Based Noninvasive Telerehabilitation Exercise
Monitoring

The authors developed a conceptualized cloud-based
telerehabilitation framework using cost-effective, noninvasive
Microsoft Kinect for rehabilitation exercises [31]. This
framework enables patientsto engage in rehabilitation exercises
at home while maintaining high-quality care standards. The
initial experiments validated the potential of the system for
training healthy participants to mimic physical rehabilitation
exercise motions.

https://www.jmir.org/2025/1/e54790
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M obile Cloud—Based PD Assessment System

The authors designed “PD Dr,” a mobile health app aimed at
gathering PD-related motion data and evaluating symptoms
[16]. The system was examined using information from 40
patientswith PD to vaidateitsefficiency in capturing significant
symptoms and estimate their severity. It demonstrated robust
connections between the collected motion features and the
severity of PD, hand-resting tremors, and gait difficulty.

Cloud-Based PD Diagnosis and Monitoring Framework

The authors suggested a cloud-based framework designed to
detect and monitor patientswith PD, particularly in low-resource
settings [17]. The goal was to provide remote diagnosis for
patientsin areaswith limited health care access, achieving high
accuracy in the process.

Remote Cloud-Based Automated Stroke Rehabilitation
Assessment Using Wear ables

These studies showcase a broad spectrum of cloud-based
rehabilitation applications, ranging from pediatric devel opmental
language disorder rehabilitation to stroke rehabilitation
assessments using wearable technology [45]. These effortsaim
to enhance rehabilitation outcomes through innovative
technological approaches and data-driven anayses by
incorporating cloud computation and sensor-based data for
accurate assessment.

10T Cloud-Based Telerehabilitation Servicefor Smart Cities

This study was centered on telerehabilitation as a service by
leveraging cloud computing, 10T, and big data analytics [49].
It emphasizes the management of significant health care data
generated from remote rehabilitation devices within the hospital
cloud using NoSQL databases.

Home and Community

I ntegration of Wireless Wear able Sensorsand Mobile
Computing with Cloud-Based Service for Patient
Rehabilitation Monitoring

The authors proposed a system that used wearable wireless
sensors and handheld devices to track body motion, focusing
on patients with stroke [36]. This setup alowed patients to
conduct rehabilitation exercises at home while health care
providers remotely monitored their progress. This system
integrates cloud servicesfor remote monitoring, €liminating the
need for expensive hardware and software licenses for data
storage. Initial user tests demonstrate the feasibility of the
system.

loT-based System for Physical Rehabilitation Monitoring

The authors described an |0T-based wearable system designed
for monitoring physical rehabilitation using accelerometer and
gyroscope sensors[37]. This system can record movement data
to characterize patient movement and estimate their condition,
thereby enabling remote monitoring through a cloud-based
service with accurate capabilities for monitoring elbow
rehabilitation characteristics.
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Cloud-Based Platfor m for AutonomousHome Rehabilitation
With Exergames

The authors developed a cloud-based platform that facilitates
independent at-home rehabilitation through customizable
exercise games [43]. This system uses a flexible database and
structured rehabilitation data to allow clinicians to review and
fine-tune exercise parameters efficiently. The platform
incorporates parameterized exercise games designed to offer
personalized goal-oriented rehabilitation.

Cloud-Based Smart Home Environment for Home Health
Care

The authors developed “CoSHE,” a cloud-based smart home
environment for monitoring the health of older populations
within their homes [44]. The system incorporates wearable
sensors and environmental datato provide real-timeinformation
to remote caregivers. Theintegration of contextual information
successfully enhances understanding of an individual’s health
status.

User Performance Evaluation and Real-Time Guidancein
Cloud-Based Physical Therapy Monitoring and Guidance
System

A cloud-based physical therapy monitoring and guidance system
was devel oped to address the limitations of traditional therapy
owing to the restricted interaction time [48]. The system
leveragesthe actions of aphysical therapist recorded asan avatar
to guide patients in real time for self-training. By aligning the
physical therapy and user motion sequenceswith agesture-based
dynamic time-warping algorithm, it eval uates user performance
based on the physical therapy criteria and provides rea-time
guidance, optimizing patient learning.

Disease and Disability

Speech-Controlled Cloud-Based Wheelchair Platform for
Disabled Persons

A prototype speech-controlled cloud-based wheel chair platform
using WebKit Speech Application Programming Interface in
the cloud was developed, which introduced a graphical user
interface compatible with the web and mobile devices that
enabled live video streaming [32]. It achieved speech recognition
accuracy between 60% and 97% and recorded |atencies spanning
from 0.4 to 1.3 seconds. Through clinical testing, it exhibited
promising outcomes, signaling potential for future
implementation.

Cloud-Based Architecture Proposal for Aphasia
Rehabilitation

The authors designed a cloud-based architecture specifically
tailored for aphasiarehabilitation in Romanian-speaking patients
[38]. The system comprises an application database, logic, and
interfaces for patients and therapists. Using a virtual assistant,
the system guided patients through exercises crafted by
therapists. Treatment adjustments were made based on the
obtained scores and the data were stored in a statistical module
for further assessment.
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Comparison of Python and Java Capabilities for
Somatosensory Gamesin Cloud-Based Rehabilitation

The authors investigated the performance and stability of
cloud-based somatosensory games in rehabilitation systems,
while handling various user loads [41]. In this study, Python
and Java programming languages were compared, and the
findings indicated that Python consumed fewer resources in
both the simulation and monitoring systems.

Cloud-Supported Framework for Poststroke Disability
Rehabilitation

The authors suggested a cloud-based rehabilitation framework
that combined augmented reality and sensor glovesfor patients
after an episode of stroke [42]. Notably, considerable
enhancements in finger strength were observed after 6 weeks
of therapeutic exercise. Sensor gloves were used to recognize
the real-time conditions of the patients engaging in rehabilitative
exercises.

Cloud-Based Flexible Solution for Psychometric Test
Validation, Administration, and Evaluation

A unified cloud-based resource was developed to manage
psychometric tests used for attitude evaluation, personal
selection, educational purposes, rehabilitation, and diagnosis
of cognitive disorders [47]. This resource aims to simplify the
process of validation, standardization, and reorganization of
teststraditionally conducted using complex statistical methods.

Effectiveness of Cloud-Based Rehabilitation in Children
With Developmental L anguage DisordersDuring the
COVID-19 Pandemic

This study referred to the application of cloud-based
rehabilitation for children with developmental language
disorders during the COVID-19 pandemic [51]. The authors
investigated the effectiveness of the JingYun Rehab Cloud
Platform on language and cognitive outcomes in 162 children
with developmental language disorders through a prospective
cohort study. Patients who underwent remote cloud-based
rehabilitation were compared with acontrol group that received
home-based rehabilitation. The results indicated significantly
better language abilities among the children in the cloud-based
rehabilitation group.

Cloud-Based Deep L ear ning-Assisted System for Diagnosis
of Sportsinjuries

The authors proposed a deep learning-assisted system
incorporating 10T sensors in a body area network to diagnose
sports injuries using cloud computing resources. 10T sensors
gather data for diagnosis of injury and cloud computing to
provide flexible computing resources [52]. They developed a
brain injury monitoring framework and optimized neural
networks to forecast sports injuries and evaluated the model
performance using accuracy, precision, recal, and F;-score

metrics.

Our study established a strategy for personalized rehabilomics
tailored toward individua needs by integrating clinical
information from hospitals and extending it further to genomics,
epigenomics, proteomics, and metabolomics for intervention,
measurement, assessment, and prognosis (Figure 3). We
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emphasized the active use of clouds and platforms. In addition,
we derived a strategic direction emphasizing the integration of
hospitals and homes, promoting active community-based
rehabilitation and linking it with individualized care providers.
Thefirst aspect involves acloud that encompasses rehabilomics
big data along with genomics, epigenomics, proteomics,
metabolomics, and personalized medicine. The second aspect
includes game-based platforms; robot—-human-based platforms;
and the use of VR, augmented reality, mixed reality, and
extended reality. The third aspect involves hospitals and
rehabilitation centers conducting diagnosis, measurement,

Oh & Lee

evaluation, and prognosis, and using and linking such
rehabilitation data. The fourth aspect is telehealth, which
actively uses loT-based systems, wearable sensors, and
monitoring and communication. Thefifth aspect involveshome
and community, using individual rehabilitation, and actively
using information and rehabilitation between caregivers and
carereceivers. The sixth aspect focuses on disease and disability,
actively using rehabilitation and data from children to the older
adults, and targeting neurol ogical and muscul oskeletal disorders.
All these processes, interconnected and used, ultimately lead
to the devel opment of astrategy for individualized rehabilitation.

Figure 3. Rehabilomics strategies enabled by cloud-based rehabilitation. AR: augmented reality; MR: mixed reality; VR: virtual reality; XR: extended

reality.
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Discussion

Principal Findings

Future Prospects of Cloud-Based Rehabilitation

The findings of this scoping review provide valuable insights
into the prospects of cloud-based rehabilitation. Cloud
computing technology offers innovative opportunities in the
health care domain [44,54] and isincreasingly being leveraged
aspart of rehabilomics strategies. Thisintegrative approach has
the potential to open new horizonsin rehabilitation therapy and
enhance patient-centered personalized treatment. Particularly,
telehealth [55] and telemedicine rehabilitation [56,57] offer the
advantage of providing medical support and monitoring through
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connectivity, especially for patients with chronic conditions,
such as PD [16,17], stroke [42], and traumatic brain injury
[11,12,58]. Daily routines and rehabilitation data are aggregated
in the cloud, enabling individuals to review their personal data
[49]. With their consent, patients can share these datawith local
community hospitals when seeking medical consultation or
treatment, alowing health care professionals to assess their
rehabilitation patterns at home [48].

Cloud-based rehabilitation related to the large data of
rehabilomics and personalized medicineis needed [10,59]. This
can be achieved through construction by a software company
with cloud-related technology or using an existing cloud.
Identifying aspects of cloud-based rehabilitation platforms to
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integratively manage patients’ exercise data, symptom reporting,
and progress tracking will be helpful [60].

For example, cloud-based rehabilitation based on rehabilomics
provides acute and subacute hospital treatment for patientswith
neurological damage, such as stroke and rehabilitation at home
in the chronic phase [33,34,42,45,61,62].

Cloud-based rehabilitation based on rehabil omics continuously
records cloud-based medical devices, rehabilitation exercises,
and medications and visits the hospital during midterm
evaluations to check records with rehabilitation experts
[15,28,59]. This may help establish future intervention
directions. In addition, combining web-based systems, such as
telehealth, [63,64] with cloud-based rehabilitation, hospitals,
and clinics allows intervention or evaluation to be performed
inreal timeby linking with the medical system and isbeneficial
to both patientsand caregivers[65,66]. Carrying out steady and
sustainable rehabilitation is motivating, and it is cloud-based.
A significant advantage exists in sharing and viewing various
datain rea time.

Hospitals can use these individualized data to collaborate,
diagnose, and treat patients. Through the analysis of aggregated
data among patient groups, they can offer research insights and
develop tail ored rehabilitation prescriptions. Thisfacilitatesthe
provision of personalized rehabilitation programs [48].
Particularly, it seems necessary to upgrade to an extensive and
secure personal data system [18].

Security and Privacy Concerns

One of the prominent challenges associated with cloud-based
rehabilitation is data security [67] and privacy. Ensuring
confidentiality and integrity of patient data is of paramount
importance and requires further research and policy
development. Establishing stringent data security and privacy
protocols between cloud service providers and heath care
institutionsis essential, and patients must be confident that their
data will be handled securely. Specifically, the protection of
big data based on health care delivery and chronic disease
management is necessary, particularly concerning systems
integrating personal medical and rehabilitation information,
such as application [68].

A cloud-based rehabilitation system needsto beintegrated with
electronic medical records and persona health records, based
on individual consent for personal medical information and
information protection policies founded on international
standards, such as International Organization for Standardization
and International Electrotechnical Commission 27018 for secure
cloud services [69-71].

Enhancing I nterdisciplinary Collaboration

The successful implementation of rehabilomics strategies
underscores the importance of enhanced interdisciplinary
collaboration [10,15]. Close cooperation between rehabilitation
specialists, geneticists, data scientists, and hedth care
information technology experts is expected to contribute
significantly to the advancement of cloud-based rehabilitation
and personalized therapy. Opportunities to foster dialogue and
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collaboration among researchers, clinical practitioners, and
health care administrators should also be explored.

Future Research Directions

The consideration of future research directions in the field of
cloud-based rehabilitation and rehabilomics strategiesiscrucial.
Further research should prioritize the safety and efficiency of
cloud services [67,72] based on blockchain technology
[23,73-75], with a focus on data sharing and the development
of standardized protocols [76,77]. More extensive clinical
studies and evaluations are needed to validate the effectiveness
of individualized rehabilitation programs and identify best
practices for improving patient outcomes.

Strengths of the Study

This study holds significant value for charting the devel opment
trajectory of cloud-based rehabilitation in the context of
rehabilomics strategies. This study providesimportant insights
by systematically analyzing the key factors for realizing
personalized rehabilitation and emphasizing the importance of
data security and interdisciplinary collaboration. Future studies
should focus on devel oping standardized data-sharing protocols
and rigoroudly evaluate the clinical efficacy of these approaches.
Enhanced patient experience and treatment outcomeswill serve
asadriving forcefor advancing cloud-based rehabilitation. The
findings of this study offer valuable information and directions
for relevant researchers and clinical practitioners.

Limitations

First, athough the detailed variables and algorithms of each
rehabilomics model were not known in the review process,
various interventions and rehabilitation strategies according to
each disease, body type, constitution, and gene are needed based
on the models and strategies presented in this study. Second,
this study did not involve a scoping review conducted by a
librarian. However, the author received training on review search
strategies from the affiliated library and proceeded with the
research.

Conclusions

This scoping review sheds light on the evolving landscape of
cloud-based rehabilitation in the context of rehabilomics
strategies. The integration of cloud computing technologies
holds immense promise in revolutionizing rehabilitation
practices and advancing personalized therapy. However, critical
challenges must be addressed, particularly in the domains of
data security and interdisciplinary collaboration.

Secure handling of patient data in cloud-based rehabilitation
remainsaparamount concern. Asthefield continuesto expand,
the development and implementation of robust data security
and privacy measures are becoming increasingly nonnegotiable.
This involves establishing stringent protocols, fostering
transparency, and building trust among patients regarding data
protection.

The success of rehabilomics strategiesrelies heavily on effective
interdisciplinary ~ collaboration.  Collaboration  between
rehabilitation specialists, geneticists, data scientists, and health
care T experts should be encouraged. Bridging the knowledge
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gaps between these diverse fields is crucial for achieving
comprehensive patient-centered care.

Future studies should prioritize the refinement of cloud services,
emphasize data integrity, and develop standardized protocols
for data sharing. Moreover, it is essential to conduct robust
clinica studies to evaluate the efficacy of personalized

Oh & Lee

When harnessed effectively and responsibly, cloud-based
rehabilitation has the potential to transform the field and usher
in a new era of patient-centric data-driven therapy. As
researchers and health care practitioners, it is our collective
responsibility to navigate the challenges, collaborate across
disciplines, and advance this promising frontier for better patient

rehabilitation interventions. These effortswill not only provide care.

evidence of improved patient outcomes but also guide the
implementation of best practicesin clinical settings.

Acknowledgments

The authorswould like to thank Editage for the technical editing of the manuscript. This research was supported by agrant (grant
RS-2022-KH129263) from the Korea Health Technology R& D Project through the Korea Heal th Industry Development Institute,
funded by the Ministry of Health and Welfare, Republic of Korea.

Data Availability
Data sharing is not applicable to this paper as no datasets were generated or analyzed during this study.

Authors Contributions

SO participated in conceptualization, data curation, formal analysis, investigation, methodology, resources, visualization, writing
theorigina draft, reviewing, and editing. SL participated in conceptualization, formal analysis, methodol ogy, project administration,
supervision, validation, writing, reviewing, and editing.

Conflicts of Interest

None declared.

Multimedia Appendix 1

PRISMA-ScR (Preferred Reporting Items for Systematic reviews and Meta-Analyses extension for Scoping Reviews) checklist.
[DOCX File, 107 KB-Multimedia Appendix 1]

Multimedia Appendix 2

Studies of cloud-based rehabilitation (N=28).
[DOCX File, 39 KB-Multimedia Appendix 2]

Multimedia Appendix 3

CONSORT-eHEALTH (Consolidated Standards of Reporting Trials of Electronic and Mobile Health Applications and Online
Telehealth) checklist (V 1.6.1).
[PDF File (Adobe PDF File), 4085 KB-Multimedia Appendix 3]

References

1. ShresthaB, Basnet BB, Adhikari G. A questionnaire study on theimpact on oral health-related quality of life by conventional
rehabilitation of edentulous patient. BDJ Open. Jan 30, 2020;6(1):3. [FREE Full text] [doi: 10.1038/s41405-020-0029-5]
[Medline: 32577306]

2. SevesBL, HoekstraF, Hettinga FJ, Dekker R, van der Woude LH, Hoekstra T. Trajectories of health-related quality of life
among people with a physical disability and/or chronic disease during and after rehabilitation: alongitudinal cohort study.
Qual Life Res. Jan 28, 2021;30(1):67-80. [FREE Full text] [doi: 10.1007/s11136-020-02647-7] [Medline: 32986126]

3. SunT,Guol, TianF, Da T, Xing X, Zhao J, et a. Rehabilitation of patients with COVID-19. Expert Rev Respir Med.
Dec 12, 2020;14(12):1249-1256. [doi: 10.1080/17476348.2020.1811687] [Medline: 32799694]

4.  Ambrosio F, Kleim JA. Regenerative rehabilitation and genomics: frontiersin clinical practice. Phys Ther. Apr
2016;96(4):430-432. [doi: 10.2522/pt].2016.96.4.430] [Medline: 27037291]

5. Petrie MA, Taylor EB, SungjaM, Shields RK. Genomic and epigenomic evaluation of electrically induced exercisein
peoplewith spinal cord injury: application to precision rehabilitation. Phys Ther. Jan 01, 2022;102(1):pzab243. [FREE Full
text] [doi: 10.1093/ptj/pzab243] [Medline: 34718779]

https://www.jmir.org/2025/1/e54790 JMed Internet Res 2025 | vol. 27 | €54790 | p. 10

(page number not for citation purposes)


https://jmir.org/api/download?alt_name=jmir_v27i1e54790_app1.docx&filename=3f561c3bc2521cf3239c35f9d8c7ccac.docx
https://jmir.org/api/download?alt_name=jmir_v27i1e54790_app1.docx&filename=3f561c3bc2521cf3239c35f9d8c7ccac.docx
https://jmir.org/api/download?alt_name=jmir_v27i1e54790_app2.docx&filename=b3b4c8bdb65ea6c5462c55baa63b2351.docx
https://jmir.org/api/download?alt_name=jmir_v27i1e54790_app2.docx&filename=b3b4c8bdb65ea6c5462c55baa63b2351.docx
https://jmir.org/api/download?alt_name=jmir_v27i1e54790_app3.pdf&filename=0ea850ed850e2fae480a8963b0d370ef.pdf
https://jmir.org/api/download?alt_name=jmir_v27i1e54790_app3.pdf&filename=0ea850ed850e2fae480a8963b0d370ef.pdf
https://doi.org/10.1038/s41405-020-0029-5
http://dx.doi.org/10.1038/s41405-020-0029-5
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32577306&dopt=Abstract
https://europepmc.org/abstract/MED/32986126
http://dx.doi.org/10.1007/s11136-020-02647-7
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32986126&dopt=Abstract
http://dx.doi.org/10.1080/17476348.2020.1811687
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32799694&dopt=Abstract
http://dx.doi.org/10.2522/ptj.2016.96.4.430
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27037291&dopt=Abstract
https://europepmc.org/abstract/MED/34718779
https://europepmc.org/abstract/MED/34718779
http://dx.doi.org/10.1093/ptj/pzab243
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34718779&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Oh & Lee

6.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

Catitti G, Cufaro MC, De BellisD, Cicalini |, Vespa S, Tonelli F, et a. Extracellular vesicles in regenerative processes
associated with muscle injury recovery of professional athletes undergoing sub maximal strength rehabilitation. Int J Mol
Sci. Nov 29, 2022;23(23):14913. [FREE Full text] [doi: 10.3390/ijms232314913] [Medline: 36499243]

Melvin SD, March DT, Marshall K, Carroll AR, van de Merwe JP. Improving rehabilitation outcomes using metabol omics:
health, recovery and biomarkers of mortality in sick and injured green turtles (Chelonia mydas). Biol Conserv. Feb
2021;254:108943. [doi: 10.1016/j.biocon.2020.108943]

Zhan Q. The implication of precision medicine to nursing science. Interdiscip Nurs Res. 2023;2(1):1-3. [FREE Full text]
[doi: 10.1097/NR9.0000000000000017]

Koen N, Du Preez |, Loots DT. Metabolomics and personalized medicine. Adv Protein Chem Struct Biol. 2016;102:53-78.
[doi: 10.1016/bs.apcsh.2015.09.003] [Medline: 26827602]

Cao W, Zhang X, Qiu H. Rehabilomics: a state-of-the-art review of framework, application, and future considerations.
Front Neurol. Mar 8, 2023;14:1103349. [FREE Full text] [doi: 10.3389/fneur.2023.1103349] [Medline: 36970504]
Wagner AK, Kumar RG. TBI rehabilomics research: conceptualizing a humoral triad for designing effective rehabilitation
interventions. Neuropharmacol ogy. Feb 2019;145(Pt B):133-144. [FREE Full text] [doi: 10.1016/j.neuropharm.2018.09.011]
[Medline: 30222984]

Wagner AK. TBI rehabilomicsresearch: an exemplar of abiomarker-based approach to precision care for popul ations with
disability. Curr Neurol Neurosci Rep. Sep 19, 2017;17(11):84. [doi: 10.1007/s11910-017-0791-5] [Medline: 28929311]
Wagner AK, Sowa G. Rehabilomics research: amodel for trandlational rehabilitation and comparative effectiveness
rehabilitation research. Am J Phys Med Rehabil. Oct 2014;93(10):913-916. [doi: 10.1097/PHM.0000000000000114]
[Medline: 24901762]

French MA, Roemmich RT, Daley K, Beier M, Penttinen S, Raghavan P, et al. Precision rehabilitation: optimizing function,
adding value to health care. Arch Phys Med Rehabil. Jun 2022;103(6):1233-1239. [doi: 10.1016/j.apmr.2022.01.154]
[Medline: 35181267]

Wagner AK. A rehabilomics framework for personalized and translational rehabilitation research and care for individuals
with disabilities: perspectives and considerations for spinal cord injury. J Spinal Cord Med. Jul 16, 2014;37(5):493-502.
[doi: 10.1179/2045772314y.0000000248]

Pan D, Dhall R, Lieberman A, Petitti DB. A mobile cloud-based Parkinson's disease assessment system for home-based
monitoring. IMIR Mhealth Uhealth. Mar 26, 2015;3(1):€29. [FREE Full text] [doi: 10.2196/mhealth.3956] [Medline:
25830687]

Mamun KA, Alhussein M, Sailunaz K, Isslam M S. Cloud based framework for Parkinson’s disease diagnosis and monitoring
system for remote healthcare applications. Future Gener Comput Syst. Jan 2017;66:36-47. [doi: 10.1016/].future.2015.11.010]
Anciaux N, Bonnet P, Bouganim L, Nguyen B, Pucheral P, Sandu Popall, et a. Persona data management systems: the
security and functionality standpoint. Inf Syst. Feb 2019;80:13-35. [doi: 10.1016/].i5.2018.09.002]

Youssef A. A framework for secure healthcare systems based on big data anal yticsin maobile cloud computing environments.
Int JAmbient Syst Appl. Jun 30, 2014;2(2):1-11. [doi: 10.5121/ijasa.2014.2201]

Aceto G, Persico V, Pescapé A. Industry 4.0 and health: internet of things, big data, and cloud computing for healthcare 4.0.
JInd Inf Integr. Jun 2020;18:100129. [doi: 10.1016/j.jii.2020.100129]

Goli-Malekabadi Z, Sargolzaei-Javan M, Akbari MK. An effective model for store and retrieve big health datain cloud
computing. Comput Methods Programs Biomed. Aug 2016;132:75-82. [doi: 10.1016/j.cmpb.2016.04.016] [Medline:
27282229

Omar AA, Bhuiyan MZ, Basu A, Kiyomoto S, Rahman MS. Privacy-friendly platform for healthcare data in cloud based
on blockchain environment. Future Gener Comput Syst. Jun 2019;95:511-521. [doi: 10.1016/].future.2018.12.044]
Nguyen DC, Pathirana PN, Ding M, Seneviratne A. Blockchain for secure EHRs sharing of maobile cloud based e-health
systems. |EEE Access. 2019;7:66792-66806. [doi: 10.1109/access.2019.2917555]

Rajabion L, Shaltooki AA, Taghikhah M, Ghasemi A, Badfar A. Healthcare big data processing mechanisms: the role of
cloud computing. Int J Inf Manag. Dec 2019;49:271-289. [doi: 10.1016/j.ijinfomgt.2019.05.017]

Bonnechere B. Integrating rehabilomics into the multi-omics approach in the management of multiple sclerosis: the way
for precision medicine? Genes (Basel). Dec 24, 2022;14(1):63. [FREE Full text] [doi: 10.3390/genes14010063] [Medline:
36672802]

Elliott F, Errington TM, Bagby C, Frazier M, Geiger BJ, Liu Y, et al. An introduction to the Open Science Framework.
Open Science Framework Home. May 31, 2012. URL: https://osf.io/4znzp/ [accessed 2024-12-26]

Oh S, Lee S. Rehabilomics strategies enabled by cloud-based rehabilitation: a scoping review. IMIR Preprints. Preprint
posted online on November 21, 2023. [FREE Full text] [doi: 10.2196/54790]

Fardoun HM, Altalhi AH, Cipres AP, Castillo JR, Albiol-Pérez S. CRehab: a cloud-based framework for the management
of rehabilitation processes. In: Proceedings of the 7th International Conference on Pervasive Computing Technologies for
Healthcare and Workshops. 2013. Presented at: PervasiveHealth 2013; May 5-8, 2013; Venice, Italy. [doi:
10.4108/icst.pervasiveheal th.2013.252252]

https://www.jmir.org/2025/1/e54790 JMed Internet Res 2025 | vol. 27 | €54790 | p. 11

(page number not for citation purposes)


https://www.mdpi.com/resolver?pii=ijms232314913
http://dx.doi.org/10.3390/ijms232314913
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36499243&dopt=Abstract
http://dx.doi.org/10.1016/j.biocon.2020.108943
https://journals.lww.com/inr/fulltext/2023/02000/the_implication_of_precision_medicine_to_nursing.1.aspx
http://dx.doi.org/10.1097/NR9.0000000000000017
http://dx.doi.org/10.1016/bs.apcsb.2015.09.003
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26827602&dopt=Abstract
https://europepmc.org/abstract/MED/36970504
http://dx.doi.org/10.3389/fneur.2023.1103349
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36970504&dopt=Abstract
https://europepmc.org/abstract/MED/30222984
http://dx.doi.org/10.1016/j.neuropharm.2018.09.011
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30222984&dopt=Abstract
http://dx.doi.org/10.1007/s11910-017-0791-5
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28929311&dopt=Abstract
http://dx.doi.org/10.1097/PHM.0000000000000114
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=24901762&dopt=Abstract
http://dx.doi.org/10.1016/j.apmr.2022.01.154
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35181267&dopt=Abstract
http://dx.doi.org/10.1179/2045772314y.0000000248
https://mhealth.jmir.org/2015/1/e29/
http://dx.doi.org/10.2196/mhealth.3956
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25830687&dopt=Abstract
http://dx.doi.org/10.1016/j.future.2015.11.010
http://dx.doi.org/10.1016/j.is.2018.09.002
http://dx.doi.org/10.5121/ijasa.2014.2201
http://dx.doi.org/10.1016/j.jii.2020.100129
http://dx.doi.org/10.1016/j.cmpb.2016.04.016
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27282229&dopt=Abstract
http://dx.doi.org/10.1016/j.future.2018.12.044
http://dx.doi.org/10.1109/access.2019.2917555
http://dx.doi.org/10.1016/j.ijinfomgt.2019.05.017
https://www.mdpi.com/resolver?pii=genes14010063
http://dx.doi.org/10.3390/genes14010063
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36672802&dopt=Abstract
https://osf.io/4znzp/
https://preprints.jmir.org/preprint/54790/accepted
http://dx.doi.org/10.2196/54790
http://dx.doi.org/10.4108/icst.pervasivehealth.2013.252252
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Oh & Lee

29.

30.

31.

32.

33.

35.

36.

37.

38.

39.

40.

41.

42.

43.

45,

46.

47.

48.

Fortino G, GravinaR. Rehab-aaService: acloud-based motor rehabilitation digital assistant. In: Proceedings of the REHAB
2014. 2014. Presented at: REHAB 2014; May 20, 2014; Oldenburg, Germany. URL : https://doi.org/10.4108/icst.
pervasivehealth [doi: 10.4108/icst.pervasivehealth.2014.255273]

Hoda M, Dong H, Ahmed D, El Saddik A. Cloud-based rehabilitation exergames system. In: Proceedings of the IEEE
International Conference on Multimedia and Expo Workshops. 2014. Presented at: ICMEW 2014; July 14-18, 2014;
Chengdu, China. [doi: 10.1109/icmew.2014.6890660]

Li S, Pathirana PN. Cloud-based non-invasivetel e-rehabilitation exercise monitoring. In: Proceedings of the |EEE Conference
on Biomedical Engineering and Sciences. 2014. Presented at: IECBES 2014; December 8-10, 2014; KualaLumpur, Malaysia.
[doi: 10.1109/iecbes.2014.7047527]

SkrabaA, Stojanovi¢ R, Zupan A, Kolozvari A, Kofjac D. Speech-controlled cloud-based wheel chair platform for disabled
persons. Microprocess Microsyst. Nov 2015;39(8):819-828. [doi: 10.1016/j.micpro.2015.10.004]

HodaM, HodaY, Hage A, Alelaiwi A, El Saddik A. Cloud-based rehabilitation and recovery prediction system for stroke
patients. Cluster Comput. Apr 28, 2015;18(2):803-815. [doi: 10.1007/s10586-015-0448-6]

Woodman S, Hiden H, Turner M, Dowsland S, Watson P. Monitoring of upper limb rehabilitation and recovery after stroke:
an architecturefor acloud-based therapy platform. In: Proceedings of the | EEE 11th International Conference on e-Science.
2015. Presented at: eScience 2015; August 31-September 4, 2015; Munich, Germany. [doi: 10.1109/escience.2015.29]
Khalifeh AF, Saleh A, AL-Nuimat M, Tair DA. An open source cloud based platform for elderly health monitoring and
fall detection. In: Proceedings of the 4th Workshop on ICTs for Improving Patients Rehabilitation Research Techniques.
2016. Presented at: REHAB '16; October 13-4, 2016; Lisbon, Portugal. URL: https://doi.org/10.1145/3051488.3051513
[doi: 10.1145/3051488.3051513]

Causo A, Liu L, Krishnasamy G, Yeo SH, Chen IM. Integration of wireless wearable sensors and mobile computing with
cloud-based service for patient rehabilitation monitoring. In: Proceedings of the International Conference on Intelligent
Unmanned Systems 2012. 2012. Presented at: ICIUS 2012; October 22-24, 2012; Singapore, Singapore.

Bilic D, Uzunovic T, Golubovic E, Ustundag BC. Internet of things-based system for physical rehabilitation monitoring.
In: Proceedings of the XX V1 International Conference on Information, Communication and Automation Technologies.
2017. Presented at: ICAT 2017; October 26-28, 2017; Sarajevo, Bosniaand Herzegovina. [doi: 10.1109/icat.2017.8171641]
Cérstoiu D, Oltean VE, Nica SM, Spiridon G. A cloud-based architecture proposal for rehabilitation of aphasia patients.
Rev Roum Sci Technol. 2017;62(3):332-337. [FREE Full text]

Yee J, Low CY, Hanapiah FA, Zakaria NA, Mohammad U, bin Abd Rahman R. System-level design of a cloud-based
training device for upper limb spasticity rehabilitation. In: Proceedings of the 2017 |EEE 3rd International Symposium in
Robotics and Manufacturing Automation. 2017. Presented at: ROMA 2017; September 19-21, 2017; Kuala Lumpur,
Malaysia. [doi: 10.1109/roma.2017.8231732]

Inamura T, Unenaka S, Shibuya S, Ohki Y, Oouchida Y, Izumi SI. Development of VR platform for cloud-based
neurorehabilitation and its application to research on sense of agency and ownership. Adv Robot. Dec 22,
2016;31(1-2):97-106. [FREE Full text] [doi: 10.1080/01691864.2016.1264885]

Cheng 1J, Cheng PH, Tsai SY, Chen PH, Lai YJ, Yang FC, et a. A comparison of Python and Java capabilities on
somatosensory game for cloud-based rehabilitation system. In: Proceedings of the | EEE 4th Global Conference on Consumer
Electronics. 2015. Presented at: GCCE 2015; October 27-30, 2015; Osaka, Japan. [doi: 10.1109/gcce.2015.7398726)]
Hossain MS, Hoda M, Muhammad G, Almogren A, Alamri A. Cloud-supported framework for patients in post-stroke
disability rehabilitation. Telemat Inform. Jul 2018;35(4):826-836. [doi: 10.1016/j.tele.2017.12.001]

Borghese NA, PezzeraM, Mainetti R, Essenziale J, Cazzaniga R, Reggiori B, et al. A cloud-based platform for effective
supervision of autonomous home rehabilitation through exer-games. In: Proceedings of the | EEE 6th I nternational Conference
on Serious Games and Applications for Health. 2018. Presented at: SeGAH 2018; May 16-18, 2018; Vienna, Austria. [doi:
10.1109/segah.2018.8401383]

Pham M, Mengistu Y, Do H, Sheng W. Delivering home healthcare through a Cloud-based Smart Home Environment
(CoSHE). Future Gener Comput Syst. Apr 2018;81:129-140. [doi: 10.1016/j.future.2017.10.040]

Halloran S, Shi JQ, Guan Y, Chen X, Dunne-Willows M, Eyre J. Remote cloud-based automated stroke rehabilitation
assessment using wearables. In: Proceedings of the |EEE 14th International Conference on e-Science. 2018. Presented at:
e-Science 2018; October 29-November 1, 2018; Amsterdam, The Netherlands. [doi: 10.1109/escience.2018.00063]

Jiang Z, Dai W, Wang W, Wang W. A cloud-based training and evaluation system for facial paralysis rehabilitation. In:
Proceedings of the |IEEE 16th International Conference on Industrial Informatics. 2018. Presented at: INDIN 2018; July
18-20, 2018; Porto, Portugal. [doi: 10.1109/indin.2018.8471934]

Sciuto GL, Samuele R, Napoli C. A cloud-based flexible solution for psychometric tests validation, administration and
evaluation. In: Proceedings of the Symposium for Young Scientists in Technology, Engineering and Mathematics. 2019.
Presented at: SYSTEM 2019; May 30, 2019; Gliwice, Poland.

Wei W, Lu Y, Rhoden E, Dey S. User performance evaluation and real-time guidance in cloud-based physical therapy
monitoring and guidance system. Multimed Tools Appl. Nov 6, 2017;78(7):9051-9081. [doi: 10.1007/s11042-017-5278-5]

https://www.jmir.org/2025/1/e54790 JMed Internet Res 2025 | vol. 27 | €54790 | p. 12

(page number not for citation purposes)


https://doi.org/10.4108/icst.pervasivehealth
https://doi.org/10.4108/icst.pervasivehealth
http://dx.doi.org/10.4108/icst.pervasivehealth.2014.255273
http://dx.doi.org/10.1109/icmew.2014.6890660
http://dx.doi.org/10.1109/iecbes.2014.7047527
http://dx.doi.org/10.1016/j.micpro.2015.10.004
http://dx.doi.org/10.1007/s10586-015-0448-6
http://dx.doi.org/10.1109/escience.2015.29
https://doi.org/10.1145/3051488.3051513
http://dx.doi.org/10.1145/3051488.3051513
http://dx.doi.org/10.1109/icat.2017.8171641
http://revue.elth.pub.ro/upload/82884819_DCarstoiu_RRST_3_2017_pp_332-337.pdf
http://dx.doi.org/10.1109/roma.2017.8231732
https://doi.org/10.1080/01691864.2016.1264885
http://dx.doi.org/10.1080/01691864.2016.1264885
http://dx.doi.org/10.1109/gcce.2015.7398726
http://dx.doi.org/10.1016/j.tele.2017.12.001
http://dx.doi.org/10.1109/segah.2018.8401383
http://dx.doi.org/10.1016/j.future.2017.10.040
http://dx.doi.org/10.1109/escience.2018.00063
http://dx.doi.org/10.1109/indin.2018.8471934
http://dx.doi.org/10.1007/s11042-017-5278-5
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Oh & Lee

49,

50.

51.

52.

53.

55.

56.

57.

58.

59.

60.

61.

62.

63.

65.

66.

67.

68.

69.

70.

Celesti A, Lay-Ekuakille A, Wan J, Fazio M, Celesti F, Romano A, et a. Information management in 10T cloud-based
tele-rehabilitation as a service for smart cities: comparison of NoSQL approaches. Measurement. Feb 2020;151:107218.
[doi: 10.1016/j.measurement.2019.107218]

Inamura T, Mizuchi Y. SIGVerse: a cloud-based VR platform for research on multimodal human-robot interaction. Front
Robot Al. May 31, 2021;8:549360. [FREE Full text] [doi: 10.3389/frobt.2021.549360] [Medline: 34136534]

Yi A, ChenZ, LingW, Yin X, LiY, YanJ, et a. Effectiveness of cloud-based rehabilitation in children with developmental
language disorder during the COVID-19 pandemic: a prospective cohort study. Medicine (Baltimore). Aug 19,
2022;101(33):e30056. [FREE Full text] [doi: 10.1097/M D.0000000000030056] [Medline: 35984120]

Wu X, Zhou J, Zheng M, Chen S, Wang D, Angjemba J, et a. Cloud-based deep |earning-assisted system for diagnosis of
sportsinjuries. J Cloud Comp. Nov 23, 2022;11(1):82. [FREE Full text] [doi: 10.1186/s13677-022-00355-w]

Lv Z, Singh AK. Edge-cloud-based wearable computing for automation empowered virtual rehabilitation. IEEE Trans
Automat Sci Eng. Jul 2024;21(3):3896-3909. [doi: 10.1109/tase.2023.3289908]

GuD, Yang X, Deng S, Liang C, Wang X, Wu J, et a. Tracking knowledge evolution in cloud health care research:
knowledge map and common word analysis. J Med Internet Res. Feb 25, 2020;22(2):€15142. [FREE Full text] [doi:
10.2196/15142] [Medline: 32130115]

Douglass H, Lowman J, Causey-Upton R. Clinician perspectives of telehealth pre-COVID-19: a systematic review and
qualitative metasynthesis. Perspect ASHA SIGs. Apr 05, 2023;8(2):396-411. [doi: 10.1044/2022_PERSP-22-00074]

Lal H, Mohanta S, Kumar J, Patralekh MK, Lall L, KatariyaH, et al. Telemedicine-rehabilitation and virtual reality in
orthopaedics and sports medicine. Indian J Orthop. Jan 22, 2023;57(1):7-19. [FREE Full text] [doi:
10.1007/s43465-022-00766-6] [Medline: 36660485]

Zhang L, Maitinuer A, LianZ, Li Y, Ding W, Wang W, et al. Home based pulmonary tele-rehabilitation under telemedicine
system for COPD: a cohort study. BMC Pulm Med. Jul 24, 2022;22(1):284. [FREE Full text] [doi:
10.1186/s12890-022-02077-w] [Medline: 35871652]

Kaobeissy FH, Guingab-Cagmat JD, RazafshaM, O'Steen L, Zhang Z, Hayes RL, et a. Leveraging biomarker platforms
and systems biology for rehabilomics and biol ogics effectiveness research. PM R. Jun 2011;3(6 Suppl 1):S139-S147. [doi:
10.1016/j.pmrj.2011.02.012] [Medline: 21703572)

Kasoju N, Remya NS, Sasi R, Sujesh S, Soman B, Kesavadas C, et al. Digital health: trends, opportunities and challenges
in medical devices, pharma and bio-technology. CSIT. Apr 11, 2023;11(1):11-30. [FREE Full text] [doi:
10.1007/s40012-023-00380-3]

Brocal F, Sebastian MA, Gonzalez C. Chapter 2 - Advanced manufacturing processes and technologies. In: Roig B, Roig
K, Thireau V, editors. Management of Emerging Public Health Issues and Risks: Multidisciplinary Approaches to the
Changing Environment. New York, NY. Academic Press; 2019:31-64.

Arntz A, Weber F, Handgraaf M, Lall4 K, Korniloff K, Murtonen KP, et al. Technol ogiesin home-based digital rehabilitation:
scoping review. JIMIR Rehabil Assist Technol. Jul 27, 2023;10:e43615. [FREE Full text] [doi: 10.2196/43615] [Medline:
37253381]

Epalte K, Grjadovojs A, Bérzina G. Use of the digital assistant Vigo in the home environment for stroke recovery: focus
group discussion with specialists working in neurorehabilitation. IMIR Rehabil Assist Technol. Apr 14, 2023;10:e44285.
[FREE Full text] [doi: 10.2196/44285] [Medline: 37058334]

Erdt M, Yusof SB, Chai L, Md Salleh SU, Liu Z, Sarim HB, et al. Characterization of telecare conversations on lifestyle
management and their relation to health care utilization for patientswith heart failure: mixed methods study. JMed I nternet
Res. Oct 30, 2024;26:e46983. [FREE Full text] [doi: 10.2196/46983] [Medline: 39476370]

Waranski M, Garbsch R, Kotewitsch M, Teschler M, Schmitz B, Mooren FC. A behavioral change-based mobileintervention
for promoting regular physical activity in medical rehabilitation maintenance of patients with coronary artery disease:
controlled trial. JMed Internet Res. Oct 08, 2024;26:e56480. [EREE Full text] [doi: 10.2196/56480] [Medline: 39378432]
Pak SS, JanelaD, Freitas N, Costa F, Moulder R, Molinos M, et al. Comparing digital to conventional physical therapy for
chronic shoulder pain: randomized controlled trial. JMed Internet Res. Aug 18, 2023;25:e49236. [FREE Full text] [doi:
10.2196/49236] [Medline: 37490337]

Wang H, Zhao Y, Yu L, Liu J, Zwetd oot IM, Cabrera J, et a. A personalized health monitoring system for
community-dwelling elderly peoplein Hong Kong: design, implementation, and evaluation study. JMed Internet Res. Sep
30, 2020;22(9):€19223. [FREE Full text] [doi: 10.2196/19223] [Medline: 32996887]

Hariharasitaraman S, Balakannan SP. A dynamic data security mechanism based on position aware Merkle tree for health
rehabilitation services over cloud. JAmbient Intell Human Comput. Jul 27, 2019. [doi: 10.1007/s12652-019-01412-0]
Kao CK, Liebovitz DM. Consumer mobile health apps: current state, barriers, and future directions. PM R. May
2017;9(5S):S106-S115. [doi: 10.1016/j.pmrj.2017.02.018] [Medline: 28527495]

de Hert P, Papakonstantinou V, Kamaral. The cloud computing standard | SO/IEC 27018 through the lens of the EU
legislation on data protection. Comput Law Secur Rev. Feb 2016;32(1):16-30. [doi: 10.1016/j.clsr.2015.12.005]

Lalanne V, Munier M, Gabillon A. Information security risk management in aworld of services. In: Proceedings of the
International Conference on Social Computing. 2013. Presented at: Social Com 2013; September 8-14, 2013; Alexandria,
VA. [doi: 10.1109/socialcom.2013.88]

https://www.jmir.org/2025/1/e54790 JMed Internet Res 2025 | vol. 27 | €54790 | p. 13

(page number not for citation purposes)


http://dx.doi.org/10.1016/j.measurement.2019.107218
https://europepmc.org/abstract/MED/34136534
http://dx.doi.org/10.3389/frobt.2021.549360
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34136534&dopt=Abstract
https://europepmc.org/abstract/MED/35984120
http://dx.doi.org/10.1097/MD.0000000000030056
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35984120&dopt=Abstract
https://doi.org/10.1186/s13677-022-00355-w
http://dx.doi.org/10.1186/s13677-022-00355-w
http://dx.doi.org/10.1109/tase.2023.3289908
https://www.jmir.org/2020/2/e15142/
http://dx.doi.org/10.2196/15142
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32130115&dopt=Abstract
http://dx.doi.org/10.1044/2022_PERSP-22-00074
https://europepmc.org/abstract/MED/36660485
http://dx.doi.org/10.1007/s43465-022-00766-6
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36660485&dopt=Abstract
https://bmcpulmmed.biomedcentral.com/articles/10.1186/s12890-022-02077-w
http://dx.doi.org/10.1186/s12890-022-02077-w
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35871652&dopt=Abstract
http://dx.doi.org/10.1016/j.pmrj.2011.02.012
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21703572&dopt=Abstract
https://doi.org/10.1007/s40012-023-00380-3
http://dx.doi.org/10.1007/s40012-023-00380-3
https://rehab.jmir.org/2023//e43615/
http://dx.doi.org/10.2196/43615
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37253381&dopt=Abstract
https://rehab.jmir.org/2023//e44285/
http://dx.doi.org/10.2196/44285
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37058334&dopt=Abstract
https://www.jmir.org/2024//e46983/
http://dx.doi.org/10.2196/46983
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=39476370&dopt=Abstract
https://www.jmir.org/2024//e56480/
http://dx.doi.org/10.2196/56480
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=39378432&dopt=Abstract
https://www.jmir.org/2023//e49236/
http://dx.doi.org/10.2196/49236
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37490337&dopt=Abstract
https://www.jmir.org/2020/9/e19223/
http://dx.doi.org/10.2196/19223
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32996887&dopt=Abstract
http://dx.doi.org/10.1007/s12652-019-01412-0
http://dx.doi.org/10.1016/j.pmrj.2017.02.018
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28527495&dopt=Abstract
http://dx.doi.org/10.1016/j.clsr.2015.12.005
http://dx.doi.org/10.1109/socialcom.2013.88
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Oh & Lee

71.

72.

73.

74.

75.

76.

77.

Arafat M. Information security management system challenges within a cloud computing environment. In: Proceedings of
the 2nd International Conference on Future Networks and Distributed Systems. 2018. Presented at: ICFNDS '18; June
26-27, 2018; Amman, Jordan. URL : https.//doi.org/10.1145/3231053.3231127 [doi: 10.1145/3231053.3231127]
Ermakova T, Fabian B, Kornacka M, Thiebes S, Sunyaev A. Security and privacy requirements for cloud computing in
healthcare. ACM Trans Manage Inf Syst. May 03, 2020;11(2):1-29. [FREE Full text] [doi: 10.1145/3386160]

Lakhan A, Mohammed MA, NedomaJ, Martinek R, Tiwari P, Kumar N. Blockchain-enabled cybersecurity efficient HOHT
cyber-physical system for medical applications. IEEE Trans Netw Sci Eng. Sep 1, 2023;10(5):2466-2479. [doi:
10.1109/tnse.2022.3213651]

Lakhan A, Mohammed MA, Nedoma J, Martinek R, Tiwari P, Kumar N. DRLBTS: deep reinforcement learning-aware
blockchain-based healthcare system. Sci Rep. Mar 13, 2023;13(1):4124. [FREE Full text] [doi: 10.1038/s41598-023-29170-2]
[Medline: 36914679]

SiH, SunC, Li Y, Qiao H, Shi L. loT information sharing security mechanism based on blockchain technology. Future
Gener Comput Syst. Dec 2019;101:1028-1040. [doi: 10.1016/j.future.2019.07.036]

Chen Y. loT, cloud, big dataand Al ininterdisciplinary domains. Simul Model Pract Theory. Jul 2020;102:102070. [FREE
Full text] [doi: 10.1016/].simpat.2020.102070]

QiuH, QiuM, Liu M, Memmi G. Secure health data sharing for medical cyber-physical systems for the healthcare 4.0.
|EEE J Biomed Health Inform. Sep 2020;24(9):2499-2505. [doi: 10.1109/jbhi.2020.2973467]

Abbreviations

CoSHE: cloud-based smart home environment

[oT: Internet of Things

PD: Parkinson disease

PRISMA-ScR: Preferred Reporting Items for Systematic Reviews and Meta-Analyses Extension For Scoping
Reviews

VR: virtua reality

Edited by A Coristine; submitted 21.11.23; peer-reviewed by H-Y Shi, Y Chu, P Talero, K-L Lin; commentsto author 15.05.24; revised
version received 06.09.24; accepted 20.11.24; published 28.01.25

Please cite as.

OhS LeeS

Rehabilomics Strategies Enabled by Cloud-Based Rehabilitation: Scoping Review
J Med Internet Res 2025;27:€54790

URL: https://mww.jmir.org/2025/1/e54790

doi: 10.2196/54790

PMID:

©Segjun Oh, SangHeon Lee. Originally published in the Journal of Medical Internet Research (https.//www.jmir.org), 28.01.2025.
This is an open-access article distributed under the terms of the Creative Commons Attribution License
(https://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and reproduction in any medium,
provided the original work, first published in the Journal of Medical Internet Research (ISSN 1438-8871), is properly cited. The
complete bibliographic information, a link to the original publication on https.//www.jmir.org/, as well as this copyright and
license information must be included.

https://www.jmir.org/2025/1/e54790 JMed Internet Res 2025 | vol. 27 | €54790 | p. 14

RenderX

(page number not for citation purposes)


https://doi.org/10.1145/3231053.3231127
http://dx.doi.org/10.1145/3231053.3231127
https://doi.org/10.1145/3386160
http://dx.doi.org/10.1145/3386160
http://dx.doi.org/10.1109/tnse.2022.3213651
https://doi.org/10.1038/s41598-023-29170-2
http://dx.doi.org/10.1038/s41598-023-29170-2
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36914679&dopt=Abstract
http://dx.doi.org/10.1016/j.future.2019.07.036
https://doi.org/10.1016/j.simpat.2020.102070
https://doi.org/10.1016/j.simpat.2020.102070
http://dx.doi.org/10.1016/j.simpat.2020.102070
http://dx.doi.org/10.1109/jbhi.2020.2973467
https://www.jmir.org/2025/1/e54790
http://dx.doi.org/10.2196/54790
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

