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Abstract

Background: Nowadays, optimal patient care should be based on data-driven decisions. In the course of digitization, hospitals,
in particular, are becoming complex organizations with an enormously high density of digital information. Ensuring information
security is, therefore, essential and has become a major challenge. Researchers have shown that—in addition to technological
and regulatory measures—it is also necessary for all employees to follow security policies and consciously use information
technology (compliance), because noncompliance can lead to security breaches with far-reaching consequences for the organization.
There is little empirical research on information security–related behavior in hospitals and its organizational antecedents.

Objective: This study aimed to explore the impact of specific job demands and resources on resident physicians’ information
security–related compliance in hospitals through the mediating role of work engagement and information security–related
awareness.

Methods: We used a cross-sectional, survey-based study design to collect relevant data from our target population, namely
resident physicians in hospitals. For data analysis, we applied structural equation modeling. Our research model consisted of a
total of 7 job demands and resources as exogenous variables, 2 mediators, and information security–related compliance as the
endogenous variable.

Results: Overall, data from 281 participating physicians were included in the analyses. Both mediators—work engagement and
awareness—had a significant positive effect on information security–related compliance (β=.208, P=.001 vs β=.552, P<.001).
Quality of leadership was found to be the only resource with a significant indirect effect on physicians’ compliance, mediated
by work engagement (β=.086, P=.03). Furthermore, awareness mediated the relationships between information security–related
communication and information security–related compliance (β=.192, P<.001), as well as between further education and training
and the endogenous variable (β=.096, P=.02). Contrary to our hypothesis, IT resources had a negative effect on compliance,
mediated by awareness (β=–.114, P=.02).

Conclusions: This study provides new insights into how a high standard of information security compliance among resident
physicians could be achieved through strengthening physicians’ security work engagement and awareness. Hospital management
is required to establish an information security culture that is informative and motivating and that raises awareness. Particular
attention should be paid to the quality of leadership, further education and training, as well as clear communication.
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KEYWORDS

information security; compliance; work engagement; awareness; leadership; communication; education and training; security;
privacy; structural equation modeling; resident; fellow; medical education; continuing education; professional development

J Med Internet Res 2025 | vol. 27 | e46257 | p. 1https://www.jmir.org/2025/1/e46257
(page number not for citation purposes)

Kraushaar & Bohnet-JoschkoJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

mailto:judith.kraushaar@uni-wh.de
http://dx.doi.org/10.2196/46257
http://www.w3.org/Style/XSL
http://www.renderx.com/


Introduction

Information Security–Related Issues in Hospitals
Nowadays, direct, easy, and quick access to and transmission
of information are essential factors for health professionals to
provide optimal patient care based on data-driven diagnosis and
treatment. In the course of digitization, hospitals, in particular,
are becoming complex organizations with an enormously high
density of such information, which comes from a wide variety
of sources and is available in different information systems. In
order to make the decision-making process in hospitals more
efficient, increasingly more (medical) devices are being digitally
connected to hospital networks, providing health care
professionals with data from multiple sources at a central access
point. In a recently published study, the average number of
active medical devices in large university hospitals in Germany
was 25,150, with 4500 (17.9%) of them being digitally
connected, a rate that is expected to increase rapidly in the near
future [1]. Despite their major benefits in terms of the enhanced
quality and efficiency of patient care, the use and high variety
of connected devices poses potential information security risks
to hospitals. Many of the devices used in hospitals are not only
connected to local networks but also directly or indirectly
connected to the internet or other external systems. For example,
patient data can be transitioned to other stakeholders outside
the local network or a cloud where they will be further processed
[2,3]. Adding to this, with the increasing usage of personal
mobile devices for work purposes by health care professionals,
the issue becomes even more complex and difficult to handle
for hospital management [4-6].

Information security in hospitals refers to the state of full
functionality of all information systems, processes, and
components and, therefore, the protection of all information
required for optimal patient care. It must be guaranteed at all
times. Continuous monitoring, as well as rapid responses to
breaches and attacks, are essential. Due to the immense impact
of poor information security on patient care, as well as the
critical standard of security due to years of underinvestment
and neglect of this issue, hospitals around the world have
recently become targets of cyberattacks, with massive increases
each year [7-10]. A study from 2020 shows how vulnerable the
German hospital landscape is to ransomware attacks: the authors
analyzed the publicly visible system attack surface of hospitals
located in Germany and found that more than 1 in 3 hospitals
analyzed had vulnerabilities, including those that were part of
the critical infrastructure at the time [11]. In times of scarce
financial and human resources, ensuring information security
is an enormous challenge [4]. In addition to technological and
regulatory measures, research literature also highlights and
discusses organizational measures to enhance information
security in hospitals [2,8,9]. The reason for this is that a large
proportion of information security breaches still occur internally
as a result of employee misconduct [2,9,12]. German politicians
have already recognized that a high level of information security
in hospitals can only be achieved with holistic measures at a
human, technological, and organizational level. In addition to
providing the technological basis, employees must be made
aware of security-relevant issues and obliged and motivated to

comply with policies. The hospital management must revise
information and communication processes and create appropriate
support structures (eg, responsibilities, IT, and training) [13].

Empirical research on information security–related behavior of
employees at work and its supporting organizational and
individual factors is a relatively new field. Several researchers
have found that in addition to the technological equipment of
the organization to ensure information security, it is also
necessary for the employees to follow security policies and
consciously use information technology (compliance), because
noncompliance can lead to security breaches with far-reaching
consequences for the organization.

To explain information security–related behavior within the
organization, various behavioral theories and frameworks have
been used, including the Theory of Planned Behavior (TPB),
Organizational Behavior (OB), and the Job Demands-Resources
Model (JDRM) [14]. Hu et al [15] used the TPB to investigate
the role of top management, organizational culture, and
individual cognitive beliefs on information security–related
behavior among alumni of Management Information Systems
and Master of Business Administration programs, finding
significant effects. D’Arcy and Greene [16] combined different
theories for their research model and examined the influence
of security culture, job satisfaction, and perceived organizational
support on security compliance intentions among
computer-using professionals, finding positive effects on
security culture and job satisfaction. Solomon and Brown [17]
used the TPB and showed relationships between organizational
culture, information security culture—as an organizational
subculture—and compliance. They further argued that goal
orientation among employees has a stronger influence on
compliance than rule orientation.

There is little empirical research on information security
behavior in hospitals. Yeng et al [18] recently conducted a study
in a paperless hospital in Ghana and assessed the security
behavior of health care staff. In their study, the authors covered
different individual, psychosocial, cultural, and work factors
and found several significant correlations with participants’
security behavior [18]. In their case studies, Hedström et al [19]
showed that employees in health care organizations are exposed
to different value conflicts, for example, health care values
versus information security values, which they have to resolve
quickly for each situation during their practice. This poses
security risks that need to be considered by hospital management
[19]. In our first article on information security published in
2022, we examined specific security-related practices of
physicians when using smartphones and medical apps in
everyday clinical practice. Among the apps examined, some
were found to pose a certain risk to data protection, information
security, and patient safety. A large majority of the participating
physicians who communicated by their smartphone did not use
General Data Protection Regulation (GDPR)–compliant
messenger services and paid little attention to some
security-relevant criteria (such as manufacturer information,
information on data protection, and information security) when
selecting medical apps for professional use [20]. Both the papers
from 2022 described above and the following paper are based
on the same dataset. While our first paper focused on specific
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security-related practices, this paper builds on this and examines
the underlying constructs of this behavior.

Due to the particular threat of cyberattacks, the ongoing
digitization, increasing regulatory requirements and the existing
research gap on information security–related behavior in
hospitals, the aim of this study was to explore the impact of job
demands and job resources on resident physicians’ information
security–related compliance.

Theoretical Framework
To develop our research model, we used elements from the
Extended JDRM as well as the OB research field.

JDRM Framework
The JDRM by Demerouti et al [21] postulates that working
conditions can be divided into 2 categories—demands and
resources—and are associated with different job-related
outcomes. Demerouti et al [21] originally intended to use the
JDRM to explain the development of burnout: in one of their
studies, they confirmed the links between high demands and
exhaustion and between a lack of resources and disengagement
[21]. Three years later, a revised version was presented by
Schaufeli and Bakker [22]. Their model included burnout and
engagement as mediators between different predictors and
different possible consequences. Since then, the JDRM has
served as a theoretical basis in many studies in industrial and
organizational psychology [23]. The JDRM has proven to be

flexible, with researchers adapting it to their specific study
context regarding the outcomes, demands, and resources to be
considered, as well as the presumed mediators and moderators
[24]. Pham et al [25] used the JDRM for their qualitative
research on the information security–related behavior of
employees in Vietnam, finding 3 security resources, 3 security
demands, and 2 personal resources that affected security
engagement and security compliance burnout as the mediators
of security compliance [25].

OB Framework
OB research has been around for about 100 years now [26].
There are 3 levels at which OB can be studied: the individual,
the group, and the organizational level [27]. By analyzing
information security–related compliance, our study focuses on
how resident physicians behave as individuals in the
organization and which job-related antecedents promote or
inhibit compliance. Amankwa et al [28] chose—among
others—concepts from OB research to explain information
security–related compliance, showing that supportive
organizational culture and end-user involvement had a
significant effect on employees’ attitudes toward compliance,
which in turn had a positive effect on their behavioral intentions.

Research Model and Hypotheses
Our initial research model is presented in Figure 1. The relevant
constructs, definitions, and corresponding items of the
questionnaire can be found in Multimedia Appendix 1.

Figure 1. Research model.
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As the first mediator, we have chosen work engagement
(“WENG”). In a revised version of the JDRM presented by
Schaufeli and Bakker [22], work engagement is considered to
be a mediator of the relationship between job resources and
job-related outcomes. The authors explained their findings
through an underlying motivational process. Next to quality of
leadership (“LEAD”), education and training (“EDUC”), and
IT resources (“ITRE”), we chose trust and fairness (“TRFA”)
as the fourth potential resource. Unlike Schaufeli and Bakker
[22], we also assumed a negative effect of certain job
demands—quantitative demands (“QUAD”) and role conflicts
(“ROLC”)—on work engagement. Here, we wanted to refer to
the specific working conditions of physicians in hospitals, which
are in general associated with high quantitative demands, but
also—as Hedström et al [19] showed—different value conflicts.

Awareness (“AWAR”), as the second mediator, is one of the
most commonly investigated variables related to information
security–related behavior [29-32]. It is mostly considered to
play a mediating role between the exogenous variables and the
endogenous compliance variable (“COMP”). In our research
model, it also acts as a mediator and reports on physicians’
awareness of the risks, threats, policies and responsibilities
related to information security in their hospital. In addition to
information security–related communication (“COMM”), for
which a relationship with information security–related behavior
has already been shown in several studies [16,17,28,32], we
added EDUC as well as ITRE as potential exogenous variables
in our model. Here, the assumption was that both job resources
the provision of adequate IT resources and good education and
training could lead to greater information security–related
awareness. A summary of our research hypotheses is provided
in Table 1.

Table 1. Research hypotheses.

Hypotheses#

Work engagement is positively related to information security–related compliance.H1a

Information security–related awareness is positively related to information security–related compliance.H1b

There is a negative relationship between quantitative demands and information security–related compliance mediated by work engage-
ment.

H2a

There is a negative relationship between role conflicts and information security–related compliance mediated by work engagement.H2b

There is a positive relationship between trust and fairness and information security–related compliance mediated by work engagement.H2c

There is a positive relationship between quality of leadership and information security–related compliance mediated by work engagement.H2d

There is a positive relationship between further education and training and information security–related compliance mediated by work
engagement.

H2e

There is a positive relationship between IT resources and information security–related compliance mediated by work engagement.H2f

There is a positive relationship between further education and training and information security–related compliance mediated by
awareness.

H3a

There is a positive relationship between IT resources and information security–related compliance mediated by awareness.H3b

There is a positive relationship between information security–related communication and information security–related compliance
mediated by awareness.

H3c

Methods

Study Design
We used a cross-sectional, survey-based study design. A
structured questionnaire in German was developed and designed
with the free online survey tool LimeSurvey, whereby the first
page contained information on the target group, the research
project, the content of the questionnaire, and the estimated
processing time. After accepting the privacy policy, participants
were taken to the second page with demographic questions.
These were followed by the main part including seven sections:
(1) working conditions; (2) resilience; (3) job satisfaction and
work engagement; (4) IT resources, information security, and
data protection; (5) information security–related awareness and
compliance; (6) technical affinity and innovative work behavior;
and (7) mobile device usage. At the end of the survey,
participants had the opportunity to share their comments with
us. The sections relevant to this report are explained below.

• Working conditions: To assess working conditions, we used
the following scales from the Copenhagen Psychosocial
Questionnaire (COPSOQ): Quantitative Demands,
Predictability, Role Conflicts, Quality of Leadership, Social
Support, Feedback, Sense of Community, Trust and
Fairness, and Appreciation. The COPSOQ is an
internationally established instrument to measure
psychosocial work factors, with good to very good validity
and reliability for most of its scales [33]. In Germany, the
third version of the questionnaire, which we used in our
study, was published in 2019 [34]. In contrast to the original
questionnaire, we divided the Social Support and Feedback
scales into 2 subscales each (supervisors versus colleagues)
to separate social support and feedback from supervisors
from social support and feedback from colleagues, which
could be rated differently, especially in hierarchical
organizations. In addition, we used 2 scales (Uncertainty,
and Further Education and Training) and 2 individual
questions on working hours and shifts from the German
instrument for stress-related job analysis for hospital
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physicians (ISAK) [35,36]. We also included 4
self-developed items regarding IT resources in the hospital
because we could not find a suitable scale in the research
literature.

• Information security–related awareness and compliance:
In addition to state-of-the-art technical information security
solutions, employees of an organization should be aware
of the importance of information security and trained
accordingly to behave in a compliant manner [31,37]. The
items that we used to assess information security–related
communication, awareness, self-efficacy, top management
commitment, and compliance are based on the works of
Hu et al [15], D’Arcy and Greene [16], Karlsson et al [30],
and Solomon and Brown [17]. We adapted the items to the
clinical situation. Overall, this resulted in 4 items on
communication and awareness, 2 on self-efficacy, 1 on top
management commitment, and 4 on compliance.

The Work Engagement scale is also part of the COPSOQ and
comprises 3 items. All English scales and single items were
translated into German, checked independently by 2 bilinguals,
and then adapted based on their comments. We used 5-point
Likert scales, spanning from “To a very high degree” to “To a
very low degree,” from “Not true” to “Completely true,” from
“Always” to “Never/almost never,” and from “Strongly
disagree” to “Strongly agree,” respectively.

We followed the Checklist for Reporting Results of Internet
E-Surveys (CHERRIES; Multimedia Appendix 2) [38]. To
ensure content validity, the survey was reviewed by faculty
members and statisticians and modified accordingly. It was then
piloted with a group of residents, who highlighted and took
notes on any remaining ambiguities, which we corrected in the
final questionnaire. We also tested the usability and technical
functionality of the questionnaire before fielding it.

Determining the sample size for structural equation modeling
(SEM) is difficult due to its flexibility. There are no generalized
guidelines regarding sample size requirements [39]. Therefore,
we used the rule of thumb of N≥200 [40].

Data Collection
Data were collected between March and June 2022. Our target
group comprised physicians who are currently undergoing
medical specialist training/residency training in hospitals in
Germany (henceforth referred to as “residents” or “resident
physicians”). We focused on residents because they
predominantly belong to Generation Y and, compared with
older generations, have been used to using digital technologies
and especially mobile devices since childhood or youth;
therefore, they represent a homogeneous target group in terms
of this characteristic. An invitation with a link to the
questionnaire was sent directly to the residents by email or social
media channels, or indirectly by our contacts in the medical
field. Important contacts were chief physicians, senior
physicians, university professors, hospital managers, alumni
networks, as well as presidents of the German medical societies.
In addition, we asked medical experts with significant influence
on social media platforms to share the link. The Hartmannbund,
an important association of physicians in Germany, forwarded
the link to its resident members.

Data Analysis
In total, we examined 2 job demands (QUAD and ROLC) and
5 job resources (TRFA, LEAD, EDUC, ITRE, and COMM) as
exposure variables, 2 mediators (WENG and AWAR), and 1
outcome variable (COMP). All variables were measured using
Likert scales and are interval scaled. A summary of our research
hypotheses is provided in Table 1. To be statistically precise,
we would like to highlight that the hypotheses are always
intended to analyze the unique effects of the variables in the
model and not the bivariate correlations.

For the analysis of our collected data, we applied SEM using
the free software environment for statistical computing and
graphics R (R Foundation for Statistical Computing) and the
lavaan package. SEM refers to a family of data analysis
techniques for complex relationships between multiple variables
in a single research model and has become popular in the social
and behavioral sciences [41,42]. Based on our research model
and hypotheses, we followed the widely adopted 2-step approach
to SEM by Anderson and Gerbing [43], in which the assessment
of the measurement model is followed by the analysis of the
structural model including tests of the research hypotheses.
While the measurement model describes how the latent variables
are measured by the indicator variables, the structural model
shows how the latent variables are related. In the first step, a
confirmatory factor analysis was performed to determine
whether the initially proposed measurement model fits the data
or needs to be respecified accordingly. Various fit indices exist
for evaluating the global model fit. In accordance with Hu and
Bentler [44], we used the standardized root mean squared
residual (SRMR), the comparative fit index (CFI), and the root
mean squared error of approximation (RMSEA). The authors
recommended the following thresholds for fit indices that
characterize a good global fit: SRMR<.08, CFI≥.95, and
RMSEA<.06 [44]. Modification indices were also analyzed to
determine the local fit. Here, we only made changes that were
theoretically sensible in terms of our model. In addition, the
results obtained were assessed regarding reliability, validity,
and plausibility. If respecification was indicated, the entire
evaluation process was repeated until a good model fit was
achieved. In the second step, the relationships between the latent
variables are analyzed by again evaluating the model fit and
afterward interpreting the path coefficients β and the coefficient
of determination R². To calculate the results, we used the robust
WLSMV (weighted least squares means and variance adjusted)
estimator. To ensure model identification, we only used factors
with 3 or more items in the initial measurement model.

Ethical Considerations
Ethical review and approval were waived for this study. We are
thus following the guidelines of the German Research
Foundation (DFG) and the German Data Forum (RatSWD).
The RatSWD is an independent body of empirically working
scientists and representatives of the most important public
institutions for data collection in Germany. It recommends a
careful self-examination of research ethics in order to decide
whether an ethical review by a committee is necessary for the
planned research project. After careful self-examination, we
were able to classify our research project as unobjectionable in
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terms of research ethics: neither patients nor other vulnerable
groups took part in the study. Also, our study was not likely to
trigger powerful emotions or cause severe psychological stress
or traumatic experiences. It did not involve physical risks to the
participants or result in physical pain. Furthermore, the
participants were informed of the study. Potential risks of
participation (such as social risks, risks of criminal or civil
liability, financial loss, professional disadvantages, or damage
to reputation; risk due to a difficult security situation in the
study room) did not exist. Participation in the study did not
involve any type of deception [45,46]. No compensation was
provided.

Results

Sample Characteristics
A total of 611 people entered the survey, of whom 349
completed it. An exact statement on the response rate cannot
be made because we do not have information on the number of
residents who received the questionnaire indirectly through our
contacts. Data from 6 participants had to be excluded due to
conspicuous response patterns (n=4), work in a hospital abroad
(n=1), and specific information in the comment section (n=1).
Furthermore, only data from participating physicians who had
a clear understanding of information security as distinct from
data protection were included. This was checked with the help

of a single comprehension item. Overall, data from 281
participants could be used for our analyses.

Table 2 shows the sociodemographic characteristics of the study
participants. A large majority of the participants were female
(173/281, 61.6%). The two age groups with the highest
frequency were 31-35 years (114/281, 40.6%) and 26-30 years
(108/281, 38.4%). There was a total of 16 specialties represented
by at least two participants. Most participants were part of a
residency program for internal medicine (62/281, 22.1%),
followed by anesthesiology (47/281, 16.7%), surgery (43/281,
15.3%), and pediatrics and adolescent medicine (30/281, 10.7%).
Participants were distributed across all residency levels, with
the fewest residents in their fourth year (43/281, 15.3%) and
most residents in their fifth year or above (82/281, 29.2%). The
majority of the participants worked in a public hospital (174/281,
61.9%), while approximately one-fifth (62/281, 22.1%) worked
in a nonprofit hospital and 14.2% (40/281) in a private hospital.
Most of the participants were employed in a university/teaching
hospital (230/281, 81.9%). The size of the hospitals (measured
by the number of beds) in which the residents underwent their
training varied, whereby most of them worked in a hospital with
more than 800 beds (109/281, 38.8%), followed by hospitals
with 300-800 beds (104/281, 37%). Fewer than one-fifth
(52/281, 18.5%) of the residents had a job in a hospital with
less than 300 beds.

J Med Internet Res 2025 | vol. 27 | e46257 | p. 6https://www.jmir.org/2025/1/e46257
(page number not for citation purposes)

Kraushaar & Bohnet-JoschkoJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Table 2. Sample characteristics (n=281).

Value, n (%)Variable

Gender

173 (61.6)Female

108 (38.4)Male

0 (0)Other

Age group (years)

7 (2.5)21-25

108 (38.4)26-30

114 (40.6)31-35

30 (10.7)36-40

22 (7.8)40 or older

Specialty

62 (22.1)Internal medicine

47 (16.7)Anesthesiology

43 (15.3)Surgery

30 (10.7)Pediatrics and adolescent medicine

99 (35.2)Other

Residency level

59 (21)First year

47 (16.7)Second year

50 (17.8)Third year

43 (15.3)Fourth year

82 (29.2)Fifth year or higher

Hospital sponsorship

40 (14.2)Private

174 (61.9)Public

62 (22.1)Nonprofit

5 (1.8)I don’t know

University or teaching hospital

230 (81.9)Yes

48 (17.1)No

3 (1.1)I don’t know

Hospital size (beds)

52 (18.5)Fewer than 300

104 (37)300-800

109 (38.8)More than 800

16 (5.7)I don’t know

Evaluation of the Measurement Model
We analyzed the model fit, the reliability, and the validity of
the measurement model and respecified it accordingly until we
received sufficient results. We began with an assessment of the

global fit of our original measurement model. Table 3 shows
the measurement model fit indices for the initial and the final
models. It revealed that the CFI was below the recommended
threshold, whereas the RMSEA and SRMR already showed
acceptable values.
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Table 3. Fit indices of the measurement model (N=281).

SRMRcRMSEAbCFIaP valueChi-square (df)Model

.070.055.933<.0011217.7 (657)Initial measurement model

.055.044.965<.001794.3 (514)Respecified final measurement model

<.08<.06≥.95≥.05—dRecommended thresholds

aCFI: comparative fit index.
bRMSEA: root mean squared error of approximation.
cSRMR: standardized root mean squared residual.
dNot applicable.

Looking at Cronbach α of the latent variables of the initial
measurement model, we received a poor value (<0.70) for the
latent variable AWAR. Here, we decided to drop the first two
items (AWAR1 and AWAR2) because, compared to the third
and fourth items, they seem to be too special and an own latent
variable, asking about concrete information security–related
knowledge. One reason could be that at the time of the survey,
information security policies and officers were not yet
implemented in most hospitals and could, therefore, not be
known to the physicians. After removing those 2 items, the
Spearman-Brown coefficient was acceptable.

We further respecified the model according to the modification
indices and added an error covariance between QUAD1 and
QUAD2. We then dropped items with loadings <.50 (TRFA1

and ITRE1). Although the χ2 goodness-of-fit statistic was still
significant (P<.001), these respecifications resulted in global
fit indices above the thresholds, as shown in Table 3, meaning

that the measurement model can be considered to be an
acceptable approximation of the empirical data. According to
the Fornell-Larcker [47] criterion, we also compared the square
root of the average variance extracted (AVE) for each variable
with the corresponding correlations of all other constructs [47].
Since the square root of the AVE was higher than the
correlations on the respective horizontal and vertical lines, as
shown in Table 4, the discriminant validity of the variables can
be confirmed. In addition, the AVE of each variable should be
higher than .50 to achieve acceptable convergent validity. All
AVEs were above this threshold. Afterward, we looked again
at Cronbach α and the composite reliability of each latent
variable. All values were higher than the recommended threshold
of .70, indicating acceptable reliability of the latent variables.
In summary, we obtained acceptable model fit, reliability, and
validity for the measurement model. A summary of the quality
indicators of the measurement model is presented in Table 5.
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Table 4. Mean, SD, and correlations after item exclusion (N=281).

10987654321Mean (SD)Latent variable

3.672 (0.688)1. QUAD

.778ar

P value

3.172 (0.781)2. ROLC

.746.422r

<.001P value

2.961 (0.688)3. TRFA

.732-.393-.225r

<.001<.001P value

2.897 (0.857)4. LEAD

.822.348-.391-.341r

<.001<.001<.001P value

2.898 (0.897)5. EDUC

.820.627.300-.463-.389r

<.001<.001<.001<.001P value

2.367 (0.910)6. ITRE

.813.141.138.398-.231-.166r

.005.013<.001<.001.002P value

2.686 (0.901)7. COMM

.792.350.254.173.313-.199-.155r

<.001<.001.001<.001<.001.005P value

3.471 (0.674)8. WENG

.808.118.086.277.379.184-.261-.135r

.027.226<.001<.001.001<.001.033P value

3.835 (0.971)9. AWAR

.904.121.256-.004.182.188.076-.076-.087r

.036<.001.797.001.002.197.244.141P value

3.563 (0.731)10. COMP

.776.502.219.337.084.239.201.175-.196-.080r

<.001<.001<.001.129<.001<.001.002<.001.234P value

aBold values on the diagonal are the square root of the corresponding average variance extracted (AVE).
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Table 5. Measurement model quality indicators (n=281).

AVEaComposite reliabilityCronbach αLoadingsLatent variable

.605.8830.854Quantitative demands

———b.644QUAD1

———.710QUAD2

———.899QUAD3

———.888QUAD4

———.715QUAD5

.557.7890.743Role conflicts

———.827ROLC1

———.711ROLC2

———.693ROLC3

.536.7740.720Trust and fairness

———DroppedTRFA1

———.689TRFA2

———.835TRFA3

———.661TRFA4

.676.8920.861Quality of leadership

———.884LEAD1

———.872LEAD2

———.806LEAD3

———.716LEAD4

.672.8910.853Further education and training

———.784EDUC1

———.910EDUC2

———.721EDUC3

———.852EDUC4

.661.8510.776IT resources

———DroppedITRE1

———.831ITRE2

———.934ITRE3

———.647ITRE4

.627.8700.826Information security–related communication

———.761COMM1

———.731COMM2

———.788COMM3

———.880COMM4

.652.8460.777Work engagement

———.658WENG1

———.969WENG2

———.765WENG3

.817.8990.855cInformation security–related awareness

———DroppedAWAR1
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AVEaComposite reliabilityCronbach αLoadingsLatent variable

———DroppedAWAR2

———.866AWAR3

———.940AWAR4

.602.8530.789Information security–related compliance

———.896COMP1

———.801COMP2

———.842COMP3

———.504COMP4

aAVE: average variance extracted.
bNot applicable.
cSpearman-Brown coefficient.

Analysis of the Structural Model and Hypotheses
Testing
The initial structural model already showed a good global fit
(Table 6). Nevertheless, we followed a proposed modification
index and added a direct effect of COMM on COMP, resulting
in the final structural model. The R² value for the endogenous
variable COMP was .512, indicating that 51.2% of the variance
of this variable can be explained by our structural model (Figure
2). The R² values for the mediators were .229 (WENG) and .154
(AWAR).

Figure 2 also presents the significant direct effects and
standardized path coefficients (β). A summary of the hypotheses
tested is provided in Multimedia Appendix 3. The results show
a significant relationship between LEAD and WENG (β=.414,
P=.001). There were no significant unique effects of the other
exogenous variables tested (QUAD, ROLC, TRFA, EDUC, and
ITRE) on WENG (all P>.05). Furthermore, we found a
significant positive relationship between EDUC and AWAR
(β=.173, P=.01), as well as between COMM and AWAR

(β=.349, P<.001). In addition, there was a significant negative
relationship between ITRE and AWAR (β=–.206, P=.01). Both
mediators WENG (β=.208, P=.001) and AWAR (β=.552,
P<.001) were significantly associated with the endogenous
variable COMP, which supports H1a and H1b.

In order to test the mediation hypotheses, we calculated the
partial indirect effects. A summary of the results is also
presented in Multimedia Appendix 3. The results showed that
WENG significantly mediated the relationship between LEAD
and COMP (P=.03), supporting hypothesis H2d. The positive
indirect effect resulted from the positive direct effects between
LEAD and WENG and between WENG and COMP. AWAR
mediated the relationships between the exogenous variables
EDUC (P=.02), ITRE (P= .02), and COMM (P<.001) and the
endogenous variable COMP, which supports H3a and H3c.
Since we expected a positive indirect effect of ITRE on COMP,
H3b could not be confirmed. The positive indirect effects of
EDUC and COMM resulted from the positive direct effects
involved.

Table 6. Fit indices of the structural model (n=281).

SRMRcRMSEAbCFIaP valueChi-square (df)Model

.059.043.966<.001799.1 (527)Initial structural model

.056.041.970<.001769.5 (526)Respecified final structural model

<.08<.06≥.95≥.05—dRecommended thresholds

aCFI: comparative fit index.
bRMSEA: root mean squared error of approximation.
cSRMR: standardized root mean squared residual.
dNot applicable.
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Figure 2. Structural model and standardized direct effects. *P<.05, **P<.01. Dashed gray arrows indicate statistically nonsignificant effects.

Discussion

Principal Findings and Comparison With Previous
Work
With this study, we could statistically prove the influence of
resident physicians’ job resources and job demands on their
information security–related compliance through the mediating
roles of work engagement and awareness. This is one of the
first studies to empirically analyze organizational antecedents
of physicians’ information security–related behavior in hospitals.
Intensified research activities in this field are of great importance
given that increasing digitization in hospitals and the associated
risks from cybersecurity attacks require—in addition to technical
solutions—well-considered organizational measures to enhance
information security.

It was shown from the results that the information
security–related compliance of resident physicians is
significantly related to their work engagement. The assumed
positive effect from our hypothesis was, therefore, confirmed.
Pham et al [25] already described this relationship in their
explorative study using interview analyses, which could be now
supported by our results. In line with the findings of the study
by Schaufeli and Bakker [22] and their revised version of the
JDRM, in which they stated that “engagement is exclusively
predicted by available job resources,” we did not find unique
relationships between the job demands involved (quantitative
demands and role conflicts) and work engagement. Both

demands also had no significant indirect effect on compliance.
It can be, therefore, assumed that decreasing job demands would
not be the most effective strategy in enhancing physicians’
information security–related compliance, which would need to
be further investigated by subsequent studies. Instead, our study
highlights the importance of the job resource “quality of
leadership,” which had a significant indirect effect on
information security–related compliance mediated by work
engagement. Based on that, we can conclude that supervisors
have the power to increase resident physicians’ compliance
through the motivational path: a good relationship with their
direct supervisors, who are mostly senior physicians, increases
resident physicians’ work engagement, which leads to better
compliance with the hospital's information security measures.
According to our study, this relationship can be supported by
the supervisor’s efforts in the areas of staff development, job
satisfaction, work planning, and conflict-solving. In light of the
increasing digitization, this should be accompanied by digital
and change management competencies [48].

Besides work engagement, awareness was the second mediator
in our model, and based on our results, it is also significantly
related to information security compliance. Here, our findings
are in line with the results of several other studies, analyzing
the role of awareness as a mediator in various industries
[22,31,32]. We found 2 job resources with a unique positive
effect on awareness and also a significant indirect effect on
compliance: information security–related communication and

J Med Internet Res 2025 | vol. 27 | e46257 | p. 12https://www.jmir.org/2025/1/e46257
(page number not for citation purposes)

Kraushaar & Bohnet-JoschkoJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


further education and training. Communication is a highly
effective factor in improving information security–related
compliance, as has been shown in other studies [16,17]. Regular,
comprehensible information security–related communication
increases physicians’awareness of potential information security
risks and threats. Here, we see a particular responsibility on the
part of the hospital management. A communication strategy
should be developed that makes all employees aware of the
risks and threats and their particular information security
responsibilities. In addition, information security–related
communication had a direct effect on compliance. It could be
assumed here that good communication also triggers automatic
mechanisms for resolving critical situations. Furthermore, our
results show that awareness can be created not only by
communication but also by good education and training. Modern
training concepts take a holistic approach and use various
methods to raise awareness, for example, through personalized
phishing simulations for training purposes and classic learning
sessions with subsequent skills tests and personalized follow-up
training based on individual results. Contrary to our hypothesis,
IT resources are negatively related to awareness. One possible
explanation could be that digitization and technologization
increase confidence in the security of the tools used. On the
other hand, if only outdated IT resources are available,
physicians might be more sensitive to possible security risks.

Overall, our study provides initial insights into how the hospital
as an organization could influence the individual information
security–related behavior of resident physicians during clinical
practice. In our opinion, the core element is the creation of an
information security culture as a subculture of the organizational
culture, which increases both the work engagement and the
awareness of resident physicians through good leadership,
information, and training.

Limitations
A few limitations should be taken into account when considering
and evaluating our results, one of which pertains to the study
design. First, since our study was conducted in Germany, it is
not possible to directly apply the results to other countries.
However, our study is intended to create incentives to conduct
studies in hospitals in other countries to explore organizational
factors for improving information security–related behavior.
Second, when using a survey, comprehension problems on the
part of the participants cannot be identified and addressed.
However, we believe that the approach was the most suitable
for the aim of the study and the selected target group as—for
example—interviews would have resulted in a much smaller
sample, which might have reduced the validity of the results.
Third, the cross-sectional design does not allow us to form
causal relationships between organizational antecedents, work
engagement, awareness, and compliance, but only correlations.
Any alterations in physicians’ behavior due to changes in
organizational factors can only be assessed with a longitudinal
design. Nevertheless, we assume causal relationships based on
logical considerations.

Even though it was an anonymous questionnaire, the risk of
social desirability bias remains, with participants trying to be
much more positive about their job-related attitudes and

behavior. Furthermore, the fact that we cannot precisely
determine the response rate represents another limitation. Since
we do not have information on the number of residents who
received the questionnaire indirectly through our contacts, for
example, through chief physicians or the hospital management,
we are not able to make an exact statement on the number of
residents being invited, which is the basis for calculating the
response rate. However, based on the information available to
us, we estimate that fewer than 10% of those who received the
questionnaire actually responded. If there are systematic
differences between the responders and nonresponders, the
results of our survey may not be representative of the target
population. This so-called nonresponse bias may threaten the
external validity of our study by reducing the representativeness
of the results. However, previous research suggests that
physician surveys are less susceptible to nonresponse bias than
general population studies because they are a more
homogeneous study population [49]. Furthermore, it is not
always the case that a low response rate automatically reduces
the representativeness, which is why the response rate should
not be considered in isolation [50]. We believe the main reason
for the low response rate was the heavy workload, which did
not allow physicians the time to participate. Another indicator
of the representativeness of a study is the sampling method [51].
The approach chosen for the data collection, in which residents
were invited through different channels, may have led to a
selection bias. For example, it is possible that digitally active
and networked physicians were primarily addressed. The high
proportion of physicians who received the questionnaire through
the Hartmannbund may also contribute to the selection bias.
Our study may have appealed to physicians with a higher
average digital affinity than in the target population. To sum
up, statistical conclusions on the entire target population should,
therefore, always be drawn, taking into account the supposedly
limited representativeness.

Future studies could use a longitudinal design to investigate the
specific introduction of information security–related measures
and the associated change in behavior. Furthermore, objective
criteria, such as the number of breaches, could also be used as
a measure of compliance instead of subjective self-reports. In
addition, qualitative studies in the form of interviews are suitable
for recording specific activities, opinions, perceptions, and
concerns of physicians. It would also be interesting to conduct
a study among senior physicians who have been working in
hospitals for significantly longer and may need other measures
to ensure that they behave in accordance with information
security. For example, existing habits may be more difficult to
change by adjusting resources and demands, and the resource
“quality of leadership” may play a weaker role than for resident
physicians.

Conclusions
A high standard of information security can only be achieved
holistically through coordinated technical and organizational
measures. In hospitals, this includes achieving a great level of
work engagement among physicians through good leadership,
but also creating awareness of the risks and threats relating to
information security through communication and training.
Hospital management is required to establish an information
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security culture that is informative and motivating and that raises awareness.

Acknowledgments
This study was actively supported by the Hartmannbund. The APF is paid for under the ATLAS project “Innovation and digital
transformation in healthcare” funded by the State of North Rhine-Westphalia, Germany (grant ITG-1-1). The authors declare that
they did not use generative artificial intelligence (AI) in any portion of the manuscript writing.

Data Availability
The datasets used and/or analyzed in the context of this study are available from the corresponding author upon reasonable request.

Authors' Contributions
JK designed the study, and SB-J made important contributions during this phase. With the kind support of the Hartmannbund,
JK recruited most of the participants. SB-J helped distribute the questionnaire through her professional network. JK analyzed and
interpreted the data. JK wrote the manuscript. SB-J was a major contributor to the revision of the manuscript. Both authors have
approved the manuscript before submission. All authors have read and agreed to the published version of the manuscript.

Conflicts of Interest
None declared.

Multimedia Appendix 1
Constructs, definitions, and corresponding items of the questionnaire.
[DOCX File , 38 KB-Multimedia Appendix 1]

Multimedia Appendix 2
Checklist for Reporting Results of Internet E-Surveys (CHERRIES).
[DOCX File , 24 KB-Multimedia Appendix 2]

Multimedia Appendix 3
Summary of the hypotheses tested.
[DOCX File , 16 KB-Multimedia Appendix 3]

References

1. Willing M, Dresen C, Haverkamp U, Schinzel S. Analyzing medical device connectivity and its effect on cyber security
in german hospitals. BMC Med Inform Decis Mak. 2020;20(1):246. [FREE Full text] [doi: 10.1186/s12911-020-01259-y]
[Medline: 32993623]

2. Argaw ST, Bempong NE, Eshaya-Chauvin B, Flahault A. The state of research on cyberattacks against hospitals and
available best practice recommendations: a scoping review. BMC Med Inform Decis Mak. 2019;19(1):10. [FREE Full text]
[doi: 10.1186/s12911-018-0724-5] [Medline: 30634962]

3. Yaqoob T, Abbas H, Atiquzzaman M. Security vulnerabilities, attacks, countermeasures, and regulations of networked
medical devices—a review. IEEE Commun. Surv. Tutorials. 2019;21(4):3723-3768. [doi: 10.1109/COMST.2019.2914094]

4. Jalali MS, Kaiser JP. Cybersecurity in hospitals: a systematic, organizational perspective. J Med Internet Res.
2018;20(5):e10059. [FREE Full text] [doi: 10.2196/10059] [Medline: 29807882]

5. Wani TA, Mendoza A, Gray K, Smolenaers F. Status of bring-your-own-device (BYOD) security practices in Australian
hospitals – a national survey. Health Policy and Technology. 2022;11(3):100627. [doi: 10.1016/j.hlpt.2022.100627]

6. Kraushaar J, Bohnet-Joschko S. Prevalence and patterns of mobile device usage among physicians in clinical practice: a
systematic review. Health Informatics J. 2023;29(2):14604582231169296. [FREE Full text] [doi:
10.1177/14604582231169296] [Medline: 37063054]

7. Millard WB. Where bits and bytes meet flesh and blood. Annals of Emergency Medicine. 2017;70(3):A17-A21. [doi:
10.1016/j.annemergmed.2017.07.008]

8. Argaw ST, Troncoso-Pastoriza JR, Lacey D, Florin MV, Calcavecchia F, Anderson D, et al. Cybersecurity of hospitals:
discussing the challenges and working towards mitigating the risks. BMC Med Inform Decis Mak. 2020;20(1):146. [FREE
Full text] [doi: 10.1186/s12911-020-01161-7] [Medline: 32620167]

9. Kruse CS, Frederick B, Jacobson T, Monticone DK. Cybersecurity in healthcare: a systematic review of modern threats
and trends. Technol Health Care. 2017;25(1):1-10. [doi: 10.3233/THC-161263] [Medline: 27689562]

J Med Internet Res 2025 | vol. 27 | e46257 | p. 14https://www.jmir.org/2025/1/e46257
(page number not for citation purposes)

Kraushaar & Bohnet-JoschkoJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://jmir.org/api/download?alt_name=jmir_v27i1e46257_app1.docx&filename=d04971a80a2ad6c93f3fe977e39af8b4.docx
https://jmir.org/api/download?alt_name=jmir_v27i1e46257_app1.docx&filename=d04971a80a2ad6c93f3fe977e39af8b4.docx
https://jmir.org/api/download?alt_name=jmir_v27i1e46257_app2.docx&filename=da40ac04cfdc3a890590880b5a44be08.docx
https://jmir.org/api/download?alt_name=jmir_v27i1e46257_app2.docx&filename=da40ac04cfdc3a890590880b5a44be08.docx
https://jmir.org/api/download?alt_name=jmir_v27i1e46257_app3.docx&filename=c0cf05670431d5ab59eeb531d84bbd44.docx
https://jmir.org/api/download?alt_name=jmir_v27i1e46257_app3.docx&filename=c0cf05670431d5ab59eeb531d84bbd44.docx
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-020-01259-y
http://dx.doi.org/10.1186/s12911-020-01259-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32993623&dopt=Abstract
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-018-0724-5
http://dx.doi.org/10.1186/s12911-018-0724-5
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30634962&dopt=Abstract
http://dx.doi.org/10.1109/COMST.2019.2914094
https://www.jmir.org/2018/5/e10059/
http://dx.doi.org/10.2196/10059
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29807882&dopt=Abstract
http://dx.doi.org/10.1016/j.hlpt.2022.100627
https://journals.sagepub.com/doi/10.1177/14604582231169296?url_ver=Z39.88-2003&rfr_id=ori:rid:crossref.org&rfr_dat=cr_pub  0pubmed
http://dx.doi.org/10.1177/14604582231169296
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37063054&dopt=Abstract
http://dx.doi.org/10.1016/j.annemergmed.2017.07.008
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-020-01161-7
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-020-01161-7
http://dx.doi.org/10.1186/s12911-020-01161-7
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32620167&dopt=Abstract
http://dx.doi.org/10.3233/THC-161263
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27689562&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


10. Tully J, Selzer J, Phillips JP, O'Connor P, Dameff C. Healthcare challenges in the era of cybersecurity. Health Secur.
2020;18(3):228-231. [doi: 10.1089/hs.2019.0123] [Medline: 32559153]

11. Klick J, Koch R, Brandstetter T. Epidemic? The attack surface of German hospitals during the COVID-19 pandemic. IEEE;
2021. Presented at: Proceedings of the 13th International Conference on Cyber Conflict (CyCon); May 25-28, 2021:73-94;
Tallin, Estonia. [doi: 10.23919/cycon51939.2021.9468304]

12. Pollini A, Callari TC, Tedeschi A, Ruscio D, Save L, Chiarugi F, et al. Leveraging human factors in cybersecurity: an
integrated methodological approach. Cogn Technol Work. 2022;24(2):371-390. [FREE Full text] [doi:
10.1007/s10111-021-00683-y] [Medline: 34149309]

13. Branchenspezifischer Sicherheitsstandard „Medizinische Versorgung“. Deutsche Krankenhaus Gesellschaft. Dec 8, 2022.
URL: https://www.dkgev.de/fileadmin/default/Mediapool/2_Themen/2.1_Digitalisierung_Daten/
2.1.4._IT-Sicherheit_und_technischer_Datenschutz/2.1.4.1._IT-Sicherheit_im_Krankenhaus/
Branchenspezifischer_Sicherheitsstandard_Medizinische_Versorgung_v1.2_Stand_2022-12-08.pdf [accessed 2024-11-10]

14. Kuppusamy P, Samy GN, Maarop N, Magalingam P, Kamaruddin N, Shanmugam B, et al. Systematic literature review of
information security compliance behaviour theories. J. Phys.: Conf. Ser. 2020;1551(1):012005. [doi:
10.1088/1742-6596/1551/1/012005]

15. Hu Q, Dinev T, Hart P, Cooke D. Managing employee compliance with information security policies: the critical role of
top management and organizational culture*. Decision Sciences. 2012;43(4):615-660. [doi:
10.1111/j.1540-5915.2012.00361.x]

16. D'Arcy J, Greene G. Security culture and the employment relationship as drivers of employees' security compliance. Info
Mngmnt & Comp Security. 2014;22(5):474-489. [doi: 10.1108/imcs-08-2013-0057]

17. Solomon G, Brown ITJ. The influence of organisational culture and information security culture on employee compliance
behaviour. JEIM. 2020;34(4):1203-1228. [doi: 10.1108/jeim-08-2019-0217]

18. Yeng PK, Fauzi MA, Yang B. A comprehensive assessment of human factors in cyber security compliance toward enhancing
the security practice of healthcare staff in paperless hospitals. Information. 2022;13(7):335. [doi: 10.3390/info13070335]

19. Hedström K, Kolkowska E, Karlsson F, Allen JP. Value conflicts for information security management. The Journal of
Strategic Information Systems. 2011;20(4):373-384. [doi: 10.1016/j.jsis.2011.06.001]

20. Kraushaar J, Bohnet-Joschko S. Smartphone use and security challenges in hospitals: a survey among resident physicians
in Germany. Int J Environ Res Public Health. 2022;19(24):16546. [FREE Full text] [doi: 10.3390/ijerph192416546]
[Medline: 36554426]

21. Demerouti E, Bakker AB, Nachreiner F, Schaufeli WB. The job demands-resources model of burnout. J Appl Psychol.
2001;86(3):499-512. [Medline: 11419809]

22. Schaufeli WB, Bakker AB. Job demands, job resources, and their relationship with burnout and engagement: a multi‐sample
study. J Organ Behavior. 2004;25(3):293-315. [doi: 10.1002/job.248]

23. Schaufeli WB, Taris TW. A critical review of the job demands-resources model: implications for improving work and
health. In: Bauer GF, Hämmig O, editors. Bridging Occupational, Organizational and Public Health. Dordrecht, the
Netherlands. Springer; 2014:43-68.

24. Taris TW, Schaufeli WB. The job demands-resources model. In: Clarke S, Probst TM, Guldenmund F, Passmore J, editors.
The Wiley Blackwell Handbook of the Psychology of Occupational Safety and Workplace Health. Hoboken, NJ. Wiley;
2015:155-180.

25. Pham HC, El-Den J, Richardson J. Stress-based security compliance model – an exploratory study. ICS. 2016;24(4):326-347.
[doi: 10.1108/ics-10-2014-0067]

26. Borkowski N, Meese KA. Organizational Behavior in Health Care. Fourth Edition. Burlington, MA. Jones et Bartlett
Learning; 2021.

27. Nahavandi A, Denhardt RB, Denhardt JV, Aristigueta MP. Organizational Behavior (Sage Texts). New Delhi, India. SAGE
Publications; 2015.

28. Amankwa E, Loock M, Kritzinger E. Establishing information security policy compliance culture in organizations. ICS.
2018;26(4):420-436. [doi: 10.1108/ics-09-2017-0063]

29. Li L, Xu L, He W, Chen Y, Chen H. Research and practical issues of enterprise information systems. In: Tjoa AM, Xu L
DA, Raffai M, Novak NM, editors. Cyber Security AwarenessIts Impact on Employee's Behavior. Cham, Switzerland.
Springer International Publishing; 2016:103-111.

30. Karlsson F, Karlsson M, Åström J. Measuring employees’ compliance – the importance of value pluralism. ICS.
2017;25(3):279-299. [doi: 10.1108/ics-11-2016-0084]

31. Hwang I, Wakefield R, Kim S, Kim T. Security awareness: the first step in information security compliance behavior.
Journal of Computer Information Systems. 2019;61(4):345-356. [doi: 10.1080/08874417.2019.1650676]

32. Koohang A, Anderson J, Nord JH, Paliszkiewicz J. Building an awareness-centered information security policy compliance
model. IMDS. 2019;120(1):231-247. [doi: 10.1108/imds-07-2019-0412]

33. Burr H, Berthelsen H, Moncada S, Nübling M, Dupret E, Demiral Y, et al. international COPSOQ Network. The third
version of the Copenhagen psychosocial questionnaire. Saf Health Work. 2019;10(4):482-503. [FREE Full text] [doi:
10.1016/j.shaw.2019.10.002] [Medline: 31890332]

J Med Internet Res 2025 | vol. 27 | e46257 | p. 15https://www.jmir.org/2025/1/e46257
(page number not for citation purposes)

Kraushaar & Bohnet-JoschkoJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://dx.doi.org/10.1089/hs.2019.0123
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32559153&dopt=Abstract
http://dx.doi.org/10.23919/cycon51939.2021.9468304
https://europepmc.org/abstract/MED/34149309
http://dx.doi.org/10.1007/s10111-021-00683-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34149309&dopt=Abstract
https://www.dkgev.de/fileadmin/default/Mediapool/2_Themen/2.1_Digitalisierung_Daten/2.1.4._IT-Sicherheit_und_technischer_Datenschutz/2.1.4.1._IT-Sicherheit_im_Krankenhaus/Branchenspezifischer_Sicherheitsstandard_Medizinische_Versorgung_v1.2_Stand_2022-12-08.pdf
https://www.dkgev.de/fileadmin/default/Mediapool/2_Themen/2.1_Digitalisierung_Daten/2.1.4._IT-Sicherheit_und_technischer_Datenschutz/2.1.4.1._IT-Sicherheit_im_Krankenhaus/Branchenspezifischer_Sicherheitsstandard_Medizinische_Versorgung_v1.2_Stand_2022-12-08.pdf
https://www.dkgev.de/fileadmin/default/Mediapool/2_Themen/2.1_Digitalisierung_Daten/2.1.4._IT-Sicherheit_und_technischer_Datenschutz/2.1.4.1._IT-Sicherheit_im_Krankenhaus/Branchenspezifischer_Sicherheitsstandard_Medizinische_Versorgung_v1.2_Stand_2022-12-08.pdf
http://dx.doi.org/10.1088/1742-6596/1551/1/012005
http://dx.doi.org/10.1111/j.1540-5915.2012.00361.x
http://dx.doi.org/10.1108/imcs-08-2013-0057
http://dx.doi.org/10.1108/jeim-08-2019-0217
http://dx.doi.org/10.3390/info13070335
http://dx.doi.org/10.1016/j.jsis.2011.06.001
https://www.mdpi.com/resolver?pii=ijerph192416546
http://dx.doi.org/10.3390/ijerph192416546
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36554426&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=11419809&dopt=Abstract
http://dx.doi.org/10.1002/job.248
http://dx.doi.org/10.1108/ics-10-2014-0067
http://dx.doi.org/10.1108/ics-09-2017-0063
http://dx.doi.org/10.1108/ics-11-2016-0084
http://dx.doi.org/10.1080/08874417.2019.1650676
http://dx.doi.org/10.1108/imds-07-2019-0412
https://linkinghub.elsevier.com/retrieve/pii/S2093-7911(18)30272-5
http://dx.doi.org/10.1016/j.shaw.2019.10.002
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31890332&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


34. Lincke HJ, Vomstein M, Lindner A, Nolle I, Häberle N, Haug A, et al. COPSOQ III in Germany: validation of a standard
instrument to measure psychosocial factors at work. J Occup Med Toxicol. 2021;16(1):50. [FREE Full text] [doi:
10.1186/s12995-021-00331-1] [Medline: 34784940]

35. Keller M, Bamberg E, Kersten M, Nienhaus A. Entwicklung eines instruments zur stressbezogenen arbeitsanalyse für
klinikärztinnen und -ärzte (ISAK). Z Arb Wiss. 2010;64:337-353. [doi: 10.1037/t70200-000]

36. Keller M, Bamberg E, Kersten M, Nienhaus A. Validierung des Instruments zur stressbezogenen Arbeitsanalyse für
Klinikärztinnen und -ärzte (ISAK). Zeitschrift für Arbeits- und Organisationspsychologie A&O. 2013;57(1):3-21. [doi:
10.1026/0932-4089/a000096]

37. Bulgurcu B, Cavusoglu H, Benbasat I. Information security policy compliance: an empirical study of rationality-based
beliefs and information security awareness. MIS Quarterly. 2010;34(3):523-548. [doi: 10.2307/25750690]

38. Eysenbach G. Improving the quality of web surveys: the checklist for reporting results of internet E-surveys (CHERRIES).
J Med Internet Res. 2004;6(3):e34. [FREE Full text] [doi: 10.2196/jmir.6.3.e34] [Medline: 15471760]

39. Wolf EJ, Harrington KM, Clark SL, Miller MW. Sample size requirements for structural equation models: an evaluation
of power, bias, and solution propriety. Educ Psychol Meas. 2013;76(6):913-934. [FREE Full text] [doi:
10.1177/0013164413495237] [Medline: 25705052]

40. Kyriazos TA. Applied psychometrics: sample size and sample power considerations in factor analysis (EFA, CFA) and
SEM in general. PSYCH. 2018;09(08):2207-2230. [doi: 10.4236/psych.2018.98126]

41. Bollen KA, Noble MD. Structural equation models and the quantification of behavior. Proc Natl Acad Sci U S A. 2011;108
Suppl 3(Suppl 3):15639-15646. [FREE Full text] [doi: 10.1073/pnas.1010661108] [Medline: 21730136]

42. Kline RB, St C. Principles and Practice of Structural Equation Modeling. New York City, NY. Guilford Press; 2022.
43. Anderson JC, Gerbing DW. Structural equation modeling in practice: a review and recommended two-step approach.

Psychological Bulletin. 1988;103(3):411-423. [doi: 10.1037/0033-2909.103.3.411]
44. Hu L, Bentler PM. Cutoff criteria for fit indexes in covariance structure analysis: conventional criteria versus new alternatives.

Structural Equation Modeling: A Multidisciplinary Journal. 1999;6(1):1-55. [doi: 10.1080/10705519909540118]
45. When do I need a statement by an ethics committee? Deutsche Forschungsgemeinschaft. 2023. URL: https://www.

konsortswd.de/wp-content/uploads/RatSWD_Output9_Forschungsethik.pdf [accessed 2024-09-21]
46. Rat für Sozial- und Wirtschaftsdaten (RatSWD). Forschungsethische Grundsätze und Prüfverfahren in den Sozial- und

Wirtschaftswissenschaften. Output Series. 2017;9(5). [FREE Full text]
47. Fornell C, Larcker DF. Evaluating structural equation models with unobservable variables and measurement error. Journal

of Marketing Research. 1981;18(1):39-50. [doi: 10.2307/3151312]
48. Balling S, Bohnet-Joschko S. Ärztliche führung im krankenhaus der zukunft. Gesundheitsökonomie & Qualitätsmanagement.

2022;28(02):89-94. [doi: 10.1055/a-1920-3609]
49. Kellerman SE, Herold J. Physician response to surveys. A review of the literature. Am J Prev Med. 2001;20(1):61-67. [doi:

10.1016/s0749-3797(00)00258-0] [Medline: 11137777]
50. Schouten B, Cobben F, Bethlehem J. Indicators for the representativeness of survey response. Survey Methodol.

2008;35(1):101-113. [FREE Full text]
51. Ortmanns V, Schneider S. Can we assess survey representativeness of cross-national surveys using the education variable?

Survey Research Methods. 2016;10(3):189-210. [doi: 10.18148/srm/2016.v10i3.6608]

Abbreviations
AVE: average variance extracted
BYOD: bring your own device
CFI: comparative fit index
CHERRIES: Checklist for Reporting Results of Internet E-Surveys
COPSOQ: Copenhagen Psychosocial Questionnaire
GDPR: General Data Protection Regulation
JDRM: Job Demands-Resources Model
OB: Organizational Behavior
RMSEA: root mean squared error of approximation
SEM: structural equation modeling
SRMR: standardized root mean squared residual
TPB: Theory of Planned Behavior
WLSMV: weighted least squares means and variance adjusted

J Med Internet Res 2025 | vol. 27 | e46257 | p. 16https://www.jmir.org/2025/1/e46257
(page number not for citation purposes)

Kraushaar & Bohnet-JoschkoJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://occup-med.biomedcentral.com/articles/10.1186/s12995-021-00331-1
http://dx.doi.org/10.1186/s12995-021-00331-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34784940&dopt=Abstract
http://dx.doi.org/10.1037/t70200-000
http://dx.doi.org/10.1026/0932-4089/a000096
http://dx.doi.org/10.2307/25750690
https://www.jmir.org/2004/3/e34/
http://dx.doi.org/10.2196/jmir.6.3.e34
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=15471760&dopt=Abstract
https://europepmc.org/abstract/MED/25705052
http://dx.doi.org/10.1177/0013164413495237
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25705052&dopt=Abstract
http://dx.doi.org/10.4236/psych.2018.98126
https://europepmc.org/abstract/MED/21730136
http://dx.doi.org/10.1073/pnas.1010661108
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21730136&dopt=Abstract
http://dx.doi.org/10.1037/0033-2909.103.3.411
http://dx.doi.org/10.1080/10705519909540118
https://www.konsortswd.de/wp-content/uploads/RatSWD_Output9_Forschungsethik.pdf
https://www.konsortswd.de/wp-content/uploads/RatSWD_Output9_Forschungsethik.pdf
https://doi.org/10.17620/02671.1
http://dx.doi.org/10.2307/3151312
http://dx.doi.org/10.1055/a-1920-3609
http://dx.doi.org/10.1016/s0749-3797(00)00258-0
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=11137777&dopt=Abstract
https://www150.statcan.gc.ca/n1/pub/12-001-x/2009001/article/10887-eng.pdf
http://dx.doi.org/10.18148/srm/2016.v10i3.6608
http://www.w3.org/Style/XSL
http://www.renderx.com/


Edited by T de Azevedo Cardoso; submitted 03.02.23; peer-reviewed by B von Solms, I Schiering, J Klein; comments to author 29.01.24;
revised version received 30.03.24; accepted 11.10.24; published 07.01.25

Please cite as:
Kraushaar J, Bohnet-Joschko S
The Role of the Organization in Promoting Information Security–Related Behavior Among Resident Physicians in Hospitals in
Germany: Cross-Sectional Questionnaire Study
J Med Internet Res 2025;27:e46257
URL: https://www.jmir.org/2025/1/e46257
doi: 10.2196/46257
PMID:

©Judith Kraushaar, Sabine Bohnet-Joschko. Originally published in the Journal of Medical Internet Research (https://www.jmir.org),
07.01.2025. This is an open-access article distributed under the terms of the Creative Commons Attribution License
(https://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and reproduction in any medium,
provided the original work, first published in the Journal of Medical Internet Research (ISSN 1438-8871), is properly cited. The
complete bibliographic information, a link to the original publication on https://www.jmir.org/, as well as this copyright and
license information must be included.

J Med Internet Res 2025 | vol. 27 | e46257 | p. 17https://www.jmir.org/2025/1/e46257
(page number not for citation purposes)

Kraushaar & Bohnet-JoschkoJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://www.jmir.org/2025/1/e46257
http://dx.doi.org/10.2196/46257
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

