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Abstract

Background: The integration of connected medical devices (MDs) into health care brings benefits but also introduces new,
often challenging-to-assess risks related to cybersecurity, which have the potential to harm patients. Current regulations in the
European Union and the United States mandate the consideration of these risks in the benefit-risk analysis (BRA) required for
MD approval. Thisimportant step in the approval process weighs all the defined benefits of a device with its anticipated risks to
ensure that the product provides a positive argument for use. However, there is limited guidance on how cybersecurity risks
should be systematically evaluated and incorporated into the BRA.

Objective: This scoping review aimed to identify current legal frameworks, guidelines, and standards in the United States,
Canada, South Korea, Singapore, Australia, the United Kingdom, and the European Union on how cybersecurity risks should be
considered in the BRA of MDs.

Methods: Thisscoping review followed the PRISMA-ScR (Preferred Reporting Itemsfor Systematic Reviewsand Meta-Analyses
extension for Scoping Reviews) framework. A systematic literature search of 10 databases was conducted in two phases on July
3, 2024 and September 30, 2024, including the guidance databases of the Food and Drug Administration, the Medical Device
Coordination Group, and other International Medical Device Regulators Forum members; the International Medical Device
Regulators Forum database; PubM ed; and Scopus. Search termsincluded “ cybersecurity,” “ security,” “ benefit/risk,” “ benefit-risk,”
and “risk-benefit.” Additional references wereidentified via citation searching and expert interviews. Inclusion criteriawere met
if adocument was aguideline or standard in force that provided guidance on the BRA or cybersecurity risks of MDs. Documents
were excluded when they were not relevant to MDs, they were limited to asubclass of devices, they were about in vitro diagnostic
MDs or investigational devices, and the content of the source was insufficient to undertake a scientific analysis. Data were
extracted and analyzed using MAX QDA 2022, and the findings were narratively summarized and visualized in figures and tables.

Results: The search identified 150 documents, with 34 (22.7%) meeting the inclusion criteria. These 34 documents included 4
(12%) regulations, 5 (15%) standards, 6 (18%) technical reports, and 19 (56%) guidance documents. While cybersecurity risks
were acknowledged in most documents, detailed methods for their integration into the BRA were lacking. Some standards and
guidelines provided examples of how to consider cybersecurity risksin the BRA, but acomprehensive and standardized approach
was lacking.

Conclusions: Thisreview highlights a substantial gap between the recognition of cybersecurity risksin MDs and the guidance
on their incorporation into the BRA. Standardized frameworks are needed to provide clear methods for evaluating cybersecurity
risks and their impact on the safety and security of MDs.
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Introduction

Background

Connected medical devices (cMDs) have become an integral
part of modern health care and play acrucial rolein diagnosing,
monitoring, and treating a wide range of medical conditions
[1]. These devices have integrated software or are entirely
software based, allowing them to connect to other devices or
networks to exchange, transfer, or receive commands and data
[1]. Examples include smartwatches, implanted devices often
referred to asthe Internet of Medical Things[2], and stationary
devices such as computed tomography scanners [1,3]. While
their connectivity offers multiple advantages, such asreal-time
disease and physiology monitoring [1,4,5] along with the
potential for remote device management and over-the-air
updating [6], it aso introduces new risks for patients,
particularly related to cybersecurity [4,5,7,8]. These risks are
not just theoretica but could harm patients [9,10].
“Cybersecurity risks’ is used as an umbrella term for risks
specifically arising from cybersecurity vulnerabilities and
measures that could affect the security (that is, astate in which
information assets are protected) and safety (the absence of
unacceptable risks to the patient’s health) of a medical device
(MD) [11,12]. However, those 2 areas overlap to some degree
as security risks could exist that affect the MD’s safety [13].
Thus, cybersecurity risks can lead to harm “to people, property,
and the environment” [12].

The relevance of cybersecurity risksis underscored by arising
number of cyberattacks on health care infrastructure [9,14]
while, at the same time, the US Food and Drug Administration
(FDA) reports a substantial number of adverse events related
to cybersecurity vulnerabilities [15] and has even recalled
several deviceshbecause of them [16,17]. Regulatory frameworks
such as the Medical Device Regulation (EU_MDR) in the
European Union (EU) and the Federal Food, Drug, and Cosmetic
Act (FD&C Act) in the United States mandate that
manufacturers secure cMDs against these vulnerabilities to
ensure that the risks for patients are as minimal as possible to
guarantee a high level of health and safety protection [18-20].
Those high-level requirements are often further specified in
guidance documents provided by authorities such asthe Medical
Device Coordination Group (MDCG) for the EU, the FDA for
the United States, or the Therapeutic Goods Administration
(TGA) for Australia[13,21,22].

To assess whether these requirements for health and safety
protection are met, manufacturers are often obligated under
legidlation in multiple regions, including the United States,
Australia, and the EU, to carry out abenefit-risk analysis (BRA),
which determines whether the benefits of an MD outweigh its
risks [18-20,23]. This important step in the approval process
weighs all defined benefits of a device with its anticipated risks
(including the risk detected for similar devices) considering the
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device's intended use to ensure that the product as a whole
provides a positive argument for use [24].

As guidance documents often prescribe a BRA but rarely
prescribe a precise methodol ogy, there are multiple qualitative,
quantitative, and semiquantitative methodsin use[25,26], such
as the multicriteria decision analysis (MCDA) [27], the
quantitative BRA [28], or the FDA's Benefit-Risk Framework
(BRF) [24]. Despite the prevalence of qualitative methods
among manufacturers [29], there is currently no established
standard for their use. Qualitative methods are often critiqued
for their subjectivity and lack of rigor, whereas quantitative
methods are often regarded as superior by multiple researchers
[28,30,31]. However, the applicability of quantitative methods,
which often originate from the pharmaceutical industry, is
limited for MDs due to the inherent challenges in quantifying
risks associated with aspects of their use (eg, cybersecurity
risks) [25]. Theimportance of the consideration of cybersecurity
risks in the BRA is addressed in several guidance documents
[13,22,32]. However, the guidance fails to provide clear
instructions on how to evaluate and incorporate these often
challenging-to-assess risksinto the BRA [11,12,25].

Objectives

To address the existing ambiguities regarding the BRA and
cybersecurity, this review aimed to identify the current legal
frameworks, guidelines, and standards in the United States,
Canada, South Korea, Singapore, Austraia, the United
Kingdom, and the EU on how cybersecurity risks should be
considered in the BRA of MDs.

Methods

This scoping review was conducted according to the
PRISMA-ScR (Preferred Reporting Items for Systematic
Reviews and Meta-Anayses extension for Scoping Reviews)
guidelines[33]. The completed PRISMA-ScR checklist can be
found in Table S1 in Multimedia Appendix 1 [33].

Search Strategy

The first literature search was conducted on July 3, 2024, and
a second search was conducted on September 30, 2024, in the
regulatory guidance databases of 7 International Medical Device
Regulators Forum (IMDRF) member statesthat provide rel evant
guidance in English: the US FDA guidance database, the EU
MDCG document database, the Australian TGA guidance
database, the Health Canada guidance document database, the
South Korean Ministry of Food and Drug Safety (MFDS)
regulation database, the UK guidance and regulation database
(with afilter for Medicines and Healthcare Products Regul atory
Agency [MHRA] documents), and the Singaporean Health
Sciences Authority (HSA) database of guidance documentsfor
MDs. In addition, the IMDRF guidance document database,
Scopus, and PubMed were searched. Each guidance database
was searched using the terms “cybersecurity,” “security,”
“benefit-risk,” “benefit/risk,” and “risk-benefit.” Scopus was
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searched using the following search string: TITLE-ABSKEY (
( cybersecurity OR* information security” OR" cyber security”
) AND ( “medical device*” OR “health device*” ) AND (
“ benefit-risk” OR" risk-benefit” OR*“ benefit/risk” )). PubMed
was searched using the following search string: (cybersecurity
OR “information security” OR *“cyber security”) AND
(“medical device*” OR*" health device*” ) AND (“ benefit-risk”
OR “ risk-benefit” OR “ benefit/risk” ). In addition, a reference
search of theincluded guidelines was conducted to identify any
other relevant standards or guidelines referenced in the official
guidance documents, and 2 experts on the regulation of
cybersecurity in MDs (authors CR and PW) were asked to
provide the most recent guidance documents that are not yet
referenced in the official guidelines. The data from all the
identified guidelineswere exported and gathered in an el ectronic
database (Microsoft Excel for Mac; version 16.86.3).

Inclusion and Exclusion Criteria

Sources were included in thisreview if they met the following
inclusion criteria: (1) they were a regulation, guideline, or
standard or an academic paper describing regulations, guidelines,
or standards; (2) they werein force (applicable for regulations,
guidelines, and standards); and (3) they delivered guidance for
the BRA of MDs or cybersecurity risks of MDs. Sources were
excluded when (1) they were not relevant to MDs, (2) they were
limited to a specific subclass of MDs and not generalizable (eg,
digital diabetesdevices), (3) they were about in vitro diagnostic
MDsor investigational devices, and (4) the content of the source
was insufficient to undertake a scientific analysis.

Freyer et a

Study Selection

Thetitlesand summaries of theidentified sourceswere screened
by 2 independent researchers between July 3, 2024, and October
6, 2024, to evaluate whether they met the criteriafor inclusion.
In case of disagreements, a third independent reviewer was
consulted. After the initial screening, 1 reviewer screened the
full text of theincluded guidelines for digibility.

Data Extraction and Analysis

Data extraction and analysis were conducted using MAX QDA
2022 (VERBI GmbH). One researcher identified keywords
related to the BRA and cybersecurity risks within each
document. Thereafter, any guidance and recommendations
related to both topics and to the intersection of both were
extracted. The extracted data and the relationships between
different data sources were then synthesized using figures,
tables, and narrative summaries. Recommendations regarding
cybersecurity risksin the BRA provided in the documentswere
listed.

Results

Search Results

The systematic search of the 10 databases resulted in 150
documents. Of those 150 documents, 16 (10.7%) wereincluded
in this review. The reference search and expert interviews
retrieved another 30 documents, of which 18 (60%) were
included in this review. In total, 34 documents were included
in this review. Figure 1 [34] shows the flowchart of the
screening process and was prepared in accordance with the
template provided by Page et a [34].

Figurel. Flowchart of the screening process. Thisflowchart followsthe template provided by Pageet a [34]. BRA: benefit-risk analysis, EU: European
Union; FDA: Food and Drug Administration; HSA: Health Sciences Authority; IMDRF: International Medical Device Regulators Forum; MD: medical
device; MDCG: Medica Device Coordination Group; MFDS: Ministry of Food and Drug Safety; MHRA: Medicines and Healthcare Products Regul atory

Agency; TGA: Therapeutic Goods Administration.
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Source Characteristics

Among the 34 documents included in the study were 4 (12%)
regulations, 5 (15%) standards, 6 (18%) technical reports, and
19 (56%) guidance documents. In total, 6% (2/34) of the
documents were applicable only in the EU, 18% (6/34) were
applicablein the United States, 12% (4/34) were applicablein
Australia, 6% (2/34) were applicablein Canada, 6% (2/34) were
applicable in Singapore, 3% (1/34) were applicable in South
Korea, 3% (1/34) were applicable in the United Kingdom, and
47% (16/34) were applicable internationally. A total of 15%
(5/34) of the documents only described the concept of BRA
without mentioning cybersecurity explicitly, 18% (6/34)
described cybersecurity riskswithout mentioning the BRA, and

Freyer et al

68% (23/34) described the intersection of both. In total, 24%
(8/34) of the documents provided examples or methods on how
to consider cybersecurity risks in the BRA. Table 1 provides
an overview of theincluded documents, whereas Figure 2 shows
a visua representation of the relationship between the
documents. To improve readability, documents from the same
source describing similar content were grouped together (eg,
FDA_Cyber encompasses all Food and Drug Administration
cybersecurity guidance and IEC 80001 encompasses all
substandards of this standard family mentioned in this paper)
and only the short titles of the included documents are used. A
list with the URL s to the included documents can be found in
Table S2 in Multimedia Appendix 1.

Figure2. Therelationshipsamong theincluded documents. The nodes are color grouped by type. The edge color isinherited from the nodeit originates
from. FDA_BRA: Benefit Risk Analysis Guidance from the Food and Drug Administration; FDA_Cyber: Cybersecurity Guidance from Food and Drug
Administration HC_Cyber: Pre-market Requirements for Medical Device Cybersecurity; HSA_Cyber: Regulatory Guidelines for Software Medical
Devices—A Life Cycle Approach; HSA_GN-20: GN-20: Guidance on Clinical Evauation; IMDRF_Cyber: Cybersecurity Guidance from the | nternational
Medical Device Regulators Forum; MFDS_Cyber: Guideline on Review and Approval for Cybersecurity of Medical Devices (For industry); NIST_CSF:
National Institute of Standards and Technology Cybersecurity Framework; TGA_Cyber: Cybersecurity Guidance from the Therapeutic Goods

Administration.
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Table 1. Characteristics of the included documents. The table provides the complete name of the sources and the abbreviations used in this paper, if
applicable. The year of publication and the year of the last update, if applicable, are provided.

Name Abbreviation  Type Organization Year of pub- Year of last Description
lication update
;ederleg Food, Drug, and Cosmetic  US _FD&C Regulation gs Houseof 1938 2024 Thisisthelaw that grantsthe FDA?
ct[19] ti\ze&ent& the power to regulateMDsb. It estab-

lishes high-level rulesfor MDs and
their approval process and defines
requirements for many aspects of
MDs, including cybersecurity and
the BRAC.

Medical Devices Regulations CA_MDR Regulation  Parliament 1985 2024 This Canadian regulation defines

(SOR/98-282) [23] of Canada basic principles and high-level re-
quirementsfor the approval of MDs
in Canada.

Therapeutic Goods (Medical De- AU_MDR Regulation  Parliament 2002 2024 This Australian regulation defines

vices) Regulations 2002 [20] of Australia basic principles and high-level re-
quirementsfor the approval of MDs
in Australia. The requirements are
organized into 15 essential princi-
ples.

Regulation (EUd) 2017/745 of the EU_MDR Regulation  EU Parlia= 2017 2024 This E_uropean regula_ntion came into

European Parliament and of the ment and forcein2017. It provideshigh-level

Council of 5 April 2017, on MDs, Council rulesand requirementsfor MDsthat

amending Directive 2001/83/EC, are or will be placed on the Euro-
pean market.

Regulation (EC®) 178/2002, and
Regulation (EC) 1223/2009 and re-
pealing Council Directives
90/385/EEC and 93/42/EEC (text

with EEA' rel evance) [18]

NISTY SP" 800-30 [35] NIST_800-30 Guidance NIST 2012 i Thisspecial publication by theNIST
defines principles for how to con-
duct risk assessments for informa-
tion systems. It is not specifically

designed for MDs.
NIST Cybersecurity Framework NIST_CSF2.0 Guidance NIST 2014 2024 This document by the NIST pro-
[36] vides general guidance on cyberse-

curity risk management. It is not
specifically designed for MDs.

Factorsto Consider Regarding FDA_BRA_AC Guidance FDA 2016 2018 This document provides guidance
Benefit-Risk in Medical Device & ED for FDA staff and industry on the
Product Availability, Compliance, factors considered in the BRA re-
and Enforcement Decisions [37] garding availability, compliance,
and enforcement decisions.
Postmarket Management of Cyber- FDA_Cy- Guidance FDA 2016 2018 Provides guidance on managing cy-
security in Medical Devices[32] ber_Post bersecurity vulnerabilitiesin MDs

that are already on the market, em-
phasizing continuous monitoring
and identifying and addressing cy-
bersecurity threats to ensure safety
and effectiveness throughout their

life cycle.
GN-20: Guidanceon Clinical Eval- HSA_GN-20 Guidance HSsAl 2017 2022 This document provides guidance
uation [38] for the clinical evaluation required
for theregistration of MDsin Singa-
pore.
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Name Abbreviation  Type Organization Year of pub- Year of last Description
lication update

Consideration of Uncertainty in FDA BRA Un  Guidance FDA 2019 — This document provides guidance

Making Benefit-Risk Determina-  certainty on how the FDA considersuncertain-

tionsin Medical Device Premarket ty in MD premarket approvals and

Approvals, De Novo Classifications, de novo classifications and de-

and Humanitarian Device Exemp- scribes factors influencing this un-

tions[39] certainty.

Factorsto Consider When Making FDA_BRA Guidance FDA 2019 — This document provides guidance

Benefit-Risk Determinationsin on how the FDA conductsthe BRA,

Medical Device Premarket Approval explaining the factors considered

and De Novo Classifications [40] and how they should be applied.

MDCGK 2019-16, revison 1[13] MDCG_2019-  Guidance MDCG 2019 2020 Provides guidancefor MD manufac-

16 turers on how to address the cyber-

security requirements stated by the
MDR.. It outlinesthe necessary
stepsthat manufacturers should take
to ensure that their devices are se-
cured against cyber threats through-
out the product life cycle.

Pre-market Requirementsfor Medi- HC_Cyber Guidance HedthCana- 2019 — Thisdocument provides nonbinding

cal Device Cybersecurity [22] da guidance for the cybersecurity of
M Ds and about the information that
should be provided when applying
for alicensein Canada.

Medical device cyber security guid- TGA_Cy- Guidance TGA™ 2019 2022 This document provides guidance

ance for industry [21] ber Dev on how to comply with the essential
principlesfor MDsin Australia, fo-
cusing on cybersecurity.

Medica devicecyber security infor- TGA_Cy- Guidance TGA 2019 2022 Thisdocument providesrecommen-

mation for users[41] ber User dations for users of MDs regarding
cybersecurity practices. It empha-
sizes the importance of users and
operating environments for secure
MDs.

Principlesand Practicesfor Medical IMDRF_Cy-  Guidance IMDRE" 2020 — It provides principlesand recommen-

Device Cybersecurity [42] ber dations regarding the cybersecurity
of MDsfor all stakeholders and
emphasizes the relevance of arisk
management process for cybersecu-
rity risks.

Regulatory Guidelinesfor Software  HSA_Cyber  Guidance HSA 2020 2024 The guideline detailsthe regul atory

Medical Devices—A Life Cycle requirements for softwarein MDs

Approach [43] or asan MD over the product’slife
cycle. Thisincludes aspectsof cyber-
security, including risk manage-
ment.

Guideline on Review and Approval  MFDS_Cyber Guidance MFDSP 2020 — Thisnonbinding guidelinefor man-

for Cybersecurity of Medical De- ufacturers provides an overview of

vices (For industry) [44] the requirements and how they can
be met for the approval of MDsin
South Korea.

Software and Al asaMedical Dee  MHRA_SavID  Guidance MHRAP 2021 2023 This document provides an

vice Change Programme [45]

overview of upcoming changes to
theregulation of MDsinthe United
Kingdom regarding software and

Al9. 1t does not deliver clear guid-
ance inits current state.
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Name

Abbreviation

Type

Organization Year of pub-

lication

Year of last Description

update

Complying with the Essential Prin-
cipleson the safety and performance
of medical devices[46]

Cybersecurity in Medical Devices:
Quiality System Considerations and
Content of Premarket Submissions
[22]

Principles and Practices for Soft-
ware Bill of Materials for Medical
Device Cybersecurity [47]

Principles and Practices for the Cy-
bersecurity of Legacy Medical De-
vices[48]

IECS 82304-1:2016 [49]

1SO" 14971:2019 [11]

|EC 80001-1:2021 [50]

|EC 81001-5-1:2021 [51]

ANSIY/AAMIY SW96:2023 [52]

IEC 80002-1:2009 [53]

IEC/TRY 80001-2-2:2012 [54]

IEC/TR 80001-2-1:2012 [55]

ISO/TR 80001-2-7:2015 [56]

TGA_Sdfety

FDA_Cy-
ber_Pre

IM-
DRF_SBOM

IMDRF_Leg-
MD

IEC_82304-1
1SO_14971

IEC_80001-1

IEC_81001-5-
1

AAMI_SW96

IEC_80002-1

IEC_80001-2-
2

IEC_80001-2-
1

1SO_80001-2-

Guidance

Guidance

Guidance

Guidance

Standard

Standard

Standard

Standard

Standard

Technica re-
port

Technica re-
port

Technicd re-
port

Technicd re-
port

TGA

FDA

IMDRF

IMDRF

IEC

IEC

IEC

AAMI

IEC

IEC

IEC

2022

2023

2023

2023

2016

2019

2021

2021

2023

2009

2012

2012

2015

2024

This guidance describes how the 15
essential principlesfor MD approval
in Australia defined in the “ Thera-
peutic Goods (Medical Devices)
Regulations 2002” should be met
and addressed.

Provides guidance for MD manufac-
turers on addressing cybersecurity
intheir premarket submissions, em-
phasizing theimportance of integrat-
ing robust cybersecurity measures
throughout the device'slife cycleto
ensure safety and effectiveness.

Outlines principles and recommen-
dations for the implementation of

an SBOM" to enhance cybersecurity
for MDs.

Provides principles and recommen-
dations for maintaining the cyberse-
curity of legacy MDs.

This document provides require-
ments for safety and security over
the entire life cycle of MDs that
constitute or contain software.

Describes how the risk management
processfor MDs should be conduct-
ed by MD manufacturers.

Thisstandard describesthe require-
ments for different stakeholdersin
the risk management process of
MDs connected to a health carein-
frastructure. It covers multiple risk
types, including cybersecurity risks.

This standard defines life cyclere-
quirementsfor MDsregarding cyber-
security, including best practices
and security risk management.

Thisstandard appliesthe framework
provided within SO 14971:2019 to
security risk management.

Thistechnical report details how to
apply the risk management frame-
work of 1SO 14971 to software as
an MD or in MDs.

This document provides a frame-
work for disclosing security-related
capabilities and risks associated
with the risk management of MDs
connected to I T networks.

This document provides guidance
on how to implement the risk man-
agement process described in IEC
80001-1:2021.

This document provides guidance
on how to assess MD conformity
with |EC 80001-1:2021.

https://www.jmir.org/2024/1/e65528

RenderX

JMed Internet Res 2024 | vol. 26 | €65528 | p. 7

(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Freyer et a
Name Abbreviation  Type Organization Year of pub- Year of last Description
lication update
AAMI TIR57:2016/(R)2023 Princi- AAMI_TIR57 Technical re- AAMI 2016 2023 Provides guidance on methods for
ples for medical device securi- port performing cybersecurity risk man-
ty—Risk Management [57] agement for MDs incorporating
principlesfrom 1SO 14971:2019 and
IEC 80001-1:2021.
1SO TR 24971:2020 [12] ISO_24971 Technica re-  1SO 2020 — Provides guidance on the applica-
port tion of 1SO 14971:2019.

8 DA: Food and Drug Administration.

bMD: medical device.

°BRA: benefit-risk analysis.

deu: European Union.

®EC: European Community.

EEA: European Economic Area.

INIST: National Institute of Standards and Technology.
Nsp: Special Publications.

"The document was not updated.

JHSA: Hedlth Sciences Authority.

KMDCG: Medical Device Coordination Group.

IMDR: Medical Device Regulation.

™TGA: Therapeutic Goods Administration.

"IMDRF: International Medical Device Regulators Forum.
°MFDS: Ministry of Food and Drug Safety.

PMHRA: Medicines and Healthcare Products Regulatory Agency.
9Al: artificial intelligence.

'SBOM: software bill of materials.

SIEC: International Electrotechnical Commission.

Y50 International Organization for Standardization.
UANSI: American National Standards Institute.

VAAMI: Association for the Advancement of Medical Instrumentation.
YWTR: Technical Report.

Regulationsin the EU, the United States, Canada, and
Australia

The scope and requirements for MD manufacturers in the EU
aredetermined at ahigh level by the Regulation (EU) 2017/745
of the European Parliament and of the Council on MDs
(EU_MDR) [18] and by the Regulation (EU) 2017/746 of the
European Parliament and of the Council on in vitro diagnostic
MDs [58]. The latter was excluded from this scoping review.
The provided rules are further defined by guidance documents
issued by the MDCG or by referring to existing harmonized
standards developed or adapted from existing international
standards by a European standard organization [18]. In the
United States, the FD& C Act definesfoundational requirements
for MDs and empowers the FDA to establish detailed rules for
MDsand enforcethem[19]. Thesituationissimilar in the other
regions analyzed. While the fundamental regulation is usually
passed by the legidature, it is specified by executive
organizations and authorities such as the TGA in Australia or
the HSA in Singapore [20,21,23,43,45,59].

In the EU, the EU_MDR addresses BRA requirements in
multiple sections, requiring weighing all known risks of adevice
against its benefitsto the patient [ 18] without further specifying

https://www.jmir.org/2024/1/e65528

thetypes of risks. While not mentioned explicitly, itisgenerally
assumed that cybersecurity risks should be considered.
Cybersecurity risks are not mentioned in detail; instead, the
EU_MDR defines 2 broad requirements using the terms
“information security” and “IT security”: MDs that include
software or are software must be devel oped following the state
of the art and must have protective measures against
unauthorized access [18]. This state of the art is not further
defined.

In the United States, the FD& C Act section 515(a) states that
the effectiveness and safety of an MD are determined by
“weighing any probable benefit to health from the use of the
device against any probable risk of injury or illness from such
use’ [19]. High-level cybersecurity requirements are defined
in section 524B of the FD&C Act to monitor and address
postmarket vulnerabilities, ensure device and system security,
provide software updates and a software bill of materials
(SBOM), and comply with additional regulations for
cybersecurity assurance [19]. Similarly to the EU, the
intersection of cybersecurity risks and BRA is not mentioned
explicitly within the regulation, but the wording in both the
EU_MDR and the FD& C Acts suggests a consideration.
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The Canadian Medical Device Regulations require conducting
a BRA to determine whether a product is safe and should be
put on the market. It is not specified which risks should be
considered or how the BRA should be conducted. Cybersecurity
is not mentioned [23].

In the Australian Therapeutic Goods (Medical Devices)
Regulations (AU_MDR) 2002, the requirement of the BRA and
high-level cybersecurity requirements are mentioned separately.
The performance of aBRA isprescribedin “ Essential Principle
6,” with the requirement that the benefits of an MD must
outweigh any undesirable effectsarising fromitsuse[20]. While
cybersecurity is not mentioned directly, additional guidance
clarifies that cybersecurity risks are within the scope of this
principle[21]. Additional cybersecurity requirements are defined
in “Essentia Principle 12,” including the implementation of a
risk management process [20].

Guiddinesfor the BRA and Cybersecurity

Among the 34 documents, we identified 19 (56%) guidelines
currently used within the included regions that describe the
concept of the BRA or cybersecurity risks. Table 2 provides an
overview of theidentified regulations, guidelines and standards,
and their recommendations for including cybersecurity risksin
the BRA.

Oneguidelinewasissued by the MDCG, expanding and framing
the cybersecurity requirements provided in the EU_MDR. In
addition to implementing cybersecurity measures, manufacturers
must establish a process for managing cybersecurity risks that
considers the device's safety, security, and effectiveness. The
residual security risks (which could include cybersecurity ones)
should then be considered in anewly named concept called the
“security benefit-risk analysis’ [13]. However, it remains unclear
when the BRA should be performed as the corresponding
passage is ambiguous: the BRA could be divided into
subcategoriesidentified in therisk assessment (eg, cybersecurity
risks, electromagnetic risks, and usability risk), or all risks,
including cybersecurity ones, may be considered within the
overall BRA [13]. Further detail s or guidance about the method
to use are not provided.

A total of 9% (3/34) of the documentswereissued by the FDA,
providing nonbinding but recommended guidance on how to
conduct aBRA for MD approval inthe United States, including
practical examples[37,39,40]. The qualitative method described
in those guidance documents is known as the FDA's BRF and
could be adapted for the consideration of cybersecurity risks;
however, in its current state, it provides no specific guidance
on how this can be done. The other 2 FDA guidelines describe
cybersecurity requirements for MDs, mentioning the relevance
of cybersecurity risksfor BRA multipletimes[22,32] and partly
referring to the FDA's BRF.

The cybersecurity guidance provided by Health Canada
recommends incorporating cybersecurity risks into the risk
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management process, whereas the BRA is only mentioned
superficialy [59].

One guidance document about the clinical evaluation of MDs
issued by the HSA describes the BRA as an ongoing process
that includes any risks associated with using the MD without
mentioning cybersecurity directly [38]. Another HSA guidance
document about cybersecurity recommends that the framework
set out in the International Organization for Standardization
(ISO) standard 14971 for cybersecurity risk management be
followed, which includes the BRA as an integral step of this
process [43].

The MHRA guidance on cybersecurity acknowledges the
relevance of cybersecurity and provides a road map for future
developments without defining cybersecurity requirements or
mentioning the BRA in its current state [45].

A TGA guidance document describes the implementation of
the 15 “Essential Principles’ of the AU_MDR, containing
recommendationsfor both the BRA and cybersecurity [46]. The
BRA is described as a holistic approach that assures that the
benefits from the use of an MD outweigh any undesirable effects
while providing no operational method [46]. The cybersecurity
requirements, which are described at a high level in this
guidance, are further detailed in 2 additional guidance
documents [21,41]. These recommend a continuous risk
assessment and management over the MD’s life cycle that
includes cybersecurity risks and the consideration of
cybersecurity risks in the BRA without providing a detailed
methodology or description of the impact of cybersecurity on
the BRA [21,41].

The MFDS guidance defines high-level requirements for the
cybersecurity risk management processwithout mentioning the
BRA [44].

Intotal, 9% (3/34) of the guidelineswereissued by theIMDRF,
ajoint group of multiple regulatory authorities, including the
European Commission and the FDA. While the provided
documentsare not legally binding, they provide agood overview
of regulatory practices and are acknowledged as part of the
overal regulatory state of the art by the FDA aswell asby EU
regulatory bodies [13,22]. These 3 guidelines describe
cybersecurity recommendations for MDs, acknowledging the
need to conduct a BRA that considers cybersecurity risks
[42,47,48].

A total of 6% (2/34) of the guidelines were issued by the
National Institute of Standards and Technology (NIST) but are
referenced in multiple guidance documents originating from
sourcesoutside the United States[21,42,59]. The NIST_800-30
provides guidance on theimplementation of arisk management
process, describing different methods while addressing the
concept of the BRA only dlightly [35]. Similarly, the NIST
Cybersecurity Framework provides guidance for cybersecurity
risk management with a focus on organizations but does not
describe the BRA at al [36].
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Table 2. The consideration of cybersecurity risks in the benefit-risk analysis (BRA) as defined in different regulations, guidelines, and standards.

Name

Mention of
BRA

Mention of cy-
bersecurity

Providesa
method or ex-
ample

Intersection between BRA and cybersecurity

US FD&C?

CA_MDR?

AU_MDR®

EU_MDR'

NIST_800-30

NIST_csF2.0"

FDA_BRA_AC&ED!'

FDA_Cyber_Post¥

HSA_GN-20

FDA_BRA_Uncertainty™

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

No

Yes

No

No

No

No

No

No

No

No

Yes (not
specifically
designed for
cybersecurity)

No

No

No

The FD& C Act addressesthe BRA and cybersecurity independent-
ly. However, the broadly defined risks in the BRA include safety
risksthat could be caused by cybersecurity vulnerabilities, ensuring
comprehensive risk management without explicitly mentioning
cybersecurity.

The CA_MDR requires conducting a BRA to determine whether
aproduct is safe and effective. It acknowledges the uncertainty
that liesin this process but provides no further detail on methods.
It does not mention cybersecurity.

The AU_MDR mentions cybersecurity requirementsand the BRA
independently inits“Essential Principles.” Principle 6 definesthat

the benefits of an MDY must outweigh any undesirable effects

arising fromits use. Guidance documents by the TGA® clarify that
cybersecurity is within the scope of this principle. No detailed
method is provided. In principle 12, the document definesrequire-
mentsfor the cybersecurity of MDs, including theimplementation
of arisk management process.

TheEU_MDR addressesthe BRA and cybersecurity independently.
However, the broadly defined risksinthe BRA include safety risks
that could be caused by cybersecurity vulnerabilities, ensuring
comprehensive risk management without explicitly mentioning
cybersecurity.

The document provides guidance on the cybersecurity risk assess-
ment process and describesthe benefits and problems of qualitative,
quantitative, and semiquantitative methods, acknowledging the
limitations of personal judgment and uncertainties of the process.
Due to the non—M D-specific nature of the document, the concept
of aBRA isonly slightly addressed, whereas the main focusison
cost and benefit trade-offs.

The document provides aframework for cybersecurity risk man-
agement with afocus on organizations. The BRA isnot mentioned.

This document supplements the FDA'S BRA framework by incor-
porating additional benefits and risks. It specifically describesthe
impact of availability, compliance, and enforcement decisions on
the BRA.

This guidance document advises manufacturersto monitor, identify,
and address cybersecurity vulnerabilities and exploits as part of
their postmarket management of MDs. It also recommends evalu-
ating residual risks, the results of the BRA, and any risksintroduced
through remediation efforts as part of the Postmarket Cybersecurity
Program after detecting a vulnerability.

This guidance defines an important objective of clinical evaluation
as determining whether the risks associated with the use of theMD
are acceptable when weighed against the benefits for the patient.
This BRA is also seen as an ongoing process that includes any
risks associated with the use of the M D without mentioning cyber-
security directly.

This guidance document addresses the inherent uncertainty in
MDs' premarket decision-making regarding their benefits and
risks. It outlines the need to consider this uncertainty in the BRA
and recommends collecting postmarket data to address and reduce
this uncertainty over an MD’slife cycle.
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Name Mention of
BRA

Mention of cy-
bersecurity

Providesa
method or ex-
ample

Intersection between BRA and cybersecurity

FDA_BRA" Yes

MDCG_2019-16P Yes

HC_Cyber" Yes

TGA_Cyber_Dev® Yes

TGA_Cyber_User Yes

IMDRF_Cyber" Yes

HSA_Cyber® Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes (not
specifically
designed for
cybersecurity)

Yes

No

No

No

No

No

This guidance document states that the BRA can be conducted
using both clinical and nonclinical data, recognizing that some
MDs' attributes cannot be tested using clinical methods. It empha-
sizesthat clinical benefits are usually measured directly through
factors such as magnitude, probability, and duration. In the BRA,
all risks must be considered and weighed against the clinical ben-
efits, both based on thetotality of the evidence. The document also
highlights the importance of incorporating patient perspectives
and accounting for uncertainty. It provides an assessment tool
similar to a checklist and examples and notes that the BRA isan
essential step that should always be conducted following the risk

assessment and management processes that are outlined in 1SO°
standard 14971:2019.

This guidance document emphasizes the need to consider therela-
tionship between safety and security in the context of risk. It
highlights that security risks can be caused by both weak and re-
strictive security measures. Rather than conducting aBRA for each
individual security risk, an overall BRA should be executed based
on the device's intended use and the potential impacts on safety
and performance using the safety risk assessment, which includes
security hazard categories. In addition, the original security BRA

should be updated with PMSY data.

In this document, cybersecurity is seen as an integral component
of an MD over its complete life cycle. The overlap between secu-
rity and safety is acknowledged, and it is recommended to incor-
porate cybersecurity into the risk management process. Therele-
vance of the BRA is only mentioned superficialy in the introduc-
tion without providing further details on the impact of cybersecu-
rity risks.

This document recommends a continuous risk assessment and
management over the MD’s life cycle that includes cybersecurity
risks. Devices should be secure by design and by default to mini-
mizerisksto patients. The overlap of security and safety isacknowl-
edged. It isstated that, to comply with principle 6 of the Therapeu-
tic Goods (Medical Devices) Regulations 2002, cybersecurity risks
must be considered in the BRA. The document does not provide
adetailed methodol ogy or description of the impact of cybersecu-
rity on the BRA. Instead, it offers general recommendations, such

as maintaining an SBOM?, and suggests that new features could
potentially increase cybersecurity risks but that they should aso
provide benefits.

This document emphasizes the role of users to maintain security
in MDs. The BRA is mentioned in the context of communication
activities, which should include discussions on the benefits of a
device versus its cybersecurity risks.

This guidance document emphasi zes the need to assess the impact
of security risk mitigation measures on the management of other
risks (eg, considering the benefits and risks associated with deploy-

ing updates). HCPs" are encouraged to conduct a BRA of manu-
facturers’ proposed mitigations beforeimplementing them. Accord-
ing to this document, a cybersecurity-informed BRA isan ongoing
process.

This document recommends the implementation of an ongoing
risk management process following | SO standard 14971, which
also takes cybersecurity risksinto account. The overlap of security
and safety risks is acknowledged. The BRA is mentioned in the
context of clinical evaluation and new risks arising from the use
of adevice without specifying a method or describing the impact
of cybersecurity risks on the BRA.

https://www.jmir.org/2024/1/e65528

RenderX

JMed Internet Res 2024 | vol. 26 | €65528 | p. 11
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Freyer et a

Name

Mention of
BRA

Mention of cy-
bersecurity

Providesa
method or ex-
ample

Intersection between BRA and cybersecurity

MFDS_Cyber¥

MHRA_SaMD?

TGA_Safety®

FDA_Cyber_Pre®

IMDRF_SBOM®

IMDRF_LegMD®

IEC_82304-1 standard®

ISO_14971 standard®

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

No

No

Yes (not
specificaly
designed for
cybersecurity)

This document acknowledges an overlap of security and safety
risksand defines high-level requirementsfor the cybersecurity risk
management process. The concept of a BRA is not mentioned.

The relevance of cybersecurity risksand agap in the current regu-
lation are recognized. A road map for future developmentsis pre-
sented but without providing details on risk management in the
area of cybersecurity or on the BRA.

Inlinewith principle 6 of the Therapeutic Goods (Medical Devices)
Regulations 2002, this guidance emphasi zes the relevance of the
BRA. The BRA is described as a holistic method that assures that
the benefits from the use of an MD outweigh any undesirable ef-
fects. A processfor risk assessment and risk management must be
implemented throughout the life cycle of the product. The impact
of cybersecurity risks on the BRA is not described in detail, and
no method is given for how a BRA must be performed.

This guidance document emphasizes the unpredictable nature of
cybersecurity risks, which cannot be easily assessed or quantified
using historical dataor modeling. Thus, qualitative methods could
also be used, which is similarly acknowledged in the most recent
version of 1SO standard 14971:2019. Thisdocument al so acknow!-
edges the interconnected yet distinct nature of safety and security
risk management. Manufacturers should assess identified risks
based on the level of risk posed by the device and its operational
system, with continuous risk identification throughout the device
life cycle. Cybersecurity should be integrated into the device from
the beginning. Responses to security events should consider the
BRA to determine the appropriateness of actions given that updates
may limit device availability. In addition, this document recognizes
the challenges in updating devices already on the market.

This guidance document highlights that providing an SBOM en-
ablesregulatorsto perform amore comprehensive BRA. It aidsin
estimating and addressing the impact of threats, vulnerabilities,
and exploits, thereby enhancing overall risk management.

This guidance document advises HCPs and MD manufacturers to
monitor therisk profile of devicesthroughout their life cycle. HCPs
should perform regular clinical BRAs comparing the risks of the

use of legacy devices beyond their EOS™ date with acquiring new
or upgraded devices.

The standard defines that arisk management process should bein
placeto fulfill itsrisk-benefit approach. Therisk assessment should
also include the network environment. Theimpact of cybersecurity
risks on risk management is only described at a high level without
providing details on the BRA.

1S0O 14971:2019 acknowledges that quantitative data are often
unavailable for cybersecurity risks, alowing for qualitative risk
estimation. The standard specifically includesrisksrelated to data
and system security within its scope. It highlights that breachesin
data and system security can lead to harm, such as loss of data,
uncontrolled accessto data, corruption or loss of diagnostic infor-
mation, or software corruption resulting in device malfunction. If
aresidual risk is deemed unacceptable based on the risk manage-
ment plan’s criteriaand further risk control isimpractical, manu-
facturers may review data and literature to determine whether the
benefits of theintended use outweigh thisresidual risk. In addition,
agenera BRA of al residual risks should be conducted by
weighing them against the overall benefits provided by the MD’s
intended use. Thisoverall residual risk could be stronger than each
individual risk.
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Name

Mention of
BRA

Mention of cy-
bersecurity

Providesa
method or ex-
ample

Intersection between BRA and cybersecurity

IEC_80001-1 standard®®

IEC_81001-5-1 standard®

AAMI_SW96 standard™

IEC_80002-1%

IEC_80001-2-2

IEC_80001-2-1

1SO_80001-2-7

AAMI_TIR574"

Yes

No

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

No

No

No

No

Yes

Thisstandard specifiesthat, if risks cannot be reduced to an accept-
ablelevel through risk management, a BRA should be conducted.
When no suitable risk control measures are possible, a holistic
BRA should be performed, weighing the overall residual risk
against the system benefit. The analysis should involve judgment
by experienced and knowledgeabl e individual s considering techni-
cal, clinical, regulatory, economic, sociological, and political
contexts. It also recommends conducting ageneral BRA weighing
all unaccepted risks against the net clinical benefit of deployment,

aligning with the guidance in 1SO TRA 24971:2020.

This standard mandatesthat handling residual security risks should
be done in cooperation with product risk management. It also re-
quires considering theimpacts on safety caused by the degradation
of security over time.

If a security residua risk is deemed unacceptable, a BRA should
be performed. Manufacturers should balance the residual security
risk against the benefits provided by the device'sdesign capabilities
or security controls. The overall BRA should consider all security
residual risks as well asthe impact of the implementation of the
deviceintothelT infrastructure, intersecting with the requirements
defined in IEC 80001-1:2021.

This document has a high overlap with 1SO 14971 as it describes
the application of 1SO 14971 for software. The BRA is described
as an integral part of the risk management process for all residual
risks. Cybersecurity ismentioned asarel evant risk, whereas further
details of itsimpact on the BRA are not provided.

Thistechnica report emphasizes that residual cybersecurity risks
should be considered in the BRA.

Thistechnica report specifies that, if risks cannot be reduced to
an acceptable level through the risk management process, the de-
vice should be changed or the risk should be outweighed by the
expected benefits, determined in aBRA.

Thistechnical report specifies that individual and overall residual
risks should be assessed for acceptability. If the required risk re-
duction isimpractical, the responsible organization must conduct
and document a BRA of the residual risk. In addition, when the
residual risk remains unacceptable, a BRA should be conducted
to weigh the overall residual risk against the health benefits
emerging from incorporating the MD into the IT network.

Thistechnical report advises that, if a security residual risk is
deemed unacceptable, aBRA should be performed. Manufacturers
should balance the residual security risk against the benefits pro-
vided by the device's design capabilities or security controls. It
warns against using “security by obscurity” asarisk reduction
strategy. Security risks impacting safety must be evaluated in the
safety risk assessment following SO 14971:2019. Effective com-
munication with patients and HCPsiis crucial, ensuring that they
understand how to manage residual risk without providing attackers
with a blueprint. Manufacturers should & so balance usability, de-
vice safety, and security to ensure appropriate security controls
for intended users and connected systems.
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Name Mention of Mention of cy- Providesa Intersection between BRA and cybersecurity
BRA bersecurity method or ex-
ample
1SO 24971 Yes Yes Yes (not Thistechnical report provides examples of cybersecurity-related
- specifically safety risks and emphasizes the importance of evaluating security
designed for  risks by considering confidentiality, integrity, and availability in
cybersecurity) the context of the device'sintended use. It states that the BRA is

used to determine whether an individual residual risk isoutweighed
by the expected benefits of the device'sintended use. Manufactur-
ers are encouraged to consider technical, regulatory, economic,
and sociological contextsin their risk management decisions, ac-
knowledging that implementing risk control measures might intro-
duce new risks or exacerbate existing ones. The report emphasizes
the complexity of directly comparing benefits and risks and sug-
gests that the overall residual risk should be viewed from a broad
perspective, ensuring that all identified hazardous situations have
been evaluated and risks have been reduced to an acceptable level
or accepted based on aBRA.

3FD& C: Federal Food, Drug, and Cosmetic Act.

bCA_M DR: Canadian Medical Device Regulations.

CAU_MDR: Australian Therapeutic Goods (Medical Devices) Regulations.
dMD: medical device.

®TGA: Therapeutic Goods Administration.

fEU_M DR: European Union Medical Device Regulation.

INIST_800-30: National Institute of Standards and Technology Special Publication 800-30.
PNIST _CSF2.0: National Institute of Standards and Technology Cybersecurity Framework.
'FDA_BRA_AC&ED: Factors to Consider Regarding Benefit-Risk in Medical Device Product Availability, Compliance, and Enforcement Decisions.

IFDA: Food and Drug Administration.
kFDA_C,\/ber_Post: Postmarket Management of Cybersecurity in Medical Devices.
IHSA_GN—ZO: GN-20: Guidance on Clinical Evaluation.

MEDA_BRA_Uncertainty: Consideration of Uncertainty in Making Benefit-Risk Determinations in Medical Device Premarket Approvals, De Novo

Classifications, and Humanitarian Device Exemptions.

"FDA_BRA: Factors to Consider When Making Benefit-Risk Determinations in Medical Device Premarket Approval and De Novo Classifications.

91SO: International Organization for Standardization.

PMDCG_2019-16: Medical Device Coordination Group Document 2019-16-Guidance on Cybersecurity for medical devices.

9PM S: postmarket surveillance.

"HC_Cyber: Pre-market Requirements for Medical Device Cybersecurity.
STGA_Cyber Dev: Medical device cybersecurity guidance for industry.
'SBOM: software bill of materials.

YTGA_Cyber User: Medical device cybersecurity information for users,
VIMDRF_Cyber: Principles and Practices for Medical Device Cybersecurity.
WHCP: health care provider.

XHSA_Cyber: Regulatory Guidelines for Software Medical Devices—A Life Cycle Approach.
YMFDS Cyber: Guideline on Review and Approval for Cybersecurity of Medical Devices (for industry).

“MHRA_SaMD: Software and Al as aMedical Device Change Programme.

BTGA_Safety: Complying with the Essential Principles on the safety and performance of medical devices.
abFDA_Cyber_Pre: Cybersecurity in Medical Devices: Quality System Considerations and Content of Premarket Submissions.
LIMDRF_SBOM: Principles and Practices for Software Bill of Materials for Medical Device Cybersecurity.

adj\ DRF_LegMD: Principles and Practices for the Cybersecurity of Legacy Medical Devices.

%EOS: end of service.

& EC_82304-1 standard: International Electrotechnical Commission Standard 82304-1:2016 Health software Part 1: General requirements for product

safety.

) SO 14971 standard: International Organization for Standardization Standard 14971:2019 Medical devices—Application of risk management to

medical devices.

Z"hIEC_80001-1 standard: International Electrotechnical Commission Standard |EC 80001-1:2021 Application of risk management for | T-networks
incorporating medical devices; Part 1: Safety, effectiveness and security in the implementation and use of connected medical devices or connected

health software.
4TR: Technical Report.
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a‘jIEC_81001—5—1 standard: International Electrotechnical Commission Standard 81001-5-1:2021 Hedlth software and health IT systems safety,
effectiveness and security; Part 5-1: Security — Activitiesin the product life cycle.

HKAAM |_SW96 standard: American National Standards I nstitute and Association for the Advancement of Medical Instrumentation Standard SW96:2023;
Standard for medical device security—Security risk management for device manufacturers.

alIEC_80002—1: International Electrotechnical Commission Standard 80002-1:2009 Medical device software; Part 1: Guidance on the application of

1SO 14971 to medical device software.

aMAAMI_TIR57: Association for the Advancement of Medical Instrumentation Technical Report TIR57:2016/(R)2023; Principles for medical device

security—Risk management.

SO 24971 International Organization for Standardization Technical Report 24971:2020 Medical devices — Guidance on the application of 1SO

14971.

Standardsfor the BRA and Cyber security

Among the 34 documents, 5 (15%) were standards and 6 (18%)
were technical reports. All of them describe cybersecurity
considerations for the BRA process. The 1SO 14971:2019
standard explicitly mentions that security risks should be
considered in the risk assessment and the BRA [11] asthey can
lead to harm [12]. This standard is the recognized consensus
standard of the FDA for the risk management of MDs and was
harmonized for the EU as the EN 1SO 14971:2019 standard
[60Q]. It aso lists basic requirements for the BRA, mandating
an evaluation of whether a device's benefits outweigh its
residual risksand necessary modificationsif the benefits do not
justify the risks [11]. The ISO Technical Report 24971:2020
standard, a technical report on how to implement 1SO
14971:2019, provides examples and detailed guidance on which
risks to consider within the security risk management process.
Inlinewith ISO 14971:2019, it proposesthat the overall residual
risk should be viewed from a broad perspective considering all
residual risks, ensuring that all identified hazardous situations
have been evaluated and the risks have been reduced to an
acceptable level or accepted based on a BRA [12].

The International Electrotechnical Commission (IEC)
80001-1:2021 standard and the associated technical reports
describe that, if singleindividual risks cannot be reduced to an
acceptable level through mitigation measures in the risk
management process, a BRA should be conducted for each of
those risks individually [50]. In addition, when residual risks
remain, the aggregated residual risk should be weighed against
the benefits emerging from the deployment of an MD [50]. The
IEC 81001-5-1:2021 standard mandates that handling residual
security risks should be done in cooperation with product risk
management without mentioning a BRA explicitly [51].

The Association for the Advancement of Medical
Instrumentation (AAMI) TIR57 standard is referred to in
multiple cybersecurity-related FDA guidance documents and
explains in detail how information security risk management
for MDs should be performed and how the identified risks
should be considered in the BRA [57]. It states that, if a
security-related residual risk isassessed as unacceptable, aBRA
should be performed. Manufacturers should balance theresidual

https://www.jmir.org/2024/1/e65528

risk against the benefits provided by the device's design
capabilities or security controls. This report also provides an
exampl e of an unacceptable cybersecurity-related residual risk
and how this affectsthe BRA outcome: an unacceptable risk of
exposing personally identifiable information should not be
justified solely because the device provides life-saving therapy.
Instead, the benefit of storing the information on the device
should be weighed against the risk of compromising
confidentiality [57].

The FDA-recognized AAMI SW96 standard applies the risk
management framework provided in the 1SO 14971:2019
standard to security risks and defines requirements similar to
those of the AAMI TIR57 standard [52]. In addition, it provides
an example of how a security benefit could outweigh a security
risk and addsan infrastructure view to an overall security BRA:
not only the deviceitself must be considered but also theimpact
of the implementation of the device into the IT infrastructure,
intersecting with the requirements defined in the IEC
80001-1:2021 standard [52].

The IEC 80002-1:2009 standard describes the application of
SO standard 14971 for MD software and acknowledges the
relevance of cybersecurity risks without adding information to
the framework set out in SO standard 14791 [53].

The |IEC 82304-1.:2016 standard describes the implementation
of risk management that considers cybersecurity risksasrelevant
for its benefit-risk approach. Further details on the BRA are not
provided [49].

Recommendations and Best Practices

Within the identified documents, several recommendationsand
best practices on cybersecurity risksin aBRA for manufacturers
were identified. Table 3 provides an overview of those
recommendations, including the provison of an SBOM
[19,21,43,47]; recommendations for a BRA that considers the
overal residual risks, including cybersecurity-related ones in
the context of clinical benefits [11-13,21,37,39,40,46], and is
conducted on aregular basis as part of postmarket surveillance
(PMS) activities[13,21,32,38,43,51,59]; recommendations for
considering thel SO 14971 framework [21,22,43,52,53,57]; and
general development requirements to minimize the risk to
patients [13,18,20-22].
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Table 3. Recommendations on how to conduct a benefit-risk analysis (BRA) that considers cybersecurity risks. In addition to the recommendation and
its description, the phase of the medical device (MD) life cyclein which arecommendation is relevant for the BRA is provided.

Recommendation Document it wasincluded in Description Phase of the MD lifecycle
Prepare an SBOM2 IMDRF_SBOMP, HSA Cyber®,  Manufacturers should provide an SBOM to facilitate ~ Premarket and postmarket
TGA _b Dayd d_ the BRA for regulators. The SBOM should beupdated  phases
_Cyber_Dev’, an on aregular basis.
US FD&C®
A BdRAtiould always be TGA_Saretyf, AU_MDRY, MD- TheSIRASkshould alwayf be oonducged ats p?rt_fof the  Premarket phase
conducted. h i overall risk management process and not only if unac-
CG_2019-16', and FDA_BRA ceptableresidual risksremain asacombination of risks
could have a higher impact than each individual risk.
Anoverall BRA shouldbe MDCG_2019-16, FDA_BRA, Instead of conducting a BRA for each cybersecurity ~ Premarket and postmarket
conducted. FDA_BRA_Uncertaintyl, risk i_r(]jdi\_/idutﬂ ly, an ZI\I/eraI_IdBZA j:ou_ld :c)ed(;onduck:)ted phases
K considering the overall residual risks, including cyber-
FDA_B RAI—AC& ED", security-related ones, in the context of clinical benefits.
1SO_14971', 1SO_24971™,
TGA_Safety, and TGA_Cy-
ber_Dev
Theentire IT infrastructure  TGA_Cyber_Dev, IEC_82304-1, Inthe BRA, not only the cybersecurity risksfor the  Premarket and postmarket
should be considered. and MDCG_2019-16 individual device must be considered but also theim- phases
pact of the implementation of the deviceinto the T
infrastructure as the device might introduce new vul-
nerabilities that influence all other devicesin the net-
work.
Eff'ective _communi cationof AaM |_TIR57°, TGA_Cyber_Us- If residual risk; rema' n, r_nanufa_cturers should maintain  Postmarket phase
residual risks P and IMDRE Cvberd good communication with patients and health care
e an _Cyber providers, describing those risks without delivering a
blueprint for an attacker.
Security eventresponsesand FDA_BRA_AC&ED, FDA_Cy-  Theresponse to security events and the deployment ~ Postmarket phase
updatesshould beguided by  per pre’, FDA_Cyber PostS and  ©f updates should be guided by aBRA as both could
aBRA. IMDRF Cyber_ - cause new risks for patients.
The cybersecurity BRA HC Cybert, HSA_Cyber, As previously unknown vulnerabilities could emerge  Postmarket phase
shouldbepart of postmarket |\ <\ oo TGA_ Cyber Dev, INGMDs" that can change the benefit-risk ratio, the
surveillance activities. FDA_Cyber_Post, MDCG_2019- BRA must be.conducted regularly aspart of postmarket
16, and IEC 81001-5-1 surveillance activities. For this, a continuous threat
- analysis and response plan is required.
A device sEOSY should be TGA_Cyber_Dev, IMDRF_Leg-  For devices after the EOS, the BRA conducted by the  Postmarket phase
considered. MDX, and HSA_Cyber health care provider should consider the benefits and
- risks of using old devices versus acquiring new ones.
The framework set out in HSA_Cyber, TGA_Cyber_Dev, 1SO standard 14971 provides astandardized and rec- Premarket and postmarket
1SOY standard 14971 should |EC_80002-1, AAMI_TIR57, ognized framework for risk management, of whichthe  phases
be considered. AAMI_SW96, and FDA_Cy- BRA isapart. 1SO standards 14971 and 24971 state
ber_Pre that the framework could also be used for cybersecurity
risks.
Devices should be devel- TGA_Cybyer_Dev, MDCG_2019- Tominimizetherisk to patients, devicesshould follow Premarket phase

oped to minimize risks.

16, AU_MDR, EU_MDR?, and
FDA_Cyber_Pre

the state of the art; be secure by design; and be able
to respond to future, as yet unknown threats.

8SBOM: software bill of materials.
BiIm DRF_SBOM: Principles and Practices for Software Bill of Materials for Medical Device Cybersecurity.
®HSA_Cyber: Regulatory Guidelines for Software Medical Devices—A Life Cycle Approach.
dTGA_C,yber_De/: Medical device cybersecurity guidance for industry.

®FD& C: Federal Food, Drug, and Cosmetic Act.
fTGA_Sa]‘ety: Complying with the Essential Principles on the safety and performance of medical devices.
9AU_MDR: Australian Therapeutic Goods (Medical Devices) Regulations.

M DCG_2019-16: Medical Device Coordination Group Document 2019-16 — Guidance on Cybersecurity for medical devices.

iFDA_BRA: Factorsto Consider When Making Benefit-Risk Determinationsin Medical Device Premarket Approva and De Novo Classifications.

jFDA_BRA_Uncertainty: Consideration of Uncertainty in Making Benefit-Risk Determinations in Medical Device Premarket Approvals, De Novo
Classifications, and Humanitarian Device Exemptions.

I(FDA_BRA_AC& ED: Factorsto Consider Regarding Benefit-Risk in Medical Device Product Availability, Compliance, and Enforcement Decisions.
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IISO_14971: International Organization for Standardization Standard 14971:2019 Medical devices—A pplication of risk management to medical devices.

M SO_24971: International Organization for Standardization Technical Report 24971:2020 Medical devices — Guidance on the application of 1SO
14971.

"EC 82304-1: International Electrotechnical Commission Standard 82304-1:2016 Health software Part 1: General requirements for product safety.
°AAMI_TIRS57: Association for the Advancement of Medical Instrumentation Technical Report TIR57:2016/(R)2023; Principles for medical device

security—Risk management.
PTGA_Cyber User: Medical device cybersecurity information for users.

9 MDRF_Cyber: Principles and Practices for Medical Device Cybersecurity.

'FDA_Cyber_Pre: Cybersecurity in Medical Devices: Quality System Considerations and Content of Premarket Submissions.
SFDA_Cyber_Post: Postmarket Management of Cybersecurity in Medical Devices.

tHC_Cyber: Pre-market Requirements for Medical Device Cybersecurity.
UHSA_GN-20: GN-20: Guidance on Clinical Evaluation.

VeMD: connected medical device.

WEQS: end of service.

XIMDRF_LegMD: Principles and Practices for the Cybersecurity of Legacy Medical Devices.

YISO: International Organization for Standardization.
ZEU_MDR: European Union Medical Device Regulation.

Discussion

Principal Findings

Thegoal of thisscoping review wasto identify the current legal
frameworks, guidelines, and standards in the United States and
EU on how cybersecurity should be considered in the BRA of
MDs. Among the 34 documents, we identified 4 (12%)
regulations (the EU_MDR, AU_MDR, Canadian Medical
Device Regulations, and FD& C Act); 5 (15%) standardsissued
by the SO, IEC, and AAMI; 6 (18%) technical documents; and
19 (56%) guidelinesissued by the FDA, MDCG, Health Canada,
HSA, NIST, MHRA, MFDS, and IMDRF.

Theregulationsin the United States, Australia, Canada, and the
EU provide high-level requirements for the BRA but do not
explicitly address the intersection of cybersecurity and BRA
[18-20,23]. At theguidelinelevel, MDCG 2019-16 providesan
overview of cybersecurity requirements for the EU,
acknowledges the relevance of cybersecurity considerationsin
the BRA, and loosely defines how cybersecurity risks should
influence the BRA [13]. Other guidelines (12/34, 35%)
underscoretherelevance of the BRA without detailing methods
for the  consideration of cybersecurity risks
[21,22,32,37-40,42,43,47,48,59].

Multiple standards and technical reports describing the
intersection of cybersecurity and the BRA (3/34, 9%) mandate
the execution of a BRA only when residual risks, including
cybersecurity-related ones, cannot be reduced to an acceptable
level through risk management [11,50,57]. Some of these
documents (3/34, 9%) provide methods and examples explicitly
for asecurity BRA [50,52,57], whereas others (2/34, 6%) only
loosely describe methods that could be adapted to consider
cybersecurity risks without providing more details[11,12].

BRA and Cybersecurity

In our scoping review, we identified a notable gap between the
acknowledgment of the relevance of cybersecurity risks to the
BRA and the actual guidance or methods on how to consider
these risks within it. Thus, and through the lack of concrete
examples, there remains some amount of uncertainty within

https://www.jmir.org/2024/1/e65528

those guidelines on how and when to conduct aBRA in general
and how to conduct a security BRA.

Many of the included documents (9/34, 26%) consider BRA an
explicit requirement, necessitating the description and coverage
of al safety risks, including those caused by cybersecurity
threats [11-13,18,19,21,37,40,46]. Some of the included
documents (8/34, 24%) provide sophisticated overviews of
cybersecurity risks and the security risk management process,
but they do not go into detail regarding the BRA
[35,36,44,49,51,59] or refer to generic methods [50,53]. Others
(5/34, 15%) provide methods that could be adapted to consider
cybersecurity while not containing specific information about
the relationship between cybersecurity risks and the BRA
[11,12,37,39,40].

Of the 34 documents, 3 (9%) guidance documents separate
security and safety risk management into 2 processes[13,52,57].
While the intersection of both processesis acknowledged, they
include separate BRAS: onefor safety risk management, which
considers all residua risks, including security-related ones,
comparing them to the clinical benefits to patients and to the
health system, and another one for security aone [13,52,57],
where manufacturers should appropriately balance the residual
security risk against the benefit gained by the design capabilities
or security controls of the device [57]. While alot of guidance
exists for the identification of security risks, it remains unclear
how security benefits are defined and how they influence the
security BRA as well as the safety BRA. The SW96:2023
standard provides a brief hypothetical example, where the
benefit of accurate patient identification outweighs the residual
risk of storing sensitive patient dataon adevice[52]. However,
thisapproach somewhat contradictsthe understanding of aBRA
described in other documents, which mandate a more holistic
approach weighing the clinical benefits of the device against
the residual cybersecurity risks and conducting an additional
genera  BRA that considers al residual  risks
[11,12,37,39,40,50].

Some standards and official guidance documents (10/34, 29%)
differ in their description of when a BRA must be carried out.
One of them only calls for a BRA if residual risks remain
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unacceptable [51], which contradicts the requirements of the
MDCG, TGA, and FDA, which see the BRA as afinal step in
deciding whether an MD should be put on the market
[13,18,19,21,37,39-41,46]. A middle-ground positionis provided
by multiple documents (5/34, 15%) that require a separate BRA
for any individual residual risk that is not judged as acceptable,
whereas a BRA should be conducted to evaluate the overall
residual risk, which should consider cybersecurity-related
residual risks[11,12,50,52,57].

BRA asPart of thePMS

Traditionally, BRA is often seen as primarily a premarket
activity inthe MD development and approval process. However,
multiple guidelines (6/34, 18%) clarify that BRA isan ongoing
process [13,22,32,37,40,48], and especially when initial data
arelimited, PM S should be used to further definetherisk profile
of a device and update the BRA accordingly [37]. This is
particularly important for cybersecurity risks as these are
constantly changing, for example, when previously unknown
vulnerabilities in software or communication protocols are
discovered and exploited by malicious actors. Therefore,
cybersecurity risk monitoring and management is seen as an
integral part of PMS by many authorities [13,21,32].
Maintaining an SBOM is seen as supportive for this effort
[21,47]. On the basis of newly identified risks, and guided by
the BRA as part of risk management, mitigation actions (eg,
through patching or device recalls) could be necessary
[13,32,42]. In addition, a BRA should be conducted by the
health care provider and the MD manufacturer before deploying
updates and after the end of service of devices[22,42,48].

Implementation Challenges

In the included documents, multipleissueswereidentified that
bring to light particular technical challenges to the process of
conducting a BRA. First, cybersecurity risks could be difficult
to assess, especially in a quantitative manner, due to the
unpredictable nature of vulnerabilities [11,22,32,51]. Those
vulnerabilities appear over time, for example, through proactive
attackstargeting specific aspects of devices or, morecommonly,
through bugsin standard software libraries or components [61]
and zero-day exploits (unknown vulnerabilities that can be
exploited before they are publicly known and mitigated [62]).
The SO Technical Report 24971:2020 standard acknowledges
the existence of such hard-to-quantify risks, which could also
be connected to other new technologies such as artificial
intelligence (Al) [63-65], gamification [66], or virtual reality
[67,68], but considers them gtill as relevant for the BRA [12].
Second, updating devices could also lead to harm, primarily
regarding the availability of products during the update phase,
which needsto be considered in the BRA [22,32,37,42]. Third,
there isthe need to balance security measures as both too weak
and overly restrictive security measures could pose risks [13].
Weak measures do not provide adequate protection (eg, for
personal data), whereas overly restrictive measures hinder device
usability. Fourth, implementing arisk control measure to reduce
one risk can introduce new risks, for example, when adding a
higher authentication standard (such as 2-factor authentication)
to address the risk of the disclosure of patient data could limit
the accessibility of the device in case of an emergency [12].
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Finaly, for cMDs, the entire IT infrastructure needs to be
considered when ng cybersecurity risks[50,52] (ie, with
a network-level risk assessment) as cMDs usually exchange
data with multiple other devices and services, some of which
are MDswhereas some are not. In addition, theimplementation
of anew deviceinto an existing infrastructure might introduce
vulnerabilities for the entire system.

Future Research

Innovative approaches for the assessment and management of
cybersecurity risks could help overcome these challenges and
improve the understanding of the evolving cybersecurity risk
landscape of MDs. This includes the use of risk management
ontologies to help developers identify existing vulnerabilities
in the risk assessment phase [69] and the use of Al-based
intrusion detection systems for postmarket risk management,
which use machine and deep learning approaches to detect
suspicious network behavior, untypical user patterns, malware,
and other malicious activities[70,71]. The pre- and postmarket
risk assessment could be supported by automatic systemslinked
to vulnerability databases, which continuously assess a given
infrastructure, alert in case of newly defined risks, and propose
mitigation measures[72], and Al-based systemsthat assessand
predict vulnerabilities [73,74]. Another approach relevant to
cMDs s device monitoring, a standard in industries other than
health care, which could help provide an overview of the overall
attack surface and vulnerable devices[75]. While some of these
approaches are already used in non—health care environments
(eg, Al-based intrusion detection systems or device
management), others are till in early development phases (eg,
automati ¢ risk management and mitigation systems). However,
these innovative approaches often do not cover all aspects
relevant to the BRA.. Thus, further development of methods for
the assessment of cybersecurity risks and the incorporation of
these risks into the BRA process is necessary. While current
methods were often not developed with cybersecurity risksin
mind, some, especialy qualitative frameworks such as the
FDA's BRF, might be capable of considering cybersecurity
risks as they are more flexible [25]. A quantitative framework
frequently used for the BRA, the MCDA, is aso used for
cybersecurity decision-making and evaluation in health care
[76,77]. In particular, the MCDA method “ Technique for Order
Preference by Similarity to Ideal Solution” could be adopted
for cybersecurity considerations in the BRA, for example, to
define best practices with a favorable benefit-risk profile for
authentication, device monitoring, or network architecture,
which could take abroad set of criteria, including patient factors,
into account. In addition, models such as the Gordon-L oeb
model are currently used for the economic analysis of benefits
and costs of cybersecurity risk mitigations [78,79]. Future
research should explore thefeasibility of adapting these models
to weigh cybersecurity risks against MD benefits, although this
is beyond the scope of thisreview. The absence of standardized
frameworks for BRA in general and for the evaluation of
cybersecurity riskslikely contributesto the current discrepancies
among existing standards, technical documents, and guidance
on these themes.

In addition, theinteraction among clinical benefits, cybersecurity
risks, safety, and security should be explored further. The
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limitations of current guidance are demonstrated by the
following example. A “traditional” predigital laser device for
surgical interventions in the eye without any software running
on the device and without any interfaces poses only safety risks.
However, when adding a digital component (eg, for a cloud
connection), new security and safety risks, partly related to
cybersecurity, arise. At thistime, it remains unclear how those
new risks would impact the security BRA aswell asthe overall

Freyer et a

the United Kingdom). This geographic limitation may reduce
the applicability of our findings to other regions. Second, the
analysis in this scoping review was limited to guidance
documents and standards that were relevant to MDs. This could
haveled to relevant principles described in standards from other
areas not being considered. Thishasno limitation on the validity
of thereview of the current state of the art for MD cybersecurity
risk assessment and BRA, but it could have limited the ability

BRA. to suggest future directions for the further developments of

Understanding how these elements influence each other will standards.

help develop more effective risk management strategies and a
better understanding of what risks are tolerable in innovative
MDs. As the technology develops, new attack vectors will
emerge (eg, through quantum computing, Al, or previously
undetected dormant faults). Research is needed to identify these
potential threats and develop innovative mitigation strategies
to counter and proactively approach them. Thisresearch should
not focus on single devices but also consider entire
infrastructures as MDs and non-MDs often exist in the same
system.

Conclusions

Today, cybersecurity vulnerabilities in cMDs pose a growing
risk to patients and health care providers. Therefore, the
consideration of these risks in the BRA is essential to decide
whether an MD is safe and secure and should be made available
on the market. While the recognition of cybersecurity risksin
cMDs has increased, there is a substantial gap between this
acknowledgment and practical actions. Current regulations,
guidelines, and standards mandate the consideration of
cybersecurity risks but lack detailed methods for incorporating
them into the BRA. To bridge this gap, it is essentia for
manufacturers and regulators to develop standardized
frameworksthat provide clear guidance on eval uating the impact
of cybersecurity risks on the device's safety and security,
ultimately enhancing patient safety and device effectiveness.

Limitations

The results of this scoping review could be limited by several
factors. First, our review focused exclusively on IMDRF
member states that provide guidance in English (the EU, the
United States, Canada, Australia, South Korea, Singapore, and
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