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Abstract

Background: The security and privacy of health care information are crucial for maintaining the societal value of health care
asapublic good. However, governance over electronic health care data has proven inefficient, despite robust enforcement efforts.
Both federal (HIPAA [Health Insurance Portability and Accountability Act]) and state regulations, along with the ombudsman
rule, have not effectively reduced the frequency or impact of data breachesin the US health care system. While legal frameworks
have bolstered data security, recent years have seen a concerning increase in breach incidents. This paper investigates common
breach types and proposes best practices derived from the data as potential solutions.

Objective: The primary aim of this study is to analyze health care and hospital breach data, comparing it against HIPAA
compliance levels across states (spatial analysis) and the impact of the Omnibus Rule over time (temporal analysis). The goal is
to establish guidelines for best practices in handling sensitive information within hospitals and clinical environments.

Methods: The study used data from the Department of Health and Human Services on reported breaches, assessing the severity
and impact of each breach type. We then analyzed secondary data to examine whether HIPAA's storage and retention rule
amendments have influenced security and privacy incidents across all 50 states. Finally, we conducted a qualitative analysis of
textual data from vulnerability and breach reports to identify actionable best practices for health care settings.

Results: Our findings indicate that hacking or IT incidents have the most significant impact on the number of individuals
affected, highlighting thisas a primary breach category. The overall difference-in-differencestrend reveals no significant reduction
in breach rates (P=.50), despite state-level regulations exceeding HIPAA requirements and the introduction of the ombudsman
rule. This persistence in breach trends implies that even strengthened protections and additional guidelines have not effectively
curbed the rising humber of affected individuals. Through qualitative analysis, we identified 15 unique values and associated
best practices from industry standards.

Conclusions: Combining quantitative and qualitative insights, we propose the “SecureSphere framework” to enhance data
security in health care ingtitutions. This framework presents key security values structured in concentric circles: core values at
the center and peripheral values around them. The core values include employee management, policy, procedures, and 1T
management. Peripheral values encompass the remaining security attributes that support these core elements. This structured
approach provides a comprehensive security strategy for protecting patient health information and is designed to help health care
organizations devel op sustainable practices for data security.
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Introduction

Overview

The HIPAA (Health Insurance Portability and Accountability
Act) [1] was enacted by the United States Congress aiming to
develop a set of guidelines by which personaly identifiable
information maintained by health care providers and insurers
is protected from fraud, theft, and unauthorized access. At the
most general level, HIPAA prevents health care providersfrom
disclosing such information to anyone other than the patient
herself and their health providers without explicit consent from
the patient. Sinceits enactment in 1996, it has been implemented
in all states of the United States and iswidely accepted by both
patients and medical providers [2]. HIPAA is now a globally
accepted public health law that governs the protection and
security of patient health information. Many countries globally
also implement various aspects of HIPAA compliance as a
measure of security and protection of personal health record
(PHR) data[3].

Presently, HIPAA is enforced, and failures to adhere to the act
may result in civil and criminal penalties. While the enactment
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of HIPAA has certainly increased the privacy of patient
information, the attempts at subverting the protection and
illegally accessing private information have also increased
multiple fold. In this paper, we analyze a publicly available
dataset rel ated to databreachesin health care systemswith both
guantitative and qualitative methods to decide how effective
HIPAA has been and what current health care systems may
need to do to protect individuals from such breaches.

InHIPAA, Privacy and Security Ruleswork together to protect
the privacy and security of individuals PHR information. The
Privacy Rule focuses on limiting how PHR can be used and
disclosed, while the Security Rule focuses on protecting the
confidentiality, integrity, and availability of electronic protected
health information through technical and administrative
safeguards. Both rules are enforced by the Department of Health
and Human Services (HHS) and aim to protect individuas
health information from unauthorized access, use, and
disclosure. Table 1 comparesthe HIPAA Privacy Rule with the
HIPAA Security Rule with respect to the most common
attributes that concern health care data protection.

Table 1. Comparing the HIPAA (Health Insurance Portability and Accountability Act) Privacy Rule and HIPAA Security Rule across various features

of therule.
Features HIPAA Privacy Rule HIPAA Security Rule
Purpose Protects the privacy of an individual’s health information Protects the security of ePHI?

Covered entities

Privacy standards

Required measures

Access controls

Data encryption

Breach natification

Health plans, health care clearinghouses, and health care
providers

Limits how covered entities can use and disclose PHIP

Covered entities must have policies and procedures in place
to protect PHI

Covered entities must limit access to PHI to authorized indi-
viduals

Required only for ePHI transmitted over an open network
Covered entities must report breaches of PHI to affected indi-

Covered entities and their business associates

Ensures confidentiality, integrity, and availability of ePHI

Covered entities must implement administrative, physical,
and technical safeguards to protect ePHI

Covered entities must implement technical policiesand proce-
dures to control access to ePHI

Required for all ePHI, both in transit and for storage of data
Covered entities must notify affected individuals, HHS, and

viduals and the HHS®

Enforcement Enforced by the HHS OCRY

the media (for large breaches) of any breach of unsecured
ePHI

Enforced by the HHS OCR and the HHS Office of the Inspec-
tor General

8PH|: electronic protected health information.
BpHI: protected health information.

°HHS: Department of Health and Human Services.
doCR: Office for Civil Rights.

Degspite stringent HIPAA rules affecting both the privacy and
security of PHR data and their implementation, we observe an
increase in attack surface and loss of PHR across US hospital
systems. In this paper, using health vulnerability data from
hospital systemsover 15 years, we study the following research
question: What are the best practicesto protect the security and
privacy of PHR datain hospital information systemsin addition
to HIPAA, state-specific security guidelines, and Omnibus
regulations?

https://www.jmir.org/2024/1/e59674

To answer the above research question, we use an extensive
dataset of health data breaches from January 2009 to January
2023 published by the USHHS[4]. First, we analyze different
health data system vulnerabilities by finding the correlation
between the number of users affected and the various parameters
and types of vulnerabilities. We further look at the different
types of vulnerabilities, create clusters of states based on the
extent of HIPAA adoption, and analyze vulnerabilities between
these clusters. We then introduce the Omnibus Rule as an
exogenous shock to see the effect of this rule on the breaches.
Finally, we create acluster of the types of vulnerabilities based
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on a qualitative analysis of the breach information description
to identify the security “values’ that are important to protect
health care systems, which should provide guidance to future
protection systems.

In summary, the aim of this paper is to analyze the data from
existing health care security breaches and cross-compare the
information against the extent of HIPAA adoption across the
states (spatial) as well as the effect of the Omnibus Rule
(temporal) to provide key health care security guidelines.

Background and Literature Review

Much of the health care privacy and security literature fallsin
the ream of PHRs, specificaly electronic health records
(EHRs). Unlike other security-intensive information such as
banking and taxation, health records have more transparency
and must be viewed by and shared with multiple health
personnel. Therefore, privacy and security areimportant drivers
in adopting health data, particularly PHRs. A 2008 Markle
Foundation survey [5] of 1580 adults reported privacy concerns
related to the misuse of persona data by marketers (77%),
employers (56%), and insurers (53%). While the report states
that American people overwhelmingly believe that EHRs can
improve their health, most participants were concerned about
privacy factors. The main areas of concern were identity theft
and limitation of employment opportunities due to specific
health conditions and hence preferred to control who could
access their health information.

Other studies also concur with the above findings. A study by
Keselman et al [6] specifically mentions that security in PHR
access must be configured to support privacy and security
without violating HIPAA requirements. In another focus group
study by Kerns et a [7], participants strongly opposed
commercialy developed PHRs and cited issues with privacy,
security, and accuracy asadeterrent to adoption. Severa studies
identify potential security concerns related to data sharing,
tampering, improper use, and illegal tracking as well as
manipulation by third parties [8,9]. Despite the security
concerns, new patients mostly prefer to engage electronically
for their PHRs [6,7] so enhancing the security of the systems
and databases that are used for the storage and transmission of
such data has become a priority.

Despitethe potential concerns among users about having highly
personal health information in shared electronic infrastructure,
having massive amounts of information of health information
allows health providersto better identify and manage high-risk
and high-cost patients, thereby benefiting both the health
providers as well as patients [10]. This has been made using
clinical analytics—hig data techniques to reduce the costs of
health care by identifying high-cost patients, readmissions,
triage, decompensation, adverse events, and treatment
optimization for diseases affecting multiple organ systems. Such
techniques require careful aggregation and data integrity
techniquesto ensure that all associations are privacy-preserving
and not subject to inappropriate tampering [11].

While the HIPAA regulations do provide the possibility of
comparative effectiveness studies, they also introduce barriers
including inconsistent ingtitutional review board policies and
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complicated and costly procedures to obtain the consent of
patients for release of their information. This necessitates the
development of a new policy framework that will alow and
encourage the use of health information in al forms—fully
identifiable, partially anonymized, and deidentified [12].

Development of a new framework around providing security
to health information will require the reduction in ambiguity
and confusion surrounding the concept of “health security,”
particularly when combining information from diverse global
sources. To counteract this, the global public health community
will need to develop a common understanding of the security
protocols that involve stakeholders in developing countries,
industrialized countries, the humanitarian community, as well
as military organizations [13].

Multiple techniques have been proposed in the literature for
securing and preserving the anonymity and privacy of EHR
clients symmetric and asymmetric keys for deidentification
[14]. Access control, encryption, and auditing tools have also
been proposed and developed [15]. Health care organizations
are also developing privacy architecture using a combination
of enterprise data warehouse and a software intelligence and
analytics layer to counteract these threats. One such system
developed by Houston Methodist Hospital [16] uses methods
like specialized derecognizable proof of information, limited
information access, and security controls in the hidden
specialized stages to safeguard patient protection. Many other
current efforts also use different forms of anonymization and
encryption to preserve security and privacy [17]. The most
prominent other features that are essential in such privacy
preservation include system and application access control,
compliance with security requirements, interoperability,
integration and sharing, consent and choice mechanisms, policies
and regulation, applicability and scalability, and cryptography
techniques [18].

Prior research by Peddicord et al [12] similarly identifiesbarriers
to research initiatives imposed by HIPAA and provides a
policy-based framework as a collaborative mechanism for
creating a process of managed consent and development of a
research safe harbor to protect the privacy of health information.
Similar governance frameworks have also been reviewed in
genera public and government sector implementations [19].
Having partnerships between the public and private sectors in
such governance is important to ensure such reforms are
successful in any information and communication technology
solutions [20].

Other comparable techniques used in the literature for
maintaining integrity in big data in EHR include
blockchain-based solutions[11,21]. Privacy issues surrounding
health data have becomeincreasingly prevalent in recent years,
particularly with the rise of EHRs and other digital health
technologies.

The sensitive nature of health data makes it particularly
vulnerable to privacy breaches, which can have serious
consequences for individuals, health care providers, and health
care systems. Recent studies have found that blockchain-based
EHRs can give patients greater control over their data while
ensuring their information is kept secure and confidential.
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Similarly, blockchains can be used to create a secure and private
platform for sharing medical data among health care providers
without compromising patient privacy [19].

HIPAA Privacy Rule and Security Rule

To protect health dataacross multiple sources and stakeholders,
various safeguards have been researched in the literature. These
methodsinclude physical safeguards such asphysical locksand
other access control methods for computers and other
equipment; technical safeguards such as encryption, firewalls,
strong passwords, antivirus and antimalware systems, mobile
agents, and dual authentication schemes; and administrative
safeguards such as risk assessments, persona device use
policies, and deidentification of samples[22].

Finally, there is literature on the agreement of multiple states
or stakeholders toward the development of a collaboration
agreement, and harmonizing the state privacy laws and measures
would be a vital component of the implementation of these
[23]—our work does provide an analytical view of how the
implementation of HIPAA across state barriers makes a
difference in the effect of data breaches, and our analysis
suggests that states with higher protection level than HIPAA
aretypically far better in terms of the effect any data breaches
may have.

Creation of the Omnibus HIPAA Rule

On January 17, 2013, the HHS released the long-awaited
“Omnibus Rule.” The Omnibus Rule implemented most of the
privacy and security provisions of the Health Information
Technology for Economic and Clinical Health Act. The rule
made the following changesto the security and privacy of health
data providers and health systems: (1) extended the reach and
limits of HIPAA with respect to obligations to business
associates and their subcontractors, (2) modified the breach
notification standard and expanded patient rights to access and
restrict disclosure of protected health information (PHI), (3)
imposed new rules governing the uses and disclosures of PHI,
(4) clarified enforcement approaches, and (5) addressed
obligations under the Genetic Information Nondiscrimination
Act of 2008.

Of these changes implemented by the HHS, rules 1-4 impact
the security and privacy of user data stored on health care
information systems and are expected to significantly improve
it. Thissignificant change enabled several covered entities (such
as hospitals, partners, and clinics) to analyze gaps in their
security practice and perform thefollowing services: (1) revising
privacy and security policies and procedures; (2) revising breach
notification policies, procedures, and breach response plans,
(3) amending notices of privacy practices (and making sure the
revised notices are properly posted and distributed); (4) training
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the workforce and promoting more ongoing awareness about
privacy and security policies; (5) revising business associate
contract templates and process of amending or renegotiating
each one within the framework of the Omnibus Rule; (6)
determining whether any forms, such as requests for access,
should be updated or created; (7) continuing—or making an
increased effort—to take advantage of the safe harbor provision
by encrypting PHI according to HHS' guidance; and (8) making
sure an updated risk analysis is in place and reflects
vulnerabilities addressed in HHS guidance, such as mobile
devices.

Methods

Ethical Considerations

Ethics approval is not required for this study, as human
participants were not involved.

Study Design

First, we used datafrom HHS breaches and anal yzed the severity
of breach typesand theimpact of those breaches. Second, using
secondary data and publicly available information, we tried to
analyze whether data storage and retention changes to rules of
HIPAA played any role in reducing security and privacy
violations across the 50 US states. Finally, we used the textual
data present in the vulnerability or breach data to analyze and
recommend best practices for health care clinics and hospitals
by doing adetailed qualitative analysis. We believe that hospital
systems can alleviate the major concernsfacing their health care
systems overall.

The primary dataset used in this study was HHS breach report
data from 2009 until January 2023 [4]. Using this dataset, the
different types of data breaches were analyzed by analyzing
their statistics. We further developed a model that studies the
extent of the effect of a particular type of data breach and the
size of such an effect on the user. We supplemented these data
with data about 50 US states from the Report on Adoption of
HIPAA from HealthinfoLaw.org. We analyzed 2 major events
inour sample. First, we used adifference-in-differencesanalysis
to examine the presence of state-specific health data storage
rulesthat are more stringent than the current HIPAA regulations,
in order to determine how states with only HIPAA compared
to those with stricter rules. Second, we analyzed the impact of
the Omnibus Rule change, in relation to state-level HIPAA
stringency, on the overall number of customers. Further, based
on our analysis of breach descriptions, we determined the
severity of breach categories to determine the key security
“values’ that guide future security practices. The sequence of
analyses performed in this paper is summarized in the research
design flow diagram of Figure 1.
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Figure 1. Research design flow. Al: artificial intelligence; HHS: Department of Health and Human Services; HIPAA: Health I nsurance Portability and

Accountability Act.
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The final step was to perform a ground-up qualitative analysis
of the breach descriptions provided in the dataset to classify
distinct topics within the dataset. Each code in this analysis
represents a portion of data that are tagged as relevant to one
of several predetermined categories. Each category represents
a specific aspect of data breach reports that helps organize the
datato make it easier to understand patterns, correlations, and
trends. The resulting categorization of the codes thus represents
research themesthat determine the key security “ measures’ that
can lead to best practices for identifying and preventing future
breaches.

With over 3000 data points in the dataset, we faced a potential
research dilemma—performing a qualitative analysis on such
alarge dataset could potentially betime- and resource-intensive.
To automate this process, we used ATLASL, a well-known
research coding tool that uses machine learning algorithms to
analyze qualitative dataand identify patterns and themes. Based
ontheinformation provided by ATLASi, the system internally
used ChatGPT 3.5 developed by OpenAl as the model to
conduct fully automated inductive coding. The motivation to
apply thetechniqueinstead of manual coding isthat this process
of semiautomated coding can savetime and potentially improve
the consistency of the codes since the dataset is too large to
code manually. However, to ensure that the codes generated by
the system are on par with human coding, one of the researchers
manually coded asmall subset (n=50) of the breach descriptions
using NVivo (version 14; Lumivero), followed by performing
the automated coding on the same dataset by ATLASLti. An
interrater reliability analysis was performed on the resulting
codes. The Cohen k scorefor thisanalysiswas 0.88, indicating
a reliable coding performance from ATLASLti. We posited,
then, that using ATLASLi for the qualitative analysis would be
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sufficient for the entire dataset. A complete comparison analysis
isincluded in Multimedia Appendix 1.

To be more specific, the codes were created by ATLAS.ti using
large language modelsfrom the GPT family with thefoundation
of vast amounts of different texts and additional training by the
researchers. During the procedure, the system split thetext from
the dataset into smaller chunks and sent these data to the GPT
models for repetition analysis. The results were then combined
algorithmically to generate an optimal mix of codes including
various topics while avoiding too many redundant codes.

Serving as the application of large language models, GPT is
sengitiveto the surrounding text asthe context to have awindow
of attention that ensures that the size of the data does not
overflow themodel. Thus, the contexts generated are not greater
than 100 characterslong and are broken up at natural paragraph
boundaries. During the coding process, the paragraphs that
appear more than 1 time were excluded from the data asinputs.
Next, the large language model separated out the
context-specific codes and assigned them to a category based
on “context,” “ sentiment,” “meaning,” and such similar features,
as documented in the GPT-4.

”ow

Results

Summary of Data

Table 2 depicts the breach types that are common aong with
the type of incident shown. From this visualization, we can see
that hacking or IT incidents are the types of breaches that have
thehighest impact in terms of the proportion of breaches. When
considering the number of individuals affected, we see an even
higher impact of hacking and IT-related incidents, which
indicates hacking to be a continual issue in health care data

privacy.
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Table 2. Incidents and individuals by types of breaches.

Subramanian et al

Type of breach Incidents (n=5158), n (%)

Individuals affected (n=382,533,378), n (%)

Hacking or IT incident 2465 (47.7)
Unauthorized access or disclosure 1268 (24.5)
Theft 999 (19.3)
Loss 220 (4.2)
Improper disposal 110 (2.2)
Other 84 (1.6)
Unknown 12 (0.2)

316,771,372 (82.8)
24,074,273 (6.2)
26,876,573 (7)
9,449,646 (2.4)
2,093,033 (0.5)
1,188,272 (0.3)
2,080,209 (0.5)

IsHIPAA Implementation Alone Sufficient to Reduce
Data Breaches?

We proposed a model with statewise fixed effects to analyze
therole of the type of incidents and the location of the incident
on the economic value of the affected party. We then used the
number of affected individuals as the dependent variable
indi cating the economic effect of the breaches. Further, we used
the hedlth classification of states as either being HIPAA
compliant or having local laws that are more stringent than
HIPAA, which affect the number of individuals affected by the
breach. The following equation specifies the model:

https://www.jmir.org/2024/1/e59674
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In(Individuals affected) = a + 1-5 Type of breach
indicator + 36-9 C.E. type + 310-60 Sate indicator
+ 61 SHIPAA

Table 3 contains 3 primary models, model 1, model 2, and model
3, which incrementally add variables (Multimedia Appendix
2). Model 1 is the baseline model. Model 2 adds additional
covariates of health care provider, health care clearinghouse,
and health plan. Model 3 includes the indicator stronger than
HIPAA variable, which indicates whether the corresponding
state-enabled rules are stronger than HIPAA.
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Table 3. Regression models display the effect of the health care breach type on individuals affected®.

Dependent variable=In(I ndividuals affected) Model 1 Model 2 Model 3
B Pvaue (B Pvaue (B P value

Hacking or IT incident Included _b Included — Included —
Improper disposal _1.162¢ <.001 —1.176° <.001 —1.176° <.001
Loss _1.34° <001  _g33¢° <001  _g33¢° <.001
Other -1.014° <001 _3085° <001 _3085° <.001
Theft -1.168° <001 _p218° <001 _p218° <.001
Unauthorized access or disclosure ~1.336° <.001 -1.362° <.001 -1.362° <.001
Unknown ~1.249" 02 ~1.291° 02 ~1.291¢ 02
Business associate Included — Included — Included —
Health plan — — _0.382° <.001 —0.382¢ <.001
Health care clearing house — — -0.393 49 -0.393 49
Health care provider — — _0411¢ <.001 _0411° <.001
Stagewise fixed effect Included — Included — Included —
StHIPAA® — — — 12719 03
Constant 9.144° <.001 8.743¢ <.001 8.743¢ <.001
Observations 5158 — 5140 — 5140 —
R? 0.12 — 0.14 — 0.14 —

3Breach report is present in Multimedia Appendix 2.
BNot applicable.

°P<.001.

dp< 05,

€StHIPAA: stronger than Health Insurance Portability and Accountability Act.

From these results, we see that each of the separate types of
vulnerability (ie, hacking or IT incident: 3=9.144, improper
disposal: =-1.139, loss. 3=—1.085, other: p=—1.218, theft:
[3=—1.362, and unauthorized access or disclosure: f=—1.291)
significantly affect In(Individual s affected). From these, we see
that the hacking or IT incident affectsthe number of individuals
affected the highest, followed by loss of data, improper disposal,
other types of hacking incidents, and theft of data. Overall,
whiledifferent types of vulnerabilities affect and influence data
uniquely, it is essential to observe that hacking or IT incident,
which is the baseline category, has the highest effect on the
number of individuals affected.

Similarly, the states that have laws that are significantly more
stringent than HIPAA seem to be affected more by these
different types of vulnerabilities (ie, stronger than HIPAA:
[3=1.271). Our results indicate that the higher the number of

https://www.jmir.org/2024/1/e59674

hacking and related incidents, the higher the chances for
individuals being affected, and as aresult, the most we need to
protect against those types of attacks.

Effect of the Omnibus Rule Amendment to HI PAA on
Breaches Across US States

The 2013 Omnibus Rule offers an opportunity to examine how
the changes implemented on January 17, 2013—captured by a
variablewhere time=0 representsthe pre hoc period and time=1
representsthe post hoc period—affect the number of individuals
impacted in both the treated states (ie, states with regulations
stronger than HIPAA) and states adhering solely to HIPAA
standards. Building upon models 1, 2, and 3, we use a
difference-in-differences model to estimate how the* Omnibus’

Rule affected In(Individual s affected) in both the treatment and
control groups. Our difference-in-differences econometric
estimation is described in Table 4.
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Table 4. Theresult of the difference-in-differences estimation.
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Modef 1 P value?

Hacking or IT incident Included _b
Improper disposal -1.170° <.001
Loss -1.330° <.001
Other _1.074°¢ <.001
Theft —1.205° <.001
Unautthorized access or disclosure 1361 <.001
Unknown —1.2679 .02
Business associate Included —
Health plan —0.382°¢ <.001
Health care clearinghouse -0.388 .50
Health care provider _0.412° <.001
Treated time (difference-in-differences effect) 0.0828 .50
Constant 8.741° <.001
Observations 5140 —
R? 0.14 —

#Two-tailed t test.

BNot applicable.
From our anaysis, we observe that the overal
difference-in-differences trend is not  significant

(coefficient=0.0828; P=.50). This demonstrates that despite
laws being stronger than HIPAA in severa states and the
Omnibus Rule being issued, there are no guarantees that there
will be a decrease overall, showing that despite additional
guidelines and strengthening of protections, the number of
individuals affected and breach trends continue to increase
overal. Therefore, we can conclude that although HIPAA,
state-specific stringent security rules, and Omnibus Rules
provide guidedlines, they are not sufficient on their own to
prevent data breaches. Separate hospital-specific and
breach-specific guidelines must also be foll owed.

Qualitative Analysis Results

We performed aqualitative coding procedure on the description
of each of the 4000+ data pointsusing the artificial intelligence

https://www.jmir.org/2024/1/e59674

RenderX

(Al)—assisted coding process. This method produces a
substantial number of codes and likely more than what is
perceived as useful data. To solve the problem, we used
embeddings, a feature of language models for all the words or
phrases that correspond to a point within multidimensional
space. Using this technique, initialy, similar words or phrases
were clustered together. The system then repeatedly combined
codes nearest to each other into a collection as clusters until an
expected number of collections are achieved. For enhanced
rigor, we developed and analyzed clusters of 9, 10, 11, 12, and
15 separate collections and manually examined the unique level
2 codes belonging to each collection for similarity and overlap.
Two authors (HS and Y X) separately analyzed the collections
of codes and found that the 15 chosen categories had the lowest
overlap and similarity among the choices above. We finalized
15 chosen categories, which are displayed in Table 5.
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Table5. Final set of categories with their weights from the coding analysis.

Subramanian et al

Type of breach

Weight (n=8517), n (%)

Data breach

Security

Privacy

Protected health information
Communication
Regulatory compliance
Security breach

Risk management
Data privacy

Employee management
Access controls

IT

Policies

Procedures

Electronic communication

2533 (30)
1350 (16)
1292 (15)
726 (9)
632 (7)
355 (4)
355 (4)
305 (4)
234(3)
192 (2)
177 (2)
136 (2)
121 (1)
71(2)
38(0)

Table 5 shows the distribution of the generated codes in 15
categories representing the cluster of similar codes obtained
from the analysis. From these results, we observed that the
combination of data breach, security, and privacy accounts for
more than 60% of the breach reports’ description, validating
our original quantitative results.

https://www.jmir.org/2024/1/e59674

RenderX

Figure 2 shows screen captures illustrating the process of
category generation as embeddings in the ATLASLt user
interface. Specifically, the larger neon green circles represent
the categories, while the smaller green dots connected to them
represent the relevant codes with similar characteristics.
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Figure2. (A) Generated codes and clusters and (B) the list of codes and categories generated.
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We thus see 895 different codes created within the set of 15
categories. These categories correspond to the 15 underlying
values based on the description of the breach report in the
dataset: access controls, communication, data breach, data
privacy, electronic communication, employee management, I T,
PHI, policies, privacy, procedures, regulatory compliance, risk
management, security, and security breach. By mapping these
valuesonto their respective best practices asrecommendations,
we listed the definition of each core security-breach value as
well as how organizations use these recommendations as
exemplarsin Multimedia Appendix 3 [24-85].

Based on the Al-generated summary from ATLAS.t from the
dataset in the health care industry, we find that the health care
industry has faced numerous breaches of PHI, affecting arange
of organizations such as hospitals, dental offices, insurance
companies, and medical clinics. Asaresult, these breaches have
led to unauthorized access, theft, and disclosure of sensitive
personal and medical information through various means,
including stolen laptops and physical documents, email errors,
employee misconduct, and improper disposal of documents. In
response to these incidents, investigations have been conducted
by the Office for Civil Rights (OCR), and fines were imposed.
Corrective actions have included enhancing data security
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measures, implementing encryption, conducting risk analyses,
and providing breach notifications and credit monitoring to
affected individuals. These breaches underscore the critical
importance of safeguarding patient data, complying with HIPAA
regulations, and continuously strengthening security protocols
in the health care sector to prevent future incidents.

Discussion

Overview

Based on our quantitative and qualitative analyses of the breach
data, we now discuss a further theoretical contribution of our
paper that we call SecureSphere, a structured framework for
health care security, based on the security values derived earlier.

The SecureSphere Framework for Health Care Data
System Security

The final step in our research is to classify the most important
valuesthat prevent large value data breaches overall and present
the SecureSphere framework (Figure 3). The SecureSphere
framework recommends a specific scope of action for the key
security “values’ and generic actions for preventing and
sustaining data system security at hospitals and other health
institutions that store, retrieve, and manage PHI.
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Figure 3. SecureSphere framework for Hospital Data Breach Protection. The inner circle represents the core values that guide and represent 80% of
the breaches. The outer circle represents the peripheral values that form key business practices that influence the inner circle. PHI: protected health

information.

Regulatory
compliance

Employee
management

Data privacy

Communication

Electronic
communication

We represent valuesin concentric circles. Theinnermost circle
represents the core values that include empl oyee management,
policy, procedures, and I T. The outer circlerepresents peripheral
values associated with each core value. Thus, the framework
demonstrates how data breach and PHI influence policy,
security, and regulatory compliance influence procedureswithin
the hospital. Then, we have access control and risk management
that influence IT procedures within a company. Finaly, we

https://www.jmir.org/2024/1/e59674
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Access
control

have email communication, general communication, and data
handling (privacy), which influence employee management.

While the core focal values are essential focus areas of health
care companies, the outer valuesform the essential components
within these focus areas. The SecureSphere framework identifies
key security values and categorizesthem into concentric circles
to emphasize their influence on hospital data system security.
The best practices by value category are summarized in
Textboxes 1-3.
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Textbox 1. Core focal values (inner circle).

Employee management
. Training and awareness. Regular training programs to educate employees on security protocols and best practices.
o Accesscontrol: Implementing strict access controls to ensure that only authorized personnel can access sensitive data.

«  Monitoring and auditing: Continuous monitoring of employee activities and regular audits to detect and prevent unauthorized actions.

Policy
.  Comprehensive security policies: Developing clear and comprehensive security policiesthat outline acceptable use, data protection, and incident
response.

«  Policy enforcement: Ensuring strict enforcement of security policies through regular checks and penalties for noncompliance.

« Policy review and update: Regularly reviewing and updating policies to adapt to new threats and regulatory changes.

Procedures
«  Standard operating procedures (SOPs): Creating detailed SOPs for handling data, responding to incidents, and managing I T infrastructure.

« Incident response procedures. Establishing clear procedures for responding to security incidents, including containment, investigation, and
remediation.

«  Regular audits: Conducting regular audits to ensure adherence to established procedures and identify areas for improvement.

« IT infrastructure security: Implementing robust security measures for IT infrastructure, including firewalls, intrusion detection systems, and
antivirus software.

«  System hardening: Regularly updating and patching systems to protect against vulnerabilities.

« Incident response: Establishing an incident response team to quickly address and mitigate security breaches.

Textbox 2. Periphera values (outer circle).

Data breach and protected health information (PHI)

«  Dataencryption: Encrypting sensitive data to protect it from unauthorized access during transmission and storage.

«  Dataminimization: Collecting only the minimum necessary data to reduce the risk of breaches.

o PHI handling: Ensuring that PHI is handled in compliance with regulations such as HIPAA (Health Insurance Portability and Accountability
Act).

Regulatory compliance

«  Compliance monitoring: Regularly monitoring compliance with regulations such as HIPAA, general data protection regulation, and others.

«  Compliancetraining: Providing ongoing training to employees on regulatory requirements and compliance practices.

«  Reporting and documentation: Maintaining thorough documentation and reporting mechanisms to demonstrate compliance.

Security
«  Layered security approach: Implementing multiple layers of security controls to protect data at various levels.
»  Risk assessments: Conducting regular risk assessments to identify and mitigate potential security threats.

«  Security best practices: Adopting industry best practices for securing networks, systems, and data.

Procedures (influenced by policy, security, and regulatory compliance)
«  Regular procedure updates: Continuously updating procedures to reflect changesin policy, security requirements, and regulatory standards.

«  Proceduretraining: Ensuring all employees are trained on the latest procedures and understand their rolesin maintaining security.
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Textbox 3. Additional influences.
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Access control and risk management (influencing I T procedures)

«  Role-based access control (RBAC): Implementing RBAC to ensure users have access only to the information necessary for their role.

«  Risk management strategies: Developing and implementing strategies to identify, assess, and mitigate risks.

Email communication, general communication, and data handling (influencing employee management)
«  Secure email practices: Using encryption and secure email gateways to protect communication.
«  Communication policies: Establishing clear policies for secure communication, both within and outside the organization.

«  Datahandling best practices: Implementing best practices for data handling, including secure storage, transmission, and disposal.

By following these best practices, hospitals can effectively
enhance their data system security, minimize the risk of
breaches, and ensure compliance with relevant regulations.

Conclusions

This paper uses the HIPAA privacy and security rules and
analyzesvarioustypes of breachesin the US health care system.
Though HIPAA rules are stringent, they are not sufficient to
prevent some of the basic types of vulnerabilitiesthat influence
and affect the major playersoverall. Our comprehensive analysis
of the HIPAA privacy and security rulesin conjunction with a
detailed study of varioustypes of breacheswithin the US health
care system reveals a complex landscape. Despite the robust
framework provided by HIPAA and subsequent amendments
like the Omnibus Rule, breaches continue to occur with alarming
frequency and impact. The persistence of these breaches
underscores the necessity for continuous reassessment and
enhancement of security protocols.

Our empirical analysis highlights that while regulatory
frameworks form a critical backbone for data protection, they
must be dynamically updated and rigorously enforced to adapt
to evolving technological landscapes and sophisticated cyber
threats. The addition of stringent state laws appearsto correlate
with better outcomes in some cases, suggesting that a
multilayered approach to regulation may be beneficial.

Moreover, our findings advocate for theimportance of fostering
a culture of security within health care organizations that
transcends compliance. Investing in cutting-edge technol ogies,
training staff on acontinuous basis, and taking a proactive stance
on security are imperative.

The results of our detailed qualitative analysis of al text data
provide support for 15 core values related to security breach
management. These categories include access controls,
communication, data breach, data privacy, electronic
communication, employee management, IT, PHI, policies,
privacy, procedures, regulatory compliance, risk management,
security, and security breach. For each category, specific
definitions, best practice recommendations, and exemplary
organizations are identified. For instance, data breach involves
unintentional disclosures, with Mayo Clinic cited for best
practices like ongoing employee training and encryption
measures. Regulatory compliance emphasizes aligning with
laws, showcased by Deloitte’s ethics programs and Ernst &
Young's compliance management. IT highlights reducing
uncertainty in organizational processes, with Apple noted for
developing Al toals. This structured approach aims to enhance
understanding and application of security measuresin response
to the frequent and varied breaches affecting health care entities.

Finaly, it is evident that to truly safeguard patient data,
collaboration across various stakeholders—including health
care providers, patients, technology firms, and policy makers—is
crucia. By integrating insights from thisextensive analysisand
categorizing values into the inner core and periphera values,
we present the SecureSphere framework for the health care
industry, which can better protect itself against future breaches
and ensure the integrity and privacy of sensitive health
information. We highlight key issues with the framework that
enables health care executives to make key decisionsto enable
better health care IT system security.
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