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Abstract

Background: The COVID-19 pandemic was marked by an infodemic, characterized by the rapid spread of both accurate and
false information, which significantly affected public health. This infodemic led to confusion, mistrust in health authorities,
noncompliance with health guidelines, and engagement in risky health behaviors. Understanding the dynamics of misinformation
during the pandemic is crucial for developing effective public health communication strategies.

Objective:  This comprehensive analysis aimed to examine the complexities of COVID-19 misinformation. Specificaly, it
sought to identify the sources and themes of misinformation, the target audiences most affected, and the effectiveness of various
public health communication strategies in mitigating misinformation.

Methods: This scoping review used the MEDLINE (PubMed), Embase, and Scopus databases to identify relevant studies. An
established, methodical framework for scoping reviews was used to review literature published between December 2019 and
September 2023. The inclusion criteria focused on peer-reviewed studies published in English that address COVID-19
misinformation and its sources, themes, and target audiences, as well as the effectiveness of public health communication
strategies.

Results: The scoping review identified that misinformation significantly impacted mental health, vaccine hesitancy, and health
care decision-making. Social mediaand traditional mediawere major conduitsfor spreading misinformation. Key misinformation
themesincluded the origins of thevirus, ineffective treatments, and misunderstandings about public health measures. Misinformation
sources ranged from social media platforms to traditional media outlets and informal networks. The impact of misinformation
wasfound to vary across different regions and demographic groups, with vulnerable popul ations being disproportionately affected.
Effective strategies to counter misinformation included enhancing health literacy; using digital technology; promoting clear,
authoritative communication; and implementing fact-checking mechanisms. In addition, community engagement and targeted
health campaigns played a crucia role in addressing misinformation.

Conclusions. The review emphasizes the critical need for accurate and consistent messaging to combat misinformation.
Cooperative efforts among policy makers, health professionals, and communication experts are essential for developing effective
interventions. Addressing the infodemic is vital for building a well-informed, health-literate society capable of handling
misinformation in future global health crises. The study provides valuable insights into the dynamics of misinformation and
highlights the importance of robust public health communication strategies. These findings can guide future efforts to mitigate
the impact of misinformation during health emergencies.
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Introduction

Background

The COVID-19 pandemic, ahealth crisis of unprecedented scale
in the 21st century, was accompanied by an equally significant
and dangerous phenomenon—an infodemic. The World Health
Organization defines an infodemic as the rapid spread and
overabundance of information—both accurate and fal se—that
occursduring an epidemic[1]. A tidal wave of misinformation,
disinformation, and rumors characterized the infodemic during
the COVID-19 pandemic. This led to widespread confusion,
mistrust in health authorities, noncompliance with health
guidelines, and even risky health behaviors [2-4].

Moreover, the role of political leaders in shaping the narrative
around COVID-19 palicies significantly influenced these
dynamics. In countries such as the United States, Brazil, and
Turkey, the intersection of politica ideology and crisis
management led to increased societal polarization. Leadersin
these nations used communication strategies ranging from
denying the severity of the pandemic to promoting unproven
treatments [5,6]. This complex interplay between leadership
communication and public response underscores the critical
need for science-based policy communication and the
responsible use of socia media platforms to combat
misinformation and foster societal unity in the face of a global
health crisis.

Furthermore, the emergence of the COVID-19 infodemic
highlighted the crucial role of socia medialiteracy in combating
misinformation. Educating the public on discerning credible
information on the web has emerged as a pivota strategy for
mitigating the spread of misinformation and its consequences

[71.

Misinformation during public health crises hasbeen arecurring
problem. Historical examples from the Ebola outbreak, such as
rumors that the virus was a government creation or that certain
local practices could cure the disease, highlight how
misinformation can hinder public health responses [8]. False
beliefs, such as that drinking salt water would cure Ebola or
that the disease was spread through the air, led to a mistrust of
health workers and avoidance of treatment centers, exacerbating
thecrisis[9]. In the context of COVID-19, misinformation was
particularly pervasive, with false claims about the effectiveness
of various nostrums, leading to panic buying and shortages
[3,10]. Theimpact of such misinformation varied acrossregions
[4,11]. These dynamicswere often fueled by psychological and
socia factors, including fear, uncertainty, and the reinforcing
nature of social mediaalgorithms, which created echo chambers
of false information [12,13]. The wide-ranging consequences
affected not only immediate health behaviors but also the trust
in, and response to, public health authorities [2,14].

Misinformation during a public health crisis is nothing new.
However, the scale and speed at which misinformation spread
during the COVID-19 pandemic are unparalleled. Thissituation
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was exacerbated by the widespread use of social mediaand the
internet, where rumors can rapidly reach large audiences[9,15].
This spread of misinformation had far-reaching consequences:
it undermined public health efforts, promoted harmful practices,
contributed to vaccine hesitancy, and possibly prolonged the
pandemic [8,10,12,16]. These effects went beyond individual
health behaviors; they influenced public health policies and
diminished trust in health authorities and the scientific
community [12,17,18].

In light of these challenges, the machine learning—enhanced
graph analytics (MEGA) framework has emerged as a novel
approach to managing infodemics by leveraging the power of
machine learning and graph analytics. Thisframework offersa
robust method for detecting spambots and influential spreaders
in social media networks, which is crucia for assessing and
mitigating the risks associated with infodemics. Such advanced
tools are essential for public health officials and policy makers
to navigate the complex landscape of misinformation and to
develop more effective communication strategies [19].
Furthermore, combating thisinfodemic necessitates a strategic
approach encapsulating the “Four Pillars of Infodemic
Management”: (1) monitoring information (infoveillance) to
track the spread and impact of misinformation; (2) enhancing
eHealth literacy and science literacy, empowering individuals
to evaluate information critically; (3) refining knowledge quality
through processes such as fact checking and peer review,
ensuring the reliability of information; and (4) ensuring timely
and accurate knowledge tranglation, minimizing the distortion
by political or commercia interests [20]. These measures are
essential for mitigating the impact of misinformation and
guiding the public and professionals toward quality health
information during the pandemic and beyond. The COVID-19
pandemic has highlighted the need for improved public health
communication and preparedness strategies, particularly in
countering misinformation to prevent similar challenges in
future health crises [15,21].

Pertinent Questions

Recognizing the unique challenges posed by the COVID-19
infodemic, this comprehensive scoping review seeks to
systematically explore various dimensions of misinformation
related to the pandemic. Our investigation is informed by a
critical analysis of existing literature, noting a gap in studies
that collectively examine the themes, sources, target audiences,
impacts, interventions, and effectiveness of public health
communication strategies against COVID-19 misinformation.
To the best of our knowledge, this is the first review that
attempts to bridge this gap by providing a comprehensive and
integrated analysis of these key dimensions. While individual
aspects of misinformation have been addressed in prior research,
there lacks a comprehensive review that integrates these
components to offer a holistic understanding necessary for
effective countermeasures. Therefore, our review is structured
around four pertinent questions, each carefully selected for their
significance in advancing our understanding of the COVID-19
infodemic and its counteraction:
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1 What isthe extent of COVID-19 misinformation? How can
it be addressed?

2. What are the primary sources of
misinformation?

3. Which target audiences are most affected by COVID-19
misinformation?

4. What public health communication strategies are being
used to combat COV1D-19 misinformation?

CovID-19

These questions were selected to emphasize critical areas of
COVID-19 misinformation that, when addressed, can
significantly contribute to bridging technical and knowledge
gaps in our response to current and future public health
emergencies. By detailing our study’s contributions to existing
literature, we aim to present distinctive understandings crucial
for policy makers, health professionals, and the public in
effectively addressing misinformation challenges.

Methods

This scoping review was conducted following the methodol ogy
framework defined by Arksey and O’ Malley [16] and el aborated

Textbox 1. Inclusion and exclusion criteria.
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upon by Levac et a [17]. This framework, recognized for its
systematic approach, involves five stages: (1) defining the
research question; (2) identifying relevant studies; (3) selecting
appropriate literature; (4) charting the data; and (5) collating,
summarizing, and reporting the results.

Databases and Search Strategies

The literature search targeted 3 major databases. MEDLINE
(PubMed), Embase, and Scopus. These databases were selected
for their comprehensive coverage of medical, health, and social
science literature. The search strategy was crafted using a
combination of keywords and subject headings related to
COVID-19, misinformation, and public health communication.
Weused (“COVID-19" OR“SARS-CoV-2" OR “Coronavirus’)
AND (“Misinformation” OR “Disinformation” OR “Fake news’
OR “Infodemic”) AND (“Public health outcomes’ OR “Health
impacts’) AND (“Communication strategies” OR “Public health
communication”).

Eligibility Criteria
The inclusion and exclusion criteria are presented in Textbox
1

Inclusion criteria
« Articletype: peer-reviewed studies
o Language: published in English

«  Publication date: published between December 1, 2019, and September 30, 2023

« Focus: addresses COVID-19 misinformation and its sources, themes, and target audiences, as well as the effectiveness of public health

communication strategies

o Study design: empirical studies (eg, cross-sectional, observational, randomized controlled trias, qualitative, and mixed methods)

Exclusion criteria

« Articletype: non—peer-reviewed articles, opinion pieces, and editorials

«  Language: published in languages other than English

«  Publication date: published before December 1, 2019, or after September 30, 2023
«  Focus: does not address COVID-19 misinformation or its related aspects

o Study design: case studies and anecdotal reports

Study Selection Process

The study selection process involved an initial screening of
titles and abstracts to eliminate irrelevant studies, followed by
athorough full-text review of theremaining articles. Thiscritical
stage was conducted by the authors, each with expertisein public
health communication and health services research, thereby
enhancing the thoroughness and reliability of the selection
process. In cases of disagreement, the reviewers engaged in
discussions until a consensus was reached on the inclusion of
each article. In addition, we adhered to the PRISMA-ScR
(Preferred Reporting Items for Systematic Reviews and
Meta-Analyses extension for Scoping Reviews) guidelines[18]
to enhance the thoroughness and transparency of our review
(see Multimedia Appendix 1 for the PRISMA-ScR checklist).

https://www.jmir.org/2024/1/e56931

Results

Overview

A total of 390 articles were identified from the 3 databases, of
which, after removing 134 (34.4%) duplicates, 256 (65.6%)
articlesremained. Of these 256 articles, 69 (27%) were selected
based on abstract searches. Of the 69 full-text articles, 27 (39%)
were assessed for eligibility. Of these 27 studies, 21 (78%) were
included in the scoping review (Figure 1). This analysis of the
21 studies provides a comprehensive overview of the many
impacts of misinformation during the COVID-19 pandemic,
including its characteristics, themes, sources, effects, and public
health communication strategies.
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Figurel. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flow diagram of the search and screening resullts.

Study Char acteristics

The included studies exhibited considerable diversity in terms
of their methodol ogies, geographic focus, and objectives (Table
1). Vermaet al [15] conducted alarge-scale observational study
in the United States, analyzing socia mediadatafrom >76,000
users of Twitter (subsequently rebranded X) to establish acausal
link between misinformation sharing and increased anxiety. By
contrast, Loombaet al [11] carried out arandomized controlled
trial in both the United Kingdom and the United States to
examine the impact of misinformation on COVID-19
vaccination intent across different sociodemographic groups.
Inthe United States, Bokemper et al [22] used randomizedtrias
to assess the efficacy of various public health messages in
promoting social distancing. Xue et a [23] used observational
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methodsto explore public attitudestoward COV1D-19 vaccines
and therole of fact-checking information on social media. These
studies collectively used quantitative analysis, web-based
surveys, cross-sectional studies, and social network analysis,
reflecting the diversity of research approaches. Sample sizes
ranged from hundreds to tens of thousands of participants,
providing a broad view of the infodemic’s impact. Notably,
most of the studies (17/21, 81%) were conducted on the web,
underlining the infodemic’'s digital nature. The outcomes
assessed various public health aspects, including mental health,
communication effectiveness, and behavior change. Kumar et
al [13] used social network and topic modeling analysesto gain
insights into public perceptions on Reddit, contributing to the
methodological diversity within the reviewed literature.
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Study, year; coun-  Aim Sample, n Study outcomes Misinformation Sourcesof misinfor-  Target audience
try; method themes mation
Dattaet a [24], Explore COVID- 778 adults High misinformation  Incorrect COVID-19  Social media, fami- Health care profes-
2020; India; cross- 19 information prevalence, mainly treatments, falsediag- ly, WhatsApp, televi- sionalsin India,
sectional study sources among from social media noses, virustransmis-  sion, friends implicationsfor the
health care profes- sion misconceptions, general public
sionals public healthinaccura-
cies
Moscadelli et a Measurecirculaa 2102 articles  Fake news shared Accidental laboratory Internet articles, so- General public, es-
[3], 2020; Italy; tion of fake and shared onso-  2.35 million times release, SARS-CoV-2 cial mediaplatforms pecially suscepti-
observational study  verified COVID-  cial media (23.1% of total origin, bioweapon bleindividuals
19 news platforms shares) claims, HIV vaccine,
vitamin Cand D, 5G
technol ogy, consum-
ing garlic
Hou et a [10], Assess public Global public  Public response Traditional Chinese  Internet rumors, Global genera
2020; 12 countries, awarenessand be- responsesto  trends, impact of ru-  medicines, garlicfor  newspapers, political  public; focus on
cross-sectional havioral responses COVID-19 mors, communication prevention, antimalar-  leaders China, the United
study to COVID-19 from plat- effectiveness ial treatments States, and tradi-
forms such as tional medicinere-
Google gions
Trends and
Baidu Index
Agley et a [14], Examineeffectsof 1017 adults Small trust increase,  5Gtransmission, labo- Social media, news  American general
2021; United exposure to info- indirect effectonmis-  ratory origin, exagger- outlets, other media public
States; randomized graphic on trust in information mediated ated deaths, face mask
controlled trial science and by trust misinformation
COVID-19 misin-
formation beliefs
Teovanovic¢ et a Exploreirrational 407 partici- Irrational beliefspre-  Conspiracy theories,  Digital mediaoutlets  Serbian adullts,
[25], 2020; Serbia; beliefsand health  pants dict guideline adher-  pseudoscientific prac- broader audience
cross-sectional sur-  behaviors during ence, pseudoscientific  tices, COVID-19 susceptibleto mis-
vey the COVID-19 practices, and vaccina  myths, vaccine-related information
pandemic tion intentions myths
Nowak et al [4], Assess COVID-19 1380 adults Challengesin adher-  5G technology as Web-based social Genera public,
2021; Poland; preventive behav- ence, influence of pandemic cause, Chi- media, message conspiracy theory
cross-sectional sur- iors, fears, and misinformation, fear  nesegovernment con- boards believers
vey conspiracy beliefs impact spiracy, pharmaceuti-
cal companies profit
motives
Loombaet a [11], Measure COVID- 8001 adults Changeinintent due Vaccineimportance  Socia media, vari-  British and Ameri-
2021; United 19 vaccine misin- to misinformation and safety, 5G links,  ous web-based can general public
Kingdom and formation impact vaccinetrial deaths,  sources
United States; ran- on intent pandemic conspiracy
domized controlled theories
tria
Scholzeta [21], Investigateimple- 562 adults Improved understand- Quarantine measures, Informal channels,  General public,
2021; Germany; mentation of quar- ing and community health information possibly social me-  adultsnot frequent-
cross-sectional sur-  antine measures acceptance of quaran- dia ly engaging with
vey tine measures official channels
Ghaddar et al [2], Exploretrustinso- 2653 adults  Vaccination intent, COVID-19 transmis-  WhatsApp, Face- General population
2022; Lebanon; cial media, misin- fake news exposure,  sion modes, conspira-  book, televisionand  of Lebanon
cross-sectional formation, and trust, and conspiracy  cy theories, medica  radio, social media
study vaccination intent beliefs tion effectiveness platforms
Kim et a [26], Analyzepredictors 6518 adults Predictors of belief in  Transmission modes, User-generated con- General public, es-
2022; United of belief in misinformation, ef- miraclecures, antivac-  tent on Facebook pecialy those ex-
States, cross-sec- COVID-19 misin- fects on behaviors, cine beliefs, political posed to misinfor-

tional and observa-
tional study

formation on Face-
book

correction strategies

conspiracies

mation
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Study, year; coun-  Aim Sample, n Study outcomes Misinformation Sourcesof misinfor-  Target audience
try; method themes mation
Huang et al [27], Investigate 4289 adults Sociodemographic Vaccinehesitancy due Social media, web-  Students, health
2022; Ching; crosss COVID-19vaccine predictors, hesitancy  to negativeinforma-  sites, mediaoutlets  professionals,
sectional study hesitancy predic- reasons, information  tion workers, general
tors sources population
Bokemper et a Test public health 3184 adults Impact on distancing COVID-19conspiracy Social media, infor-  Individualsvaluing
[22], 2022; United message effective- beliefsand intentions  theories, severity mal networks, public  personal liberty,
States, randomized nesson socia dis- skepticism, downplay- figures government man-
controlled trial tancing ing public health mea date opponents
sures
Kumar et al [13], Analyze percep- 266,840 Red- Vaccine-related Vaccine efficacy Reddit user postsin  Reddit users, anti-
2022; United tionsof COVID-19 dit posts eventsand publicatti- doubts, conspiracy subreddits vaccine subreddit
States; quantitative vaccineson Reddit tudes theories, skepticism frequent users
observationa study regarding science and
media
Xueet d [23], Investigate atti- 12,553 Face-  Public attitude shifts, Vaccine efficacy Paliticians, socia General public,
2022; United tudes toward book posts fact-checking effec-  questions, safety media, hedlthinstitu-  vaccine-hesitant
States, observetion- COVID-19 vac- tiveness views, effectiveness  tions people, pro- and
a study cines on Facebook challenges, misinter- antivaccine groups
pretation, emotional
manipulation
Mourai and Drake Assesssociadl me- 500 adults Attitude, belief, behav-  Masking efficacy, Reddit thread: user ~ Genera public, on-
[28], 2022; United dia debates on ior changesfromde-  truth objectivity, anti- citizen-health versus line forum users,
States; randomized masking and bates mask arguments user Health_Scien-  conspiracy-prone
web-based experi- COVID-19 misin- tist individuals
ment formation
Vermaet a [15],  Study Twitter 76,985 Twitter Causal link between  Vitamins, gargling, Twitter Genera Twitter
2022; United (subsequently re-  users misinformation shar-  5G technology, in- users, vulnerable
States; observation-  branded X) misin- ing and anxiety volvement of Bill USwomen, racia
al study formation impact Gates minority individu-
on anxiety as
AL-Jalabneh [29], Explore vaccine 30 vaccine- Role of misinforma-  Social mediamisinfor- Social media (Face- Jordanian citizens,
2023; Jordan; qual- hesitancy dueto hesitant adults tioninincreased vac- mation, conspiracy book and What- active social media
itative study misinformation cine hesitancy, safety, theories, safety SApp), influencers,  users
and effectivenesscon-  doubts, vaccinedis-  foreign health ex-
cerns trust perts
Gruzd et a [30], ExamineFacebook 539 YouTube Prevalenceand nature Vaccine safety, effica  Facebook groups Facebook and
2023; Canada; ob- and YouTubefor  videosshared of vaccinemisinforma-  cy, ingredients, con-  and pages, YouTube YouTube users
servational study  vaccine misinfor-  on Facebook  tion spiracy theories videos
mation
Kimet al [12], Investigate impact 1400 adults Misinformationlinked False claims about Politicians, media, ~ American adult
2023; United of misinformation tolower trustinhealth  prevention, treatment, social networks population
States; cross-sec-  ontrust and compli- experts, guideline severity
tional survey ance compliance
Kosiyaporn et & Assessvaccineac- 193,744 adults Factorsinfluencing Vaccine efficacy, side  Lack of trustinme-  General popula
[31], 2023; Thai-  ceptance factors vaccine acceptance:  effects, immunity dia, government, tion, those with
land; mixed meth- public perceptions, at-  misconceptions celebrities, social limited access to
ods study titudes media; trustworthy: reliable informa-
health professionals, tion
academics
Ugarteand Young Address misinfor- 120 adults Reduced misinforma- COVID-19vaccine  Socia media(Face- American essential
[32], 2023; United mation, vaccine tionbeliefs, increased misinformation, natu-  book groups), workers, vaccine-

States; randomized
controlled tria

hesitancy among
essential workers

vaccine information
requests

ral immunity

non—peer-reviewed
studies

hesitant people

Misinfor mation Themes and Sources

Misinformation Themes

The results of the studies reported many themes that presented
a diverse and interconnected landscape of COVID-19

https://www.jmir.org/2024/1/e56931

misinformation. A significant amount of this misinformation
related to the virus's origins and transmission, with theories
varying from accidental laboratory releases to purported links

with 5G technology. These theories often reflected a tendency
to misinterpret scientific data or attribute the pandemic to
external and frequently sensational causes (Table 1) [3,4,14].
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A significant proportion of misinformation concerned treatments
and preventives for COVID-19, where unscientific remedies
(accidental or deliberate) and vitamin supplements were touted
as effective [10,15,24]. This was coupled with widespread
misconceptions and conspiracy theories about COVID-19
vaccines [11,13,27,29,30].

Public health measures such as the effectiveness of masks and
socia distancing were often mischaracterized or misrepresented,
sometimes due to political and economic theories [22,25,28].
Social mediaplayed asignificant role in amplifying dangerous
beliefs and practices [12,29]. The studies demonstrate that
misinformation during the pandemic ranged from basic
misunderstandings to elaborate conspiracy theories
[2,21,23,27,31,32].

Sources of Misinformation

The studies provide a comprehensive analysis of the various
sources of COVID-19 misinformation, with a particular focus
on social mediaplatforms such as Facebook, WhatsA pp, Twitter,
Reddit, and YouTube, which were repeatedly identified as
primary channels for spreading false information (Table 1)
[2-4,11-14,22,24,26,27,29,30,32]. These platforms not only
facilitated the spread of misinformation through user-generated
content but also through public figures and political leaders,
whose remarks often fueled rumors and unsubstantiated claims
[10,23,31]. Traditional media sources, including television,
newspapers, and radio, also added to the misinformation
landscape, either by directly spreading false information or by
passing on misleading statements and rumors [2,15]. The
influence of informal networks, such as family, friends, and
community gatherings, was highlighted, pointing to the
significance of word-of-mouth communication in the
dissemination of misinformation [21,22,24]. Furthermore, the
studies identified specific web-based communities and forums,
such as Facebook groups and subreddits, where misinformation
was not only shared but also reinforced within echo chambers
[13,28,32].

Target Audience of Misinformation

The selected studies reveal ed acomplex landscape of COVID-19
misinformation targeting diverse audiences, with a significant
focus on the general public across countries; for instance, Datta
et a [24] and Hou et a [10] identified both health care
professionals and the broader global population, including those

https://www.jmir.org/2024/1/e56931
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in China, the United States, and countries with traditional
medicine practices, as key recipients of misinformation (Table
1). Susceptibility to misinformation was also observed in
individualswith low health literacy, depression, or susceptibility
to conspiracy theories[3,4,13,25] or vaccine-hesitant individual s
and those with amistrust of vaccines[11,23]. Digital platforms
played a significant role in shaping public perceptions, with
studies highlighting the impact of misinformation on social
media users, online forum participants, and those engaging with
user-generated content [12,14,21,22,26,28-30]. Moreover,
specific populations such as Serbian adults, American women,
racial minority individuals, students, public health professionals,
and essential workers were reported as being particularly
affected or targeted by misinformation campaigns
[15,25,27,31,32].

Impactsof Misinformation on Public Health Outcomes

I dentified Negative | mpact

Thefindings presented many negative effects of misinformation
on public health (Table 2). One primary consegquence was the
impact on health care professionals, who faced challenges in
discerning accurateinformation, leading to disruptionsin routine
decision-making and care practices [24]. The public was aso
affected, with misdirected responses and increased reliance on
unproven remedies, indicating missed opportunitiesfor effective
epidemic control [10]. Misinformation significantly disrupted
health and risk communication, contributing to social unrest
and heightened anxiety [3]. It also directly impacted public
health measures, as evidenced by lower intent to accept
COVID-19 vaccines [11], reduced adherence to officia health
guidelines [25], and noncompliance with basic preventive
measures such as handwashing [4].

The spread of misinformation resulted in decreased public trust
in science [14], undermining the effectiveness of public health
messaging [22] and leading to increased vaccine hesitancy
[27,29,31,32]. This hesitancy was further exacerbated by the
promotion of antivaccine propaganda, posing a barrier to
achieving herd immunity [30]. The extent of the impact of
misinformation was also evident in the public’'s mental health,
with reports of increased anxiety, suicidal thoughts, and distress
[2], aswell asin overall public attitudes toward the pandemic
[26] and changes in public attitudes toward vaccines, which
became increasingly negative over time[23].
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Table 2. Impact, strategies, and effectiveness of interventions in addressing misinformation.
Study, year ldentified nega- Measuredout- Potential con- Intervention  Intervention Platformor  Effectiveness  Reported effec-
tive impact comes tributing fac-  strategies method channel metrics tiveness
tors
Dattaeta Misinformation  Survey re- Social media, Information  Training, guide- Officia web- Misinforma-  Increased
[24], 2020 prevalence sponses infodemics regulation, lines sites, media tionreduction, awareness of
among health training for ac- decision-mak- need for accu-
careprofessionals curateinformar ing rateinformation
tionidentifica:
tion
Hou et a Misdirected pub- Searchtrends, Delayed com- Publicaware- Officia guide- Government Public behav- Adoption of
[10], 2020 lic responses, re- purchasingbe- munication, ness enhance-  lines, rumor health com- ior correlation  protective mea-
liance on un- haviors misinforma-  ment, timely  clarification mission, with trends sures, reduction
proven remedies tionamplificaea  misinforma- World in rumor-driven
tion tion response Health Orga- behavior
nization
Moscadelli Disruptionin Fake news Cognitivebiass Hedlthliteracy Socia media Social media Engagement  Increased strate-
etd [3], health or risk shares, misin-  es, digitd liter- improvement, analysis, cam- infake versus giesfor discern-
2020 communication  formationpro- acy deficien- social media  paigns verified news ing false news
portion cies policy rein- and stressreduc-
forcement tion
Loombaet Reduced Veccineaccep- Misinforma-  Misinforma-  Survey, expo- ~ Web-based ~ Vaccination L ower vaccina-
a [11], COVID-19vac- tanceintent tion exposure, tionimpactas- sure analysis panel, social  intent change tion intent due
2021 cine acceptance trustin sessment media to misinforma-
sources tion
Nowak et Nonadherenceto Handwashing Gender,educa Accurateinfor- Web-based be- Social me-  Adherenceto  Increased adher-
a [4],2021 sanitary recom-  frequency,dis- tion,livingen- mationdissem- havior assesss  dia, message preventive ence to sanitary
mendations, in-  infectantuse  vironment ination ment survey boards measures recommenda-
creased fears tions
Scholzetal Link betweenin- Quarantine Demograph-  Continuous L oudspeaker Television,  Quarantine High accep-
[21],2021 formation and concern level, ics, mediaef- mediarecep- announcements, radio, inter- measureap-  tanceor support
quarantinemea-  compliance fectiveness tion for risk leaflets net proval limiting disease
sure reactions communica transmission
tion
Teo- Reduced adher-  Preventionbe- Belief incon-  Countering Factud informa  Social me-  Engagement  Importance of
vanovi¢ et enceto heath havior frequen-  spiracy theo-  thenegative  tionanddebunk- dia, digital inevidence-  dtrategiesin
a [25], guidelines cy, vaccina ries impactsof irra-  ing platforms based health  health behavior
2020 tion intentions tional beliefs behavior modification
Agley eta Lowertrustin Preventivebe- Political orien- Use of info- Infographicex- Webbased  Trustin sci- Small increase
[14],2021 science dueto havior inten-  tation, demo- graphictoex- posure (Prolific ence, misinfor- intrust; indirect
misinformation  tions graphics plainthescien- platform) mation belief  misinformation
belief tific process effect
Bokemper Reduced public  Bediefsandso- Liberty values Community Randommes-  Web-based  Socid distanc- Improved atti-
etd [22], healthmessaging cia distancing endorsement, protection—fo- sageinterven-  survey plat- ing attitudes,  tudesandinten-
2022 effectiveness scales conspiracy cused strate-  tions form intentions tions toward
theory belief  gies distancing
Ghaddar et Reducedvaccina Vaccination Fakenewsex- Promotionof  Public cam- Television,  Trustin Increased trust
a [2],2022 tionintent, in- intent, conspir-  posure credible paigns, educa-  radio, offi-  sources, vacci- ininformation
creased mental acy belief ac- sources, de- tional outreach  cia channels nationintent  sources
health issues ceptance bunking
Kimeta Misdirectionin  Vaccination Cultural non- Tailored com- Categorization, Socia media Intervention  Strategy speci-
[26], 2022 pandemic man-  intention, conformity, municationto analysis specificity and  ficity and misin-
agement mandatecom- misinforma  misinformed reach formation reduc-
pliance tionspreadvia groups tion
socia media
Kumar et  Misinformation  Redditdiscus- Mediareleass Countering Accuracy assess-  Reddit, web-  Theoretical Effectiveness
al [13], increaserelated  sionanalysis  es,community misinforma  ment, evidence- based spaces belief shift, proposed based
2022 to vaccine events dynamics tion, engaging based discus- vaccine up- on analysis
skeptics sion take
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Study, year ldentified nega- Measuredout- Potential con- Intervention  Intervention Platformor  Effectiveness  Reported effec-
tive impact comes tributing fac-  strategies method channel metrics tiveness
tors
Xueet a Negative public  Publicattitude Information Use of fact- Fact-checking  Facebook Public attitude Positive role of
[23],2022 attitudestoward  change, en- sourceimpact, checkingmes- posts, collabora change, en- third-party fact
vaccines gagementmet- emotional re-  sages tion gagementmet-  checkers
rics sponse rics
Mourali Increased confu-  Attitudesto-  Extendedde- Debunking Web-based ran- Reddit-like  Maskingdispo- Correcting mis-
and Drake sion, uncertainty, wardmasking, batesunder-  misinforma-  domized study  social media sition, truth informationim-
[28],2022 and negative atti- truthobjectivi- mining truth  tion simulation  objectivity, proved masking
tudes toward ty, argument  objectivity sharing inten-  disposition and
health topics strength, tions reduced sharing
source compe- but waned with
tence, sharing repeated expo-
intentions sure
Vermaeta Increased anxi-  Anxiety levels Prior anxiety, Misinforma-  Algorithmic Social media Anxiety in- Anxiety in-
[15], 2022  ety, especialy from Twitter ~ exposure to tion exposure  feed adaptation crease after Crease among
among specific  (subsequently misinforma-  limitation, di- sharingmisin- misinformation
demographics rebranded X)  tion rect interven- formation sharers
data tions
AL-Jalab- Incressedveccine Frequency of  Social media Medialiteracy Educational Variousme- Vaccineatti-  Improved vac-
neh [29], hesitancy misinforma-  misinforma-  campaigns campaigns, col- diachannels tudes, misin-  cineacceptance
2023 tionthemes  tion spread laboration formationre-  and trust
duction
Gruzdeta Vaccinehesitan- Proportionof Socia media Misinforma-  Platformmoder-  Facebook, Post or ac- Partial success
[30], 2023 cy promotion misinforma-  agorithms tionremoval, ation, messag- YouTube count re- in misinforma-
tionin content evidence- ing movals, tion reduction
based content provaccine
promotion content preva-
lence
Huangeta Incressedvaccine Vaccinehesi- Infodemic, Timely health  Educationa Social me-  Vaccinehesi-  Positive impact
[27],2022 hesitancy tancy scale misinforma-  education, au- campaigns, dig hedth  tancy reduc-  onvaccination
scores tion impact thoritativein-  messaging caresettings  tion, willing-  willingness
formation use nessto change
Kimetd Lower health Trust in ex- Misinforma-  Improving Survey research Web-based  Trust levels, Improved dis-
[12],2023 guidancecompli- perts, severity tion exposure, regulatory ef- toidentify miss survey, me- compliance cernment of
ance perception political influ- fortstocurb  informationim- diaanalysis rates faseorred
ences thespread of  pact news, reduced
misinforma- stress and de-
tion pression related
tothe pandemic
Kosiygporn Vaccine hesitan-  Vaccineaccep- Risk percep-  Infodemic Surveys, inter-  Web-based  Vaccineaccep- Increased dis-
etd [31], cyduetomisin- tancerates, tion, discern-  management,  views channels, tance, misin-  cernment of
2023 formation trust levels ing trueinfor- vulnerable volunteer formationdis- trueor fasein-
mation group prioriti- networks cernment formation corre-
zation lated with in-
creased vaccine
acceptance
Ugarteand Increased hesitan-  Web-based Web-based Community Peer leader edu-  Facebook Misinforma-  Reductionin
Young cy and misinfor-  discussionen- misinforma-  peer support  cationa engage-  groups tiononsocial misinformation
[32],2023 mation gagement tion, study ment support posts  posts, social
limitations support increase

Measured Outcomes

The studies highlighted the challenges that individuals and
communities faced in navigating the pandemic amid aflood of
misinformation (Table 2). It was reported that misinformation
significantly impacted health care professionals, leading to
discomfort, distraction, and difficulty in discerning accurate
information. Thisimpact affected decision-making and routine
practices[24]. The public’'s response was manifested by changes

https://www.jmir.org/2024/1/e56931

in search behaviors and purchasing patterns, reflecting the
influence of rumors and celebrity endorsements [10]. It was

reported that “fake news’ significantly affected theinformation
landscape, skewing the perception of truth versus lies [3].
Hesitancy wasreported in intent to receive COVID-19 vaccines
across demographic groups[11,27,31]. Themisinformation also
altered health behaviors, such as handwashing and the use of
disinfectants, and influenced preventive behavioral intentions
[4,14]. 1t was al so reported that misinformation affected public
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adherence to COVID-19 prevention, risk avoidance behaviors,
and vaccination intentions [25].

The communication strategies during quarantine, public trust
and engagement with authorities, and compliance with
guarantine measures were influenced by the level of concern,
which was shaped by misinformation [21]. It was reported that
misinformation led to changes in socia distancing and mask
wearing [22]. Social media platforms exhibited a prevalence of
antivaccine content and afocus on misinformation in web-based
discussions[13,30,32]. The studies al so reported that emotional
and linguistic featuresin vaccine-related postsinfluenced public
attitudes toward vaccines, reflecting the impact of different
information sources [23]. Anxiety levels were heightened due
to exposure to misinformation, especially among specific
demographic groups [15]. Some of the studies (2/21, 10%)
found that misinformation affected public trust in health experts
and government and altered the perceived severity of COVID-19
[12,26].

Potential Contributing Factors

The studies identified a wide array of factors that contributed
to the spread of misinformation during the pandemic (Table 2).
Key among these were socia mediaand connectionswith family
and friends, which hastened the spread of unregulated
information [24]. Theissue wasfurther compounded by delayed
and nontransparent communication from health authorities,
coupled with the absence of early, authoritative responses[10].
Cognitive biases, a lack of digital and health literacy, and the
exploitation of social divisionsalso played significant roles[3].
Factors such as sociodemographic characteristics, trust in
information sources, the frequency of social media use, and the
nature of misinformation were important [11]. The spread of
misinformation was also influenced by gender, education level,
and the distinction between urban and rural living [4], as well
as age, the effectiveness of media channels, the initial
understanding of SARS-CoV-2, and trust in authorities,
particularly in relation to quarantine measures[21]. Contributing
factors included beliefs in conspiracy theories, cognitive
intuition, an overestimation of COVID-19 knowledge, and
susceptibility to cognitive biases [25], alongside political
orientation and religious commitment [ 14]. Public behavior was
also shaped by concerns about government infringement on
personal freedoms [22]. Finally, exposure to fake news and
conspiracy stories [2], cultural attitudes toward government
mandates, and the spread of misinformation through social
media were noted [26].

Public Health Communication Strategiesand Their
Effectiveness

I ntervention Strategies

The studies highlighted the critical role of effective public health
communication strategies in  addressing COVID-19
misinformation (Table 2). Thisincluded arange of approaches
such as enhancing health literacy and reinforcing social media
policies against fake news [3], along with using fact checking
and empathetic communication to debunk misinformation [23].
The importance of timely and accurate information
dissemination, particularly through social media, was also noted
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as a crucia component for authoritative communication
[4,10,27].

In addition, several studies advocated for tailored
communication approaches. These approachesinvolvetargeting
specific misinformed subgroups [26], using infographics to
clarify scientific processes [14], and focusing on community
protection while reframing reckless behaviors [22]. Essential
strategies included training health care professionals to
accurately identify credibleinformation, alongsideimplementing
media literacy campaigns and prioritizing groups considered
vulnerable in public communication [24,29,31]. Engaging
skeptics, particularly vaccine skeptics, through interventions
was reported as essential [13,32], with an emphasis on
debunking misinformation, promoting credible information
sources, and reducing exposure to misinformation [2,15,28,30].

I ntervention Methods

The included studies reported various intervention methods to
combat misinformation. Key strategies included the use of
credible sources [3,24,27], the implementation of targeted
campaigns, and the integration of digital technologies such as
social mediatoolsand algorithmic analyses (Table 2) [4,10,15].
Educational  efforts, ranging from basic loudspeaker
announcements to sophisticated web-based educational tools
and infographics, were also reported to be effective[2,14,21,29].
The importance of engaging the public through surveys,
randomized interventions, and peer discussions was noted
[11,22,31,32]. Fact checking, in partnership with third-party
organizations and through internal processes, was highlighted
as crucial, along with the need for empathetic communication
[23]. Finaly, some of the studies (2/21, 10%) showed the
importance of identifying predictorsand using analytical models
to refine strategies and better understand public sentiment
[26,28].

Platform or Channel for Communication

The studies reported that a diverse array of platforms and
channelsplayed acrucia rolein effective communication during
the COVID-19 pandemic (Table 2). Digital and social media
platforms, such as Facebook, Reddit, and YouTube, were
extensively used to disseminate facts and counter
misinformation, as noted by numerous studies (8/21, 38%)
[3,4,13,15,23,26,30,32]. Government websites and official
channels, alongside health care settings, were a so acknowledged
for their value in providing reliable and accurate information
[10,24,27,29]. Traditional media forms, including television,
radio, and print, were found to be crucia in reaching wide
audiences [2,21]. Web-based platforms designed for research
and surveys, such as Prolific, played akey rolein gauging public
perceptions and addressing misinformation [11,14,22,28].
Furthermore,  community  networks and  personad
communications were identified as essential, particularly in
village health volunteer networks and through engagement with
health professional s and academics, demonstrating remarkable
effectivenessinlocal communitiesand areaswith limited digital
access [25,31].
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Effectiveness Metrics and Reported Effectiveness

In studies on public health communi cation during the pandemic,
effectiveness metrics focused on reducing misinformation and
improving health behaviors (Table 2) [13,24,25,27,29,31,32].
Detailed engagement metrics included tracking interactions
with verified versus fake news, changes in vaccination intent,
and shifts in public attitudes toward vaccines over time
[3,11,23]. Unique metrics such as internet search trends
correlating with public behavior, adherence to health guidelines,
and the impact of misinformation on mental health were also
explored [4,10,15,28]. Studies such as that by Gruzd et al [30]
analyzed social media for misinformation removal and
provaccine content. The reported effectiveness of interventions
such as fact checking and clear communication varied across
the studies, influencing vaccine attitudes and trust in science to
varying degrees [11,14,23]. Some of the studies (8/21, 38%)
pointed to increased public support for measures such as
guarantine, emphasizing the role of community engagement
[21,22], but aso noted challenges in maintaining long-term
effectiveness and addressing various reactions such as anxiety
inresponseto misinformation [2,13,15,25,26,28]. These studies,
often based on computational analyses, existing literature, and
theoretical models, highlighted the complex, multifaceted nature
of public health communication during the pandemic [3,4,30].
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Recommendations, Gaps, and Future Directions

Recommendations for Addressing COVID-19
Misinformation

Theincluded studies recommended a comprehensive approach
that included strategic public health communication, educational
initiatives, and policy adaptation (Table 3) [2,24]. Key themes
included effective information regulation and enhancing
discernment skills among health care professionals as well as
the general public[2,24], while strategies included considering
platform-specific and demographic-focused approaches to
combat misinformation [3,31]. Governmental leadership and
international coordination were considered crucial [10], and
educational strategieswere recommended to focus onimproving
health literacy and researching misinformation inoculation
[4,14,25]. Public health messaging and web-based moderation
policies were deemed effective [13,22], and technological
interventions and comprehensive policy making were
recommended [15,30]. Methodological research to understand
extended debates and debunking techniques was emphasized
[26,28], as well as tailored communication and messaging
strategies[11,12,21,27,29] (Table 3).
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Table 3. Overview of recommendations, research gaps, and future directions in misinformation management.
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Study, year

Recommendation

Specifics of recommendation

Identified gaps

Proposed future research or
action

Dattaet al [24],
2020

Moscadelli et al
[3], 2020

Hou et a [10],
2020

Loombaet al
[11], 2021

Scholz et al [21],
2021

Nowak et al [4],
2021

Teovanovi¢ et a
[25], 2020

Adley et a [14],
2021

Bokemper et a
[22], 2022

Developtraining for infor-
mation discernment in
health care

Strengthen strategies
against misinformation in
digital media

Enhance governmental risk
communication and inter-
national coordination

Adopt targeted communica-
tion strategies for vaccine
misinformation

Diversify and localize
communication strategies
for health information

Implement educational
initiatives for better public
understanding of preven-
tive measures

Develop strategiesto miti-
gate the effects of irra-
tional beliefsand conspira-
cy theories

Advance research into
strategies for misinforma-
tion inoculation

Promote public health
messaging to reshape so-
cial distancing perceptions
and collective responsibili-
ty

Focuson skillsfor identifying and
validating medical informationin
crises

Enforce policies against fake
news, devel op demographic-specif-
ic communication and health liter-
acy programs

Improve transparency and timeli-
ness in risk communication; con-
trol misinformation; promote sci-
ence-backed behaviors

Counter misinformation with spe-
cific messaging strategies, includ-
ing altruistic and scientific clarifi-
cation

Use various media for rapid com-
munication; addressinformational
needs across demographics, use

localized methodsin rural settings

Focus on accurate information
communication and increasing
public adherence to preventive
measures

Explore and counter distrustinin-
stitutions and political cynicism;
usefactual correctionsand debunk-
ing techniques

Investigate the efficacy of truthful
messaging about scientific process-
es to combat misinformation

Reframe social distancing in pub-
lic messaging; emphasize the im-
portance of collective protection

Difficulty discerning authentic
versus nonauthentic information;
misinformation prevalence on so-
cial media

Persistence of fake news; echo
chambers on social media; low
health literacy and misinformation
susceptibility

Lack of timely advicefor personal
protection; inadequate early risk
communication; missed opportuni-
ties for epidemic control

Lack of real-world social media
research; variableimpact of misin-
formation across demographics

Uncertain role of health authori-
ties; evolving media preferences
during crises; variable effective-
ness in information dissemination

Challengesin public adherence to
measures; susceptibility to misin-
formation

Reliance on self-reported data;
lack of cognitive ability control;
non-representativeness of sample

Limited experimental research on
misinformation’s behavioral ef-
fects

Uncertainty about which message
elements are most effective; ob-
served attitudinal changes not
matched by behavioral changes

Formulate guidelines for
medical information dissem-
ination; enhance crisiscom-
munication skills; ethical
training in information vali-
dation

Conduct research on counter-
ing fake news; enhance anti-
misinformation measureson
social platforms; develop
targeted demographic inter-
ventions; evaluate health lit-
eracy programs

Assesstheimpact of govern-
ment communication on
public behavior; study the
role of international organi-
zationsin outbreak re-
sponse; develop internation-
a partnership strategies

Conduct social media—based
studies on vaccine misinfor-
mation; establish causal rela-
tionships between misinfor-
mation types and vaccina-
tion intent; tailor public
health communication for
social media

Establish pre-event credibil-
ity of health authorities;
study mediahabitsin crises,
assess long-term behavioral
changes after quarantine;
evaluate alternative commu-
nication methods

Conduct research on commu-
nication strategiesto in-
crease adherence; focus on
demographic-specific inter-
ventions; explore psycholog-
ica factorsinfluencing pub-
lic responses

Investigate psychol ogical
factors affecting health be-
haviors; createtargeted inter-
ventions; include observed
behaviorsin future studies
for robust findings

Conduct experimental stud-
ies testing various methods
of communicating scientific
processes, focuson misinfor-
mation impacts

Dissect effective elements
of public health messages,
develop strategiesto convert
attitudes into behaviors;
conduct long-term study on
message impact
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Study, year

Recommendation

Specifics of recommendation

Identified gaps

Proposed future research or
action

Kumar et al [13],
2022

Kim et al [26],
2022

Huang et a [27],
2022

Xueet d [23],
2022

Vermaet a [15],
2022

Mourali and
Drake [28], 2022

Ghaddar etal [2],
2022

Kimetal [12],
2023

Gruzd et a [30],
2023

AL-Jalabneh
[29], 2023

Advocatefor public health
messaging and web-based
moderation to address
misinformation

Focus on methodological
research to identify specif-
ic misinformation types

Strategic communication
and interventions for vac-
cine hesitancy

Comprehensive communi-
cation strategiesto combat
vaccine misinformation

Technological and educa-
tional interventions for
misinformation-related
anxiety

Extended research on so-
cial mediadebates and de-
bunking techniques

Enhance critical thinking
and credibility in public
health communication

Develop communication
strategiesto counter misin-
formation and enhance
public trust

Policy- and platform-based
interventionsfor misinfor-
mation management

Strategic and educational
interventions to reduce
vaccine hesitancy

Develop tailored communication
strategies; engage with committed
antivaccine groups; introduce ver-
ified-information tags

Investigate distinct misinformation
strains (eg, “vaccine chip” vs
“vaccine poison”)

Target health care providers and
the public with educational cam-
paigns

Design posts that will better en-
gage the public; balance negative
misinformation with empathetic
communication

Use machine learning and social
media data for anxiety detection;
use health literacy initiatives

Examine the effectiveness of hu-
mor and infographics in debunk-
ing; test “prebunking” strategies

Promote trusted information
sources; evaluate social media
content critically

Focus on enhancing public trust
and compliance with health
guidelines

Strengthen misinformation poli-
cies; launch proactive public
health campaigns

Medialiteracy campaigns; govern-
ment-media collaboration to im-
prove hedlth literacy

Challenges in changing beliefs of
antivaccine individuals, moderat-
ing web-based information

Misalignment between initial mis-
information categories and their
public health impact; lack of de-
tailed study on antivaccine misin-
formation

Need for improved information
dissemination; lack of health care
provider communication training

Underexplored impact of various
information sources on vaccine
attitudes; emotional responsesto
health communication not fully
understood

Challenges related to privacy, the
First Amendment; limitationsin
fact-checking resources; unex-
plored causal relationships

Generalizability of findings to
other platforms; effectiveness of
debunking in extended debates

Effectiveness of communication
strategies; understanding of belief
drivers

Limited research on misinforma-
tion mechanisms

Inconsistent policy enforcement;
persistence of echo chambers

Insufficient health literacy;
widespread misinformation on so-
cia media

Target interventions at vac-
cine skeptics; enhance web-
based moderation policies,
evaluate the effectiveness of
these strategies

Conduct research on differ-
ent antivaccine misinforma-
tion subtypes; focus on un-
derrepresented communities
for comprehensive insights

Research effective communi-
cation strategies; create
platforms to combat misin-
formation; design targeted
interventions

Study theinfluence of infor-
mation sources on public
engagement; investigate
emotional appealsin health
communication; develop
strategies for credible
sources to enhance social
media influence

Explore ethically compliant
technological interventions;
develop efficient resource
allocation policies; create
inclusive educational pro-
grams, conduct extensive
studies on psychological and
sociodemographic impacts

Quantify occurrence of ex-
tended debates; investigate
the impact of message ele-
ments and sources; examine
consequences of engaging
with misinformation spread-
ers

Conduct longitudina studies
on public behavior and atti-
tude changes; perform re-
search on social media con-
tent engagement

Investigate interventions to

mitigate misinformation ef-
fects; study impact on public
trust and guideline compli-

ance

Conduct research on the ef-
fectivenessof platforminter-
ventions; develop strategies
against echo chambers

Adopt a collaborative ap-
proach to combat misinfor-
mation; conduct effective-
ness studies of interventions;
develop long-term health
literacy improvement strate-
gies
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Study, year Recommendation Specifics of recommendation Identified gaps Proposed future research or
action
Kosiyaporneta  Strategic public health Enhance infodemic management; Lack of large-scale surveysthat ~ Monitor misinformation
[31], 2023 communication and info-  target groups considered vulnera-  include noninternet users; limited  trends; implement fact
demic management ble with specific communication  exploration of misnformation—vac-  checking and legal actions,
strategies cine acceptance relationship develop communications to
debunk myths
Ugarte and Strategy adaptation and Apply community peer support Small sample size; highengage-  Extend intervention dura-
Young[32],2023 researchin public health  and educational engagement to ment skewness; selection biasin  tion; increase sample size;
contexts combat misinformation Facebook users focuson factual information

dissemination; consider a
broader demographic

I dentified Gaps in Addressing Misinformation

The studies highlighted several gaps in managing COVID-19
misinformation and public health communication. Challenges
included distinguishing authentic information from
misinformation, the persistence of fake news, and the presence
of echo chambersin social media networks (Table 3) [3,24,30].
Timely, actionable advice for personal protection and effective
risk communication during the early stages of the pandemic
was lacking [10]. Research limitations included a lack of
real-world simulation, leading to challenges in generalizability
[11,25,26]. There was insufficient understanding of the role of
health authorities as trusted sources, media preference during
crises, and the effectiveness of information dissemination in
different regions [2,21]. Challenges arising from legal and
ethical considerations, resource limitations, disparities in
education access, and insufficient exploration of therelationship
between misinformation and vaccine acceptance were also noted
[15,31,32] (Table 3).

Proposed Future Research and Actions

Future research directions included developing guidelines for
medical information dissemination, enhancing crisis
communication skills among health care professionals, and
creating targeted interventions based on demographics (Table
3) [3,13,24,30]. Evaluating the impact of governmental and
international organization communications, conducting research
within social media settings, and analyzing the impact of
misinformation more accurately were recommended [10,11].
Studying media habits during crises, examining long-term
behavioral changes after quarantine, and dissecting the
influential aspects of messages were suggested [14,21,25].
Investigating psychological factors, evaluating emotional
appealsin health communication, and devel oping strategiesfor
credible sources to enhance their social media influence were
proposed [23,26]. Ethically and legally compliant technol ogical
interventions, efficient resource alocation policies, and
extensive studies on psychological impactswere recommended
[15]. Mourali and Drake [28] proposed quantifying extended
debates, studying message elements and sources, and exploring
“prebunking” Longitudinal studies, research on user
engagement with social media content, and interventions to
mitigate misinformation effects were highlighted [2,12,32].
Finally, the studies suggested a holistic approach involving
collaboration among companies, governments, and users;
continuous monitoring of misinformation trends; regular fact
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checking; legal actions against sources of misinformation; and
specific communications to debunk myths [29,31] (Table 3).

Discussion

Principal Findings

Our study underscoresthe profound influence of misinformation
during the COVID-19 pandemic, particularly in shaping public
responses. Misinformation, primarily propagated through social
media, led to widespread misconceptions about the severity of
COVID-19 infection, triggering public confusion, reluctance
to adhere to health guidelines, and increased vaccine hesitancy.
This phenomenon significantly impacted vaccine uptake rates.
Gallotti et al [33] highlighted the simultaneous emergence of
infodemics alongside pandemics, underlining the critical role
of both human and automated (bots) accounts in spreading
information of questionable quality on platforms such as Twitter.
The authors introduced an Infodemic Risk Index to measure
the exposure to unreliable news, showing that the early stages
of the COVID-19 pandemic saw a significant spread of
misinformation, which only subsided in favor of reliable sources
as the infection rates increased [33]. This emphasizes the
complex challenge of managing infodemics in tandem with
biological pandemics, necessitating adaptive public health
communication strategies that are responsive to evolving
information landscapes. Our findings resonate with historical
observations in public health crises, evidenced by studies on
the Zika virus outbreak [34], polio vaccination effortsin India
and Nigeria [35], and the Middle East respiratory syndrome
outbreak [36]. Similar patterns of misinformation were also
noted in the HIN1 pandemic and the Ebola outbreak. These
instances highlight the critical need for clear, proactive
communication strategiesto effectively manage misinformation
and guide public understanding and responses.

The review aso reveals a predominant focus on digital
misinformation, underscoring the necessity to comprehend the
impact of traditional mediaand word-of-mouth communication
in spreading misinformation. While studies such as that by
Basch et al [37] have started to address this gap, thereisaclear
need for more extensive research, particularly on thelong-term
effects of misinformation on public health behaviors after a
pandemic. This shift toward credible information, as observed
by Gallotti et al [33], signals an opportunity for future research
to explore capitalizing on changing information consumption
patterns in public health messaging. Such observations are
crucia for developing effective communication strategies,
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highlighting the necessity of integrating i nfodemic management
with pandemic response efforts to mitigate misinformation
effects and guide public behavior appropriately. The disparity
in the effectiveness of misinformation mitigation strategies
points to the need for a nuanced understanding of how
misinformation evolves over time. Studies, such as that by
Vijaykumar et al [38], highlight the challenges in countering
rapidly changing misinformation narrativeson digital platforms.
Further investigation into the effectiveness of fact checking
across different cultures and demographics, as suggested by
Chou et al [39], is essentia for developing better strategies to
combat misinformation in diverse settings.

This review found that various factors, including delayed
communication from heath authorities, cognitive biases,
sociodemographic characteristics, trust in official sources, and
political orientation, played a significant role in the spread of
misinformation during the pandemic. Thesefindingsalign with
similar observations in other studies. Eysenbach [40]
emphasized theimportance of trust in government agenciesand
health care providers in shaping individuals' beliefs and their
willingness to share accurate information during public health
crises. In addition, Pennycook and Rand [41] highlighted how
political beliefs and affiliations can influence people’'s
interpretation of information, thus impacting their acceptance
or rejection of official guidance during public health crises. The
study by Gallotti et al [33] also highlighted the differentiated
roles of verified and unverified users on socia media in
propagating COVID-19—related information. Their analysis
shows that verified users began to point more toward reliable
sources over time, hinting at the potential of leveraging social
media influencers and verified accounts in directing public
attention to factual and scientifically verified information [33].

These insights indicate the critical need for dynamic public
health strategies that are adaptable and actionable, aimed at
curtailing misinformation through education and technology.
It is essential to incorporate digital literacy and clear,
audience-specific  messaging to  effectively  counter
misinformation, a strategy that has proven successful in health
crises beyond the COVID-19 pandemic; for example, during
the HIN1 pandemic, targeting specific audience segmentswith
tail ored messages significantly improved public understanding
and guideline compliance [42]. Likewise, during the Ebola
outbreak, proactive and transparent strategies were key in
dispelling rumors and building trust in public health authorities
[43]. These approaches, based on an understanding of thetarget
audience's concerns and media habits, are consistent with our
findings where digital literacy and targeted messaging played
acritical role in mitigating COV1D-19 misinformation effects.
Such strategies are vital not only for immediate crisis response
but also for fostering long-term resilience in public health
communication, helping to enable the public to distinguish
credible information from misinformation, with the ultimate
goa of enhancing public health outcomes and trust in health
authorities.

In examining the authoritarian responses to the pandemic,
particularly in Brazil and Turkey, it is evident that leadership
tactics significantly contributed to societal polarization and
misinformation. Leaders in these countries used the crisis to
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suppress dissent and consolidate power, often spreading
misinformation and underreporting COV1D-19 cases, thereby
exacerbating public mistrust and confusion [5]. Similarly, a
study of communication strategies across countries with high
rates of infection emphasized the variation in political leaders
approaches, where strategies ranged from science-based
communicationsto ideologically influenced messaging [6]. The
study highlighted the potential for political leadersto influence
public health responses through their communication tactics,
further impacting public behavior and trust in health guidelines
[6]. In certain situations, the integration of political ideology
with public health messaging, as observed in countries such as
the United States, Brazil, India, and the United Kingdom, not
only perpetuated misinformation but also intensified societal
rifts [5,6]. This highlights the paramount role of leadership in
navigating public health crises; for instance, in the United States
and Brazil, political leaders approaches to the COVID-19
pandemi c—characterized by mixed messaging on mask wearing
and social distancing—contributed to public confusion and a
politicized response to the pandemic. Similarly, the initial
underestimation of the virus's impact in India and the United
Kingdom's delayed lockdown response serve as examples of
how political decisions can shape public health outcomes and
trust in health authorities, emphasizing the profound impact of
aligning political viewswith public health communication [5,6].
In addition, the initial reluctance of the World Health
Organization to endorse mask wearing, social distancing, and
handwashing, followed by a later reversal of these
recommendations, exemplifies the challenges and confusion
created by global health leadership during the early stages of
the pandemic [44]. Such shifts in guidance contributed to the
global spread of misinformation, further complicating public
health responses and trust in international health authorities[6].
These approaches, based on an understanding of the target
audience's concerns and media habits, are consistent with our
findings that digital literacy and targeted messaging played a
critical role in mitigating COVID-19 misinformation effects.
Such strategies are vital not only for immediate crisis response
but also for fostering long-term resilience in public health
communication, helping to enable the public to distinguish
credible information from misinformation, with the ultimate
goa of enhancing public health outcomes and trust in health
authorities. Applying the MEGA framework in practical settings
could revolutionize public health communication, offering a
model for how technology can be harnessed to tackle
misinformation more effectively. By processing massive graph
data sets and accurately computing infodemic risk scores,
MEGA supports the development of targeted communication
strategies and interventions. Its approach to preserving crucial
feature information through graph neural networks signifies a
leap forward in optimizing learning performance, underscoring
the framework’s utility in crafting evidence-based policies and
initiatives to effectively combat misinformation. This
emphasizes the importance of integrating advanced
technological solutions, such as MEGA, into public health
strategies to enhance the precision and effectiveness of
infodemic management [19]. The integration of socia media
literacy into public health strategies is emphasized as essential
by Ziapour et a [7], suggesting that a popul ace equipped with
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advanced medialiteracy skillsexhibitsgreater resilience against
misinformation.

Our study reveals the profound impact of the COVID-19
infodemic, which extended beyond public health and eroded
trust in health ingtitutions and government authorities. This
decline in trust contributed to societal polarization, mirroring
the effects seen in the Ebola outbreak, where misinformation
led to notable repercussions [45,46]. Further research, similar
to that conducted on the Zika outbreak by Basch et al [37], is
needed to understand the long-term effects of misinformation
on societal cohesion and trust. Addressing this evolving
landscape of misinformation requires dynamic and adaptable
public health policies. These strategies should integrate insights
from various methodol ogies, using both digital and traditional
media for greater reach and impact, drawing lessons from the
successful strategies deployed during the HIN1 pandemic, such
as those highlighted by Chou et al [39].

Our study advocates for a collaborative approach, uniting
governments, the private sector, and the public in a concerted
effort to combat misinformation, highlighting the importance
of joint action in this global challenge. This approach should
include continuous monitoring of misinformation trends,
implementing regular fact checking, taking legal action against
sources of misinformation, and developing specific
communications to debunk myths. Similar findings have been
reported in studies addressing misinformation related to the
Zika virus [34,47], yellow fever [48], and Ebola [49],
emphasizing the importance of a holistic strategy involving all
stakeholders [50].

Limitations

The review has severd limitations to consider. First, thereisa
temporal limitation because it included only studies published
between December 2019 and September 2023, potentially
excluding more recent research that could have offered
additional insights. Second, the reliance on specific databases
(MEDLINE [PubMed], Embase, and Scopus) as the primary
sources for data might have led to the omission of pertinent
studiesthat are not indexed in these databases. Third, the study’s
sole focus on research articles may have excluded valuable
insights from other scholarly works such as conference papers,
theses, case studies, and gray literature. Finally, it isimportant
to acknowledge that the study’s restriction to English-language
publications may have excluded valuable research conducted
in other languages. While efforts were made to review the
available literature comprehensively, omitting non-English
sources could limit the breadth and depth of the findings.
Recognizing these limitations, future endeavors should aim to
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expand the scope of research beyond these constraints,
incorporating a more diverse range of sources, languages, and
real-world interventions to enrich our understanding of, and
response to, misinformation.

Conclusions

Theresults of thisreview emphasize the significant and complex
challenges posed by misinformation during the COVID-19
pandemic. It shows how misinformation can have awideimpact
on public health, societal behaviors, and individual mental
well-being. The findings highlight the critical role of effective
public health communication strategies in addressing the
infodemic. It is essential that these strategies are not only
targeted and precise but also adaptable and inclusive, ensuring
that they are relevant to diverse demographic and sociocultural
contexts.

Thereview also emphasizes the need for ongoing collaborative
research efforts to further explore the nuances of the
misinformation spread and its consequences. This requires
cooperation among hedth authorities, policy makers,
communication specialists, and technology experts to develop
evidence-based approaches and policies to combat
misinformation.

Furthermore, the review highlights the importance of refining
public health communication strategies to keep up with the
ever-changing nature of misinformation, especialy inthedigital
realm. It advocates using advanced technology and data-driven
insights to enhance the reach and impact of health
communication. By combining scientific rigor, technological
innovation, and empathetic communi cation, these strategies can
contribute to building public trust, promoting health literacy,
and creating resilient communities capable of recognizing and
countering misinformation.

In summary, thelessons|earned from the COVID-19 pandemic
emphasize the necessity of strengthening public health
communication infrastructures. This strengthening is vital for
addressing the current misinformation crisis and preparing for
future public heath emergencies. Implementing these
recommendations will play a crucial role in shaping a more
informed, aware, and health-literate global community better
equipped to confront the challenges posed by misinformation
in our increasingly interconnected world. Furthermore, future
research directions should explore integrating advanced large
language models with frameworks similar to MEGA. This
exploration will bolster automated fact checking and infodemic
risk management, contributing to more effective strategies in
combating misinformation in public health communication.

PRISMA-ScR (Preferred Reporting Itemsfor Systematic Reviews and M eta-Analyses extension for Scoping Reviews) guidelines.
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