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Abstract

Background: Health care insurance fraud is on the rise in many ways, such as falsifying information and hiding third-party
liahility. This can result in significant losses for the medical health insurance industry. Consequently, fraud detection is crucial.
Currently, companies employ auditors who manually evaluate records and pinpoint fraud. However, an automated and effective
method is needed to detect fraud with the continually increasing number of patients seeking health insurance. Blockchain is an
emerging technology and is constantly evolving to meet business needs. With its characteristics of immutability, transparency,
traceability, and smart contracts, it demonstrates its potential in the health care domain. In particular, self-executable smart
contracts are essential to reduce the costs associated with traditional paradigms, which are mostly manual, while preserving
privacy and building trust among health care stakeholders, including the patient and the health insurance networks. However,
with the proliferation of blockchain development platform options, selecting the right onefor health careinsurance can be difficult.
This study addressed this void and developed an automated decision map recommender system to select the most effective
blockchain platform for insurance fraud detection.

Objective: This study aims to develop smart contracts for detecting health care insurance fraud efficiently. Therefore, we
provided ataxonomy of fraud scenarios and implemented their detection using a blockchain platform that was suitable for health
careinsurance fraud detection. To automatically and efficiently select the best platform, we proposed and implemented adecision
map—based recommender system. For devel oping the decision-map, we proposed a taxonomy of 102 blockchain platforms.

Methods: We developed smart contracts for 12 fraud scenarios that we identified in the literature. We used the top 2 blockchain
platforms selected by our proposed decision-making map—based recommender system, whichistailored for health careinsurance
fraud. The map used our taxonomy of 102 blockchain platforms classified according to their application domains.

Results. Therecommender system demonstrated that Hyperledger Fabric wasthe best blockchain platform for identifying health
care insurance fraud. We validated our recommender system by comparing the performance of the top 2 platforms selected by
our system. The blockchain platform taxonomy that we created revealed that 59 blockchain platformsare suitablefor all application
domains, 25 are suitable for financial services, and 18 are suitable for various application domains. We implemented fraud
detection based on smart contracts.

Conclusions: Our decision map recommender system, which was based on our proposed taxonomy of 102 platforms, automatically
selected the top 2 platforms, which were Hyperledger Fabric and Neo, for the implementation of health care insurance fraud
detection. Our performance evaluation of the 2 platforms indicated that Fabric surpassed Neo in al performance metrics, as
depicted by our recommender system. We provided an implementation of fraud detection based on smart contracts.
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Introduction

Rationale

Health care insurance fraud presents a significant challenge for
both the medical industry and government bodies. It represents
a serious concern for the insurance industry due to fraud's
financial impact on policyholders and insurance companies.
According to the National Health Care Anti-Fraud Association,
health care insurance fraud leads to the loss of tens of billions
of dollarsannually [1]. In 2020, according to the US Department
of Justice, a noteworthy accomplishment in combating health
care insurance fraud, recovering US $2.7 bhillion through
settlements and judgment, was announced; however, it
represented asignificant 50% increase compared to the previous
year [2]. Furthermore, the global health care insurance fraud
analytics market demonstrates substantial growth, rising from
US $2.43hillionin 2022 to US $3.09 billionin 2023, reflecting
acompound annual growth rate of 27% [3]. On the other hand,
health insurance is crucia to ensure people’s lives due to the
high cost of medical treatments. The advantages of health
insurance are being threatened by theft and fraudulent claims.
With the increasing number of patient demands for health
insurance, manual auditing for validating and pinpointing fraud
is no longer efficient. Therefore, it is essential to create an
automatic and efficient system that detects fraud.

Hence, machine learning solutions for detecting fraud that rely
on data sets to train models for fraud detection have been
introduced [4,5]. However, they raise ethical concerns as the
trained models could be biased toward the magjority [6], and
there are al so privacy and security issues[7] dueto the potential
compromise of sensitive personally identifiable information of
patients. These considerationswould have severe consequences,
including reputational damage to insurance firms. Machine
learning model s should rely on high-quality data[8]. Therefore,
they are not trustworthy so far. Recently, blockchain has
emerged as a decentralized technology to implement secure
transactions in a peer-to-peer network. It consists of a series of
interconnected blocks of transactions. Each block contains data
and is secured through cryptographic measures, such as hash
functions and asymmetric encryption [9]. Transactions occur
between nodes in a peer-to-peer network without the need for
acentral authority. All transactions are recorded in animmutable
ledger, and peers can only add to the ledger, not ater or delete
any previously recorded information [10]. When a new node
joins the network, it downloads a copy of the ledger. Before
adding ablock to the blockchain, aconsensusisreached among
peers. In addition, blockchain can execute smart contracts[11].

Blockchain has demonstrated its potential in various domains,
including the health care system [12,13]. In particular, smart
contracts in a blockchain were introduced as self-executing
agents based on the transactions being executed [ 14]. However,
thereisaproliferation of blockchain development platformsin

https://www.jmir.org/2024/1/e50730

the literature with various characteristics, imposing challenges
for software developers to determine suitable platforms that
include the functionalities needed to implement insurance fraud
detection solutions based on smart contracts. In this paper, we
propose an automated decision map recommender system
specifically designed to select the most suitable blockchain
platform among the proposed platforms in the literature. We
exemplify the use of our proposed recommender system by
implementing smart contract—based solutions for insurance
fraud detection on the sel ected platform. The main contributions
of thisresearch are asfollows:

«  We proposed and developed an innovative, adaptive, and
automated recommender system based on our proposed
decision map. The map evaluates blockchain platforms,
considering selected and categorized blockchain features.
to suggest the most suitable platform. The systemisflexible
and responsive to changes, ensuring that, if a platform
becomes unavailable or gains new features, it will generate
updated results accordingly.

«  Weintroduced adecision-making map recommender system
that allows usto identify the best blockchain platform that
isadeguate for theimplementation of health careinsurance
fraud detection. The decision map is generic and can be
applied to any other domain.

«  We developed a taxonomy of blockchain development
platforms, used to determine the characteristics of the
platforms that are available for implementing applications
in the health insurance field. The platform taxonomy is
based on the investigation of 102 blockchain platformsand
their applications domainsin the literature.

«  Weexemplified the applicability of our automated decision
map recommender system by devel oping and implementing
blockchain smart contracts for the detection of 12 fraud
scenarios.

«  We evaluated the implementation of our recommender
system by applying it to 42 blockchain platforms.
Conseguently, we developed and implemented the detection
of fraud on the top 2 platforms recommended by our
decision-making map recommender system and evaluated
their performances.

«  Wemadethe recommender system toolkit and source code
available on GitHub for blockchain devel opers.

Related Works

To our knowledge, no work in the literature has automated the
selection of a suitable blockchain development platform for a
specific use case, such as health insurance fraud detection. In
the study by Farshidi et al [15], the authors divided blockchain
features into four categories: (1) must-have, which indicates
that the platform needed to include the specified blockchain
feature to be deemed suitable; (2) should-have, which implies
that the defined blockchain features are highly recommended;
(3) could-have, which represent optional blockchain features,
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and (4) won't-have, which meant to list the featuresthat are not
required by the developer. However, this method may not be
precise as blockchain platforms often possess multiple features;
for instance, some platforms offer various consensus
mechanisms. Thus, classifying a single consensus into the
won’'t-have category could unjustly disqualify a blockchain
platform that might otherwise be suitable for the use case. In
addition, our system implements software that can be used by
any clinic or hospital interested in adopting blockchain
platforms. Moreover, the system is adaptive as it alows for
adding both blockchain platforms and features as well as the
modification of existing ones.

Some works have introduced machine learning and deep
learning models for identifying fraud and overcoming the
constraints of manual detection methods. Learning models
automate the detection process and enhance the analysis of
patterns. As shown in Table 1, the study by Lu et a [16]
proposes a deep learning graph model, which relies on an
attributed heterogeneousinformation network with ahierarchical
attention mechanism. The study by Sowah et a [17] develops
a decision support system using Genetic Support Vector
Machines to enhance the detection and classification of health
insurance fraud in Ghana. The study by Settipalli et al [18]
proposes an unsupervised multivariate analysis model named
Weighted MultiTree Density-Based Clustering. However, the
use of artificial intelligence for detecting health care insurance
fraud has raised security concerns, largely due to the sensitive
client data used in training the models, consequently suffering
from privacy and security issues. In addition, these works do
not consider the biasintroduced by the use of machinelearning
or deep learning algorithms. As aresult, our emphasis will be
on solutions that leverage smart contracts, which are
self-executing agreements with predefined rules that activate
when conditions are fulfilled. These contracts are immutable,
meaning that they cannot be altered once deployed, providing
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a secure and privacy-preserving blockchain solution for
detecting health care insurance fraud. Moreover, throughput,
latency, and Central Processing Unit (CPU) and memory use
have not been taken into account in the aforementioned works.

Therefore, researchers and developers are turning toward
privacy-preserving and secure blockchain-based solutions that
incorporate smart contractsfor the detection of health insurance
fraud. These contracts execute automatically under set
conditions once deployed on the blockchain, benefiting from
the platform’simmutability, decentralization, and transparency,
and cannot be changed after they are set up. The study by
Mackey et al [19] focuses on determining whether a claim
adheresto the applicable provisions of the health careinsurance
policy. The study by Saldamli et al [20] proposes a solution for
preventing health insurance fraud by using 2 fraud scenarios.
The study by Liu et a [21] uses the Ethereum blockchain to
develop a framework for recording claim data and transaction
patients asvalidatorsto assist in the detection of fraud. However,
none of these works takes into account all possible fraud
scenarios; the quality of service of fraud detection in terms of
throughput and latency; or computing resource use, such as
CPU and memory. In addition, the use of blockchain platforms
is unjustified, and the choice of the development platform is
not justified. Our recommender system is adaptive to the
evolution of blockchain platforms, offering a comprehensive
approach. Furthermore, smart contracts are portable and can
operate across different platforms. In this study, weimplemented
smart contracts based on a blockchain development platform
that is selected by our adaptive automatic decision map
recommender system. On the basis of these fraud scenarios, we
implemented smart contracts for insurance fraud detection on
the top 2 blockchain development platforms selected by our
recommender system. The strengths and weaknesses of recent
works using blockchain development platforms for detecting
health care insurance fraud are summarized in Table 2.
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Table 1. Summary of related works on fraud detection machine learning (ML) and deep learning (DL) algorithms in health insurance claims.

Algorithm  Number of Consider- Consider- ML or Through- Latency cpya  Memo- Dataset Metrics
under fraudsce- ingprivace ingbias DL put use ry use
study nariosde- cyandse- issue
tected curity
MHAMFDb NRC Xd X DL X X X X . Medical-1: bal- Medical-1:
[16] anced data set ACCUracy:
with aratio of acy:
positiveto neg- 0.8961
ative samples F1-score:
of 1:2 0.8694
e« Medicd-2: un- Medical-2:
balanced data
set with aratio Fl-score:
of positiveto 0.8361
negative sam- Recall: 0.8764
ples of approxi- Precision:
mately 1:70 0.9194
csvmMse  NR X X ML X X X X « 100-claim data 100-claim data
[17] set set accuracy:
« 300-claim data 71.43%
set 300-claim data
«  500-claim data set accuracy:
set 95.45%
e 750-claim data 500-claim data
set set accuracy:
«  1000-claim da- 99.18%
taset 750-claim data
set accuracy:
82.56%
1000-claim da-
taset accuracy:
90.91%
WMTD- NR X X ML X X X X e  Thedataset Overall accura-
Bcf [18] used in the cy ranged from
study was the 0.857 to 0.946.
claims data
submitted by
health care
providersunder
the US Medi-
care CMS? Part
B health care
program

8CPU: Central Processing Unit.

BMHAMFD: Multilevel Hierarchical Attention Mechanism for Fraud Detection.

°NR: not reported.

dX: not considered.

€GSVM: Genetic Support Vector Machine.

"\WMTDBC: Weighted Multi Tree Density-Based Clustering.
9CMS: Centers for Medicare & Medicaid Services.
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Table 2. Summary of related works on blockchain-based health care insurance fraud detection.
Study Through-  Latency CPURuse Memory Fraudsce- Smart Recom- Platform Reason for choosing
put use narioscon- contract  mender the platform
sidered, N system
Mackey et xb X X X 1 nc X Ethereum NRY
a [19]
Sadamliet X X X X 2 O X BigchainDB NR
al [20]
Liueta X X X X 3 O X NR NR
[21]
Ourwork 0O ad O ad 12 g ad Hyperledger Fabric  On the basis of our
and Neo proposed decision-
making map recom-
mender system tai-
lored to health care
insurance fraud de-
tection

8CPU: Central Processing Unit.
bX : not considered.

0: considered.

INR: not reported.

Methods

Overview

Thetaxonomy of blockchain platformswas based on reviewing
published research articles and white papers that mentioned
blockchain platforms. Our study revealed 102 blockchain
platformsthat we classified according to the application domains
they were devel oped for, such asfinancial services, social media,
Internet of Things, and platformsthat can be used across several
domains. In addition, we gathered information on various
features, such as whether the platform is open source, the
consensus mechanism used, the type of blockchain used, and
the availability of smart contracts. For the detection of health
care insurance fraud, the fraud scenarios were based on the
study by Ismail and Zeadally [22], which proposes ataxonomy
of 12 fraud scenariosthat are divided into 7 categories, asshown
in Figure 1. The first category is commission-based, which
includes 3 fraud scenarios. The first scenario involves a health
care provider directing patients to specific hospitals, clinics,
pharmacies, medications, or equipment suppliers in return for
acommission. The second fraud scenario involves pharmacies
dispensing specific brands of medicines in exchange for
commissions from pharmaceutical companies. The third fraud
scenario involves pharmaceutical companies offering incentives
to physiciansto recommend unapproved or off-label drugs. The
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second category is Pinning the System, which involves health
care providers guiding patients to interna entities such as
laboratories or pharmacies to keep profits within the
organization. Thethird category, Waiving Copayments, iswhere
the physician regularly waives patients copayments and
overcharges the health care provider. The fourth category,
Managed Care, consists of organizations limiting costs by
denying necessary care, providing substandard treatment, and
creating administrative barriersfor patients. The fifth category,
Billing Manipulation, consists of 4 fraud scenarios. The first
involves unlicensed hospitals and physicians billing patients
for care. The second scenario occurs when a physician atersa
diagnosis on aclaim without the patient’sknowledge. Thethird
scenario involves health care providers offering unnecessary
care, inflating service hours, submitting duplicate claims,
phantom billing, or substituting diagnosis codes for higher
reimbursements. Thefinal scenario involves medical equipment
providers inflating prices for insured patients or claiming
expensive equi pment while supplying cheaper alternatives. The
sixth category, Physician Shopping, involves patients consulting
multiple health care providers to obtain prescriptions for
nonmedical use. Finally, the seventh category, Self-referral,
occurs when physicians direct patients to clinics or health care
facilities in which they have a financial interest, potentially
leading to conflicts of interest.
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Figure 1. Taxonomy of health care insurance fraud scenarios [22].
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Ethical Considerations

The study does not involve any personal or patient-related data,
focusing solely on blockchain platformsfeatures. Asno human
subjects are included and no identifiable information is used,
the research does not require ethics review board assessment,
in accordance with ingtitutional and regional guidelines for
nonhuman subjects research.

Results

Decision-M aking Map Recommender System for
Selecting the Best Blockchain Platform for Health Care
Insurance Fraud Detection

Overview

The proliferation of blockchain platformshasled to amultitude
of choicesfor developers. However, it isimportant to note that
the various blockchain platforms available today have different
features, capabilities, and use cases [23,24]. Therefore,
developers need to eval uate the avail able options and select the
platform that best fits their specific needs. In this section, we
provide an overview of our taxonomy, which encompasses 102
blockchain platforms. Subsequently, we present our
feature-based decision map recommender system to select the
best platform.
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Taxonomy of Blockchain Platforms

In 2008, Bitcoin [25] made its debut, and the subsequent
addition of smart contract technology by Ethereum [26]
contributed significantly to the rapid growth and devel opment
of blockchain technology. Asaresult, >100 distinct blockchain
platforms were developed for various purposes. To provide a
comprehensive understanding of these platforms, we present a
taxonomy of 102 blockchain platforms, which we organized
based on their respective application domains. Along with the
application domain, our classification takes into account the
open-source nature of the platform, the consensus mechanism
used, the type of blockchain, and the platform’s capability to
support smart contract development. The taxonomy of
blockchain platforms is presented as a graph. Figure 2 shows
an overview of the different generic blockchain platforms that
can be used to build awide range of applications.

Figure 3 presents the blockchain platforms that have been
specifically designed for financial services, whereas Figure 4
presents the platforms that are tailored to meet the needs of a
particular application domain. These platforms offer specialized
features and functionality to cater to the specific needs of their
respective industries or sectors, thus providing a more
specialized and customized solution for these specific use cases.
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Figure 2. Graphical representation of the taxonomy of blockchain platforms—generic blockchain platforms. aBFT: Asynchronous Byzantine Fault
Tolerant; BFT: Byzantine Fault Tolerance; dBFT: Delegated Byzantine Fault Tolerance; DPoS: Delegated Proof of Stake; FPC: Fast Probabilistic
Consensus; IBFT: Istanbul Byzantine Fault Tolerance; pBFT: Practical Byzantine Fault Tolerance; PoA: Proof of Authority; POET: Proof of Elapsed
Time; PoP: Proof of Pledge; PoS: Proof of Stake; PoW: Proof of Work; PoX: Proof of Transfer; PPoS: Pure Proof of Stake; RAFT: Reliable, Replicated,
Redundant, and Fault-Tolerant; RoR: Return on Reputation; SBFT: Smilo Byzantine Fault Tolerance; XDPoS: Extended Delegated Proof of Stake;
YAC: Yet Another Consensus.
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Figure 4. Graphical representation of the taxonomy of blockchain platforms—blockchain platforms mapped to specific application domains. BFT:
Byzantine Fault Tolerance; DAG: Directed Acyclic Graph; DPoS: Delegated Proof of Stake; |oT: Internet of Things, PoA: Proof of Authority; PoC:
Proof of Capacity; PoR: Proof of Randomness; PoS: Proof of Stake; PoW: Proof of Work; RBFT: Redundant Byzantine Fault Tolerance; ZAB: ZooK eeper
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Decision-Making Map—Based Recommender System

While ablockchain platform selection method was proposed in
the study by Farshidi et al [15], it included unnecessary
categories of features and did not specificaly focus on the
detection of insurance fraud. Therefore, we propose a
decision-making map that istailored specifically to health care
insurance fraud detection solutions. It classifies blockchain
featuresinto 3 main categories. compulsory features, which are
essential to the platform; mandatory features, which are
sufficient; and possible features, which are desirable but not
necessary. These categories differ in weight, which determines
the value of one feature over another. As shown in Figure 5,
our map offers a targeted approach to selecting a blockchain
platform for developing health insurance fraud detection
mechanisms.
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In the health care insurance domain, privacy isacrucial aspect
as insurance companies deal with sensitive patient data [12].
Several research works in health care have implemented
blockchain technology to ensure integrity, accountability, and
nonrepudiation in the claim process[19,22]. The study by Ismail
and Zeadally [22] proposes ablockchain system for health care
insurance antifraud that ensures trusted medical process
information entry and reading as well as a data privacy
protection scheme. In the study by Mackey et a [19], a
blockchain system is proposed and implemented to prevent
counterfeiting in health care insurance, providing a secure and
private system.

To implement health care insurance fraud detection using
blockchain, we should select features that ensure privacy, such
as on-chain transactions and permissioned platforms. Thisisin
addition to other technical features that should be available in
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the platform, such as the smart contract and user interface
development tool features. |n summary, we determined the most
suitable features in terms of both their relevance to the task of
health care insurance fraud detection and the technical
capabilities of the platforms. We divided these features into 3
categories, which are compulsory, mandatory, and possible
features (Textbox 1).

On the basis of the aforementioned selected features
(compulsory, mandatory, and possible), our enforced
decision-making map selects 42 platforms out of 102. This
extraction of 42 platforms is derived from our proposed
taxonomy of blockchain platforms. This taxonomy maps the
blockchain platforms into their corresponding application
domains and blockchain features. To ensure the privacy and
security of patient files, the decision map recommender system
selectsthe blockchain platforms that meet these specific criteria.
Therefore, the selection process excludes platforms that are
based on permissionless blockchain type, which is open to the
public and may compromise data confidentiality. Instead, the
recommender system prioritizes platforms that are suited for
generic application domains and financial services, as per our
taxonomy. In addition, the recommender system focuses on
platforms that support the development of smart contracts.

Kaafarani et d

After identifying the relevant blockchain features for health
careinsurance fraud detection, the recommender system initiates
amapping processto match each feature with the platformsthat
support it. Figure 5 illustrates the outcomes of this mapping.
Initially, after organizing the blockchain featuresinto categories,
the recommender system proceeds to map each feature with its
corresponding functionality. Next, the recommender system
maps the features to the blockchain platforms. On the basis of
this, it determines the suitability of each platform. Only the
platforms that have all the compulsory features are considered
suitable. As shown in Figure 5, platforms R3 Corda and
BigchainDB were eliminated from consideration due to their
lack of some of the compulsory features. Our mapping process
revealed that Hyperledger Fabric [27] was the most optimal
platform, followed by Neo [28], XinFin XDC [29], Quorum
[30], and Ethereum. These results demonstrate the effectiveness
of our mapping process in identifying the ideal blockchain
platform for this specific use case.

Table 3 streamlines the mapping process for health care
insurance fraud detection by listing the top 5 platforms and
highlighting the selected features. The table is designed to
simplify the decision-making map by providing a concise and
easy-to-read format for comparing the features.

Figure 5. Proposed decision-making map for selecting a platform for health care insurance fraud detection. BFT: Byzantine Fault Tolerance; VM:

Virtual Machine.
Application layer
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Textbox 1. Definition of compulsory, mandatory, and possible features.

Compulsory features
. Application layer: this capability enables the creation of a user interface and the execution of smart contracts for health care insurance.
«  Network layer: enables the establishment of a peer-to-peer decentralized network.

«  Protocol layer: enables the selection of a consensus protocol. We used Byzantine-based consensus protocol s because they prevent the case of a
failing or malicious node [11].

« Interoperability technologies: technologies such as Oracle that facilitate the integration of data from off-chain resources into smart contracts.
«  On-chain transaction: the transaction is conducted on the main blockchain for increased security, decentralization, and transparency.
«  Permissioned blockchain: this type of blockchain limits access to the ledger to a select group of trusted nodes.

«  Smart contracts. enables the development of algorithms that can identify health care insurance fraud.

Mandatory features

«  Enterprise system interrogation: provides easy access to data, seamless data flow, and time and cost savings.

.  Private: thistype of blockchain network is only accessible to authenticated users.

o Turing completeness: the virtual machine of the blockchain platform is capable of solving any computational problem.

« JavaScript, Python, and Solidity: these languages are specifically mentioned because they are intuitive and easily learned by programmers.

Possible features
« Javaand Golang: these languages, similar to the 3 mentioned in the mandatory features list, are intuitive and easily learned by programmers.
o Virtual machine: it is used to execute smart contracts.

«  Privacy technology: ensures data privacy and certifies the eligibility of peersto participate in the network, particularly when handling sensitive
patient data.

«  Zero-knowledge proof: this encryption scheme allows one party (the prover) to assure another party (the verifier) that they know a certain value
(X) without revealing the value itself.

«  Cryptographic token: these tokens have the potential to be used as a means of payment.

«  Cross-chain interoperability: this feature enables the connection of 2 separate blockchains to facilitate information exchange.
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Table 3. Decision-making map results simplified.

Category and feature name Hyperledger Fabric Neo Ethereum Quorum XinFin XDC

Compulsory features

Application layer 0 O g O O

Interoperability technology ad ad ad ad ad

Network layer g g ad a ad

On-chain transaction ad O O ad O

Permissioned blockchain O O d O O

Protocol layer ad ad ad ad ad

Smart contract g 0 a 0 0
Mandatory features

Enterprise system integration g g ad a ad

JavaScript ad ad ad

Private 0 0 a 0 0

Python ad ad ad

Solidity O O

Turing completeness ad ad ad
Possible features

Zero-knowledge proof ad

Virtual machine g g ad O O

Java O O

Golang g O ad

Cryptographic token ad ad

Cross-chain interoperability g O d ad

Privacy technology ad ad ad

. are required to select their desired features, categorize them,
Use Case Diagram for the Recommender System and assign weights to mandatory and possible features.

Figure 6 illustrates the use case diagram of our recommender  Ultimately, users will receive the outcome of the most suitable

system. Users can perform actions such as adding, editing, and  plockchain platform for their specific use case based on the
deleting blockchain platforms and features. Following that, they  chosen features,

https://www.jmir.org/2024/1/e50730 JMed Internet Res 2024 | vol. 26 | €50730 | p. 11
(page number not for citation purposes)

RenderX


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Figure 6. Recommender system use case diagram.
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Decision-Making Map Recommender System
I mplementation

In this subsection, we present our implementation of the decision
map recommender system, which isadesktop software solution
that provides a streamlined and efficient method to select the
most suitable blockchain platform for a specific use case. Our
software uses WinForms C# technology (.NET Foundation)
and SQL as the database to deliver a user-friendly experience
and recommend the top blockchain platforms. To demonstrate
the effectiveness of our software, we used it to identify the top
5 blockchain platforms that are most suitable for health care
insurance fraud detection.
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Textbox 2 defines each function of the recommender system.
Asprevioudly discussed, the blockchain feature sel ection process
involves dividing features into 3 categories. compulsory,
mandatory, and possible. Compulsory features are those that
must be present in the blockchain platform for it to be
considered. Thesefeatures aretypically critical to the platform’s
functionality. Mandatory features, on the other hand, are those
that are essential for aspecific use case or application. They are
not necessarily required for the platform to function, but they
are necessary for the platform to be suitable for a particular
purpose. Finaly, possible features are those that provide
additional functionality or value to the platform. They are not
necessary for the platform to function, but they can enhanceits
performance or provide additional benefits.

Textbox 2. Decision map recommender system functions and their definitions.

Function and definition

«  Createthe data set: blockchain platform and blockchain feature names are initially entered. Subsequently, the platforms are associated with their

corresponding features.

« Select features and their categories and set weights: specify the category of the blockchain feature by selecting 1 of the 3 options, namely,
compulsory, mandatory, or possible. Then, assign the selected feature to the designated category. In addition, assign weights to the mandatory

and possible features.

«  Obtain top platforms: retrieve blockchain platforms with compulsory features and count the number of mandatory and possible features found
for each platform. Calculate a score for each platform based on itsfeatures and weights and add it to an array. Sort the array based on the calcul ated

score to display the top-performing blockchain platforms.

Creating the Data Set

This section illustrates the data set creation process, including
user interactions with the recommender system. The blue
annotations in the figures represent instructions. The pink
annotationsindicate the textboxes for input, buttonsfor actions,
and grid controls for displaying the added platforms and
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features. In this step, we focused on adding the necessary
platforms and blockchain features to build a comprehensive
data set. Figure 7 shows the user's process of entering the
platform name and selecting Add Platform to populate a table
showing the added platforms. The same procedure applies to
adding blockchain features, resulting in a comprehensive table
showcasing both platforms and features. After that, users are
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provided with the capability to edit platform names or delete
them, as well as modify the names or choose to delete
blockchain features. As shown in Figure 8, by double-clicking
on aplatform and single-clicking on afeature, users can select
and make changes to the respective names according to their
preferences. After that, users should establish the association
between each blockchain platform and its corresponding
blockchain features. They can begin by selecting a platform by

Kaafarani et d

double-clicking on the row corresponding to the platform name
and subsequently choosing the blockchain features that apply
tothat particular platform, which isdone by double-clicking on
the rows that correspond to the blockchain features that should
be mapped to the selected blockchain platform (Figure 9).
Subsequently, a table will be populated with the IDs of the
selected blockchain platform, the chosen blockchain feature,
and the name of the blockchain feature.

Figure 7. Data set creation—step 1: adding platforms and blockchain features that will be used to create a data set.

© Add blockehain

@ Add platforms
features

Enter platform
name in the box

the box

Enter blockchain
feature name in

o platformsmgnagment

(o &

4 Hyperledger Fabric
5 Hyperledger Sawto...
6 R3 Corda

7 Neo

8 Tendermint

9 Multichain

10 ECS

11 Kaleido

12 Azure Bockchain/}\

N

y \
| Platform \ o Features — °= Left-click
XinFin XDC Application layer
ol\g Left-click Application layer
/ Platforms \ / Features
XinFin XDC | eas 5 eohumn hieader hiere to group by that cokumn Drag & column header here t group by that column
platform_id platform_name feature_id feature_name

'1 TR on . @
2 Ethereum 2 Interoperability tec...
3 Quorum 3 Network layer

Associated Features

p_id f_id

4 On-chain transaction
5 Permissioned

6 Protocol layer

7 Smart contract

8 Enterprise system ...
9 JavaScript
10 Private
11 Python
12 Solidity

i -

y

https://www.jmir.org/2024/1/e50730

XSL-FO

RenderX

JMed Internet Res 2024 | vol. 26 | €50730 | p. 13
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Kaafarani et d

Figure 8. Data set creation—modifying and removing platforms and features from the data set.
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Figure 9. Data set creation—Iinking specific features with corresponding blockchain platforms.
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Select Features and Their Categories and Set Weights

Figure 10 showsascreenshot illustrating user interaction during
the process of selecting features, assigning them to their
respective categories, and assigning weights to those categories.
In the initial step, users will choose a category, followed by
selecting the desired feature to be assigned to that category.
This selection process involves double-clicking on the feature
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name in the table. Subsequently, a table will display the
categorized features, providing aclear overview of the features
that have been assigned to their respective categories. Oncethe
categorization of featuresis complete, users can proceed to set
the weights for the mandatory and possible feature categories.
Afterward, by clicking on the Get Platforms button, users can
view the resulting platforms based on the assigned weights and
feature categorization.
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Figure 10. Allowing for specification of preferred blockchain features followed by categorization and weight assignment.
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Obtaining the Top Platforms

Figure 11A and B show the sequence diagram to obtain the
suitability percentage of each possible blockchain platform. The
initial step involves creating alist of blockchain platforms that
meet the requirements of the compulsory features. Oncethat is
done, we determinethetotal number of mandatory and possible
features that have been chosen (Figure 11A).

After that, weiterate through thelist, and for each platform, we
calculate the number of mandatory and possiblefeatures (Figure
11B). Finaly, using equation 1, we caculate the suitability
percentage of each platform (p). The first part of the formula
calculates the contribution of the mandatory features to the
suitability percentage. It takes the number of mandatory features
found for the platform (M¢q,q), multipliesit by 100 to convert
it to a percentage, and then divides it by the number of
mandatory features selected (M) multiplied by the weight

assigned to mandatory features (wy,), whichis0.7.

The second part of the formula calculates the contribution of
the possible features to the suitability percentage. It takes the
number of possible features found for the platform (Psoung),

multiplies it by 100 to convert it to a percentage, and then
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divides it by the number of possible features selected (Pyy4)
multiplied by the weight assigned to possible features (wp),
whichis0.3.

By combining these 2 contributions, the suitability percentage
provides an overall assessment of how well a blockchain
platform meets the selected features, with a higher percentage

indicating a better match.
found
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Once we have calcul ated the suitability percentage (p) for each
platform, we sort thelist of platformsin descending order based
on their scores. Figure 12 shows the flowchart of the
recommender system’salgorithm, which consists of the different
functions involved along with their corresponding input and
output parameters.

The platform with the highest score will be at thetop of thelist,
whereas the one with the lowest score will be at the bottom.
Finally, we display thetop 5 platformsin thelist, which are the
ones that have the highest scores and, therefore, are the most
suitable based on the selected features.
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Figure 11. Diagram to obtain the fitness of the possible blockchain platforms for the use case.
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Figure 12. Flowchart to obtain the fitness of the possible blockchain platforms for the use case.
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Smart Contractsfor Health Care Insurance Fraud
Detection

Ismail and Zeadally [22] identified the fraud scenarios used for

Kaafarani et d

detecting health careinsurancefraud, asshownin Figure 1. The
network for detecting health care insurance fraud is made up of
9 participants, asillustrated in Figure 13.

Figure 13. Participantsin the health care insurance fraud detection network.

Health care
insurance fraud
detection

Algorithmsfor Fraud Scenarios

Overview

For certain fraud scenarios, we need to discover a detectable
pattern, whereasfor others, datafrom off-chain sources may be
required. The required data for processing claims consist of
detailed records of patient visits, including the dates in which
they occurred, the departmentsinvolved, the services rendered,
and patients' information. Consequently, they are on-chain.
However, documentation of billed services, detailed service
invoices, and pharmacy records are off-chain in the database.
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3 Referral Fraud Scenarios

As shown in Figure 14, we use an algorithm to recognize 3
fraud scenarios that have the same pattern—the referral. We
then check for the first scenario, in which the fraudster refers
patients within the same health care organization. If this is
confirmed, the fraud type is pinning the system. If not, we
investigate whether afinancial relationship exists between the
fraudster and the other organizations. If such arelationship is
detected, it is self-referral fraud. If no financial relationship is
found, we investigate whether the fraudster received a
commission from the organization; if so, it is a
commission-based fraud.
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Figure 14. The 3 fraud scenarios related to referrals.
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Commission-Based Fraud

Inthisfraud scenario (Figure 15A), we obtain all the medication
that the possible fraudster has prescribed. We then check
whether a specific medication is prescribed more frequently

If that isthe

case, itisafraud. In Figure 15B, we should obtain

alist from the minister of health containing the approved and

fraudster; if
the minister

and determine whether the fraudster isreceiving acommission.
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Figure 15. (A) Providing specific brands of medicines to receive a commission from the pharmaceutical company. (B) A pharmaceutical company
provides incentives to physicians to promote unapproved or off-label drugs.
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. The code for detecting waiving copayment fraud in Figure 16B

Managed Care and Waiving Copayment Fraud involves comparing the price listed in the claim with the price

In Figure 16A, we investigate whether other patients on that  mentioned in the corresponding invoice. If thereisamismatch

date received the same service that the patient requested, and  between the 2 prices, it indicates apotential instance of waiving

if the number of patients reaches a certain threshold, we are copayment fraud. The code performs a comparison operation

ableto demonstrate that the managed care scenarioisoccurring. — to check whether the claim price and theinvoice price are equal.
If they are not, it raises an aert or triggers further actions to
investigate the possibility of fraud.
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Figure 16. (A) Managed care and (B) waiving copayment fraud.
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Billing Manipulation Fraud

InFigure 17A, we obtain alist of licensed health care providers
to determine whether the suspected fraudster is listed. If not,
thereisacaseof fraud. In Figure 17B, we compare the diagnosis
code on the claim to the one on the patient files; if they do not

match, we will assume fraud.
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Inthisfraud scenario (Figure 18A), wemay require the opinion
of another physician, so after determining whether the claim
has been duplicated, we gather al the necessary data to be
reviewed by another physician, and based on the physician’s
response, we determine whether the claim is fraudulent. In

Figure 18B, we obtain a

price list from other equipment

suppliers and then compare it to the price paid by the patient;
if it is higher than the price on the price list, the patient paid

more than necessary for the

equipment, and hence, itisafraud.
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Figure 17. (A) Billing patients for care provided by an unlicensed care provider. (B) Manipulation of diagnosis in the claims without the knowledge

of patients.
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Figure 18. (A) Providing unwanted care to patients, increasing service hours in the bill, duplicating claims, phantom billing, or replacing codes of

diseases with ones with higher prices. (B) Billing manipulation in equipment prices.
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Physician Shopping Fraud

Figure 19 illustrates physician shopping fraud, in which an
addicted individual visitsmultiple health care providersto obtain

unprescribed drugs. To detect
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this fraud, we must examine 5

invoices. We check whether the patient visits the provider
regularly based on the dates from the invoices and whether the
visits are not to the same provider. If thisis confirmed, it isa
case of fraud.
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Figure 19. Physician shopping fraud.
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Discussion

Experiments

We created agorithms for smart contracts that address the
fraudulent situations mentioned in the study by Ismail and
Zeadally [22]. We used the 2 platforms that were selected as
the top 2 options according to our decision-making
recommender system. Each transaction containsasingle claim
record and requires supporting files such as invoices for
verification. We assessed the performance of the platforms
based on several metrics, including throughput, latency, CPU
use, and memory use. Transaction throughput reflects the
blockchain network’s efficiency in terms of the number of
transactions processed per second. A transaction is considered
successful once it has been included in a block and committed
to the ledger. Transaction latency measures the time it takes to
send a transaction request and receive a transaction response,
indicating the network’s responsiveness. CPU and memory use
are essential for determining infrastructure requirements and
maintaining reliable performance under varying loads [31]. It
isessential to ensurethat aplatform maintains high throughput,
low latency, and minimal CPU and memory use [32]. This
means that quality of service is maintained, and conseguently,
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RenderX

fraud is detected more quickly; costs are reduced; and, in some
cases, patient lives are saved [33]. To evaluate the platforms
effectiveness, we established 2 testing scenarios. The first
scenario involved peers sending a consistent number of
transactions over a period ranging from 30 to 120 seconds. In
the second scenario, we progressively increased the number of
transactions transmitted over the network from 1000 to 10,000.

Experimental Environment

Our experimental setup involved using Ubuntu Windows
Subsystem for Linux 2 (version 20.04; Canonical Ltd) on
Windows 11 operating systems (Microsoft Corp). In the case
of Fabric, we used Docker (Docker, Inc) to run the platform,
and all peers were connected to a single channel representing
an insurance company. The Fabric version we used was 2.2,
with 4 organizations and 1 orderer. A batch size of 500 was set
for processing transactions. We used Golang asthe programming
language for developing smart contracts.

For the Neo private blockchain, we used the N3 Neo Visua
DevTracker extension on Visual Studio Code (Microsoft Corp).
The programming language recommended in the Neo
documentation, which is C#, was used. Similar to Fabric, a
batch size of 500 was used. Both platforms used LevelDB as
the key-value data storage.
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In terms of hardware, we used a system with 16 GB of RAM
and an 11th-generation Intel Core i7 processor running at 2.80
GHz. To conduct the benchmarking, we used Hyperledger
Caliper [34] for Fabric and Neo-bench [35] for Neo.

Security and Privacy Concerns

Health care data comprise sensitive patient information, making
their security and privacy crucial. Thesedataaretypically stored
inlocal or cloud databases. However, in such architecture, data
face several issuesregarding access and are subject to be deleted
or modified and to cybersecurity attacks[14].

Kaafarani et d

Using a blockchain-based approach addresses these concerns.
Blockchain stores data in an immutable ledger where data can
only be added after reaching a consensus and cannot be altered
or modified. Changing a block or transaction impacts all
subsequent blocks, and revalidating al subsequent blocks
requires enormous computational power, making it nearly
impossible for a malicious node. Furthermore, access control
rightsin blockchain can be defined in asmart contract, ensuring
trustless and secure data access for network participants.
Textbox 3 provides a concise overview of the challenges
encountered in local on-premise or cloud database systems and
demonstrates how blockchain technology addressestheseissues.

Textbox 3. Comparison of issuesin local on-premise or cloud databases versus blockchain for managing medical data.

L ocal on-premise or cloud database

« Maedica datain loca databases can be easily altered or deleted.

Blockchain

«  Traditional record-keeping methods may not provide reliable auditing.

« Locally stored medical data might be unavailablein critical real-time situations.

« Local on-premise or cloud databases often lack proper authentication, leading to potential misuse of medical information.
« Local on-premise or cloud databases typically have less secure data access control.

« Inalocal on-premise or cloud database, unauthorized users can impersonate legal users to access sensitive medical data.

«  Without robust security, users could deny accessing or modifying datain local on-premise or cloud database systems.

«  Blockchain'sreplicated, time-stamped ledger facilitates efficient and trusted auditing.

« Datareplication ensures real-time availability from the loca copy of the ledger.

«  Blockchain's encryption and digital signature techniques ensure user authenticity for accessing and uploading medical information.
«  Access control rights can be defined in smart contracts, ensuring secure and trustless data access for network participants.

«  The private blockchain network restricts data access to authorized participants based on access control rights.

« Medica dataare stored as transactions in blocks linked cryptographically to ensure immutability.

«  Each operation’s authenticity is recorded in an immutable ledger, preventing repudiation.

Results Analysis

Regarding the performance of Neo and Fabric in terms of
throughput during the first test scenario, Fabric had 789
transaction per second (TPS), 445 TPS, 409 TPS, and 329 TPS,
and Neo had 438 TPS, 629 TPS, 304 TPS, and 329 TPS during
30-second interval, 60-second interval, 90-second interval, and
120-second interval respectively. It is interesting to note that
Neo initially experienced an increase in throughput, reaching a
peak of 629 transactions per second (TPS) during the 60-second
interval. However, it subsequently declines to 304 TPS and
remains at that level for the remainder of the test. Similarly,
Fabric follows a comparable pattern, starting with a high
throughput of approximately 800 TPS and gradually decreasing
to around approximately 450 TPS by the end of the test. This
indicates that both platforms exhibited fluctuations in their
transaction processing speeds throughout the test.

Regarding latency, it isworth noting that Neo consistently took
approximately 14 to 24 seconds to confirm a transaction
throughout the test duration.

https://www.jmir.org/2024/1/e50730

Thelatency of Fabricin thefirst test scenario was 0.05 seconds,
0.12 seconds, 0.1 seconds, and 0.1 seconds during 30-second
interval, 60-second interval, 90-second interval, and 120-second
interval respectively. Here, we can observe that, as more
transactionswere submitted, the latency dlightly increased. This
impliesthat, astheworkload on Fabric intensified with ahigher
number of transactions, the time taken to process and confirm
each transaction also increased.

Regarding the throughput in the second test scenario, in which
we increased the number of transactions sent over the network
by 1000 up to 10,000 transactions. Fabric had 426 TPS, 470
TPS,630TPS, 577 TPS, 676 TPS, 707 TPS, 718 TPS, 732 TPS,
740 TPS, and 754 TPS. Neo had 373 TPS, 427 TPS, 489 TPS,
422 TPS, 534 TPS, 543 TPS, 434 TPS, 424 TPS, 409 TPS, and
474 TPS. Fabric outperformed Neo once again. Fabric
demonstrated an upward trend in throughput as the number of
transactionsincreased, whereas Neo exhibited more fluctuations
in its performance.

Regarding the latency in the second test scenario, Fabric had
0.03 seconds for 1000 TX sent, 0.04 for 2000 TX, 3000 TX,
4000 TX and 5000 TX, 0.03 seconds for 6000 TX, 7000 TX,
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8000 TX and 9000 TX, and 0.04 for 10,000 TX. The latency
for Fabric remained relatively stable, with a dight increase
observed. The latency values consistently ranged between 0.03
and 0.04 seconds throughout the test. Thisindicatesthat Fabric
can maintain low and consistent latency even as the number of
transactions increases.

Delays in fraud detection can slow the identification of
fraudulent activities, causing financia losses and putting
patients health at risk. High latency impedes the prompt
discovery of fraud, giving wrongdoers the chance to persist in
their schemes unchecked, possibly resulting in more harm and
greater financial damage. Thus, reducing latency is essentia to
improve the efficiency and precision of fraud detection,
ultimately protecting health care resources, patients' health, and
the credibility of health care services [36]. Throughput and
latency can be significantly impacted by large transaction sizes,
which are driven by extensive file requirements and block size.
In private blockchain networks, the computational complexity
and energy consumption of encryption and decryption operations
add to this burden. Furthermore, replicating the ledger across
all nodes increases computational and network overhead,
resulting in high energy consumption, low transaction
throughput, and limited scalability. As the number of nodes
increases, so does the volume of data transferred, leading to
longer processing times. In addition, the choice of consensus
mechanism affects scalability; for instance, proof of work is
particularly known for its high energy consumption, further
exacerbating these challenges.

The CPU and memory use comparison between Fabric and Neo
reveals that Fabric used fewer resources than Neo. Fabric
utilized 191 MB of memory and 47% of the CPU, while Neo
used 515 MB of memory and 39% of the CPU. Throughout
both conducted tests, both platforms achieved a 100% success
rate, indicating their reliability for securely sharing sensitive
health care insurance data. Fabric consistently outperformed
Neo in both tests, showcasing its superiority in creating health
care insurance fraud detection systems. The lower resource
consumption by Fabric suggests that it offers more efficient
resource use, making it an optimal choice for heath care
insurance fraud detection applications.

Limitations

Validating the system using real-world health care data presents
several challengesand ethical considerations. Obtaining access
to real-world health care data can be difficult due to stringent
regulations and privacy concerns. Ensuring that the data are
accurate, complete, and representative of the broader population
can be challenging asinconsistent or incompl ete data can affect
the validity of the results. Integrating diverse data sources and
formats into a cohesive system requires significant technical
expertise and resources. From an ethical standpoint, protecting
patient confidentiality is paramount, necessitating robust
measures to ensure that data are anonymized and secure. In
addition, there is arisk of introducing bias if the data are not

https://www.jmir.org/2024/1/e50730
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representative of the entire population, potentially leading to
skewed results and harmful recommendations.

In addition to the technical and ethical considerations, the
successful implementation of this system requires the
cooperation and acceptance of various participantsin the health
care system [12]. Key stakeholders such as hospitals, clinics,
insurance companies, and health care providers must bewilling
to contribute their data and support the integration of a
blockchain-based solution. Each participant has unique
requirementsfor data security, privacy, and interoperability that
must be addressed to ensure their cooperation. Furthermore,
patient data must be governed and secured to ensure privacy
and controlled access. Only authorized personnel should be able
to access senditiveinformation, and al data handling procedures
should comply with relevant regulations [37].

Conclusions and Future Work

Health care insurance fraud detection is crucia for the health
careindustry. Thisisdueto the high costsincurred from health
care insurance fraud. In addition, some frauds pose risks to
patient health. Inthis study, we designed and implemented smart
contractsto detect health careinsurance fraud. Thisisbased on
our proposed taxonomy of fraud scenarios. Furthermore, we
used a blockchain platform that is specifically suited for health
care insurance fraud detection. To improve the selection of a
suitable platform, we designed and implemented a decision
map—based recommender system, which automates and
streamlines the platform selection process. To feed the
recommender system with suitable candidates, we proposed a
taxonomy of 102 blockchain development platforms. Through
these efforts, we aimed to improve the efficiency and accuracy
of hedlth care insurance fraud detection by leveraging the
capabilities of blockchain technology. The recommender system
revealed Fabric and Neo as the top 2 platform candidates for
the development of health care insurance fraud detection
solutions, with Fabric having the highest rank. Our experimental
numerical evaluation of the 2 selected platforms showed that
Fabric outperformed Neo, demonstrating a more suitable
network structure and features than Neo. Furthermore, based
on our experiments, Fabric offers greater configurability,
enabling further performance improvements. Machine and deep
learning agorithms are alternative promising approaches for
detecting patterns of fraud in large-scale environments such as
health care insurance. However, these algorithms suffer from
security and privacy issuesand are proneto bias. In futurework,
we aim to integrate machine learning techniquesfor health care
insurance fraud detection into blockchain. This integration
would provide trust in the machinelearning techniques, and aid
their  traceability and understanding, leading to
privacy-preserving machine learning models. In particular, we
will explore how blockchain can improve the privacy and
security of machine learning models, investigate the most
effective ways to integrate federated |earning with blockchain
to ensure that data remain decentralized and secure, and design
smart contracts to automate and verify the training and
deployment of machine learning models.
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