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Abstract

Background: Health apps are increasingly recognized as crucial tools for enhancing health care delivery. Many countries,
particularly those in sub-Saharan Africa, can substantially benefit from using health apps to support self-management and thus
help to achieve universal health coverage and the third sustainable development goal. However, most health apps published in
app stores are of unknown or poor quality, which poses a risk to patient safety. Regulatory standards and guidance can help
address this risk and promote patient safety.

Objective: This review aims to assess the regulatory standards and guidance for health apps supporting evidence-based best
practices in sub-Saharan Africa with a focus on self-management.

Methods: A methodological framework for scoping reviews was applied. A search strategy was built and applied across the
following databases, gray literature sources, and institutional websites: PubMed, Scopus, World Health Organization (WHO)
African Index Medicus, OpenGrey, WHO Regional Office for Africa Library, ICTworks, WHO Directory of eHealth policies,
HIS Strengthening Resource Center, International Telecommunication Union, Ministry of Health websites, and Google. The
search covered the period between January 2005 and January 2024. The findings were analyzed using a deductive descriptive
content analysis. The policy analysis framework was adapted and used to organize the findings. The Reporting Items for Stakeholder
Analysis tool guided the identification and mapping of key stakeholders based on their roles in regulating health apps for
self-management.

Results: The study included 49 documents from 31 sub-Saharan African countries. While all the documents were relevant for
stakeholder identification and mapping, only 3 regulatory standards and guidance contained relevant information on regulation
of health apps. These standards and guidance primarily aimed to build mutual trust; promote integration, inclusion, and equitable
access to services; and address implementation issues and poor coordination. They provided guidance on systems quality, software
acquisition and maintenance, security measures, data exchange, interoperability and integration, involvement of relevant
stakeholders, and equitable access to services. To enhance implementation, the standards highlight that legal authority, coordination
of activities, building capacity, and monitoring and evaluation are required. A number of stakeholders, including governments,
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regulatory bodies, funders, intergovernmental and nongovernmental organizations, academia, and the health care community,
were identified to play key roles in regulating health apps.

Conclusions: Health apps have huge potential to support self-management in sub-Saharan Africa, but the lack of regulatory
standards and guidance constitutes a major barrier. Hence, for these apps to be safely and effectively integrated into health care,
more attention should be given to regulation. Learning from countries with effective regulations can help sub-Saharan Africa
build a more robust and responsive regulatory system, ensuring the safe and beneficial use of health apps across the region.

International Registered Report Identifier (IRRID): RR2-10.1136/bmjopen-2018-025714

(J Med Internet Res 2024;26:e49163) doi: 10.2196/49163
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Introduction

Background
Health apps are the most widely used digital health products
globally [1,2]. Harnessing the potential of health apps creates
a huge opportunity in providing support for health care delivery,
including patient communication, patient education, and decision
support for self-management [3-8]. Health apps can be an
effective tool to strengthen health systems worldwide, especially
in low- and middle-income countries including those in
sub-Saharan Africa [4,5,9]. As a result, the attainment of
universal health coverage (UHC) and sustainable development
goal (SDG) 3, good health and well-being, can be accelerated
[8,10].

Many health apps fall below the expected quality threshold [11].
Several studies have found that widely used health apps are
often technically unreliable and clinically unsafe [12-14] and
do not comply with ethical standards and the principles of
confidentiality of information and data privacy [15,16]. In
addition, many commercially available health apps were not
developed using interoperability standards that are widely
accepted in sub-Saharan Africa (eg, Fast Healthcare
Interoperability Resources [FHIR]) [17-20]. Consequently, it
becomes difficult to integrate these apps into a clinical
workflow.

Hence, regulation through robust mechanisms is crucial to
enhance the development, implementation, and adoption of
health apps. Regulatory standards and guidance are essential
for the safety of patients as they ensure quality assurance of any
new technology in health care and contribute to building mutual
trust while promoting the optimal use of the technology [21-23].
Therefore, to ensure that health apps that are used to support
the self-management of patients are technically reliable and
clinically safe, interoperable across systems, and compliant with
the principles of confidentiality of information and data privacy,
there is a need for effective regulatory standards. Furthermore,
effective regulation can help ensure that health apps for
self-management are culturally functional and competent and
are accessible to those who need them regardless of gender,
ethnicity, geographical location, or financial status [24-31].

Since 2005, there have been ongoing efforts to strengthen digital
health governance at both the national and international levels
[32,33]. In 2018, the World Health Organization (WHO)

member states renewed their commitment to using digital health
technologies (DHTs) to advance UHC and SDG 3 [33].
However, to date, the extent to which the use of health apps for
self-management is regulated across countries within the WHO
African Region (also known as sub-Saharan Africa) remains
unclear. Therefore, this review was conducted to identify
available regulatory standards and guidance and assess the extent
to which they regulate health apps for self-management in
sub-Saharan Africa. The review also mapped out the key
stakeholders and their roles in regulating health apps for
self-management across sub-Saharan Africa.

Review Questions
The review attempted to answer the following questions: (1)
What regulatory standards and guidance are available for
regulating health apps for self-management across sub-Saharan
Africa? (2) To what extent do regulatory standards and guidance
regulate health apps for self-management in terms of what
aspects are regulated; why, how, and for whom; and what
aspects are not regulated? (3) Who are the key stakeholders and
what are their roles in regulating health apps for
self-management?

Methods

Study Design
The process of this scoping review followed the methodological
framework for conducting a scoping study originally described
by Arksey and O’Malley [34] and the updated methodological
guidance for conducting a Joanna Briggs Institute scoping
review [34-37]. The reporting of the review was guided by the
PRISMA-ScR (Preferred Reporting Items for Systematic
Reviews and Meta-Analyses extension for Scoping Reviews)
checklist [38]. A completed PRISMA-ScR checklist is provided
in Multimedia Appendix 1. The protocol of this scoping review
was published in BMJ Open [30].

Identifying Relevant Documents
Two reviewers (BAB and SI) developed the search strategy
with the assistance of a librarian and in consultation with other
research team members (KPF, BIH, NU, NM, AM, and JC).
The following key terms were included: policy, legislation,
strategy, regulation, standard, criterion, framework, guidance,
guideline, digital health, eHealth, app, WHO African Region,
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and sub-Saharan Africa, and the names of all sub-Saharan
African countries.

Owing to the absence of regulatory standards and guidance in
scientific databases, the search focus was narrowed down to
gray literature sources and institutional websites, including
OpenGrey, WHO Regional Office for Africa (AFRO) Library,
repositories for digital health policies (ICTworks, WHO’s
Directory of eHealth Policies, and Health Information System
Strengthening Resource Center), as well as the websites of
WHO, International Telecommunication Union (ITU), and
Ministries of Health (MOHs). The only scientific databases
searched were PubMed, Scopus, and WHO AIM. PubMed was
not included in the protocol. We also conducted a systematic
search on Google. We used truncation to increase the yield of
the results. The search strategy was then applied across PubMed,
Scopus, and WHO AIM databases using Boolean terms (mainly
OR and AND) to combine search results. Gray literature sources
and institutional websites were searched using phrases
containing ≥2 keywords such as “eHealth regulation,” “digital
health regulatory standard,” “eHealth regulatory standard,”
“digital health regulation,” “digital health policy,” “eHealth
policy,” “digital health strategy,” and “eHealth strategy.” For
Google search, we added the names of the country to the phrases

(eg, “digital health regulation Nigeria”). The reference lists of
the included documents were also searched, and key individuals
at the MOHs, WHO Country Offices, and the WHO AFRO
were contacted for related documents. When our search was
conducted, the WHO Directory of eHealth policies website was
unavailable, and the WHO AFRO Library was undergoing
reconstruction. The search strategies for PubMed, Scopus, and
WHO AIM are provided in Multimedia Appendix 2. The search
was conducted between 2005 and January 2024.

Study Selection
The search results obtained from PubMed, Scopus, and WHO
AIM were imported into Mendeley (Elsevier) [39] to remove
duplicates. The search conducted on OpenGrey did not yield
any results, whereas relevant records obtained from institutional
websites, repositories, and Google were downloaded as PDF
copies and uploaded to Mendeley. After removing duplicates,
the remaining results were imported into Covidence (Veritas
Health Innovation) [40] for screening. Two reviewers (BAB
and SI) applied the predefined eligibility criteria (Textbox 1)
to screen the documents in 2 stages (title and abstract or
executive summary). All discrepancies were discussed until the
reviewers reached agreement.

Textbox 1. Inclusion and exclusion criteria.

Inclusion criteria

• Type of document: Regulatory standards, guidance, policies, strategies, and committee or government reports that address regulatory issues
related to the use of health apps for self-management

• Location: Documents developed and implemented in countries within sub-Saharan Africa

• Date of publication: Documents developed since 2005; the global efforts toward promoting standards to minimize variability and potential harms
that could arise from poorly regulated use of digital health began in 2005 [33]

• Language: Documents written in English language and other official languages of sub-Saharan African countries (Portuguese and French)

Exclusion criteria

• Type of document: Standards, guidance, policies, strategies, and reports not related to regulation of health apps

• Location: Documents from countries outside sub-Saharan Africa

• Date of publication: Documents developed before 2005

• Language: None

Data Charting (Extraction)
Two reviewers (BAB and SI), in consultation with the other
members of the research team, developed the data extraction
forms using an iterative process that included piloting data
extraction and refinement until a consensus was reached.

We proposed in the study protocol [30] that data extraction
would be conducted by the 2 reviewers independently. However,
owing to the approach adopted for data extraction (deductive
qualitative content analysis), 1 reviewer, rather than 2, initially
extracted data from the included documents, and any concerns
were discussed with a second reviewer [41]. Unresolved issues
were then discussed and resolved with a third reviewer in a
steering group meeting.

Collating, Summarizing, and Reporting Results
To address the research questions (particularly question 2), we
adopted a deductive descriptive qualitative content analysis
method to analyze and report the key findings. The policy
analysis framework by Walt and Gilson [42] was adapted and
applied to ensure that there was a consistent way of organizing
the key findings: (1) Content (which aspects are regulated and
which aspects are not?)—these are the components that directly
or indirectly address regulatory issues related to the use of health
apps for self-management, including areas that have not been
addressed. (2) Context (why are those aspects regulated?)—this
characterizes the rationale indicated for addressing regulatory
issues related to the use of health apps for self-management.
(3) Process (how are the regulatory standards developed and
implemented?)—this describes the methods or approaches used
to develop and implement regulatory standards. (4) Actors (who

J Med Internet Res 2024 | vol. 26 | e49163 | p. 3https://www.jmir.org/2024/1/e49163
(page number not for citation purposes)

Bene et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


are the regulatory standards targeted toward?)—these are the
key actors targeted by the standards.

Using a deductive descriptive qualitative content analysis
approach, we examined each included document to
systematically identify texts for concepts, patterns, and other
relevant information. We then categorized them under content,
context, process, or actors in relation to regulating health apps
for self-management. The findings under content and context
were further organized based on 4 predefined regulatory
categories or themes as documented in the literature, namely
(1) technical and clinical safety [12-14], (2) data protection
and security [15,16], (3) standards and interoperability [28,31],
and (4) inclusion and equitable access [24-29].

To address the third research question, the Reporting Items for
Stakeholder Analysis (RISA) tool [41] was used as a guide to
group key stakeholders based on role categorization as
recognized globally by the WHO, the ITU, and UNESCO
[32,33,43].

Ethical Considerations
Primary data were not collected in this study. Therefore, no
ethics approval was required.

Results

Search Results
A total of 2900 records were obtained after removing duplicates.
Although the literature search was conducted in English, the
search also yielded documents written in French and Portuguese
from the ICTworks repository [44]. Following the initial
screening of the title and abstract (or executive summaries), 73
documents were retrieved for full-text assessment. After
applying the inclusion criteria for the full-text assessment, 49
documents were found eligible for inclusion in the review.

The PRISMA (Preferred Reporting Items for Systematic
Reviews and Meta-Analyses) flow diagram [45] showing the
study selection process is presented in Figure 1.

Figure 1. PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) flow diagram showing the study selection process. The
descriptive qualitative content analysis included only 3 of the 49 (6%) documents used for stakeholder mapping. WHO: World Health Organization.

Types of Documents
On the basis of the inclusion criteria, 3 categories of documents
were considered for this review, namely “stand-alone regulatory
standards and guidance that potentially regulate health apps for

self-management,” “national policies and strategies on digital
health,” and “other national documents that relate to the
regulation of health apps for self-management.” Table 1 presents
the types of documents obtained for each country within
sub-Saharan Africa.

J Med Internet Res 2024 | vol. 26 | e49163 | p. 4https://www.jmir.org/2024/1/e49163
(page number not for citation purposes)

Bene et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Table 1. Types of documents obtained for each sub-Saharan African country.

Type of documentCountry

Other related national documentsNational policies and strategies on
digital health

Stand-alone regulatory standards
and guidance

Algeria

Angola

✓Benin

✓Botswana

✓Burkina Faso

✓Burundi

✓Cameroon

Cape Verde

Central African Republic

Chad

✓Comoros

✓Côte d’Ivoire (Ivory Coast)

✓Democratic Republic of the Congo

Equatorial Guinea

Eritrea

✓Eswatini

✓✓✓Ethiopia

✓Gabon

✓Gambia

✓Ghana

Guinea

Guinea-Bissau

✓✓✓Kenya

✓Lesotho

✓✓Liberia

✓Madagascar

✓Malawi

✓Mali

Mauritania

✓Mauritius

✓Mozambique

Namibia

✓Niger

✓✓✓Nigeria

Republic of the Congo (Congo Brazzav-
ille)

✓Rwanda

São Tomé and Príncipe

✓Senegal

Seychelles
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Type of documentCountry

Other related national documentsNational policies and strategies on
digital health

Stand-alone regulatory standards
and guidance

Sierra Leone

✓✓South Africa

South Sudan

✓✓Tanzania

✓Togo

✓Uganda

✓Zambia

✓Zimbabwe

Characteristics of the Included Documents

Stand-Alone Regulatory Standards and Guidance
We identified and included 6 stand-alone regulatory standards
[18,19,46-49] from 3 countries (Ethiopia, Kenya, and Nigeria).
All 6 documents were written in English. The years of
development ranged between 2013 and 2021, as indicated in
Multimedia Appendix 3. The years of implementation were not
specifically stated.

Although none of the included regulatory standards were
exclusively developed to regulate health apps for
self-management, 3 of them (Kenya Standards and Guidelines
for mHealth Systems [18], Kenya Standards and Guidelines for
E-Health Systems Interoperability [47], and Health Sector
Information and Communications Technology Standards and
Guidelines [48]) provided concept and information relevant to
the regulation of health apps and were included in the qualitative
content analysis. The Kenya Standards and Guidelines for
mHealth Systems [18] provides standards and guidelines on the
design, development, and implementation of mobile health
(mHealth) solutions to ensure they are interoperable, scalable,
and sustainable. The Kenya Standards and Guidelines for
E-Health Systems Interoperability [47] outlines the principles,
requirements, and standards for eHealth systems interoperability
in Kenya. The Health Sector Information and Communications
Technology Standards and Guidelines [48] provide guidance
and a consistent approach across the health sector in Kenya for
establishing, acquiring, and maintaining current and future
information systems and information and communications
technology (ICT) infrastructure that foster interoperability across
systems. These 3 documents are a good combination of
regulatory standards and guidance that provide content and
context relevant to the regulation of health apps in sub-Saharan
Africa.

The remaining 3 standards (standard for electronic health record
[EHR] system in Ethiopia [19], standards and guidelines for
electronic medical record systems in Kenya [46], and the health
information exchange standard operating procedure and
guideline [49]) were exclusively developed for EHRs or
electronic medical records. However, they contain information
relevant for mapping stakeholders with potential roles in
regulating health apps for supporting self-management.

National Policies and Strategies on Digital Health
This review includes 35 national policies and strategies that are
related to digital health (potentially covering health apps)
[50-84] from 31 countries written in English, French, and
Portuguese (Benin, Botswana, Burkina Faso, Burundi,
Cameroon, Comoros, Côte d’Ivoire [Ivory Coast], Democratic
Republic of the Congo, Eswatini, Ethiopia, Gabon, Ghana,
Kenya, Liberia, Madagascar, Malawi, Mali, Mauritius,
Mozambique, Namibia, Niger, Nigeria, Rwanda, Senegal, Sierra
Leone, South Africa, Tanzania, Togo, Uganda, Zambia, and
Zimbabwe). Although the literature search was conducted in
English, it also yielded documents written in French and
Portuguese from the ICTworks repository. The years of
development and implementation range between 2005 and 2030.
Policies and strategies written in French and Portuguese were
translated into English using Google Translate. Documents
labeled as national development plans, strategic plans, and
strategic development plans were considered as national
strategies.

National policies and strategies do not offer specific standards
or guidance, but rather outline the country’s vision, policy
directions, and strategies for using digital technologies in health
care. They provide useful information for identifying digital
health stakeholders who can play a role in regulating health
apps for self-management. For example, Nigeria has a separate
National Digital Health Policy [72] and a National Digital Health
Strategy [71]. Both documents were developed by building on
the lessons learned from the end-term evaluation of the previous
National Health ICT Strategic Framework [85]. They describe
Nigeria’s renewed vision, mission, goals, objectives, and
strategies for the development and implementation of digital
health with the aim to improve the quality, efficiency, and
effectiveness of health service delivery and health outcomes.

It is worth noting that for countries with >1 policy or strategy,
we included only the most recent versions. For instance, as
mentioned earlier, Nigeria now has both a national digital health
policy and a national digital health strategy. These 2 documents
supersede and thus replace the old National Health ICT Strategic
Framework [86]. Details of included documents are presented
in Multimedia Appendix 3.
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Other Related National Documents
We included 8 other documents [20,85,87-92] from 6 countries
(Ethiopia, Kenya, Liberia, Nigeria, South Africa, and Tanzania)
that did not fall under either stand-alone regulatory standards
and guidance or national policies and strategies. These were
mostly frameworks, road maps, and reports that potentially
provide information relevant to the use of health apps. The years
of development and implementation range from 2016 to 2025.
These documents do not provide standards or guidance, but
they contain information that can help map the digital health
stakeholders that potentially play a role in regulating health
apps for self-management. When multiple versions of a
document exist, only the latest version was taken into

consideration. Multimedia Appendix 3 provides details of the
included documents.

Content: Aspects That Are Regulated and Aspects That
Are Not

Technical and Clinical Safety

Technical and clinical safety standards are required to prevent
or minimize the harm that may arise from the use of the health
ICT systems (including mHealth systems) as well as to improve
the health outcomes and user satisfaction. As shown in Figure
2, two subthemes were generated from included standards
[18,47,48] as content under technical and clinical safety: v(1)
guidance on system quality and (2) guidance on software or app
development, acquisition, support, and maintenance.

Figure 2. Summary of themes and subthemes covering content, context, process, and actors of the regulatory standards. The process is divided into
development and implementation process. The subthemes relating to content and context are further categorized under technical and clinical safety,
data protection and security, standards and interoperability, and inclusion and equitable access to services. ICT: information and communications
technology.

J Med Internet Res 2024 | vol. 26 | e49163 | p. 7https://www.jmir.org/2024/1/e49163
(page number not for citation purposes)

Bene et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Notably, 2 of the included standards [18,47] provide guidance
on system quality to ensure the quality, security, reliability,
performance, and maintenance of eHealth and mHealth systems.
The Kenya Standards and Guidelines for E-Health Systems
Interoperability [47] recommend the implementation of a data
quality protocol to ensure that the data collection, collation,
analysis, interpretation, dissemination, and use are managed in
accordance with the quality standards. Similarly, the Kenya
Standards and Guidelines for mHealth Systems [18]
recommends the inclusion of the following requirements in the
technical manual: (1) minimum hardware requirements that
should incorporate the preferred hardware architecture, (2)
minimum software requirements that should include the
minimum version of the underlying operating system as well
as acceptable versions of related software, and (3) a detailed
list of software dependencies (external libraries) necessary for
the system to function properly.

The included standards [18,48] cover guidance on software or
app development, acquisition, support, and maintenance, which
aim to ensure the efficiency and effectiveness of eHealth and
mHealth systems. The Kenya Standards and Guidelines for
mHealth Systems [18] recommends a technical manual to
provide a detailed description of the system’s installation and
maintenance processes for system administrators and
implementers; a developer’s guide for software developers and
programmers to provide them with an overview of the system,
description of the software design methodologies, description
of the system architecture, and technical design diagrams; and
a user manual to aid users in understanding how the system
works and how each feature operates; in addition, the technical
manual contains instructions for operating the software; entering
and updating data; and generating, saving, and printing reports.

Although the contents generated here provide guidance that is
relevant to health apps, they are not specific to health apps.
Moreover, there are no clear measures to enable individuals or
organizations that use health apps to manage clinical risk
appropriately.

Data Protection and Security

Data protection and security are crucial aspects of managing
patient information, thus ensuring the confidentiality, integrity,
and availability of data as well as the rights and interests of the
patient. Two subthemes related to data protection and security
are (1) security measures for adequate protection of patients’
digital records and (2) guidance on data exchange.

The included standards [18,48] provide security measures for
eHealth or mHealth systems to ensure the adequate protection
of digitally accessible patient records. These measures include
authentication, accountability, identification, authorization,
integrity, confidentiality, availability, security, administration,
and audit. This will help to achieve confidentiality, integrity,
availability, and nonrepudiation of patient data or health records.
Additional levels of security such as data encryption are required
when there is a need to store sensitive information on removable
devices or media or outside the MOH premises.

The Kenya Standards and Guidelines for mHealth Systems [18]
provide the following guidance on data exchange to ensure

privacy: (1) anonymize client data as much as possible before
they can be shared; (2) where possible, use pseudonyms for the
client data before they can be shared; (3) aggregate client data
before they can be shared to reduce possibilities of tracing the
data back to the client; and (4) minimize data so that access is
available only to the data set required for that particular use.
With regard to privacy rules, the Kenya Standards and
Guidelines for E-Health Systems Interoperability [47] propose
that a notice of privacy practices should be given to patients
describing how their information may be used or shared while
also specifying their legal rights.

Standards and Interoperability

Standards and interoperability are essential concepts in the field
of IT, especially for systems that need to communicate and
exchange data, as seen in the use of health apps for
self-management. Two subthemes related to standards and
interoperability are (1) interoperability as a basic requirement
and (2) minimum standards to enable integration.

All the regulatory standards [18,47,48] highlight the importance
of having interoperability as a basic requirement when selecting
software products or services for use within the health system.
This facilitates interaction across systems. For instance, to
facilitate seamless interaction between mHealth systems and
primary information systems for data capture, reporting, and
decision support in various domains of the health system, the
Kenya Standards and Guidelines for mHealth Systems [18]
recommends the incorporation of at least 3 types of
interoperability, namely, technical interoperability, semantic
interoperability, and process interoperability.

Furthermore, 2 regulatory standards [18,47] proposed minimum
interoperability standards to enable the integration of services
and data exchange between various systems in health care. For
instance, the Kenya Standards and Guidelines for mHealth
Systems [18] suggests standards (for interoperability) for
mHealth systems that are consistent with the recommendations
in internationally accepted standards. They include the
following: (1) clinical messaging—ensuring mHealth systems
conform to Health Level 7 (HL7) version 3 standards and
corresponding implementation guideline; (2) clinical
terminology—ensuring terminologies and classifications for
clinical concepts (eg, International Classification of Diseases,
tenth revision—for diseases; Systemized Nomenclature of
Medicine—for clinical data coding; Logical Observation
Identifiers Names and Codes—for laboratories; and
RxNorm—for Pharmacies); (3) the mHealth system must use
the latest versions of international standards, such as HL7
Clinical Document Architecture for electronic sharing of clinical
documents; (4) concepts—mHealth systems will use the idea
of “concepts” so that information can be transmitted between
systems without losing meaning or context, and HL7 Reference
Implementation Model or other appropriate standards are
recommended for implementing concepts; (5) architecture—to
develop mHealth systems, developers should define the system
architecture that should include data elements and business
logic. Furthermore, to define how mHealth systems interact
with other systems, developers of mHealth solutions must
provide application programming interfaces. FHIR is the
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preferred application programming interface interoperability
standard.

Inclusion and Equitable Access

Inclusion and equitable access are essential principles to ensure
that health apps are culturally appropriate and relevant and
accessible to everyone, regardless of gender, ethnicity, location,
or economic status.

All the included regulatory standards [18,47,48] indicate that
they were developed based on a combination of participatory
and consultative approaches involving multiple actors or
stakeholders, thus promoting inclusion. However, there are no
specific measures or guidance to ensure adequate engagement
and representation of all the relevant stakeholders and to sustain
that engagement.

The Kenya Standards and Guidelines for mHealth Systems [18]
proposes the following systems attributes to ensure equitable
access to mHealth services at all times and from anywhere: (1)
allocation of adequate storage and bandwidth capacity; (2) fast
response time; (3) fast recovery capabilities; (4) performance
monitoring; (5) business continuity processes, for example,
backups; and (6) redundant sites and links. Furthermore, the
Kenya Standards and Guidelines for mHealth Systems [18]
prescribes the following metrics for measuring system
availability: (1) downtime per year, (2) mean time between
failure, (3) mean time to repair, and (4) failure in time.

Although the abovementioned systems attributes and metrics
for measuring system availability are important, the included
standards do not offer any concrete guidance or model for
achieving a sustainable funding mechanism for health apps to
ensure that they are readily available and accessible to those
who need them.

Context: Reasons Why Those Aspects Are Regulated

Technical and Clinical Safety

The 3 standards [18,47,48] were developed to address unsafe,
isolated, and inconsistent implementation. The Health Sector
ICT Standards and Guidelines [48] suggest that although there
has been a lot of ICT investment in the health sector leading to
improvement in service delivery and information exchange,
there remains the challenge of inconsistency in ICT
implementation and harmonization of the health sector system
requirements. Hence, there is a need to adopt global best
practices for software development, acquisition, support, and
maintenance by the MOH. In addition, the Kenya Standards
and Guidelines for mHealth Systems [18] indicates that
standards and guidelines are necessary to ensure a consistent
approach to the development of ICT systems. Similarly, the
Kenya Standards and Guidelines for E-Health Systems
Interoperability [47] recognize the need to ensure that the
processes of collecting, collating, analyzing, interpreting,
disseminating, and using data are consistent with data quality
standards.

Data Protection and Security

To build mutual trust and maximize the benefits of eHealth
information exchange, the Kenya Standards and Guidelines for
E-Health Systems Interoperability [47] reiterate that as health

data are constantly being exchanged across health information
systems, robust security standards are required to maintain their
integrity and confidentiality. This will build the trust of service
users and consequently help to maximize the benefits of eHealth
information exchange such as in self-management.

Standards and Interoperability

Two of the included regulatory standards [47,48] indicate that
the context for standards and interoperability was (1) to address
poor coordination, duplication of efforts, and inefficient use of
resources and (2) to promote the integration of ICT systems.

The Kenya Standards and Guidelines for E-Health Systems
Interoperability [47] acknowledge that the absence of
interoperability standards over the years has led to the
duplication of efforts and the inefficient use of ICT resources
in health care. Now that ICT has become increasingly relevant
in improving efficiency in health service delivery, the Kenya
MOH recognizes the need to adopt a standardized approach,
hence the development of interoperability standards for eHealth
systems. In addition, the Health Sector ICT Standards and
Guidelines [48] emphasize the relevance of interoperability as
a requirement for addressing the inconsistency in implementing
ICT in the health sector.

The Health Sector ICT Standards and Guidelines [48] consider
“integration of ICT systems” as one of its key guiding principles,
acknowledging the lack of information systems integration as
a challenge experienced by ICT services across Kenya.

Inclusion and Equitable Access

The contexts for inclusion and equitable access as generated
from included standards [18,47,48] were (1) to promote
inclusion and (2) to promote equitable access to services.

To promote inclusion, the standards [18,47,48] highlight the
importance of involving and engaging multiple actors and
stakeholders during the development process. However, no
emphasis was placed on the need to sustain stakeholder
engagement during the implementation process.

Pertaining to equitable access, the Kenya Standards and
Guidelines for mHealth Systems [18] acknowledges that the
public health care system is largely unavailable to most of the
population in many developing countries because of
geographical location, resource constraints, inefficiencies, and
lack of awareness. Hence, it recognizes the importance of
ensuring that mHealth services are always accessible by users
and from anywhere as well as the need to put in place
mechanisms to make this happen.

Process: How the Regulations Are Developed and
Implemented
Two themes were generated from the included standards:
development and implementation processes [18,47,48].

Development Process

All the included standards [18,47,48] indicate that they were
developed through a participatory process and in consultation
with a range of subject experts and interest groups. In addition,
the standards [18,47,48] adopted a multisectoral approach to
engage health-related stakeholders from government ministries
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or agencies and development partners and a range of subject
experts and interest groups. It has also been reported that these
standards [18,47,48] were developed based on international best
practices and with reference to international standards. However,
there is no indication that a stakeholder engagement strategy
was adopted to sustain the engagement of stakeholders through
the entire development and implementation process.

Implementation Process

The 3 regulatory standards [18,47,48] identify the key
requirements to ensure effective implementation of IT services
in the health sector. These are (1) legal authority, (2)
coordination, (3) building capacity, and (4) monitoring and
evaluation.

The included standards [18,47,48] were established based on
the legal provisions enshrined in the health and other related
acts and laws of Kenya as well as the relevant policies and
strategies. Hence, it is expected that their implementation will
comply with and be backed by those legal provisions. For
example, the Health Sector ICT Standards and Guidelines [48]
indicate that its implementation will be supported by the
authority from the Kenya Communications Act 2009,
E-Government Strategy, and National ICT Policy. Similarly,
the Kenya Standards and Guidelines for mHealth Systems [18]
asserts that it will be implemented by complying with existing
and relevant national policies, legal frameworks, strategies, and
standards, including the Health Information Policy, ICT
Standards, and System Interoperability Principles.

The included standards [18,47,48] report that the implementation
of regulations will require robust coordination mechanisms. For
instance, the Health Sector ICT Standards and Guidelines [48]
indicate that, as the Ministry’s ICT resource manager, the
principal secretary (also the head of ICT), in collaboration with
the ICT Governance Committee, is responsible for coordinating
the implementation of the standard. The ICT Governance
Committee comprises representatives from the heads of
departments and ICT development partners in the health sector.
The committee’s responsibilities include overseeing, enforcing,
and reviewing standards as well as initiating ICT projects.

The Health Sector ICT Standards and Guidelines [48] highlight
the need for capacity building or training of the MOH staff and
stakeholders who are the primary users of the Ministry’s ICT
services. This will enhance their capacity to implement the
guidelines provided in the document in line with the ministry’s
human resource development policies, regulations, and rules.
However, it is acknowledged that building capacity for health
ICT is a challenge given that there is low adoption of ICT among
health providers, and ICT is not routinely included in the course
content of most training programs. The Kenya Standards and
Guidelines for mHealth Systems [18] listed the “number of
mHealth practitioners trained on the standards and guidelines”
as one of the indicators for monitoring and evaluating mHealth
interventions.

The Health Sector ICT Standards and Guidelines [48] assert
that monitoring and evaluation is an essential role of the MOH
to ensure efficiency, accountability, and transparency throughout

the implementation period. It further stresses that all those who
use the Ministry’s ICT services are required to adhere to the
provisions in the standard as the MOH will carry out quarterly
monitoring exercises on the use of the standard to ensure
compliance based on clear indicators. Furthermore, the ICT
Governance Committee will periodically review and amend the
standard to keep it relevant and effective. Similarly, the Kenya
Standards and Guidelines for mHealth Systems [18] establishes
the following key indicators for effectively monitoring and
evaluating the implementation of the standards and guidelines:
(1) the number of counties in which the MOH has disseminated
the standards and guidelines, (2) the number of counties
successfully implementing the standards and guidelines, (3) the
number of mHealth practitioners trained on the standards and
guidelines, (4) the number of mHealth practitioners accessing
the standards and guidelines, (5) the number of mHealth
practitioners who correctly understand the standards and
guidelines, (6) the number of stakeholders who adhere to the
standards and guidelines, (7) the number of mHealth systems
that follow the required development steps, and (8) the number
of mHealth practitioners who have implemented their systems
by using the standards and guidelines. In addition, the Kenya
Standards and Guidelines for mHealth Systems [18] indicates
that the outlined standards will be reviewed every 3 years to
ensure they are up to date with new changes including the
changes in policies and systems upgrades.

Although all the abovementioned indicators are relevant, the
implementation process is not explicit on the approach for
regulating health apps and ensuring compliance with regulatory
standards and guidance.

Actors: Those the Regulations Are Targeted at
The included standards [18,47,48] identified 2 main groups of
actors for whom the regulations and guidance were targeted.
They included (1) those who provide digital health services and
(2) those who use the ICT infrastructure of the MOH.

Two of the standards [47,48] indicated that the regulations
should be implemented by all individuals and organizations that
provide ICT-related health care services to the public. Similarly,
the Health Sector ICT Standards and Guidelines [48] state that
all those who access or use the MOH ICT infrastructure are
expected to adhere to the guidelines outlined in the document.

Mapping of Stakeholders
To address the third research question, we conducted a
stakeholder mapping guided by the RISA tool [41].

A total of 11 categories of key stakeholders were identified from
all 49 included documents (6 stand-alone regulatory standards
and guidance, 35 national policies or strategies, and 8 other
related documents). These categories are consistent with the
digital health stakeholders recognized by the WHO, ITU, and
UNESCO [32,33,43]. Table 2 presents the mapping of
stakeholders according to their role categorization. A more
detailed table with a potential role description with regard to
regulating health apps for self-management is presented in
Multimedia Appendix 4.
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Table 2. Mapping of stakeholders according to their potential role with regard to regulating health apps for self-management.

Role categorizationList of stakeholdersStakeholder category

Coordination and provision of an enabling envi-
ronment

A1: Government (health
sector)

• Ministry of Health
• Relevant departments and agencies, including the National

Medicines Regulatory Authority

Coordination and provision of an enabling envi-
ronment

A2: Government
(non–health sector)

• Ministry of Power or Energy
• Ministry of Information and Communications Technology or

Telecommunication
• Ministry of Education
• Ministry of Science and Technology
• Ministry of Finance
• Ministry of Justice

ComplianceB: Regulatory bodies • Relevant health regulatory agencies
• Ministry of Justice
• Law enforcement agencies

Funding and insuranceC1: Funding bodies • Donors and aid agencies
• Foundations and development banks
• The private sector
• Other health care funders

Funding and insuranceC2: Insurance • The insurance industry

Strategic supportD1: Intergovernmental, in-
ternational, and continental
organizations

• African Union
• WHOa or WHO Regional Office for Africa
• International Telecommunication Union
• World Bank
• United Nations Children’s Fund

Strategic supportD2: Nonstate actors • Nongovernmental organizations
• Civil society organizations
• Faith-based organizations

Resources and skillsE1: Industries and business-
es that influence the use of
health apps

• App developers
• Network or internet providers
• App evaluators

Resources and skillsE2: Academia and research
bodies and institutions

• Universities
• Teaching hospitals
• Research institutes

Resources and skillsE3: Professionals in re-
search and practice or

• Subject matter experts

Service delivery and useF1: The health care com-
munity (providers)

• Health care providers (eg, hospitals, clinics, and primary health
cares)

• Health care professionals

Service delivery and useF2: The health care com-
munity (users)

• Patients
• Caregivers
• Families
• Community groups

aWHO: World Health Organization.

Discussion

Overview
This paper presents the findings of a scoping review of
regulatory standards and guidance for the use of health apps for
self-management in sub-Saharan Africa. To the best of our
knowledge, this is the first study that attempted to identify and

assess the extent to which regulatory standards and guidance
regulate and guide the use of health apps for self-management
in sub-Saharan Africa as well as map out the key stakeholders
and their potential roles.

Our findings reveal that only 1 country (Kenya) in sub-Saharan
Africa currently has national regulatory standards that could
potentially regulate the use of health apps for self-management.
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The included standards failed to adequately address adequate
attention to inclusion and equitable access. This is concerning
given the growing need to promote the adoption of culturally
appropriate and relevant health apps and to ensure that they are
available to those who need them regardless of gender, ethnicity,
geographical location, or financial status [24-29]. Consequently,
this review provides insights into the regulation of health apps
for self-management in sub-Saharan Africa, which needs to be
given more attention if the potential of these apps is to be
harnessed in the region.

Principal Findings
We identified 49 documents from 31 countries in sub-Saharan
Africa. Although none of the included standards provided a
specific set of regulations on health apps for self-management,
we identified 3 standards [18,47,48] that provided relevant
information regarding the regulation of health apps. The
included national policies and strategies, in contrast, only outline
the goals and commitments made by national governments to
promote the adoption of digital technologies in the health sector
and the plans and paths set forth to achieve these goals.
However, the information they provided was relevant for
identifying and mapping digital health stakeholders who
potentially have vital roles in regulating the use of health apps
for self-management.

The policy analysis framework (content, context, process, and
actors) [42] was adapted and applied to organize the key
findings. The content covered the following areas: guidance on
systems quality; guidance on software and app development,
acquisition, support, and maintenance; security measures for
adequate protection of patients’ digital records; guidance on
data exchange; interoperability as a basic requirement; minimum
standards to enable integration; involvement and engagement
of relevant stakeholders; and system attributes for equitable
access to services. Meanwhile, the context was to address
unsafe, isolated, and inconsistent implementation; to build
mutual trust and maximize the benefits of eHealth information
exchange; to address poor coordination, duplication of efforts,
and inefficient use of resources; to promote the integration of
ICT systems; and to promote inclusion and equitable access to
services. The process involved the development process (which
covers participatory and consultative processes and multisectoral
approach, with reference to international standards and best
practices) and the implementation process (which covers legal
authority, coordination, capacity building, and monitoring and
evaluation). The targeted actors were those who provided digital
health services and those who used the ICT infrastructure of
the MOH.

Furthermore, key stakeholders with potential roles in regulating
health apps for self-management were identified. They include
the government, regulatory bodies, funders, intergovernmental
and nongovernmental organizations, academia, and the health
care community.

Implications of the Study Findings for Practice

Overview
Regulatory standards and guidance act as a bridge between
technological innovation and its safe and effective use in health

care. They ensure that while technology continues to advance,
the safety and trust of patients are never compromised. Among
the plethora of health apps on the market, the over-the-counter,
nonregulated apps such as wellness and fitness apps are the
most mainstream [93-95]. On the other side of the spectrum,
there are regulated health apps that are classified under medical
devices or software as medical device products [94,95]. Some
of these are prescription-only apps, such as digital therapeutics
(DTx) apps for managing substance dependence [95,96].

Although some high-income countries have made significant
strides in ensuring the safety, effectiveness, and accessibility
of health apps, the journey has indeed not been without
challenges and hurdles. Sub-Saharan Africa, although dealing
with its own unique set of challenges, has the opportunity to
learn from the experiences of these high-income countries. This
could potentially allow the region to bypass some of the hurdles
encountered by high-income countries in their journeys.

Technical and Clinical Safety
Technical and clinical safety are essential requirements that
health apps must meet before they can be considered for use
for self-management to minimize the risk of harm to patients.
It is well documented that health apps that function poorly pose
a serious threat to the safety of patients. An example illustrating
how health apps used for self-management can threaten patient
safety is evident in a study [12]. This study [12] revealed that
widely used health apps designed to calculate and estimate
insulin doses could endanger patients by providing incorrect or
inappropriate dose recommendations. Similarly, 2 successive
studies that assessed the contents and tools of apps for asthma
discovered that none of the apps in the first study offered
comprehensive information or adequate tools for asthma
self-management, whereas the follow-up study, which was
conducted 2 years later, showed a 2-fold increase in the number
of asthma apps, yet there was no improvement in the content
and tools offered by the newer apps. In fact, many apps
recommended self-management procedures that were not
supported by evidence [13,14]. Accordingly, some health apps
that support the self-management of long-term conditions do
not adhere to evidence-based guidelines and are unresponsive
to the evolving health needs of patients.

Although the context of included regulatory standards with
regard to technical and clinical safety was to address unsafe,
isolated, and inconsistent implementation, the guidance provided
by these regulatory standards is not specific to health apps, and
they do not provide appropriate guidance and standards for
health organizations and other key stakeholders to establish a
framework for managing the clinical risks associated with
deploying and implementing self-management health apps.
Considering the rapid advancements in digital health (including
artificial intelligence [AI] or machine learning and big data),
health apps will increasingly play a crucial role in supporting
self-management through digitally enabled care pathways that
will improve personalized care and health outcomes [97,98].
Therefore, it is imperative to ensure the technical reliability and
clinical safety of health apps for self-management through robust
regulatory standards and guidance. For instance, a guide on the
criteria for health app assessment, developed by the UK
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government, includes technical stability and clinical safety as
criteria for deciding whether health apps should be considered
for use in the National Health Service (NHS) [99]. In addition,
medical device apps are required to conform to the NHS clinical
risk management standards as part of the clinical safety
requirements [99,100]. In the event of any concerns regarding
the safety of a medical device app, the Yellow Card reporting
system can be used by a responsible clinical safety officer or
any other individual to notify the Medicines and Healthcare
products Regulatory Agency (MHRA) [101,102].

Data Protection and Security
To adequately manage patient information when health apps
are used for self-management, data protection and security
standards and guidance are required. They guarantee that data
are kept and handled safely and responsibly within the
provisions of the law and that patients’ rights and interests are
respected.

There have been ongoing concerns about compliance with
ethical standards, the principles of confidentiality of information,
and data privacy. For example, an assessment of apps that had
previously been endorsed by the former UK NHS Apps Library
revealed substantial gaps in compliance with data protection
principles regarding the collection, storage, and transmission
of personal information. This has raised a fundamental concern
about the credibility of developer disclosures and whether these
disclosures can be trusted by certification programs [15]. A
study assessed the privacy practices of the 36 most popular apps
for depression and smoking cessation for Android and iOS in
the United States and Australia [16]. The findings revealed that
although only 69% (25/36) of the apps included a privacy policy,
92% (33/36) of the apps shared data with a third party, and only
92% (23/25 with privacy policy) of the apps disclosed sharing
data with a third party in their policy. Although 81% (29/36)
of the apps shared data with Google and Facebook for the
purposes of advertising, marketing, or analytics, only 43%
(12/28) of the apps that shared data with Google and 50% (6/12)
of the apps that shared data with Facebook disclosed this in
their policy [16].

In this regard, health app developers and providers in the United
Kingdom are required to conduct a data protection risk
assessment before they launch or update their apps to ensure
compliance with the United Kingdom General Data Protection
Regulation (GDPR) and other relevant regulations, including
the Data Protection Act 2018 [103]. By conducting a data
protection risk assessment, health app developers and providers
can demonstrate that they are accountable; they respect the
privacy and dignity of their users; and that they deliver safe,
effective, and ethical solutions [104].

Health apps are expected to play an increasingly important role
in supporting self-management. However, this ambition can
only be achieved if citizens trust that these apps are collecting
and analyzing data safely and in accordance with robust
regulatory standards and guidance. It is also crucial that these
apps provide reliable information that clinicians can act on [98].
The context of the standards included in this study regarding
data protection and security was to build mutual trust and
maximize the benefits of eHealth information exchange. Trust

is a key factor in the successful adoption and use of health apps,
and transparency in data handling and clinical decision-making
is essential to build and maintain that trust. This is also
paramount for the widespread acceptance and impact of health
apps on health care outcomes in sub-Saharan Africa.

We acknowledge the existence of numerous national laws
related to data protection and security outside the health sector.
Hence, guidelines that link these legislations together must be
provided to ensure compliance with all relevant laws and
guidance when using patient data. An example of how to achieve
this is the United Kingdome’s guide to good practice for digital
and data-driven health technologies that provides guidelines on
how to abide by the laws and principles that govern data security
and protection in the United Kingdom, including the GDPR,
Data Protection Act 2018, and Caldicott Principles [105].

Standards and Interoperability
Standards and interoperability are essential for effectively
developing, deploying, and implementing health apps to support
self-management in sub-Saharan Africa. Interoperability is the
ability of different systems, devices, or applications to
communicate and exchange data with each other in a coordinated
manner, thus providing timely and seamless portable information
across organizational, regional, and national boundaries and
optimizing both individual and population health [106]. In the
same vein, standards enable interoperability between systems
or devices through a common language and a common set of
expectations [106].

Interoperability is crucial in improving the quality, safety, and
efficiency of care delivery as well as empowering patients and
providers with access to relevant and timely information [99].
One of the most widely used and accepted interoperability
standards for health care data exchange is FHIR [106,107].
FHIR is a global industry standard developed by HL7
International. FHIR is designed to be quick to learn and
implement and to support a variety of use cases, including
self-management [108]. By using apps that are based on an
FHIR standard, patients can benefit from data analytics that
show how their health data relate to their chronic conditions or
wellness goals [109]. They could also access all their health
information from one place, even if they visit different health
professionals who use different electronic medical records or
EHR, thus promoting integrated care [28,31,33,109-115]. As a
result, patient care can easily be coordinated.

The context of the included regulatory standards with regard to
standards and interoperability was to address poor coordination,
duplication of efforts, and inefficient use of resources and to
promote the integration of ICT systems. However, in
sub-Saharan Africa, there are many challenges and barriers to
the adoption and implementation of interoperability standards,
such as the lack of awareness or knowledge of the benefits and
requirements of interoperability standards among stakeholders;
lack of incentives or regulations to encourage or enforce the
adoption of interoperability standards by app developers and
vendors; lack of resources or capacity to implement
interoperability standards, including technical expertise,
infrastructure, funding, or governance; and lack of alignment
or coordination among the different actors and initiatives
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involved in developing, deploying, and implementing the digital
health interventions [30,116-119]. To address these challenges,
some possible solutions may include raising awareness and
education on the importance and value of interoperability
standards for health apps among all relevant actors; developing
and implementing policies and guidelines that promote or
mandate the use of interoperability standards by app developers
and vendors; providing technical assistance and support for app
developers and vendors to adopt and implement interoperability
standards, such as tools, frameworks, testing, certification, or
accreditation; and establishing and strengthening collaboration
and coordination among the different stakeholders and initiatives
involved in health app development, deployment, and
implementation in sub-Saharan Africa. In addition, the Digital
Health Platform Handbook, a toolkit developed by the
collaborative efforts of the WHO and ITU [120], can help
countries in sub-Saharan Africa to develop and implement
digital health platforms as the underlying infrastructure for
interoperable and integrated national digital health systems. The
digital health platform is a system-wide approach to developing
digital health solutions with the aim to overcome the problems
of siloed, vertical, and isolated applications and systems that
hamper data management, innovation, efficiency, and impact
in the health sector.

Inclusion and Equitable Access
Inclusion and equitable access are crucial to ensuring that health
apps and related services are culturally appropriate and relevant
as well as accessible to all who need them, regardless of gender,
ethnicity, geographical location, ability, or financial status
[24-29]. This is the key to promoting a “sense of belonging”
and “ownership” and thus underscoring the importance of
stakeholder mapping and involvement or engagement through
the development and implementation process [22].

In this study, the included regulatory standards demonstrate the
importance of inclusion by adopting both a participatory and
consultative approach involving multiple stakeholders from
different sectors. However, the standards do not provide clear
guidance to ensure the adequate participation and sustained
engagement of all relevant stakeholders. The lack of concise
guidance to ensure the adequate participation and engagement
of all relevant stakeholders, especially the susceptible and
disadvantaged groups, can increase the risk of tokenistic
tendencies, which can undermine the cultural appropriateness
of health apps [25,121]. Some susceptible groups, such as
women and people with low socioeconomic status, may face
additional barriers to accessing and using health apps, such as
lack of digital literacy, privacy concerns, cultural norms, or
stigma [25]. Similarly, the cost of developing, maintaining, and
updating health apps may not be covered by public or private
health insurance schemes, which could limit their affordability
and availability for low-income or uninsured populations [95].
However, there is no specific guidance or model for an effective
funding mechanism for health apps in the included regulatory
standards.

To address these challenges and ensure equitable access to health
apps for self-management in sub-Saharan Africa, possible
measures may include developing policies and regulations that

support integrating health app interventions into existing health
systems and financing mechanisms and engaging with
stakeholders from different sectors and backgrounds (including
health professionals, patients, communities, governments, civil
society, academia, and industry) to co-develop and co-implement
frameworks or models that promote the use of health apps for
self-management in ways that are responsive to the local context
and needs. Moreover, establishing regulations that provide
appropriate financing or reimbursement options will reduce the
risk of developers of good quality health apps turning to data
mining for revenue, thus increasing privacy concerns [95]. For
instance, in Germany, the reimbursement of health apps
classified as medical devices (Digitale
Gesundheitsanwendungen) was introduced in 2021 under the
statutory health insurance [122,123]. When a medical device is
prescribed by a physician or a physiotherapist, the manufacturer
must submit an application to the German Federal Institute for
Drugs and Medical Devices (Bundesinstitut für Arzneimittel
und Medizinprodukte) for approval [123]. The Federal
Association of the Statutory Health Insurance Funds
(Spitzenverband Bund der Krankenkassen) determines and
negotiates the reimbursement thresholds following approval.
However, the manufacturer must demonstrate that the app is
safe, functional, and of good quality; complies with data
protection requirements; and benefits patient care [123].

Process
The process of regulating health apps essentially involves the
development and implementation of regulatory standards and
guidance. According to our study, the development process
comprises a participatory and consultative process, a
multisectoral approach, and a reference to international standards
and best practices. In contrast, the implementation process is
ongoing and requires appropriate legal authority, coordination,
capacity building, and monitoring and evaluation.

We recognize that health apps can be accessed and used by
patients from different parts of the world, and this means that
countries need to carefully consider whether health apps that
are accessed and used by their citizens meet the national or
regional legal and ethical requirements, including their cultural
and linguistic needs [23]. For countries in sub-Saharan Africa,
a cross-border or regional collaboration between national legal
authorities through the coordination of agencies such as the
African Medicines Regulatory Harmonization (AMRH) may
help to ensure that health apps built for the region are safe,
effective, and user-friendly for everyone, considering the
contextual differences of the countries [23]. For instance, all
medical device companies that want to sell their products in the
European market must obtain a Conformité Européenne (CE)
mark for their devices, which indicates that they meet the legal
requirements and can be freely circulated within the European
Union [124]. Although the European Union member states
regulate medical devices, the European Medicines Agency is
involved in the regulatory process.

The regulation of health apps is extremely complex and involves
a wide range of stakeholders. Therefore, a robust coordination
mechanism is essential to reduce the risk of fragmentation and
duplication of efforts and to promote the efficient use of
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resources. Most countries in sub-Saharan Africa have units in
health ministries that coordinate and oversee the regulation of
medical products. These units should be autonomous,
full-fledged departments with legal authority (boards or
commissions) to ensure independent, transparent, and
accountable decision-making, but this is often not the case [125].
These units are recognized by the national authorities as
regulators (eg, the National Medicines Regulatory Authority
[NMRA]) [126]. Such organizational structures hinder the
effectiveness of the national regulatory authorities in fulfilling
their mandate and prevent the establishment of quality
management systems to ensure transparent and accountable
decision-making [125].

Furthermore, Essén et al [23] analyzed health app policy or
regulation in 9 high-income countries (Sweden, Norway,
Denmark, Netherlands, Belgium, Germany, England, the United
States, and Singapore) and found that most of these countries
adopted centralized approaches to app evaluation. Although
centralized approaches might have advantages over
self-evaluation, they may create bottlenecks and limit the
availability of high-quality health apps for users. As suggested
by Essén et al [23], a decentralized approach, such as the
accreditation of evaluation agencies, maybe a worthwhile
solution. However, this will require adequate coordination to
ensure the consistency and reliability of the evaluation criteria
and methods across different agencies as well as the
transparency and accountability of the accreditation process. A
possible way to achieve this is to adopt a common framework
that can guide the evaluation and accreditation of health apps.

Similarly, the postmarket surveillance (PMS) system, which is
a new regulation for medical devices in Europe, is a process of
collecting and analyzing data on medical devices after they have
been launched into the market to ensure their safety and
performance and to identify any problems or need for
improvements [127,128]. The PMS system is important because
premarket data, which are obtained from testing a medical
device before it is launched, have limitations in capturing the
long-term performance and risks of the device [128]. Currently,
the PMS system does not cover fitness and wellness apps, which
are commonly used in self-management. Hence, Yu [93]
proposed that the PMS system should also be applied to DHTs,
such as fitness and wellness apps. They argue that the
postmarket data would help regulators periodically review and
adjust the regulatory standards for these groups of health apps
based on their risks and benefits.

Drawing on the experience of the United Kingdom, it can be
clearly demonstrated that the regulation of health apps is a
complex, a multifaceted, and an evolving process that involves
different regulators and criteria depending on the nature and
function of the app. For instance, a centralized NHS Apps
Library was launched as a beta site in April 2017 to provide
patients with a collection of trusted and easy-to-use digital health
tools [129]. The library provided access to a range of health
apps that were reviewed and approved by the NHS, including
apps that could help patients manage conditions such as diabetes,
mental health, and chronic obstructive pulmonary disease [130].
However, the library was closed in December 2021 [131].
Although no reason for the closure was provided on the website,

it is likely because of persistent concerns regarding the safety
of patients and data privacy involving multiple apps including
those listed in the library [12,14-16,131,132]. The NHS App
was introduced in January 2019 before the closure of the NHS
Apps Library to serve as the gateway for accessing NHS services
including ordering repeat prescriptions and booking or managing
appointments [133].

Furthermore, the United Kingdom Health Security Agency,
formerly known as Public Health England, issued a guidance
on criteria for health app assessment in October 2017 [99]. The
purpose of this guidance was to ensure that all health apps built
for the UK population work well and provide clear information
about their functions, benefits, and intended outcomes for
patients and health care professionals. On the basis of this
guidance, those intending to build an app are required to
conform to certain regulations before being considered for the
app assessment process. The 2 main regulations are the medical
device regulation and the Care Quality Commission (CQC)
registration. Apps that are considered as medical devices must
register with the MHRA and have a CE mark. Apps providing
health or social care that fit into 1 of 14 regulated activities are
required to register with the CQC before they can be assessed
[134]. CQC is an independent regulator of health and social
care services in England.

Similarly, the Organisation for the Review of Care and Health
Apps (ORCHA) is a UK-based organization that independently
evaluates and distributes health apps. It provides services such
as app review, accreditation, curation, and recommendation
within the United Kingdom and across the world [135]. ORCHA
also enables organizations (including the NHS) to build a
decentralized web-based digital health library of
consumer-friendly over-the-counter apps [135-137]. These apps
are continuously assessed by ORCHA against the standards and
regulations in clinical and professional assurance, data quality
and privacy, and usability and accessibility [137].

In addition, the Digital Technology Assessment Criteria (DTAC)
were introduced in beta in October 2020, and its first official
version was subsequently launched in February 2021 [138].
The DTAC plays a crucial role in ensuring that digital health
tools meet the necessary standards in areas such as clinical
safety, data protection, technical security, interoperability,
usability, and accessibility. By serving as the national baseline
criteria for DHTs in the NHS and social care, it provides a
valuable framework for health care organizations during
procurement. It also offers guidance for developers on the
expectations for their digital technologies within the NHS and
social care. This is an example of how a harmonized framework
can help ensure the quality and safety of DHTs, including health
apps.

In addition, the National Institute for Health and Care Excellence
Evidence Standards Framework is a set of evidence standards
for a wide range of DHTs designed to help evaluators and
decision makers in the health care system to consistently identify
DHTs that are likely to offer benefits to the users and the health
care system [139]. The Evidence Standards Framework was
first published in March 2019 and is ideally used before DHTs
(including health apps) are considered for commissioning or
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procurement by the NHS [140]. It is a crucial tool for ensuring
that DHTs are clinically effective and offer value to the health
and care system in the United Kingdom. In August 2022, the
framework was updated to include AI and data-driven
technologies with adaptive algorithms [140].

Furthermore, DTx apps, which are a type of medical device,
are not allowed into the UK market unless they comply with
the UK GDPR and meet the requirements of DTAC. In addition,
they must bear the CE or UK Conformity Assessed marks [141].
This means that DTx apps must demonstrate their safety and
efficacy through clinical trials and comply with the relevant
regulations for data protection and quality standards as regulated
by the MHRA. DTx products are also recognized as DHTs under
the National Institute for Health and Care Excellence Evidence
Standards Framework [142]. DTx incorporates software to treat,
prevent, or manage specific diseases or conditions [143,144].
The fact that DTx products typically focus on a narrow clinical
indication and generate evidence of clinical efficacy underscores
their potential to make a substantial contribution to
self-management and health care delivery in general. The
increasing recognition of the role of DTx in patient care by
regulators is also noteworthy, and the creation of regulatory and
reimbursement pathways for approved apps further enables DTx
products to continue to play an important role in impacting
health care delivery [1,143]. This is a testament to the potential
of regulated health apps to revolutionize health care and improve
patient outcomes.

Among the many lessons to learn from the experience of the
United Kingdom is that the regulation of health apps must
evolve to keep pace with advances in DHTs and adapt to the
changing needs and demands of digital health. Moreover, efforts
are being made to streamline the multifaceted approaches to
simplify app regulation and access in the United Kingdom [23].
Therefore, a robust and dynamic coordination mechanism, along
with political will, skilled personnel, reliable funding, and a
robust framework for monitoring and evaluating progress and
aligning key performance indicators, is essential for countries
in sub-Saharan Africa to keep pace with the advancement in
the regulation of health apps. There is also a need to strengthen
collaboration and ensure regulatory harmonization among
national regulatory authorities and continental bodies such as
the regional economic communities, AMRH, and the WHO
AFRO [126].

Capacity building and monitoring and evaluation are important
factors for ensuring effective regulation of health apps given
the complex nature of the process. The regulation of medical
products (including health apps) in sub-Saharan Africa generally
includes licensing and accreditation, evaluation, inspection,
quality control, information dissemination and promotion, and
monitoring of adverse events [125]. Therefore, high-level skills
as well as effective monitoring and evaluation will be required
to ensure the success of the process. For most countries in
sub-Saharan Africa, the NMRA is responsible for coordinating
and overseeing the regulatory system of medical products
[125,126]. However, in most cases, NMRAs are unable to
perform the core regulatory functions expected of them [145].
More than 90% of African countries have limited or no capacity
to regulate medical products, with only 7% having moderately

developed capabilities [145]. The lack of effective NMRAs in
Africa exposes the citizens to potential harm by allowing unsafe,
low-quality, and fake medical products to circulate and be used
[145].

Although it is the responsibility of governments to establish
functional regulatory systems and ensure effective monitoring
and evaluation of the regulatory process, the involvement of
international and continental organizations to support
sub-Saharan African countries improve the regulatory capacity
of their national regulatory agencies would be extremely
beneficial. For instance, the African Medicines Agency (AMA)
was established in November 2019 as a treaty adopted by the
African Union Member States to help address the concerns
arising from weak regulatory systems on the continent. At
present, 37 countries have signed the AMA treaty, including
26 countries that have ratified it [146]. The main objective of
the AMA is to enhance the capacity of States Parties and
regional economic communities to regulate medical products
to improve the quality, safety, and efficacy of medical products
on the continent [147]. The AMA, in collaboration with other
existing capacity building initiatives or organizations, such as
the WHO Global Initiative on Digital Health, ITU, AMRH,
WHO AFRO, and United Nations Children’s Fund, can assist
sub-Saharan African countries in aligning their regulatory
requirements with available resources and support them to
acquire the necessary tools and skills to build effective and
sustainable regulatory systems for health apps. This can be
achieved by adopting a decentralized approach to engage a
network of technical experts across the African Union similar
to the model of the European Medicines Agency [148].

Actors or Stakeholders
The regulation of health apps often requires working with a
wide range of actors or stakeholders. However, in this review,
we identified only 2 main actor groups (those who provide
digital health services and those who use the ICT infrastructure
of the health ministry). These are the groups that are targeted
by the included regulatory standards.

From a broader perspective, 12 categories of stakeholders
according to their potential role in regulating health apps for
the self-management were mapped in this study. The potential
contribution of these stakeholders to the regulation of health
apps for self-management in sub-Saharan Africa not only
depends on their roles and responsibilities but also on their
interests, needs, expectations, and influence [41,149-151]. Thus,
a robust stakeholder analysis is paramount as it can help define
the scope of the regulatory process, prioritize the requirements,
manage the expectations, and ensure the engagement and
participation of stakeholders throughout the regulatory process
[41,152-156]. Our stakeholder mapping, as presented in Table
2 (refer to Multimedia Appendix 4 for more details), lays the
foundation for national governments to conduct a robust
stakeholder analysis and to adopt an all-inclusive stakeholder
engagement strategy to manage and sustain the engagement and
participation of all relevant stakeholders [157,158].
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Recommendations
Our review found that the regulation of health apps in
sub-Saharan Africa is especially poor and almost nonexistent,
as only Kenya has national standards that could address some
of the regulatory issues related to health apps. Therefore, we
recommend the following actions to help sub-Saharan African
countries improve the regulation of health apps to support
self-management:

• Establish a clear and consistent definition of what
constitutes a health app (considering AI or machine
learning) and what level of regulation is required for
different types of apps.

• Develop and implement criteria and guidelines that ensure
the quality, safety, and usability of health apps.

• Engage with independent app evaluators, such as ORCHA,
to adopt a common framework that can guide the evaluation
and accreditation of health apps and use the framework to
create and maintain decentralized and transparent platforms
that showcase and evaluate health apps for users and health
care professionals.

• Develop and implement policies and regulations that enable
sustainable funding for health apps such as integrating the
use of health apps for self-management into existing health
systems and financing pathways or mechanisms.

• Support and facilitate innovation and collaboration across
the sub-Saharan Africa region, especially in areas including
but not limited to data security and privacy, interoperability
standards, usability, accessibility, funding, capacity
building, and monitoring and evaluation of the regulatory
process.

• Manage and sustain the engagement, involvement, and
participation of all relevant stakeholders in the regulatory
process by conducting a robust stakeholder analysis and
adopting an all-inclusive stakeholder engagement strategy.

Strengths and Limitations of the Study
This study has several strengths, which include an extensive
search of gray literature and repositories, contact with key
individuals, and the use of a systematic approach. Given that
regulatory standards and guidance are unavailable in scientific
databases, a wide range of gray literature and repositories were
searched. In addition, contact was made with key staff members
to obtain relevant documents, including those at the MOHs, the
WHO country offices, and the WHO AFRO. Second, to enhance
the strength of the study, a policy analysis framework was
adapted and used to systematically organize the key study
findings, whereas a deductive descriptive qualitative content

analysis approach was used to identify and analyze texts that
contained relevant concepts and other related information based
on the 4 predefined themes. Third, the RISA tool was used to
guide the mapping of key stakeholders. This has further
increased the robustness of the study findings.

The limitations of this study include the fact that our literature
search was conducted in English. Although the literature search
was conducted in English, it yielded documents written in
French and Portuguese from the ICTworks repository. Second,
regulatory standards and guidance are not readily available on
scientific databases; hence, it is possible that some relevant
documents might have been missed. However, efforts were
made to obtain these documents by contacting key stakeholders
including key contact persons at the WHO AFRO, WHO country
offices, and MOHs. In addition, contacting key individuals only
for the purposes of requesting documents rather than conducting
direct interviews was one of the limitations of this study.
Interviewing key contact persons and stakeholders to obtain
additional information could have strengthened the review;
however, we did not interview any key individuals or
stakeholders because it was beyond the scope of this review.
Nonetheless, we recommend that future studies consider
incorporating interviews to explore the perspectives of key
stakeholders.

Conclusions
Health apps are increasingly being used by patients to manage
their health, and sub-Saharan African countries can leverage
these apps to advance their progress toward achieving SDG 3
(good health and well-being) and UHC, especially given the
rapid advancement of AI and big data. However, our study has
established that the regulation of health apps in sub-Saharan
Africa is inadequate to ensure that health apps are technically
reliable and clinically safe; interoperable across systems;
compliant with the principles of confidentiality of information
and data privacy; culturally appropriate and relevant; and
accessible to everyone regardless of gender, ethnicity, location,
or income. Therefore, the region can learn from the experiences
of some high-income countries such as the United Kingdom
and Germany to develop and implement a robust and responsive
regulatory system that supports the widespread adoption of safe,
effective, and beneficial health apps for its population.

Following the publication of this review, a summary of the
findings will be disseminated to the relevant organizations. In
addition, the key findings will be summarized and presented at
national, regional, and international conferences.

Acknowledgments
The authors would like to thank Rebecca Jones, the Library Manager and Liaison Librarian at Charing Cross Library, who advised
and assisted with the search strategy for this study. This work is part of the PhD research of BAB, which is sponsored by the
government of Nigeria. AM and JC were supported by the National Institute for Health and Care Research (NIHR) Applied
Research Collaboration Northwest London (NIHR200180). The views expressed in this publication are those of the authors and
not necessarily those of the government of Nigeria or the NIHR or the Department of Health and Social Care. In the Results and
Discussion sections, Microsoft Copilot in Bing [159] was used to help summarize and modify a few texts as well as suggest some
citations.

J Med Internet Res 2024 | vol. 26 | e49163 | p. 17https://www.jmir.org/2024/1/e49163
(page number not for citation purposes)

Bene et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Data Availability
The search strategy for PubMed, Scopus, and the World Health Organization AIM is presented in Multimedia Appendix 1. All
data generated or analyzed during this study are included in this published article (and its supplementary information files). The
documents analyzed are available directly from the relevant institutional websites, ICTworks repository [44] or upon request
from the relevant government departments in each country. Additionally, documents in the list of references that are not accessible
on the web can be solicited from the corresponding author on reasonable request.

Authors' Contributions
BAB and JC conceived the study. BAB designed the study with contributions from JC and NM. BAB drafted the manuscript,
and JC, NM, AM, SI, KPF, BIH, and NU read and contributed to it. AM was the clinical lead, and JC acted as a guarantor for
this study. The final manuscript was read and approved by all the authors.

Conflicts of Interest
None declared.

Multimedia Appendix 1
PRISMA-ScR (Preferred Reporting Items for Systematic Reviews and Meta-Analyses extension for Scoping Reviews) checklist.
[DOCX File , 108 KB-Multimedia Appendix 1]

Multimedia Appendix 2
Database search strategy.
[DOCX File , 30 KB-Multimedia Appendix 2]

Multimedia Appendix 3
Details of included documents.
[DOCX File , 21 KB-Multimedia Appendix 3]

Multimedia Appendix 4
Mapping of the stakeholders according to their potential role in regulating health apps for self-management.
[DOCX File , 22 KB-Multimedia Appendix 4]

References

1. Aitken M, Nass D. Digital health trends 2021: innovation, evidence, regulation, and adoption. IQVIA Institute for Human
Data Science. 2021. URL: https://www.iqvia.com/-/media/iqvia/pdfs/institute-reports/digital-health-trends-2021/
iqvia-institute-digital-health-trends-2021.pdf?&_=1669449368070 [accessed 2022-11-26]

2. Mobile app threat landscape report. RiskIQ. 2020. URL: https://www.riskiq.com/
2020-mobile-threat-landscape-report-thank-you/ [accessed 2021-07-19]

3. El-Sappagh S, Ali F, Hendawi A, Jang JH, Kwak KS. A mobile health monitoring-and-treatment system based on integration
of the SSN sensor ontology and the HL7 FHIR standard. BMC Med Inform Decis Mak. May 10, 2019;19(1):97. [FREE
Full text] [doi: 10.1186/s12911-019-0806-z] [Medline: 31077222]

4. Labrique AB, Vasudevan L, Kochi E, Fabricant R, Mehl G. mHealth innovations as health system strengthening tools: 12
common applications and a visual framework. Glob Health Sci Pract. Aug 06, 2013;1(2):160-171. [FREE Full text] [doi:
10.9745/ghsp-d-13-00031]

5. Adepoju IOO, Albersen BJA, De Brouwere V, van Roosmalen J, Zweekhorst M. mHealth for clinical decision-making in
sub-Saharan Africa: a scoping review. JMIR Mhealth Uhealth. Mar 23, 2017;5(3):e38. [FREE Full text] [doi:
10.2196/mhealth.7185] [Medline: 28336504]

6. Vegesna A, Tran M, Angelaccio M, Arcona S. Remote patient monitoring via non-invasive digital technologies: a systematic
review. Telemed J E Health. Jan 2017;23(1):3-17. [FREE Full text] [doi: 10.1089/tmj.2016.0051] [Medline: 27116181]

7. Use of appropriate digital technologies for public health: Report by the Director-General. World Health Organization. 2016.
URL: https://iris.who.int/handle/10665/274134 [accessed 2023-05-06]

8. El-Osta A, Rowe C, Majeed A. Developing a shared definition of self-driven healthcare to enhance the current healthcare
delivery paradigm. J R Soc Med. Nov 2022;115(11):424-428. [FREE Full text] [doi: 10.1177/01410768221136245]
[Medline: 36455623]

9. Hussein R. A review of realizing the universal health coverage (UHC) goals by 2030: part 2- what is the role of eHealth
and technology? J Med Syst. Jul 2015;39(7):72. [doi: 10.1007/s10916-015-0255-x] [Medline: 26044851]

J Med Internet Res 2024 | vol. 26 | e49163 | p. 18https://www.jmir.org/2024/1/e49163
(page number not for citation purposes)

Bene et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://jmir.org/api/download?alt_name=jmir_v26i1e49163_app1.docx&filename=ad9a495542eec506108970d2599e274b.docx
https://jmir.org/api/download?alt_name=jmir_v26i1e49163_app1.docx&filename=ad9a495542eec506108970d2599e274b.docx
https://jmir.org/api/download?alt_name=jmir_v26i1e49163_app2.docx&filename=2da5a4cb69bf3946ede32fb8378d557b.docx
https://jmir.org/api/download?alt_name=jmir_v26i1e49163_app2.docx&filename=2da5a4cb69bf3946ede32fb8378d557b.docx
https://jmir.org/api/download?alt_name=jmir_v26i1e49163_app3.docx&filename=30d6c012794e2c296ddbc2a3097d6e89.docx
https://jmir.org/api/download?alt_name=jmir_v26i1e49163_app3.docx&filename=30d6c012794e2c296ddbc2a3097d6e89.docx
https://jmir.org/api/download?alt_name=jmir_v26i1e49163_app4.docx&filename=84b82f324c67ff03161c4017e2b01b46.docx
https://jmir.org/api/download?alt_name=jmir_v26i1e49163_app4.docx&filename=84b82f324c67ff03161c4017e2b01b46.docx
https://www.iqvia.com/-/media/iqvia/pdfs/institute-reports/digital-health-trends-2021/iqvia-institute-digital-health-trends-2021.pdf?&_=1669449368070
https://www.iqvia.com/-/media/iqvia/pdfs/institute-reports/digital-health-trends-2021/iqvia-institute-digital-health-trends-2021.pdf?&_=1669449368070
https://www.riskiq.com/2020-mobile-threat-landscape-report-thank-you/
https://www.riskiq.com/2020-mobile-threat-landscape-report-thank-you/
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-019-0806-z
https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-019-0806-z
http://dx.doi.org/10.1186/s12911-019-0806-z
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31077222&dopt=Abstract
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4168567/
http://dx.doi.org/10.9745/ghsp-d-13-00031
https://mhealth.jmir.org/2017/3/e38/
http://dx.doi.org/10.2196/mhealth.7185
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28336504&dopt=Abstract
https://europepmc.org/abstract/MED/27116181
http://dx.doi.org/10.1089/tmj.2016.0051
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27116181&dopt=Abstract
https://iris.who.int/handle/10665/274134
https://journals.sagepub.com/doi/abs/10.1177/01410768221136245?url_ver=Z39.88-2003&rfr_id=ori:rid:crossref.org&rfr_dat=cr_pub  0pubmed
http://dx.doi.org/10.1177/01410768221136245
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36455623&dopt=Abstract
http://dx.doi.org/10.1007/s10916-015-0255-x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26044851&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


10. Sustainable development goal 3: Ensure healthy lives and promote well-being for all at all ages. United Nations. URL:
https://sdgs.un.org/goals/goal3 [accessed 2023-05-07]

11. Coronavirus: apps to help the elderly. Organisation for the Review of Care and Health Apps. 2020. URL: https://orchahealth.
com/coronavirus-apps-to-help-the-elderly/ [accessed 2021-07-19]

12. Huckvale K, Adomaviciute S, Prieto JT, Leow MKS, Car J. Smartphone apps for calculating insulin dose: a systematic
assessment. BMC Med. May 06, 2015;13:106. [FREE Full text] [doi: 10.1186/s12916-015-0314-7] [Medline: 25943590]

13. Huckvale K, Car M, Morrison C, Car J. Apps for asthma self-management: a systematic assessment of content and tools.
BMC Med. Nov 22, 2012;10:144. [FREE Full text] [doi: 10.1186/1741-7015-10-144] [Medline: 23171675]

14. Huckvale K, Morrison C, Ouyang J, Ghaghda A, Car J. The evolution of mobile apps for asthma: an updated systematic
assessment of content and tools. BMC Med. Mar 23, 2015;13:58. [FREE Full text] [doi: 10.1186/s12916-015-0303-x]
[Medline: 25857569]

15. Huckvale K, Prieto JT, Tilney M, Benghozi PJ, Car J. Unaddressed privacy risks in accredited health and wellness apps:
a cross-sectional systematic assessment. BMC Med. Sep 07, 2015;13:214. [FREE Full text] [doi: 10.1186/s12916-015-0444-y]
[Medline: 26404673]

16. Huckvale K, Torous J, Larsen ME. Assessment of the data sharing and privacy practices of smartphone apps for depression
and smoking cessation. JAMA Netw Open. Apr 05, 2019;2(4):e192542. [FREE Full text] [doi:
10.1001/jamanetworkopen.2019.2542] [Medline: 31002321]

17. Ndlovu K, Mars M, Scott RE. Interoperability frameworks linking mHealth applications to electronic record systems. BMC
Health Serv Res. May 13, 2021;21(1):459. [FREE Full text] [doi: 10.1186/s12913-021-06473-6] [Medline: 33985495]

18. Kenya standards and guidelines for mHealth systems. Kenya Ministry of Health. 2017. URL: https://www.health.go.ke/
wp-content/uploads/2020/02/Revised-Guidelines-For-Mhealth-Systems-May-Version.pdf [accessed 2023-03-21]

19. Standard for electronic health record system (EHRs) in Ethiopia. Ethiopia Minister of Health. 2021. URL: https://registry.
betterehealth.eu/ehealth-policies/standard-electronic-health-record-system-ehrs-ethiopia [accessed 2023-04-21]

20. National health normative standards framework for digital health interoperability in South Africa. South Africa Department
of Health. 2021. URL: https://www.health.gov.za/wp-content/uploads/2022/10/HNSF_Gazette_21_October_2022.pdf
[accessed 2023-05-15]

21. Ferretti A, Ronchi E, Vayena E. From principles to practice: benchmarking government guidance on health apps. Lancet
Digit Health. Jun 2019;1(2):e55-e57. [FREE Full text] [doi: 10.1016/S2589-7500(19)30027-5] [Medline: 33323230]

22. Diao JA, Venkatesh KP, Raza MM, Kvedar JC. Multinational landscape of health app policy: toward regulatory consensus
on digital health. NPJ Digit Med. May 11, 2022;5(1):61. [FREE Full text] [doi: 10.1038/s41746-022-00604-x] [Medline:
35545663]

23. Essén A, Stern AD, Haase CB, Car J, Greaves F, Paparova D, et al. Health app policy: international comparison of nine
countries' approaches. NPJ Digit Med. Mar 18, 2022;5(1):31. [FREE Full text] [doi: 10.1038/s41746-022-00573-1] [Medline:
35304561]

24. Brown SA, Garcia AA, Kouzekanani K, Hanis CL. Culturally competent diabetes self-management education for Mexican
Americans: the Starr County border health initiative. Diabetes Care. Feb 2002;25(2):259-268. [FREE Full text] [doi:
10.2337/diacare.25.2.259] [Medline: 11815493]

25. Chaney SC, Mechael P. Self-Care Trailblazer Group. 2020. URL: https://media.psi.org/wp-content/uploads/2020/09/
31000510/Digital-Self-Care-Final.pdf [accessed 2021-05-20]

26. Kanzaveli T. Healthcare: shiftingfrom “one size fits all” to “one size fits one”. Medium. 2017. URL: https://tkanzaveli.
medium.com/healthcare-shifting-from-one-size-fits-all-to-one-size-fits-one-d56136ded705 [accessed 2022-03-04]

27. Myth 1 – one app will fit all!. Organisation for the Review of Care and Health Apps. URL: https://orchahealth.com/
myth-1-one-app-will-fit-all/ [accessed 2022-03-04]

28. Aitken M, Lyle J. Patient adoption of mHealth: use, evidence and remaining barriers to mainstream acceptance. IQVIA
Institute for Human Data Science. Sep 2015. URL: https://www.iqvia.com/-/media/iqvia/pdfs/institute-reports/
patient-adoption-of-mhealth.pdf [accessed 2021-05-21]

29. Mechael P, Batavia H, Kaonga N. Barriers and gaps affecting mhealth in low and middle income countries: policy white
paper. Center for Global Health and Economic Development Earth Institute, Columbia University. 2010. URL: http://www.
globalproblems-globalsolutions-files.org/pdfs/mHealth_Barriers_White_Paper.pdf [accessed 2021-03-24]

30. Bene BA, Ibeneme S, Fadahunsi KP, Harri BI, Ukor N, Mastellos N, et al. Regulatory standards and guidance for the use
of health applications for self-management in Africa: scoping review protocol. BMJ Open. Feb 11, 2022;12(2):e058067.
[FREE Full text] [doi: 10.1136/bmjopen-2021-058067] [Medline: 35149576]

31. Aitken M, Gauntlett C. Patient apps for improved healthcare: from novelty to mainstream. IMS Institute for Healthcare
Informatics. 2013. URL: https://ignacioriesgo.es/wp-content/uploads/2014/03/iihi_patient_apps_report_editora_39_2_1.
pdf [accessed 2024-03-10]

32. National eHealth Strategy Toolkit. World Health Organization, International Telecommunication Union. 2012. URL: https:/
/www.itu.int/pub/D-STR-E_HEALTH.05-2012 [accessed 2021-06-28]

33. Global strategy on digital health 2020-2025. World Health Organization. 2021. URL: https://www.who.int/docs/default-source/
documents/gs4dhdaa2a9f352b0445bafbc79ca799dce4d.pdf [accessed 2021-06-23]

J Med Internet Res 2024 | vol. 26 | e49163 | p. 19https://www.jmir.org/2024/1/e49163
(page number not for citation purposes)

Bene et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://sdgs.un.org/goals/goal3
https://orchahealth.com/coronavirus-apps-to-help-the-elderly/
https://orchahealth.com/coronavirus-apps-to-help-the-elderly/
https://bmcmedicine.biomedcentral.com/articles/10.1186/s12916-015-0314-7
http://dx.doi.org/10.1186/s12916-015-0314-7
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25943590&dopt=Abstract
https://bmcmedicine.biomedcentral.com/articles/10.1186/1741-7015-10-144
http://dx.doi.org/10.1186/1741-7015-10-144
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23171675&dopt=Abstract
https://bmcmedicine.biomedcentral.com/articles/10.1186/s12916-015-0303-x
http://dx.doi.org/10.1186/s12916-015-0303-x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25857569&dopt=Abstract
https://bmcmedicine.biomedcentral.com/articles/10.1186/s12916-015-0444-y
http://dx.doi.org/10.1186/s12916-015-0444-y
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26404673&dopt=Abstract
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6481440/
http://dx.doi.org/10.1001/jamanetworkopen.2019.2542
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31002321&dopt=Abstract
https://bmchealthservres.biomedcentral.com/articles/10.1186/s12913-021-06473-6
http://dx.doi.org/10.1186/s12913-021-06473-6
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33985495&dopt=Abstract
https://www.health.go.ke/wp-content/uploads/2020/02/Revised-Guidelines-For-Mhealth-Systems-May-Version.pdf
https://www.health.go.ke/wp-content/uploads/2020/02/Revised-Guidelines-For-Mhealth-Systems-May-Version.pdf
https://registry.betterehealth.eu/ehealth-policies/standard-electronic-health-record-system-ehrs-ethiopia
https://registry.betterehealth.eu/ehealth-policies/standard-electronic-health-record-system-ehrs-ethiopia
https://www.health.gov.za/wp-content/uploads/2022/10/HNSF_Gazette_21_October_2022.pdf
https://linkinghub.elsevier.com/retrieve/pii/S2589-7500(19)30027-5
http://dx.doi.org/10.1016/S2589-7500(19)30027-5
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33323230&dopt=Abstract
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9095713/
http://dx.doi.org/10.1038/s41746-022-00604-x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35545663&dopt=Abstract
https://www.nature.com/articles/s41746-022-00573-1
http://dx.doi.org/10.1038/s41746-022-00573-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35304561&dopt=Abstract
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC2134805/
http://dx.doi.org/10.2337/diacare.25.2.259
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=11815493&dopt=Abstract
https://media.psi.org/wp-content/uploads/2020/09/31000510/Digital-Self-Care-Final.pdf
https://media.psi.org/wp-content/uploads/2020/09/31000510/Digital-Self-Care-Final.pdf
https://tkanzaveli.medium.com/healthcare-shifting-from-one-size-fits-all-to-one-size-fits-one-d56136ded705
https://tkanzaveli.medium.com/healthcare-shifting-from-one-size-fits-all-to-one-size-fits-one-d56136ded705
https://orchahealth.com/myth-1-one-app-will-fit-all/
https://orchahealth.com/myth-1-one-app-will-fit-all/
https://www.iqvia.com/-/media/iqvia/pdfs/institute-reports/patient-adoption-of-mhealth.pdf
https://www.iqvia.com/-/media/iqvia/pdfs/institute-reports/patient-adoption-of-mhealth.pdf
http://www.globalproblems-globalsolutions-files.org/pdfs/mHealth_Barriers_White_Paper.pdf
http://www.globalproblems-globalsolutions-files.org/pdfs/mHealth_Barriers_White_Paper.pdf
https://bmjopen.bmj.com/lookup/pmidlookup?view=long&pmid=35149576
http://dx.doi.org/10.1136/bmjopen-2021-058067
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35149576&dopt=Abstract
https://ignacioriesgo.es/wp-content/uploads/2014/03/iihi_patient_apps_report_editora_39_2_1.pdf
https://ignacioriesgo.es/wp-content/uploads/2014/03/iihi_patient_apps_report_editora_39_2_1.pdf
https://www.itu.int/pub/D-STR-E_HEALTH.05-2012
https://www.itu.int/pub/D-STR-E_HEALTH.05-2012
https://www.who.int/docs/default-source/documents/gs4dhdaa2a9f352b0445bafbc79ca799dce4d.pdf
https://www.who.int/docs/default-source/documents/gs4dhdaa2a9f352b0445bafbc79ca799dce4d.pdf
http://www.w3.org/Style/XSL
http://www.renderx.com/


34. Arksey H, O'Malley L. Scoping studies: towards a methodological framework. Int J Soc Res Methodol. Feb 2005;8(1):19-32.
[FREE Full text] [doi: 10.1080/1364557032000119616]

35. Anderson S, Allen P, Peckham S, Goodwin N. Asking the right questions: scoping studies in the commissioning of research
on the organisation and delivery of health services. Health Res Policy Syst. Jul 09, 2008;6:7. [FREE Full text] [doi:
10.1186/1478-4505-6-7] [Medline: 18613961]

36. Levac D, Colquhoun H, O'Brien KK. Scoping studies: advancing the methodology. Implement Sci. Sep 20, 2010;5:69.
[FREE Full text] [doi: 10.1186/1748-5908-5-69] [Medline: 20854677]

37. Peters MDJ, Marnie C, Tricco AC, Pollock D, Munn Z, Alexander L, et al. Updated methodological guidance for the
conduct of scoping reviews. JBI Evid Synth. Oct 2020;18(10):2119-2126. [FREE Full text] [doi: 10.11124/JBIES-20-00167]
[Medline: 33038124]

38. Tricco AC, Lillie E, Zarin W, O'Brien KK, Colquhoun H, Levac D, et al. PRISMA Extension for Scoping Reviews
(PRISMA-ScR): checklist and explanation. Ann Intern Med. Oct 02, 2018;169(7):467-473. [FREE Full text] [doi:
10.7326/M18-0850] [Medline: 30178033]

39. Leitner C, Potenziani D. Mendeley reference manager. Mendeley. 2022. URL: https://www.mendeley.com/
reference-management/reference-manager [accessed 2022-08-03]

40. Better systematic review management. Covidence. URL: https://www.covidence.org/ [accessed 2023-02-13]
41. Franco-Trigo L, Fernandez-Llimos F, Martínez-Martínez F, Benrimoj SI, Sabater-Hernández D. Stakeholder analysis in

health innovation planning processes: A systematic scoping review. Health Policy. Oct 2020;124(10):1083-1099. [FREE
Full text] [doi: 10.1016/j.healthpol.2020.06.012] [Medline: 32829927]

42. Walt G, Gilson L. Reforming the health sector in developing countries: the central role of policy analysis. Health Policy
Plan. Dec 1994;9(4):353-370. [FREE Full text] [doi: 10.1093/heapol/9.4.353] [Medline: 10139469]

43. Digital health: a call for government leadership and cooperation between ICT and health. Broadband Commission. 2017.
URL: https://broadbandcommission.org/wp-content/uploads/2021/09/WGHealth_Report2017-.pdf [accessed 2021-06-28]

44. Vota W. Every African country’s national eHealth strategy or digital health policy. ICT works. 2019. URL: https://www.
ictworks.org/african-national-ehealth-strategy-policy/ [accessed 2023-12-10]

45. Moher D, Liberati A, Tetzlaff J, Altman DG, PRISMA Group. Preferred reporting items for systematic reviews and
meta-analyses: the PRISMA statement. PLoS Med. Jul 21, 2009;6(7):e1000097. [FREE Full text] [doi:
10.1371/journal.pmed.1000097] [Medline: 19621072]

46. Standards and guidelines for electronic medical record systems in Kenya. Kenya Ministry of Medical Services, Kenya
Ministry of Public Health and Sanitation. 2010. URL: http://guidelines.health.go.ke:8000/media/
Standards_and_Guidelines_for_EMR_Systems.pdf [accessed 2023-04-21]

47. Kenya standards and guidelines for E-health systems interoperability. Kenya Ministry of Health, AfyaInfo Project. 2014.
URL: https://pdf.usaid.gov/pdf_docs/PA00TB2K.pdf [accessed 2023-03-21]

48. Health sector ICT standards and guidelines. Kenya Ministry of Health. 2013. URL: https://www.medbox.org/pdf/
5e148832db60a2044c2d2895 [accessed 2023-03-21]

49. Health information exchange standard operating procedure (SOP) and guideline. Nigeria Federal Ministry of Health. Jul
2020.

50. National eHealth strategy 2018-2022. Benin Ministry of Health. 2017.
51. The eHealth strategy of botswana 2020-2024. Botswana Ministry of Health. URL: https://ehealth.ub.bw/bhdc/Docs/

MOH%20ehealth%20Strategy%20Book%20A4.pdf [accessed 2023-04-22]
52. Health sector digital strategy 2016-2020. Burkina Faso Ministry of Health.
53. National health informatics development plan of Burundi. Burundi Ministry of Public Health. 2015.
54. The 2020-2024 national digital health strategic plan. Cameroon Ministry of Public Health. 2020.
55. National eHealth strategy 2017-2021. Comoros Ministry of Health. 2016.
56. eHealth strategic plan. Cote d’Ivoire Minister of Health and Public Hygiene. 2011.
57. National development plan for health informatics. Democratic Republic of Congo Ministry of Public Health. 2014.
58. Kingdom of Swaziland eHealth strategy 2016 - 2020. Kingdom of Swaziland Ministry Of Health. 2016.
59. Information revolution strategic plan (2018-2025). Ethiopia Ministry of Health. 2018.
60. Strategic master plan of the health information system of the Gabon. Gabon Ministry of Public Health and Population.

2017.
61. National e-Health strategy. Ghana Ministry of Health. 2010.
62. Kenya national e-Health strategy. Kenya Ministry of Medical Services, Kenya Ministry of Public Health & Sanitation.

2011.
63. Kenya national eHealth policy 2016-2030. Kenya Ministry of Health. 2016.
64. National strategy - Liberia - 2016-2021. Liberia Ministry of Health. 2016.
65. Strategic plan for strengthening the health information system of Madagascar 2018–2022. Madagascar Ministry of Public

Health. 2017.
66. National digital health strategy 2020-2025. Malawi Ministry of Health. 2020.
67. National eHealth policy in Mali. Mali Ministry of Health and Public Hygiene. 2013.

J Med Internet Res 2024 | vol. 26 | e49163 | p. 20https://www.jmir.org/2024/1/e49163
(page number not for citation purposes)

Bene et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://www.tandfonline.com/doi/full/10.1080/1364557032000119616?scroll=top&needAccess=true
http://dx.doi.org/10.1080/1364557032000119616
https://health-policy-systems.biomedcentral.com/articles/10.1186/1478-4505-6-7
http://dx.doi.org/10.1186/1478-4505-6-7
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=18613961&dopt=Abstract
https://implementationscience.biomedcentral.com/articles/10.1186/1748-5908-5-69
http://dx.doi.org/10.1186/1748-5908-5-69
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20854677&dopt=Abstract
https://journals.lww.com/jbisrir/fulltext/2020/10000/updated_methodological_guidance_for_the_conduct_of.4.aspx
http://dx.doi.org/10.11124/JBIES-20-00167
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33038124&dopt=Abstract
https://www.acpjournals.org/doi/abs/10.7326/M18-0850?url_ver=Z39.88-2003&rfr_id=ori:rid:crossref.org&rfr_dat=cr_pub  0pubmed
http://dx.doi.org/10.7326/M18-0850
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30178033&dopt=Abstract
https://www.mendeley.com/reference-management/reference-manager
https://www.mendeley.com/reference-management/reference-manager
https://www.covidence.org/
https://www.sciencedirect.com/science/article/pii/S0168851018302719?via=ihub
https://www.sciencedirect.com/science/article/pii/S0168851018302719?via=ihub
http://dx.doi.org/10.1016/j.healthpol.2020.06.012
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32829927&dopt=Abstract
https://academic.oup.com/heapol/article/9/4/353/649125
http://dx.doi.org/10.1093/heapol/9.4.353
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=10139469&dopt=Abstract
https://broadbandcommission.org/wp-content/uploads/2021/09/WGHealth_Report2017-.pdf
https://www.ictworks.org/african-national-ehealth-strategy-policy/
https://www.ictworks.org/african-national-ehealth-strategy-policy/
https://dx.plos.org/10.1371/journal.pmed.1000097
http://dx.doi.org/10.1371/journal.pmed.1000097
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=19621072&dopt=Abstract
http://guidelines.health.go.ke:8000/media/Standards_and_Guidelines_for_EMR_Systems.pdf
http://guidelines.health.go.ke:8000/media/Standards_and_Guidelines_for_EMR_Systems.pdf
https://pdf.usaid.gov/pdf_docs/PA00TB2K.pdf
https://www.medbox.org/pdf/5e148832db60a2044c2d2895
https://www.medbox.org/pdf/5e148832db60a2044c2d2895
https://ehealth.ub.bw/bhdc/Docs/MOH%20ehealth%20Strategy%20Book%20A4.pdf
https://ehealth.ub.bw/bhdc/Docs/MOH%20ehealth%20Strategy%20Book%20A4.pdf
http://www.w3.org/Style/XSL
http://www.renderx.com/


68. Health 2015: seamless continuity of care. Mauritius Ministry of Health and Quality of Life. 2015.
69. Strategic plan of information system for health 2009-2014. Mozambique Ministry of Health. 2009.
70. National eHealth strategy 2019-2023. Niger Ministry of Public Health. 2018.
71. National digital health strategy 2021-2025. Nigeria Federal Ministry of Health. 2021.
72. National digital health policy. Nigeria Federal Ministry of Health. 2021.
73. National digital health strategic plan 2018-2023. Rwanda Ministry of Health. 2018. URL: https://elearning.helinanet.org/

mod/resource/view.php?id=890 [accessed 2023-05-09]
74. Strategic plan for digital health 2018-2023. Senegal Ministry of Health and Social Action. 2018.
75. National digital health strategy 2018-2023. Sierra Leone Ministry of Health and Sanitation, Sierra Leone Ministry of

Information and Communication. 2018.
76. The national digital health strategy 2019 – 2024. Tanzania Ministry of Health, Community Development, Gender, Elderly

and Children. 2019.
77. National digital health strategy for South Africa 2019 - 2024. South Africa Department of Health. 2019.
78. Strategic plan for the development of eHealth in Togo 2013-2015. Togo Ministry of Health. 2012.
79. Uganda national eHealth policy. Uganda Ministry of Health. 2016.
80. Uganda national eHealth strategy 2017 - 2021. Uganda Ministry of Health. URL: https://health.go.ug/sites/default/files/

National%20e_Health%20Strategy_0.pdf [accessed 2023-05-16]
81. National eHealth strategy 2017-2021. Zambia Ministry of Health. 2017.
82. Zimbabwe’s E-Health strategy 2012-2017. Ministry of Health and Child Welfare. 2012.
83. National eHealth strategy 2021-2025. Namibia Ministry of Health & Social Services. 2021. URL: https://www.scribd.com/

document/639371316/eHealth-Strategy-Namibia-2021# [accessed 2023-05-13]
84. Health sector ICT policy and strategy. Ghana Ministry of Health. 2005. URL: https://www.moh.gov.gh/wp-content/uploads/

2016/02/Health-Sector-ICT-Policy-and-Strategy.pdf [accessed 2023-05-08]
85. Adebola OJ. Beyond national digital health strategy: final report of end term evaluation for the National Health ICT Strategic

Framework 2015-2020. Nigeria Federal Ministry of Health. May 2021.
86. National Health ICT Strategic Framework 2015 - 2020. Nigeria Federal Ministry of Health. 2016. URL: https://www.

health.gov.ng/doc/HealthICTStrategicFramework.pdf [accessed 2023-05-16]
87. Digital health blueprint. Ethiopia Ministry of Health. 2021. URL: http://repository.iifphc.org/bitstream/handle/123456789/

1658/Ethiopian-Digital-Health-Blueprint.pdf?sequence=1&isAllowed=y [accessed 2023-05-16]
88. Kenya health information systems interoperability framework. Kenya Ministry of Health. 2020. URL: https://www.

data4sdgs.org/sites/default/files/services_files/
Kenya%20Health%20Information%20Systems%20Interoperability%20Framework.pdf [accessed 2023-05-16]

89. National community health digitization strategy 2020-2025. Kenya Ministry of Health, Division of Community Health
Services. 2021. URL: https://www.eahealth.org/sites/www.eahealth.org/files/content/attachments/2021-08-02/
eCHIS-Strategy-2020-2025.pdf [accessed 2023-05-16]

90. Leitner C, Potenziani D. Health information systems interoperability in Liberia. IntraHealth International. 2016. URL:
https://elearning.helinanet.org/mod/resource/view.php?id=938 [accessed 2023-05-16]

91. Narrative for 2022 national digital health annual operational plan (AOP). Nigeria Federal Ministry of Health. 2022.
92. Tanzania digital health investment road map 2017-2023. Tanzania Ministry of Health, Community Development, Gender,

Elderly and Children, President’s Office Regional Administration and Local Government. 2017.
93. Yu H. Regulation of digital health technologies in the European Union: intended versus actual use. In: Cohen GI, Minssen

T, Price II NW, Robertson C, Shachar C, editors. The Future of Medical Device Regulation: Innovation and Protection.
Cambridge. Cambridge University Press; Mar 31, 2022;103-114.

94. Policy for device software functions and mobile medical applications: guidance for industry and Food and Drug
Administration staff. U.S. Food and Drug Administration. 2022. URL: https://www.fda.gov/media/80958/download [accessed
2023-10-10]

95. Gordon WJ, Landman A, Zhang H, Bates DW. Beyond validation: getting health apps into clinical practice. NPJ Digit
Med. 2020;3:14. [FREE Full text] [doi: 10.1038/s41746-019-0212-z] [Medline: 32047860]

96. FDA clears mobile medical app to help those with opioid use disorder stay in recovery programs. U.S. Food and Drug
Administration. 2018. URL: https://www.fda.gov/news-events/press-announcements/
fda-clears-mobile-medical-app-help-those-opioid-use-disorder-stay-recovery-programs [accessed 2021-01-27]

97. Digital maturity model: achieving digital maturity to drive growth. Deloitte. 2018. URL: https://www2.deloitte.com/content/
dam/Deloitte/global/Documents/Technology-Media-Telecommunications/deloitte-digital-maturity-model.pdf [accessed
2021-10-20]

98. May E. How digital health apps are empowering patients. Deloitte. 2021. URL: https://www2.deloitte.com/us/en/blog/
health-care-blog/2021/how-digital-health-apps-are-empowering-patients.html [accessed 2023-10-06]

99. Guidance: criteria for health app assessment. Public Health England. 2017. URL: https://www.gov.uk/government/
publications/health-app-assessment-criteria/criteria-for-health-app-assessment [accessed 2023-10-16]

J Med Internet Res 2024 | vol. 26 | e49163 | p. 21https://www.jmir.org/2024/1/e49163
(page number not for citation purposes)

Bene et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://elearning.helinanet.org/mod/resource/view.php?id=890
https://elearning.helinanet.org/mod/resource/view.php?id=890
https://health.go.ug/sites/default/files/National%20e_Health%20Strategy_0.pdf
https://health.go.ug/sites/default/files/National%20e_Health%20Strategy_0.pdf
https://www.scribd.com/document/639371316/eHealth-Strategy-Namibia-2021#
https://www.scribd.com/document/639371316/eHealth-Strategy-Namibia-2021#
https://www.moh.gov.gh/wp-content/uploads/2016/02/Health-Sector-ICT-Policy-and-Strategy.pdf
https://www.moh.gov.gh/wp-content/uploads/2016/02/Health-Sector-ICT-Policy-and-Strategy.pdf
https://www.health.gov.ng/doc/HealthICTStrategicFramework.pdf
https://www.health.gov.ng/doc/HealthICTStrategicFramework.pdf
http://repository.iifphc.org/bitstream/handle/123456789/1658/Ethiopian-Digital-Health-Blueprint.pdf?sequence=1&isAllowed=y
http://repository.iifphc.org/bitstream/handle/123456789/1658/Ethiopian-Digital-Health-Blueprint.pdf?sequence=1&isAllowed=y
https://www.data4sdgs.org/sites/default/files/services_files/Kenya%20Health%20Information%20Systems%20Interoperability%20Framework.pdf
https://www.data4sdgs.org/sites/default/files/services_files/Kenya%20Health%20Information%20Systems%20Interoperability%20Framework.pdf
https://www.data4sdgs.org/sites/default/files/services_files/Kenya%20Health%20Information%20Systems%20Interoperability%20Framework.pdf
https://www.eahealth.org/sites/www.eahealth.org/files/content/attachments/2021-08-02/eCHIS-Strategy-2020-2025.pdf
https://www.eahealth.org/sites/www.eahealth.org/files/content/attachments/2021-08-02/eCHIS-Strategy-2020-2025.pdf
https://elearning.helinanet.org/mod/resource/view.php?id=938
https://www.fda.gov/media/80958/download
https://doi.org/10.1038/s41746-019-0212-z
http://dx.doi.org/10.1038/s41746-019-0212-z
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32047860&dopt=Abstract
https://www.fda.gov/news-events/press-announcements/fda-clears-mobile-medical-app-help-those-opioid-use-disorder-stay-recovery-programs
https://www.fda.gov/news-events/press-announcements/fda-clears-mobile-medical-app-help-those-opioid-use-disorder-stay-recovery-programs
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Technology-Media-Telecommunications/deloitte-digital-maturity-model.pdf
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Technology-Media-Telecommunications/deloitte-digital-maturity-model.pdf
https://www2.deloitte.com/us/en/blog/health-care-blog/2021/how-digital-health-apps-are-empowering-patients.html
https://www2.deloitte.com/us/en/blog/health-care-blog/2021/how-digital-health-apps-are-empowering-patients.html
https://www.gov.uk/government/publications/health-app-assessment-criteria/criteria-for-health-app-assessment
https://www.gov.uk/government/publications/health-app-assessment-criteria/criteria-for-health-app-assessment
http://www.w3.org/Style/XSL
http://www.renderx.com/


100. Clinical risk management standards. National Health Service Digital. 2020. URL: https://digital.nhs.uk/services/clinical-safety/
clinical-risk-management-standards [accessed 2023-10-28]

101. Report a problem with a medicine or medical device. Gov.uk. URL: https://www.gov.uk/
report-problem-medicine-medical-device [accessed 2023-11-07]

102. Digital technology assessment criteria for health and social care (DTAC) - Version 1.0. National Health Service X. 2021.
URL: https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Ftransform.england.nhs.
uk%2Fmedia%2Fdocuments%2FDTAC_version_1.0_FINAL_updated_16.04.odt&wdOrigin=BROWSELINK [accessed
2023-11-07]

103. Data protection impact assessment: NHS login - formerly Citizen Identity. National Health Service Digital. 2022. URL:
https://digital.nhs.uk/services/nhs-login/data-protection-impact-assessment [accessed 2023-11-07]

104. Risks and data protection impact assessments (DPIAs). Information Commissioner’s Office. URL: https://ico.org.uk/
for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/accountability-framework/
risks-and-data-protection-impact-assessments-dpias/ [accessed 2023-11-07]

105. A guide to good practice for digital and data-driven health technologies. Department of Health and Social Care. 2021. URL:
https://www.gov.uk/government/publications/code-of-conduct-for-data-driven-health-and-care-technology/
initial-code-of-conduct-for-data-driven-health-and-care-technology [accessed 2023-10-30]

106. Interoperability in healthcare. Healthcare Information and Management Systems Society (HIMSS). 2023. URL: https:/
/www.himss.org/resources/interoperability-healthcare [accessed 2023-10-17]

107. DAPB4020: UK core Fast Healthcare Interoperability Resources (FHIR) release 4 (R4) governance. National Health Service
Digital. 2022. URL: https://digital.nhs.uk/data-and-information/information-standards/
information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/
dapb4020-uk-core-fhir-r4-governance [accessed 2023-10-17]

108. Fast Healthcare Interoperability Resources (FHIR). National Health Service Digital. 2022. URL: https://digital.nhs.uk/
services/fhir-apis [accessed 2023-10-17]

109. FHIR Interoperability Basics: 4 things to know. Health IT Analytics. 2022. URL: https://healthitanalytics.com/news/
4-basics-to-know-about-the-role-of-fhir-in-interoperability [accessed 2023-11-07]

110. Giordanengo A, Bradway M, Pedersen R, Grøttland A, Hartvigsen G, Årsand E. Integrating data from apps, wearables and
personal electronic health record (pEHR) systems with clinicians’ electronic health records (EHR) systems. Int J Integr
Care. Nov 09, 2016;16(5):16. [FREE Full text] [doi: 10.5334/IJIC.2565]

111. A plan for digital health and social care. Department of Health & Social Care. 2022. URL: https://www.gov.uk/government/
publications/a-plan-for-digital-health-and-social-care/a-plan-for-digital-health-and-social-care [accessed 2022-12-01]

112. Ryu B, Kim N, Heo E, Yoo S, Lee K, Hwang H, et al. Impact of an electronic health record-integrated personal health
record on patient participation in health care: development and randomized controlled trial of MyHealthKeeper. J Med
Internet Res. Dec 07, 2017;19(12):e401. [FREE Full text] [doi: 10.2196/jmir.8867] [Medline: 29217503]

113. Winter A, Takabayashi K, Jahn F, Kimura E, Engelbrecht R, Haux R, et al. Quality requirements for electronic health
record systems*. A Japanese-German information management perspective. Methods Inf Med. Aug 07, 2017;56(7):e92-e104.
[FREE Full text] [doi: 10.3414/ME17-05-0002] [Medline: 28925415]

114. Wachter RM. Making IT work: harnessing the power of health information technology to improve care in England. National
Advisory Group on Health Information Technology. 2016. URL: https://assets.publishing.service.gov.uk/government/
uploads/system/uploads/attachment_data/file/550866/Wachter_Review_Accessible.pdf [accessed 2021-07-22]

115. Framework on integrated people-centred health services (IPCHS). World Health Organisation. 2023. URL: https://www.
who.int/teams/integrated-health-services/clinical-services-and-systems/service-organizations-and-integration [accessed
2023-06-05]

116. Ibeneme S, Karamagi H, Muneene D, Goswami K, Chisaka N, Okeibunor J. Strengthening health systems using innovative
digital health technologies in Africa. Front Digit Health. 2022;4:854339. [FREE Full text] [doi: 10.3389/fdgth.2022.854339]
[Medline: 35434700]

117. Ibeneme S, Ukor N, Ongom M, Dasa T, Muneene D, Okeibunor J. Strengthening capacities among digital health leaders
for the development and implementation of national digital health programs in Nigeria. BMC Proc. 2020;14(Suppl 10):9.
[FREE Full text] [doi: 10.1186/s12919-020-00193-1] [Medline: 32714444]

118. Delivering safe digital health. Organisation for the Review of Care and Health Apps. URL: https://orchahealth.com/ [accessed
2023-10-22]

119. Mamuye AL, Yilma TM, Abdulwahab A, Broomhead S, Zondo P, Kyeng M, et al. Health information exchange policy
and standards for digital health systems in Africa: a systematic review. PLOS Digit Health. Oct 2022;1(10):e0000118.
[FREE Full text] [doi: 10.1371/journal.pdig.0000118] [Medline: 36812615]

120. Digital health platform handbook: Building a digital information infrastructure (infostructure) for health. World Health
Organization, International Telecommunication Union. 2022. URL: https://www.itu.int/dms_pub/itu-d/opb/str/
D-STR-E_HEALTH.10-2020-PDF-E.pdf [accessed 2021-05-22]

121. Framework for involving patients in patient safety 2021. National Health Service England. 2021. URL: https://www.
england.nhs.uk/patient-safety/framework-for-involving-patients-in-patient-safety/ [accessed 2023-03-23]

J Med Internet Res 2024 | vol. 26 | e49163 | p. 22https://www.jmir.org/2024/1/e49163
(page number not for citation purposes)

Bene et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://digital.nhs.uk/services/clinical-safety/clinical-risk-management-standards
https://digital.nhs.uk/services/clinical-safety/clinical-risk-management-standards
https://www.gov.uk/report-problem-medicine-medical-device
https://www.gov.uk/report-problem-medicine-medical-device
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Ftransform.england.nhs.uk%2Fmedia%2Fdocuments%2FDTAC_version_1.0_FINAL_updated_16.04.odt&wdOrigin=BROWSELINK
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Ftransform.england.nhs.uk%2Fmedia%2Fdocuments%2FDTAC_version_1.0_FINAL_updated_16.04.odt&wdOrigin=BROWSELINK
https://digital.nhs.uk/services/nhs-login/data-protection-impact-assessment
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/accountability-framework/risks-and-data-protection-impact-assessments-dpias/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/accountability-framework/risks-and-data-protection-impact-assessments-dpias/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/accountability-framework/risks-and-data-protection-impact-assessments-dpias/
https://www.gov.uk/government/publications/code-of-conduct-for-data-driven-health-and-care-technology/initial-code-of-conduct-for-data-driven-health-and-care-technology
https://www.gov.uk/government/publications/code-of-conduct-for-data-driven-health-and-care-technology/initial-code-of-conduct-for-data-driven-health-and-care-technology
https://www.himss.org/resources/interoperability-healthcare
https://www.himss.org/resources/interoperability-healthcare
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dapb4020-uk-core-fhir-r4-governance
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dapb4020-uk-core-fhir-r4-governance
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dapb4020-uk-core-fhir-r4-governance
https://digital.nhs.uk/services/fhir-apis
https://digital.nhs.uk/services/fhir-apis
https://healthitanalytics.com/news/4-basics-to-know-about-the-role-of-fhir-in-interoperability
https://healthitanalytics.com/news/4-basics-to-know-about-the-role-of-fhir-in-interoperability
https://ijic.org/articles/10.5334/ijic.2565
http://dx.doi.org/10.5334/IJIC.2565
https://www.gov.uk/government/publications/a-plan-for-digital-health-and-social-care/a-plan-for-digital-health-and-social-care
https://www.gov.uk/government/publications/a-plan-for-digital-health-and-social-care/a-plan-for-digital-health-and-social-care
https://www.jmir.org/2017/12/e401/
http://dx.doi.org/10.2196/jmir.8867
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29217503&dopt=Abstract
http://www.thieme-connect.com/DOI/DOI?10.3414/ME17-05-0002
http://dx.doi.org/10.3414/ME17-05-0002
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=28925415&dopt=Abstract
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/550866/Wachter_Review_Accessible.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/550866/Wachter_Review_Accessible.pdf
https://www.who.int/teams/integrated-health-services/clinical-services-and-systems/service-organizations-and-integration
https://www.who.int/teams/integrated-health-services/clinical-services-and-systems/service-organizations-and-integration
https://europepmc.org/abstract/MED/35434700
http://dx.doi.org/10.3389/fdgth.2022.854339
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=35434700&dopt=Abstract
https://bmcproc.biomedcentral.com/articles/10.1186/s12919-020-00193-1
http://dx.doi.org/10.1186/s12919-020-00193-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32714444&dopt=Abstract
https://orchahealth.com/
https://europepmc.org/abstract/MED/36812615
http://dx.doi.org/10.1371/journal.pdig.0000118
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36812615&dopt=Abstract
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-E_HEALTH.10-2020-PDF-E.pdf
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-E_HEALTH.10-2020-PDF-E.pdf
https://www.england.nhs.uk/patient-safety/framework-for-involving-patients-in-patient-safety/
https://www.england.nhs.uk/patient-safety/framework-for-involving-patients-in-patient-safety/
http://www.w3.org/Style/XSL
http://www.renderx.com/


122. Olesch A. Towards harmonised EU landscape for digital health: summary of the roundtable discussions in selected EIT
Health InnoStars countries. EIT Health InnoStars. Jan 2023. URL: https://eithealth.eu/wp-content/uploads/2023/02/
EIT_Health_DiGA_report_Jan2023.pdf [accessed 2023-10-10]

123. Grieb J, Tschammler D, Färber C, Woitz S. Digital health laws and regulations germany. Global Legal Group. 2023. URL:
https://iclg.com/practice-areas/digital-health-laws-and-regulations/germany [accessed 2023-11-03]

124. Human regulatory: medical devices. European Medicines Agency. URL: https://www.ema.europa.eu/en/human-regulatory/
overview/medical-devices [accessed 2023-10-12]

125. Strengthening the capacity for regulation of medical products in the African region. World Health Organization Regional
Office for Africa. 2013. URL: https://iris.who.int/bitstream/handle/10665/94308/AFR_RC63_7.pdf?sequence=1 [accessed
2023-10-17]

126. Ncube BM, Dube A, Ward K. Establishment of the African Medicines Agency: progress, challenges and regulatory readiness.
J Pharm Policy Pract. Mar 08, 2021;14(1):29. [FREE Full text] [doi: 10.1186/s40545-020-00281-9] [Medline: 33685518]

127. Post market surveillance system. European Union Medical Device Regulation. 2023. URL: https://eumdr.com/
post-market-surveillance-system/ [accessed 2023-10-31]

128. Dayal R. Effective post-market surveillance for medical devices: An essential part of medical devices regulation (MDR).
Capgemini. 2020. URL: https://www.capgemini.com/insights/expert-perspectives/
effective-post-market-surveillance-for-medical-devices-an-essential-part-of-mdr/ [accessed 2023-10-31]

129. NHS app library reaches 70 apps in honour of the NHS birthday. Northampton General Hospital NHS Trust. 2018. URL:
https://www.northamptongeneral.nhs.uk/News/News-Archive/2018/
NHS-App-Library-reaches-70-apps-in-honour-of-the-NHS-birthday.aspx [accessed 2023-09-21]

130. Developers invited to add to NHS apps library. National Health Service Digital. 2018. URL: https://digital.nhs.uk/news/
2018/developers-invited-to-add-to-nhs-apps-library [accessed 2023-09-22]

131. The NHS apps library has closed. National Health Service Digital. 2021. URL: https://digital.nhs.uk/services/
nhs-apps-library#:~:text=The%20NHS%20Apps%20Library%20was%20decommissioned%20in%20December%202021.
&text=Further%20information%20can%20be%20found%20on%20the%20NHS.UK%20website [accessed 2023-09-22]

132. Larsen ME, Huckvale K, Nicholas J, Torous J, Birrell L, Li E, et al. Using science to sell apps: evaluation of mental health
app store quality claims. NPJ Digit Med. 2019;2:18. [FREE Full text] [doi: 10.1038/s41746-019-0093-1] [Medline: 31304366]

133. About the NHS app. National Health Service. Dec 4, 2023. URL: https://www.nhs.uk/nhs-app/about-the-nhs-app/ [accessed
2023-09-22]

134. Scope of registration: regulated activities. Care Quality Commission. 2022. URL: https://www.cqc.org.uk/guidance-providers/
scope-registration-regulated-activities [accessed 2023-11-05]

135. Distributing great apps into health and care services across the world. Organisation for the Review of Care and Health
Apps. 2020. URL: https://orchahealth.com/wp-content/uploads/2020/12/Health-and-Care-1.pdf [accessed 2023-10-09]

136. Our founder, our story and our values: we exist to make digital health healthy. Organisation for the Review of Care and
Health Apps. URL: https://orchahealth.com/about-us/ [accessed 2023-10-09]

137. Health app library: empower your community with safe access to health apps and digital health products. Organisation for
the Review of Care and Health Apps. URL: https://orchahealth.com/our-products/health-app-library/
#:~:text=A%20Health%20App%20Library%20is,on%20the%20Health%20App%20Library [accessed 2023-10-09]

138. Digital technology assessment criteria (DTAC). National Health Service X. URL: https://www.nhsx.nhs.uk/key-tools-and-info/
digital-technology-assessment-criteria-dtac/ [accessed 2023-10-09]

139. Evidence standards framework (ESF) for digital health technologies. National Institute for Health and Care Excellence.
2023. URL: https://www.nice.org.uk/about/what-we-do/our-programmes/
evidence-standards-framework-for-digital-health-technologies [accessed 2023-10-08]

140. Tsang L, Kerr-Peterson H. UK NICE updates its evidence standards framework for data-driven digital health technologies.
Ropes & Gray. 2022. URL: https://www.ropesgray.com/en/insights/alerts/2022/10/
uk-nice-updates-its-evidence-standards-framework-for-data-driven-digital-health-technologies [accessed 2023-10-09]

141. Guidance: medical device stand-alone software including apps (including IVDMDs). Medicines and healthcare products
regulatory agency. 2023. URL: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/
file/1168485/Medical_device_stand-alone_software_including_apps__including_IVDMDs_.pdf [accessed 2023-10-09]

142. Digital therapeutics in the United Kingdom. Digital Therapeutics Alliance. 2021. URL: https://dtxalliance.org/wp-content/
uploads/2021/06/DTA_DTx-Overview_UK.pdf [accessed 2023-10-09]

143. Transforming global healthcare by advancing digital therapeutics. Digital Therapeutics Alliance. 2023. URL: https:/
/dtxalliance.org/ [accessed 2023-10-10]

144. International Organization for Standardization (ISO) digital therapeutic definition. Digital Therapeutic Alliance. Jun 2023.
URL: https://dtxalliance.org/wp-content/uploads/2023/06/DTA_FS_ISO-Definition.pdf [accessed 2023-10-09]

145. Ndomondo-Sigonda M, Miot J, Naidoo S, Dodoo A, Kaale E. Medicines regulation in Africa: current state and opportunities.
Pharmaceut Med. 2017;31(6):383-397. [FREE Full text] [doi: 10.1007/s40290-017-0210-x] [Medline: 29200865]

146. Chinele J. East Africa shows solid support for African Medicines Agency treaty. Health Policy Watch. Aug 16, 2023. URL:
https://healthpolicy-watch.news/east-africa-shows-solid-support-for-african-medicines-agency-treaty/ [accessed 2023-10-09]

J Med Internet Res 2024 | vol. 26 | e49163 | p. 23https://www.jmir.org/2024/1/e49163
(page number not for citation purposes)

Bene et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://eithealth.eu/wp-content/uploads/2023/02/EIT_Health_DiGA_report_Jan2023.pdf
https://eithealth.eu/wp-content/uploads/2023/02/EIT_Health_DiGA_report_Jan2023.pdf
https://iclg.com/practice-areas/digital-health-laws-and-regulations/germany
https://www.ema.europa.eu/en/human-regulatory/overview/medical-devices
https://www.ema.europa.eu/en/human-regulatory/overview/medical-devices
https://iris.who.int/bitstream/handle/10665/94308/AFR_RC63_7.pdf?sequence=1
https://joppp.biomedcentral.com/articles/10.1186/s40545-020-00281-9
http://dx.doi.org/10.1186/s40545-020-00281-9
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33685518&dopt=Abstract
https://eumdr.com/post-market-surveillance-system/
https://eumdr.com/post-market-surveillance-system/
https://www.capgemini.com/insights/expert-perspectives/effective-post-market-surveillance-for-medical-devices-an-essential-part-of-mdr/
https://www.capgemini.com/insights/expert-perspectives/effective-post-market-surveillance-for-medical-devices-an-essential-part-of-mdr/
https://www.northamptongeneral.nhs.uk/News/News-Archive/2018/NHS-App-Library-reaches-70-apps-in-honour-of-the-NHS-birthday.aspx
https://www.northamptongeneral.nhs.uk/News/News-Archive/2018/NHS-App-Library-reaches-70-apps-in-honour-of-the-NHS-birthday.aspx
https://digital.nhs.uk/news/2018/developers-invited-to-add-to-nhs-apps-library
https://digital.nhs.uk/news/2018/developers-invited-to-add-to-nhs-apps-library
https://digital.nhs.uk/services/nhs-apps-library#:~:text=The%20NHS%20Apps%20Library%20was%20decommissioned%20in%20December%202021.&text=Further%20information%20can%20be%20found%20on%20the%20NHS.UK%20website
https://digital.nhs.uk/services/nhs-apps-library#:~:text=The%20NHS%20Apps%20Library%20was%20decommissioned%20in%20December%202021.&text=Further%20information%20can%20be%20found%20on%20the%20NHS.UK%20website
https://digital.nhs.uk/services/nhs-apps-library#:~:text=The%20NHS%20Apps%20Library%20was%20decommissioned%20in%20December%202021.&text=Further%20information%20can%20be%20found%20on%20the%20NHS.UK%20website
https://doi.org/10.1038/s41746-019-0093-1
http://dx.doi.org/10.1038/s41746-019-0093-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31304366&dopt=Abstract
https://www.nhs.uk/nhs-app/about-the-nhs-app/
https://www.cqc.org.uk/guidance-providers/scope-registration-regulated-activities
https://www.cqc.org.uk/guidance-providers/scope-registration-regulated-activities
https://orchahealth.com/wp-content/uploads/2020/12/Health-and-Care-1.pdf
https://orchahealth.com/about-us/
https://orchahealth.com/our-products/health-app-library/#:~:text=A%20Health%20App%20Library%20is,on%20the%20Health%20App%20Library
https://orchahealth.com/our-products/health-app-library/#:~:text=A%20Health%20App%20Library%20is,on%20the%20Health%20App%20Library
https://www.nhsx.nhs.uk/key-tools-and-info/digital-technology-assessment-criteria-dtac/
https://www.nhsx.nhs.uk/key-tools-and-info/digital-technology-assessment-criteria-dtac/
https://www.nice.org.uk/about/what-we-do/our-programmes/evidence-standards-framework-for-digital-health-technologies
https://www.nice.org.uk/about/what-we-do/our-programmes/evidence-standards-framework-for-digital-health-technologies
https://www.ropesgray.com/en/insights/alerts/2022/10/uk-nice-updates-its-evidence-standards-framework-for-data-driven-digital-health-technologies
https://www.ropesgray.com/en/insights/alerts/2022/10/uk-nice-updates-its-evidence-standards-framework-for-data-driven-digital-health-technologies
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1168485/Medical_device_stand-alone_software_including_apps__including_IVDMDs_.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1168485/Medical_device_stand-alone_software_including_apps__including_IVDMDs_.pdf
https://dtxalliance.org/wp-content/uploads/2021/06/DTA_DTx-Overview_UK.pdf
https://dtxalliance.org/wp-content/uploads/2021/06/DTA_DTx-Overview_UK.pdf
https://dtxalliance.org/
https://dtxalliance.org/
https://dtxalliance.org/wp-content/uploads/2023/06/DTA_FS_ISO-Definition.pdf
https://europepmc.org/abstract/MED/29200865
http://dx.doi.org/10.1007/s40290-017-0210-x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29200865&dopt=Abstract
https://healthpolicy-watch.news/east-africa-shows-solid-support-for-african-medicines-agency-treaty/
http://www.w3.org/Style/XSL
http://www.renderx.com/


147. Treaty for the establishment of the African Medicines Agency 2019. African Union. 2019. URL: https://au.int/sites/default/
files/treaties/36892-treaty-0069_-_ama_treaty_e.pdf [accessed 2023-10-17]

148. European Medicines Agency: about us. European Medicines Agency. Mar 1, 2023. URL: https://www.ema.europa.eu/en/
documents/other/about-us-european-medicines-agency-ema_en.pdf [accessed 2023-10-18]

149. Bryson JM. What to do when stakeholders matter. Public Adm Rev. Mar 2004;6(1):21-53. [FREE Full text] [doi:
10.1080/14719030410001675722]

150. Iyawa G, Herselman M, Botha A. Potential stakeholders and perceived benefits of a digital health innovation ecosystem
for the Namibian context. Procedia Computer Science. 2017;121:431-438. [doi: 10.1016/j.procs.2017.11.058]

151. Ferretti V. From stakeholders analysis to cognitive mapping and multi-attribute value theory: an integrated approach for
policy support. European Journal of Operational Research. Sep 2016;253(2):524-541. [doi: 10.1016/j.ejor.2016.02.054]

152. Brugha R, Varvasovszky Z. Stakeholder analysis: a review. Health Policy Plan. Sep 2000;15(3):239-246. [doi:
10.1093/heapol/15.3.239] [Medline: 11012397]

153. Schmeer K. Guidelines for conducting a stakeholder analysis 1999. Partnerships for Health Reform, Abt Associates. 1999.
URL: https://www.ktecop.ca/wordpress/wp-content/uploads/guidelines-stakeholder-analysis-PHR-1999.pdf [accessed
2023-10-17]

154. Gilmour J, Beilin R. Stakeholder mapping for effective risk assessment and communication. Australian Centre of Excellence
for Risk Analysis, University of Melbourne. Apr 2007. URL: https://cebra.unimelb.edu.au/__data/assets/pdf_file/0006/
2220990/gilmour0609.pdf [accessed 2023-10-17]

155. Quality, service improvement and redesign tools: stakeholder analysis. National Health Service England, National Health
Service Improvement. 2022. URL: https://www.england.nhs.uk/wp-content/uploads/2022/02/qsir-stakeholder-analysis.pdf
[accessed 2023-10-20]

156. Craven MP, Lang AR, Martin JL. Developing mHealth apps with researchers: multi-stakeholder design considerations.
Springer; 2014. Presented at: Third International Conference, DUXU 2014, held as a part of HCI International; June 22-27,
2014;15-24; Heraklion, Greece. URL: https://doi.org/10.1007/978-3-319-07635-5_2 [doi:
https://doi.org/10.1007/978-3-319-07635-5_2]

157. How to encourage stakeholder participation. SustaiNet Software International. URL: https://sustainet.com/
how-to-encourage-stakeholder-participation/ [accessed 2023-10-20]

158. Stakeholder engagement. Organisation for Economic Cooperation and Development. URL: https://www.oecd.org/governance/
better-international-rulemaking/compendium/keyprinciples/stakeholderengagement.htm [accessed 2023-10-20]

159. Microsoft Copilot in Bing. Microsoft. URL: https://www.bing.com/chat?form=NTPCHB [accessed 2023-03-15]

Abbreviations
AFRO: Regional Office for Africa
AI: artificial intelligence
AMA: African Medicines Agency
AMRH: African Medicines Regulatory Harmonization
CE: Conformité Européenne
CQC: Care Quality Commission
DHT: digital health technology
DTAC: Digital Technology Assessment Criteria
DTx: digital therapeutics
EHR: electronic health record
FHIR: Fast Healthcare Interoperability Resources
GDPR: General Data Protection Regulation
HL7: Health Level 7
ICT: information and communications technology
ITU: International Telecommunication Union
mHealth: mobile health
MHRA: Medicines and Healthcare products Regulatory Agency
MOH: Ministry of Health
NHS: National Health Service
NMRA: National Medicines Regulatory Authority
ORCHA: Organisation for the Review of Care and Health Apps
PMS: postmarket surveillance
PRISMA: Preferred Reporting Items for Systematic Reviews and Meta-Analyses
PRISMA-ScR: Preferred Reporting Items for Systematic Reviews and Meta-Analyses extension for Scoping
Reviews
RISA: Reporting Items for Stakeholder Analysis

J Med Internet Res 2024 | vol. 26 | e49163 | p. 24https://www.jmir.org/2024/1/e49163
(page number not for citation purposes)

Bene et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://au.int/sites/default/files/treaties/36892-treaty-0069_-_ama_treaty_e.pdf
https://au.int/sites/default/files/treaties/36892-treaty-0069_-_ama_treaty_e.pdf
https://www.ema.europa.eu/en/documents/other/about-us-european-medicines-agency-ema_en.pdf
https://www.ema.europa.eu/en/documents/other/about-us-european-medicines-agency-ema_en.pdf
https://www.tandfonline.com/doi/abs/10.1080/14719030410001675722
http://dx.doi.org/10.1080/14719030410001675722
http://dx.doi.org/10.1016/j.procs.2017.11.058
http://dx.doi.org/10.1016/j.ejor.2016.02.054
http://dx.doi.org/10.1093/heapol/15.3.239
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=11012397&dopt=Abstract
https://www.ktecop.ca/wordpress/wp-content/uploads/guidelines-stakeholder-analysis-PHR-1999.pdf
https://cebra.unimelb.edu.au/__data/assets/pdf_file/0006/2220990/gilmour0609.pdf
https://cebra.unimelb.edu.au/__data/assets/pdf_file/0006/2220990/gilmour0609.pdf
https://www.england.nhs.uk/wp-content/uploads/2022/02/qsir-stakeholder-analysis.pdf
https://doi.org/10.1007/978-3-319-07635-5_2
http://dx.doi.org/https://doi.org/10.1007/978-3-319-07635-5_2
https://sustainet.com/how-to-encourage-stakeholder-participation/
https://sustainet.com/how-to-encourage-stakeholder-participation/
https://www.oecd.org/governance/better-international-rulemaking/compendium/keyprinciples/stakeholderengagement.htm
https://www.oecd.org/governance/better-international-rulemaking/compendium/keyprinciples/stakeholderengagement.htm
https://www.bing.com/chat?form=NTPCHB
http://www.w3.org/Style/XSL
http://www.renderx.com/


SDG: sustainable development goal
UHC: universal health coverage
WHO: World Health Organization

Edited by A Mavragani; submitted 19.05.23; peer-reviewed by N O'Brien, A Essén; comments to author 07.09.23; revised version
received 08.12.23; accepted 23.02.24; published 11.04.24

Please cite as:
Bene BA, Ibeneme S, Fadahunsi KP, Harri BI, Ukor N, Mastellos N, Majeed A, Car J
Regulatory Standards and Guidance for the Use of Health Apps for Self-Management in Sub-Saharan Africa: Scoping Review
J Med Internet Res 2024;26:e49163
URL: https://www.jmir.org/2024/1/e49163
doi: 10.2196/49163
PMID: 38602718

©Benard Ayaka Bene, Sunny Ibeneme, Kayode Philip Fadahunsi, Bala Isa Harri, Nkiruka Ukor, Nikolaos Mastellos, Azeem
Majeed, Josip Car. Originally published in the Journal of Medical Internet Research (https://www.jmir.org), 11.04.2024. This is
an open-access article distributed under the terms of the Creative Commons Attribution License
(https://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and reproduction in any medium,
provided the original work, first published in the Journal of Medical Internet Research, is properly cited. The complete bibliographic
information, a link to the original publication on https://www.jmir.org/, as well as this copyright and license information must
be included.

J Med Internet Res 2024 | vol. 26 | e49163 | p. 25https://www.jmir.org/2024/1/e49163
(page number not for citation purposes)

Bene et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

https://www.jmir.org/2024/1/e49163
http://dx.doi.org/10.2196/49163
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=38602718&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

