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Abstract

The Nordic countries are, together with the United States, forerunners in online record access (ORA), which has now become
widespread. The importance of accessible and structured health data has al so been highlighted by policy makersinternationally.
To ensure the full realization of ORA’s potential in the short and long term, there is a pressing need to study ORA from a
cross-disciplinary, clinical, humanistic, and social sciences perspective that |ooks beyond strictly technical aspects. In thisviewpoint
paper, we explore the policy changes in the European Health Data Space (EHDS) proposal to advance ORA across the European
Union, informed by our research in aNordic-led project that carries out thefirst of itskind, large-scale international investigation
of patients ORA—NORDeHEALTH (Nordic eHealth for Patients: Benchmarking and Developing for the Future). We argue
that the EHDS proposal will pave the way for patients to access and control third-party access to their electronic health records.
In our analysis of the proposal, we have identified five key principlesfor ORA: (1) theright to access, (2) proxy access, (3) patient
input of their own data, (4) error and omission rectification, and (5) access control. ORA implementation today is fragmented
throughout Europe, and the EHDS proposal aims to ensure all European citizens have equal online access to their health data.
However, we argue that in order to implement the EHDS, we need more research evidence on the key ORA principles we have
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identified in our analysis. Results from the NORDeHEALTH project provide some of that evidence, but we have also identified
important knowledge gaps that still need further exploration.
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residents with online tool s that enable interaction not only with
health care but also with the patient’s own health data[3]. ORA
has become a key means to these ends [4-6]. National patient
portals have been implemented in all Nordic countries, enabling
residents to access different health-related e-services, for
example, patient-accessible electronic health records (PAEHRS).
Inthe United States, | egislation mandates patientsto have ORA
[7]. Textbox 1 provides an overview of key concepts related to
patients’ ORA that will be used in this paper.

Introduction

The digitalization of health careisincreasing rapidly, changing
the way patients communicate and collaborate with health care
providers. Theimportance of accessto and use of digital health
data became even more evident during the COV1D-19 pandemic
[1], including the use of online patient portals and patients
online record access (ORA) [2]. The Nordic countries are,
together with the United States, forerunnersin providing their

Textbox 1. Key terminology.

Electronic health record (EHR)

The World Health Organization defines EHRs as “ shared patient records that contain historical data about a patient that are compiled from all local
Electronic Medical Records’ [8].

Patient-accessible EHR (PAEHR)

PAEHRs are online services providing patients secure access to view and sometimes edit or comment on their electronic health records (EHRs) made
available by their health care providers [5], that is, online record access (ORA).

European Health Data Space (EHDS)

The EHDS is a health-specific ecosystem comprising rules, common standards and practices, infrastructure, and a governance framework [9].
Open notes

Online access to the visit note summaries, or the narrative, free-text entries, written by clinicians about patient health.

ORA

ORA has been used as a “solution-neutral” concept to describe the phenomenon of patients' online record access [10]. ORA can be implemented
through a PAEHR or any other technical system that gives patients access to their health records online.

Patient portal

Patient portals are online portals that can be provided locally by a specific health care provider or nationaly, asis the case in the Nordic countries.
Patient portals are increasingly used to provide patients with ORA. In some patient portals, a PAEHR is provided as a specific service [11], whereas
others may have more seamlessly integrated ORA through different patient portal functions. In alocal patient portal, patients often have ORA to only

1 specific EHR system, whereas national patient portals can provide ORA to several EHR systems.

In many countries, ORA is considered a logical extension of
patients' already existing legal rights to request copies of their
health records. ORA provides a rapid and convenient method
of accessing the information held by clinicians that increases
thetotal number of patientswho read their records. Considering
the growing body of evidence presenting the benefits of ORA
for the individual (in terms of improved health outcomes and
self-management) [4-6,12,13], we argue that hedth
organizations in other countries can learn from the Nordic
experience and should also consider striving to provide patients
ORA [14].

In parallel with the increased use of digital health services, the
importance of accessible and structured health data has also
been highlighted by policy makersinternationally. In the United
States, a federa rule in the 21st Century Cures Act mandates
that US hedlth care providers offer patients access, with few
exceptions, to all the health information in their electronic
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medical records without charge [7]. The 21st Century Cures
Act isalso motivated by the idea of a health app economy, and
it is mandated that patients health information be available in
aform that is downloadable to third-party apps. In Europe, the
proposal for an EHDS aims to both empower people to control
and usetheir health datain their home country or other member
states, as well as offer “a consistent, trustworthy and efficient
framework to use health data for research, innovation, policy
making, and regulatory activities, while ensuring full compliance
with the EU's high data protection standards’ [9]. Furthermore,
the EU has adopted the NIS directive (EU 2022/255), which
sets requirements for security in networks and information
systems. Therules cover providers of socially important services
and certain digital services where health care is a designated
sector [15].

Despite growing international evidence that ORA has the
potential to empower patients and yield many health benefits,
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itsimplementation has not always been straightforward [16,17].
Not al patientsuse online portals[4,5,12,18], and ORA remains
controversial among providers[10,19]. Hedlth care professionals
have raised concernsregarding patient ORA in several contexts
whereit has been implemented [ 10,20-23]. The concernsinclude
that patients might misunderstand what they read and become
worried, and that clinicians' workload will increase as patients
ask more questions, both during and between appointments.
Within mental health care, such concerns have been especially
prominent [19,22,24].

Despiteclinicians' concernsand the need for amorefine-grained
policy concerning, for example, proxy access (when aninformal
caregiver, such as a family member, has ORA on behalf of a
patient) [25], psychiatric care[26], and ethical exemptionsfrom
ORA [27], mounting international experience challenges
clinicians' skepticism and evinces the benefits to patients of
this practice innovation [28]. Nonetheless, as the shift toward
giving patients more autonomy over their health data is
underway, there is an urgent need to address more contested
aspects of ORA. Doing so may simultaneously offer guidance
to other countries, where implementation is currently lagging
behind. We argue that to ensure the full realization of its
potential in the short and long term, there is a pressing need to
study patients ORA from a cross-disciplinary, technical,
clinical, humanistic, and social science perspective that 1ooks
beyond narrow technical aspects of implementation [29]. A
project that aims to do this is the NORDeHEALTH research
project, launched in 2021 [3]. NORDeHEALTH focuses on
studying novel digital services and innovation, exploring
different ways to make national patient portals and patients
ORA more useful to both patients and health care professionals,
supporting person-centered care, patient self-management, and
empowerment, as well as collaboration.

In this viewpoint paper, we will summarize the key policy
changes in the EHDS with relevance to ORA and discuss the
proposed changes in the context of the latest research findings
from the Nordic Region through the NORDeHEALTH project.

The European Health Data Space and
Patient Online Record Access

The EHDS proposal aims to “improve access to, and control
by, natural persons over their personal electronic health datain
the context of health care (primary use of electronic health data),
aswell asfor other purposesthat would benefit the society such
as research, innovation, policy-making, patient safety,
personalized medicine, official statisticsor regulatory activities
(secondary use of health data)” [9]. “Natural person” isalegal
term used to signify an individual human being, distinguishing
them from a “juridical person,” which can encompass other
entitiestoo. Wewill use* person” in our text to signify a“ natural
person,” unless in a direct quote from the EHDS proposal.
Negotiations among EU member states have been compl eted,
and in April 2024, the European Parliament adopted the EHDS
proposal. Once the new EHDS regulation is formally adopted,
which is expected to be in autumn 2024, it will become
applicable in different stages according to use case and data
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type, allowing member states time to adapt to the regulation
[30].

Primary use of electronic health data is the main focus of
patients ORA and is further defined as the processing of
personal electronic heath data for the provision of health
services to assess, maintain, or restore the state of health of the
natural person to whom that data relates, including the
prescription, dispensation, and provision of medicinal products
and medical devices, as well as for relevant social security,
administrative, or reimbursement services.

Embedded within the EHDS Chapter 2, Primary use of
electronic health data, Section 1, Article 3 describesthe “rights
of natural personsin relation to the primary use of their personal
electronic health data’ [9]. In our analysis of the EHDS
proposal, we have identified 5 key principles of high relevance
for patient ORA, where results from the NORDeHEALTH
project may contribute to the design and implementation of the
EHDS across Europe. The five principles we have identified
are (1) theright to access, (2) proxy access, (3) patient input of
their own data, (4) error and omission rectification, and (5)
access control.

Overview of the NORDeHEALTH
Research Project

The NORDeHEALTH project, funded by NordForsk (grant
100477), has research partners in Sweden, Norway, Finland,
Estonia, and the United States. The goal is to enable further
digitalization of the public health sector by providing concrete
feedback to the national authorities in the respective countries
and providing guidelines and frameworks for the design,
implementation, and evaluation of patients ORA as well as
other eHealth services.

The foundation for the NORDeHEALTH research project is a
sociotechnical analysis of the context in the respective country
using amodel proposed previously [29,31]. The model defines
eight dimensions that are essential to consider when designing
and implementing sociotechnical systems in health care: (1)
hardware and software, (2) clinical content, (3) human-computer
interface, (4) people, (5) workflow and communication, (6)
internal organizational policies, procedures, and culture, (7)
external rules, regulations, and pressures, and (8) system
measurement and monitoring [31]. Key focus areas in the
NORDeHEALTH research project have included policy and
regulations for patients ORA in mental health care [32-34],
ORA for adolescents and parents [25,35], and ORA within
oncology, specifically focusing on multidisciplinary team
conferences. The project also investigates benchmarking for
the usability and acceptance of national patient portals and
patients ORA [6,36], which iteratively feedsinto the co-design
of novel ORA and patient portal functionality.

Empirical datainthe project is gathered by exploring the needs
of specific patient and demographic groups using the current
implementations of PAEHRS as a case; patients with mental
health disorders, patientswith cancer, and adol escents and their
caregivers. Most research into patient ORA to date collectsdata
from one country or region [4-6,12], making it difficult to
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compare results across contexts. In the NORDeHEALTH
project, we therefore designed an international cross-sectional
survey study, and in 2022, data were collected simultaneously
in Sweden, Norway, Finland, and Estonia [37]. The survey
aimed to study patients’ experiences with the PAEHR provided
through the national patient portalsin the respective countries.

Hagglund et al

Textbox 2 provides an overview of how the NORDeHEALTH
research contributes to the patient ORA principles we have
identified in the EHDS proposal: (1) the right to access, (2)
proxy access, (3) patient input of their own data, (4) rectifying
errorsand omissions, and (5) access control. In the next sections,
we further deepen the analysis of the 5 principles.

Textbox 2. Online record access (ORA) principlesin the context of recent research from the Nordics.

Theright to access

«  Patients experiences depend on platform usability.

Proxy access

Patient input of their own data

Error and omission rectification

«  Some groups of patients report more errors than others.

Access control

«  Despite the many similarities, ORA implementation variesin the Nordic region.

o  Current regulations for parental and adolescent proxy access greatly differ between the Nordic countries.

«  Proxy access other than parental has even greater variation, and is not allowed in, eg, Sweden.

.  Despite the advanced stage of ORA in the Nordic countries, patient input is not widely available.
« Nordic patients have expressed repeated interest in the ability to contribute to their record.

« A high number of Nordic patients find serious errors in their records through ORA.

« At present, only aminority of Nordic patients attempt to rectify the errors.

« A minority of Nordic patients have reported unwanted access to their electronic health records

The Right to Access

The Proposal

The EHDS proposal clearly states that “natural persons shall
have the right to access their personal electronic health data”
immediately, free of charge, and in an easily readable,
consolidated, and accessible form [9]. This is not limited to
electronic health records (EHRS) data, but consideringthe EHR's
corerole for documentation in health care, patients ORA must
be considered essential for EHDS. Article 3, paragraph 2,
continues to declare that:

natural persons shall have the right to receive an
electronic copy, in the European electronic health
record exchange format [...] of at least their
electronic health data in the priority categories
referred toin Article 5[9].

These include patient summaries, electronic prescriptions,
electronic dispensations, medical images and image reports,
laboratory results, and discharge reports.

The Research

Many European countries already have legislation stipulating
that patients should have ORA [16]. In Norway, the patient is
both the object and the owner of the health record. The
Norwegian Patient Rights Act of 2001 statesthat patients have
theright by law to accesstheir health records[38], and in 2013,
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a White Paper stated that patients should have digital access
[39]. Similar legidation isin place in al the Nordic countries
[16].

In Germany, the Patient’s Rights Act of 2013 stipulates that
health care professionals must document diagnosisand treatment
promptly and comprehensively. It grants patients the right to
fully view their records and attain an electronic copy [40], yet
progress in implementing patients ORA has been slow. In the
Netherlands, patients have had the right to adigital copy of all
the information in their EHRs since 2020 [17], and different
types of incentive programs have been implemented to
encourage health care providers to provide such access.

Given the current challengesinimplementing patients full ORA
across Europe, the EHDS proposal is ambitious. Mandating
patients ORA is to be broadly encouraged, considering the
positive experiences reported by patients with full ORA, but
experiences show that regul ations are often not enough to ensure
implementation.

The NORDeHEALTH project has designed and tested a
sociotechnical framework for studying and comparing factors
that affect the implementation and adoption of patient ORA.
The framework was designed based on the existing Sittig and
Singh sociotechnical framework [31]. ORA-specific factorsare
explored related to, for example, what information patients have
access to and when they can access it (immediately or with a
delay), what functionality is provided (eg, being able to upload

JMed Internet Res 2024 | vol. 26 | e49084 | p. 4
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

or edit information, proxy access), rules and regulations for
ORA (on national or local levels), the usahility of the PAEHR,
technical infrastructure, and population characteristics (eg,
educational levels, digital literacy, and diversity). An in-depth
understanding of the local sociotechnical context is essential
for comprehending theimpact of ORA and being ableto design
successful interventions for implementing ORA. A study on
the implementation of ORA in Sweden and the Netherlands
identified resistance from health care professionals and technical
infrastructure challenges as main barriers, whereas existing
national infrastructure and program management, strong
leadership, and stakehol der engagement (including both patients
and health care professional s) wereidentified as successfactors

[17].

Viewpoint

We argue that simply enabling ORA is not enough to ensure
that all patients can use it. Usability is a key factor in the
adoption of ORA [41]. Therefore, the NORDeHEALTH project
strives to benchmark PAEHR usability [6] and investigate how

it affects the acceptance and adoption of PAEHRs among
different patient groups.

Proxy Access

The Proposal

In the EHDS proposal, proxy access is described in Article 3,
paragraph 5. Member States shall:

establish one or more proxy services enabling a
natural person to authorize other natural persons of
their choice to access the electronic health data on
their behalf [9].

This includes guardians and other representatives, either
automatically or upon request.

The Research

With agrowing population of older people (>60 years) seeking
health care services, many of whom arelikely to have (multiple)
chronic conditions, the demands on health and social care
services areincreasing [42]. However, the time that individuals
with chronic conditions seek health and social care represents
only a fragment of their 24/7 lived experience of coping with
a chronic disease. As we grow older, we often become
increasingly dependent on psychosocial and physical support
outside of formal health care services, but thisis far from only
an issue for older people. Patients with cognitive or physical
disabilities often rely on family or informal caregivers for
support in managing their health. Parents, especially of children
with chronic or life-threatening conditions, have an instrumental
roleintheir children’s care and report great benefitsfrom ORA
[35] when it is available. Having a (strong) social network and
informal caregivers(eg, family and friends), especially intimes
of life-changing illness, could mean the difference between
survival and death [43]

Despite informal caregiving being an essential part of health
care, it israrely given alot of credit. In fact, the vast majority

of caregiving is informal, and it is undertaken by family
membersfree of charge and with no support provided for them,
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often at great burden [44,45]. Thus, health care outcomes highly
depend on the competence and ability of informal caregivers.
Still, informal caregivers are often left out of the conversation
[46], not the least when digitaization isintroduced, and informal
communication needs to be formalized.

In the NORDeHEALTH project, research into proxy access
focuses on how parental ORA differs between the participating
countries[25] and what this could mean for streamlining proxy
access across Europe. Further studies on parental proxy access
and adolescents' ability to deny access in certain situations are
in process. For general proxy access, there is even greater
diversity across countries and even less research available.
Internationally, when patients are given online access to their
records, they are often given the option to share their records
with aproxy if needed, usually a close family member such as
a spouse or adult son or daughter [47]. In aUS study, 2 out of
3 surveyed hospitals offered adult patients the option of granting
portal accessto aninformal caregiver, but among hospitals that
did, the process for obtaining proxy credentials was often
difficult and time-consuming [48]. In the original Swedish
implementation of ORA, patients could assign a proxy to be
able to access their records. This function was available after
secure log-in to the record, and the patient could assign access
to any person in Sweden by adding the social security number
of the person and choosing what parts of the PAEHR to share
[49]. Despite this flexibility of the solution, the Swedish
Authority for Privacy Protection requested the function be shut
down, and after several appeals from Region Uppsala, the
Supreme Administrative Court in Sweden finally decided to
prohibit the function where patients can share their information
with others, finding it to bein conflict with the Patient Data Act
(apart of the Swedish Data Protection Act (2018:218) and the
Swedish Data Protection Regulation (2018:219) that entered
into force on May 25, 2018 [50]), which refersto allowing only
patients themselves direct accessto their medical records—not
someone else [49].

Viewpoint

In order to implement the EHDS proposal, it will be essential
to streamline regulations for, and implementation of, proxy
access across Europe. Acknowledging that different types of
proxy access exist and come with their own set of challenges
will aso be important, distinguishing, for example, parental
proxy access from other forms of proxy access.

Rectifying Errors and Omissions

The Proposal
The EHDS proposal, Article 3 §7, stresses that Member States
shall ensure that:

natural persons can easily request rectification online
(9]
The Research

In a US study of 22,000 patients who read their notes, 1in 5
reported finding an error, and 40% of those perceived the error
to be serious [51]. The most common errors were related to
diagnoses, medical histories, medications, test results, noteson
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thewrong patient, and notes pertaining to the wrong side of the
patient’s body (left vsright). Erroneous records may contribute
to diagnostic errors that are common in health care [52].
Between 1in 20 and 1 in every 6 medical consultations results
in missed, wrong, or delayed diagnoses [53]. Most diagnostic
errors relate to common conditions such as congenital heart
failure, pneumonia, and urinary tract infections [54]. Research
also shows repeated, missed opportunities to detect cancer
[55,56].

Patients have so far had amarginal rolein diagnostic processes,
as acknowledged in the US National Academy of Medicine's
report “Improving Diagnosis in Health Care” The report
prompts a deeper discussion about therole of patientsin closing
feedback loops in care and helping to avoid mistakes that can
lead to diagnostic errors, and ultimately patient harm [57].
Patient ORA is cited as a mechanism for improving diagnostic
accuracy [57] and has been described by medical safety experts
as a “transforming concept” in patient safety [58]. Emerging
research supports these conclusions [13,59,60]. Patient ORA
may help patients avoid delays and missed diagnoses by
encouraging timely follow-up of recommended tests, results,
and referrals [51]. Patients with ORA who identify and report
errors could prevent clinicians from relying on incorrect data
that may lead to poor diagnostic or treatment decisions or even
lega liability [61]. A meta-analysis of 20 ORA-related
randomized clinical trials (involving 17,387 patients) supports
the conclusion that ORA could improve patient safety [13].
Most research to date on patients ORA and documentation
errors has been performed in the United Stateswith aremarkably
different medico-legal system from the European one. In this
respect, the NORDeHEALTH research complementsthe existing
research and provides important evidence for the usefulness of
patient ORA in patient safety work in contexts dominated by
public health care provision.

In addition, most studies focus on somatic care and exclude
mental health care. A recent NORDeHEALTH study made a
comparison between patients who had received mental health
care (the MHC group) and patients who had not (non-MHC
group), regarding their experiences of finding errors or missing
information in their online records [62]. MHC respondents
(n=3131) experienced errors (MHC 1586/3131, 50.65% and
non-MHC 3311/9203, 35.98%) and omissions (MHC 1089/3131,
34.78% and non-MHC 2427/9203, 26.37%) in the EHR at a
higher rate compared with non-MHC respondents (n=9203).
The statistically significant differences between the MHC and
non-MHC groups remained when comparing a stratified
subgroup sample adjusted for age and gender [62].

Viewpoint

In the NORDeHEALTH patient survey [37], we explore the
extent to which patients in Sweden, Norway, Finland, and

Hagglund et al

Estoniafind errors or missing information in their PAEHR and
the action they have taken in these situations [62]. The results
from these studies will help guide the further implementation
of the EHDS with respect to the management of errors and
missing information.

Patients’ Input of Their Own Data

The Proposal
Article 3, 86 of the EHDS proposal states that:

Natural persons may insert their electronic health
datainto their own EHR or in that of natural persons
whose health information they can access, through
electronic health data access services or applications
linked to these services. That information shall be
marked asinserted by the natural person or by hisor
her representative [9].

The Research

Although the Nordic countries are advanced in providing ORA,
entering health data into the EHR is not widely implemented.
Swedish patients could previously comment intheir EHRs[63],
but thisfunction was removed in 2022 dueto technical problems
related to the initial implementation of the feature. In Finland,
patients can save health datato their personal health record via
well-being applications, but the functionisin limited use, only
certain applications are accepted, and the data are not yet
availableto health care professionals [64]. Furthermore, patients
in both Finland and Sweden have asked for more interactivity
in their health records, such as the possibility to comment on
the notes or request corrections [4,6].

In the NORDeHEALTH project, we explore how patient input
to the EHR might become better designed to adequately meet
thisfunction. The EHR hastraditionally been available to health
care professionals only. Patients report many positive effects
from accessing their records, yet to fully achieve the potential
benefits of digitalization, we need to further explore how EHRs
can shift from being solely a documentation tool for health
professionals to a tool for secure collaboration and
communication with patients and family caregivers. Here,
national patient portals and additional digital services will
complement the future development of the EHRs into
collaborative, person-centered tools.

Viewpoint

Asdigitalization is about more than making electronic versions
of analog work, we investigate different ways to use the power
of digitalization, as provided in Textbox 3.

Textbox 3. Different ways to incorporate patient input to the electronic health record (EHR).

«  Patient input to the EHR in narrative form, for example, patients commenting on notes or contributing with descriptions of their symptoms.

. Patient-created structured data, for example, patient-reported outcome or experience measures—patient reported outcome measures and patient
reported experience measures, and Integration of data and services from third-party applications, for example, self-tracking data, and decision

support.

https://www.jmir.org/2024/1/e49084
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Access Control

The Proposal

Finally, EHDS proposes increased access control for patients.
Patients should be able to request that electronic health dataare
made accessible to actorsin the health or socia security sector,
and they should also have the right to restrict such access to
electronic health data

Natural persons shall have the right to give access
to or request a data holder from the health or social
security sector to transmit their electronic health data
to a data recipient of their choice from the health or
social security sector, immediately, free of charge,
and without hindrance from the data holder or from
the manufacturers of the system used by that holder
[Article 3, 8§8] [9]

[...] natural persons shall have the right to restrict
access of health professionals to all or part of their
electronic health data [Article 3, 89] [9]

The Research

The Swedish Agency for Health and Care Services Analysis
[65] reports that the mgjority of the population accepts and
wants digital data about their own care and health to be used so
that it is useful, including for safer care and research. At the
sametime, it isimportant that the data be handled securely and
protected from unauthorized access.

In the NORDeHEALTH 2022 patient survey [37], questions
related to sharing of the respondents’ records were asked, as
well asreguestsfor unwanted record access. Among the Swedish
respondents, 4% (501/12,334) of respondents answered that
they had experienced that someone had seen their health records
without their consent [66], a finding that requires further
analysis. Although 4% can be considered alow number, it stands
in stark contrast to the clear message from policy makers that
unauthorized access should not occur [9,50].
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