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Abstract

Background: Developing effective and generalizable predictive models is critical for disease prediction and clinical
decision-making, often requiring diverse samples to mitigate popul ation bias and address algorithmic fairness. However, amajor
challengeisto retrieve learning model s across multiple institutions without bringing in local biases and inequity, while preserving
individual patients’ privacy at each site.

Objective: Thisstudy aims to understand the issues of bias and fairness in the machine learning process used in the predictive
health care domain. We proposed a software architecture that integrates federated learning and blockchain to improve fairness,
while maintaining acceptable prediction accuracy and minimizing overhead costs.

Methods: We improved existing federated learning platforms by integrating blockchain through an iterative design approach.
We used the design science research method, which involves 2 design cycles (federated learning for bias mitigation and decentralized
architecture). The design involves a bias-mitigation process within the blockchain-empowered federated learning framework
based on anovel architecture. Under this architecture, multiple medical institutions can jointly train predictive models using their
privacy-protected data effectively and efficiently and ultimately achieve fairness in decision-making in the health care domain.

Results:  We designed and implemented our solution using the Aplos smart contract, microservices, Rahasak blockchain, and
Apache Cassandra—based distributed storage. By conducting 20,000 local model training iterations and 1000 federated model
training iterations across 5 simulated medical centers as peers in the Rahasak blockchain network, we demonstrated how our
solution with an improved fairness mechanism can enhance the accuracy of predictive diagnosis.

Conclusions: Our study identified the technical challenges of prediction biases faced by existing predictive modelsin the health
care domain. To overcome these challenges, we presented an innovative design solution using federated |earning and blockchain,
along with the adoption of a unique distributed architecture for afairness-aware system. We have illustrated how this design can
address privacy, security, prediction accuracy, and scalability challenges, ultimately improving fairness and equity in the predictive
health care domain.
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Introduction

The ability to identify patientsat ahigh risk for life-threatening
diseasesis essential for precision medicine. The integration of
artificial intelligence (Al) and digital health data such as
electronic health records (EHRs) can improve precision
medicine by enabling better diagnosis and prediction [1].
Previous work has demonstrated that using machine learning
(ML) with EHR data can improve the prediction accuracy of
adverse outcomes such as cardiovascul ar disease[2] and enable
the early detection of symptoms of COVID-19 [3]. However,
as precision medicine has evolved, many research projectshave
been conducted at local levelsor by using local EHR data, which
can introduce bias owing to underrepresented population
samples and siloed data sources. Although solutions have been
proposed [4] to train and build global models with data from
various local institutions, several critical issues hinder
widespread adoption, such asthe high cost associated with data
transmission and storage aswell asthe high risk in security and
privacy [5]. In addition, unclear data ownership and restrictions
on data sharing further impede progress in this area[6].

Federated learning (FL) is an ML paradigm in which multiple
collaborative sites only share locally trained ML models while
keeping all the training data private [7]. Studies have shown
that FL-trained models can achieve performance levels
comparable with those trained using centrally hosted data sets
and are superior to those trained with single-ingtitution data
alone[8,9]. Therefore, developing health Al technologiesusing
FL isessential and in high demand in thefield of medicine[10].
One such example is the privacy-preserving federated ML
(FML) projects supported by the European Union Innovative
Medicines Initiatives. However, most existing FL systems rely
on centralized coordinators, which are vulnerable to security
attacks and privacy concerns because of the possible single
point of failure.

To fill these gaps, this study aims to detect the bias in health
care data, improve the fairness of predictive models using FL,
and enhance trust and fairness through blockchain-assisted FL.
We propose ablockchain-empowered, decentralized FL platform
that improves fairness in predictive models in the health care
domain while preserving privacy. We adopted a blockchain
platform to establish ML models with the existing data on its
off-chain storage. Specifically, our design follows a 2-cycle
research method. By embedding fairness metricsin thefederated
setting with a blockchain consensus process, our design
improves the overall fairness in the global model and provides
feedback to update the local training models. We implemented
the design and prototype using the Aplos smart contract,
microservices, Rahasak  blockchain, and  Apache
Cassandra—based distributed storage. In a pilot study [11] that
involved 5 simulated medical centers as peers in the Rahasak
blockchain network, we demonstrated how our designimproved
the accuracy of a predictive model using 20,000 local model
training iterations and 1000 federated model training iterations.
Our evaluation results show that the proposed design provides
accurate predictionswhile providing fairnesswith an acceptable
overhead. Our innovative design contributesto health care equity
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and quality of care by providing accurate and fair clinical
decisions[12].

Methods

Ethical Consider ations

Wedid not collect any human-related information or any survey
from any uses. Dataused in this paper isgenerated by algorithms
to test the system performance.

Overview of Algorithmic Fairnessand FL

The definition of fairnessin ML is 2-fold: statistical notions of
fairness and individual notions of fairness [13]. Statistical
definitions of fairness refer to a guarantee of parity across
protected demographic groups based on statistical measures,
whereasindividual definitions of fairnessrequire equal treatment
for individuals with similar features [13,14]. Algorithmic
fairness has been viewed as a sociotechnical phenomenon in
recent literature [15], and there are mutual influences between
the technical and social structures. The use of Al algorithmsis
sophisticated, and there are no standards or guidelines to
guarantee that the algorithms are designed with fairness[16] or
lead to fair outcomes. Despite the existence of unfairnessin Al
algorithms, people can beincentivized to use an algorithm when
they could modify their forecasts [17]. Human control of
algorithms or human behaviors astheinput of algorithms could
play an essential rolein algorithm fairness. Moreover, although
research has made progress on methods for measuring and
addressing algorithmic fairness [18], such as IBM Al Fairness
360 toolkit [19], most existing studies have focused on a
centralized ML setting, which is not directly applicable to the
FL setting. AsFL avoidsfull accessto the raw training data set,
finding methods to detect and address bias without directly
examining sensitive information is an open challenge.

Fairnessisalso amajor concernin health care. Specifically, the
problems of equity in accessto care and the type of carereceived
are predominant concernsrelated to health care quality [20,21].
Asasolution, ML isincreasingly being used in health care to
address these concerns. However, research on algorithmic
fairnessin precision medicineis scant. Current work on fairness
may provide ageneral approach in ageneral context [22]. Such
a general approach may not solve all fairness problems for
precision medi cine because precision medicineinvolves multiple
unique types of data that can cause different types of biasin
ML models. In short, there is a need to measure, audit, and
mitigate the bias in FL specific to precision medicine
applicationswhile protecting privacy during the data collection,
processing, and evaluation phases. Severa studies show that
aggregating statistics may lead to the possibility of identifying
individuals[23]. In particular, in FL, the capabilities of sharing
models and data among distributed agents can lead to data
leakage via reverse engineering and aggregation of models.
There are growing concernsfor data being reidentified and used
without patients' consent or knowledge [24]. Prior research
suggests ageneral “debiasing” method by removing redundant
encoding related to sensitive human attributes for
prediction-focused ML applications[25]. However, thismethod
was tested only in the credit-lending context and may not be
ideal for decision-making in a health care context. Another

JMed Internet Res 2023 | vol. 25 | e46547 | p. 2
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

method relates to the human-centric, fairness-aware automated
decision-making (ADM) framework [26] that emphasizes the
holistic involvement of human decision makers in each step of
ADM. This method is unredlistic in health care, given the
complexity of medical decision-making and privacy challenges.

Blockchain and FL Integration in Health Care

Inan FL systemin health care, acentral coordinator coordinates
the learning process and aggregates the parameters from local
ML modelstrained on local participant data sets. A centralized
coordinator isvulnerableto various security attacks and privacy
breaches because it runs the risk of a single point of failure.
Moreover, in FL, malicious actors can exploit the distributed
model training process. They can fool the algorithm by sharing
fake data, incorrect gradient, or model parameters. In addition,
FL does not address issues that are inherent to learning on
medical data. Health data are subject to biases, for example, a
group of populations over- or underrepresented in the training
data and a large number of missing values. The distributed FL
mechanism makes it challenging to identify sources of bias.
Predictive algorithms trained on such data may also amplify
the bias and yield decisions skewed toward a certain group of
patient populations, thus inadvertently introducing unfairness
in decision-making [27]. Such unfairness would worsen the
disparities in health care and harm health equity [28]. Hence,

Liang et a

we propose the use of blockchain technology in FL to address
the privacy chalenge. Blockchain technology provides
transparent operations[29] and accountahility in adecentralized
architecture, while maintaining an acceptable overhead and
balanced trade-off between algorithm performance and fairness.

Design Science Research M ethodology

We follow the 3-cycle view of design science research and
presented the tasks for each cycle in Figure 1 [30]. In the
“Relevance Cycle” section, we describe the objectives of our
fairness-aware FL platform and list the design science activities
that bridge blockchain and FL to improve fairness. The design
cycle iterates between building and evaluating the design
artifacts, where we have 2 design cycles. Thefirst design cycle
involved adopting FL for fairness improvement in disease
prediction. The second design cycle is blockchain integration
to enhance the fairness of the FL processfor disease prediction.
Therigor cycle presentsthe resources, technology, and expertise
available to establish the research project by connecting the
design activities with the knowledge base of fairnessin health,
FL, and blockchain from scientific foundations and implications.
We discuss the relevance cycle and the artifacts building in this
section and the implementation and evaluation of the 2 design
cyclesin the following 2 sections.

Figure 1. Design science research methodology (adapted from the study by Hevner [30]).

- N

* Domain specific
problem
identification

«Fairness metrics
selection

Relevance cycle

Design cycle

*Build and evaluate design artifacts

*Design cycle 1: adopt federated learning for
model aggregation and bias mitigation

*Design cycle 2: blockchain integration for
transperency and accountability

N 4 N\
* Knowledge
base
* Guidelines and
implications

Rigor cycle
J

N J

Relevance Cycle

Problem I dentification

Thefocus of this study wasto understand the issues of biasand
fairness in the ML process for prediction in the health care
domain. Following the design science research framework
proposed in the study by Hevner et al [32], this study aims to
understand the issues of bias and fairness metricsin the health
care domain and use a software architecture that integrates FL
with blockchain to improve fairness with acceptabl e prediction
accuracy and overhead. In doing so, we identified 3 main
objectives for this study:

«  Objective 1 wasto understand and detect the biasin health
care data prepared for building predictive models. We
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proposed objective metrics for fairness so that health care
organizations can objectively measurefairnessin the design
process using fair algorithms and detect biases and
unfairness with such objective metrics.

«  Objective 2 was to mitigate bias and improve the fairness
of predictive models using FL. FL provides opportunities
to explore the adoption of various fairness metrics suited
for the distributed learning process and overall learning
outcomes for predictive models.

« Objective 3 was to develop blockchain-assisted FL for
fairness and trustworthiness. We adopted blockchain to
assist the FL process to improve the resilience of the
architecture by decentralizing the data flow during the
model training process. Moreover, the communication
architecture using blockchain will ensure accountability
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and transparency during the model aggregation processand
mitigate biases by executing smart contracts and achieving
consensusfrom all participating nodes. Blockchain-assisted
FL will also easethe concern of datasharing for health care
organizations owing to privacy restrictionsin health care.

Fairness Metrics

Considering the health care context and objective of the
predictive models in medical decision-making, we focused on
thefairness of prediction performance. Fairnessrelatesto biases.
Biasrefersto the disparity observed in both the underlying data
and prediction model outcomes trained with the data. We

Textbox 1. Definition of the terminology [35].

Liang et a

defined disparity as “discrepancies in measures of interest
unexplained by clinical need,” in line with the definition of the
Ingtitute of Medicine [33]. We consider a model fair if its
prediction errors are similar between the privileged and
unprivileged groups. In contrast, an algorithm is unfair if its
decisions are skewed toward aparticular group of the population
without being explained by clinical needs[18,33]. On the basis
of the definition of fairness [34], we used 2 metrics to assess
fairness—equal opportunity difference (EOD) and disparate
impact (DI). Textbox 1 shows the terminology used to define
the fairness metricsin this study.

were 2 protected attributes that we investigated.

.  Protected attribute: a protected attribute divides sample datainto groups that should have parity in their outcomes. In this study, race and gender

. Privileged group: a privileged group was defined as a group of people whose protected attributes have privileged values. For example, White
and male groups were the privileged group compared with Black and female groups.

o  Label: the outcome label for each individual; 1 indicates a diagnosis (case); 0 means normal control.

« Favorable label: afavorable label is one whose value corresponds to an outcome that benefits the recipient. Positive disease prediction was the
favorable label because high-risk patients can be identified early and treated to reduce their risk of adverse outcomes.

Previous studies adopted EOD and DI asfairness metrics[27,36]
for individua fairness and group fairness. We chose EOD and
DI as the primary metrics of fairness because they were
suggested in multiple studies related to bias assessment
[18,19,27]. In addition, true positive rates and positive prediction
rates are important concerns for fairnessin clinical prediction
models. We define EOD and DI asfollows:

1. EOD measures the difference in true positive rates between
the privileged and unprivileged groups. Mathematically, the
EOD is defined asfollows:

EOD=P(Y = 1|4 = aY¥ = 1)-P(Y = 1|]A = @Y = 1) (1)

where Y isthe predicted label, A isthe protected attribute, ais
the privileged value (ie, White or men), & is the unprivileged
value, and Y isthe actual label.

An EOD value of O indicatesfairnessif both groups have equal
true positive rates, which implies that the probability of an
individual with acertain predictive outcome should be the same
for Black and White and male and female.

2. DI measurestheratio of predicted favorablelabel percentage
between the groups, defined as follows:

DI=P({¥ =14 =a)/P(Y = 1|4 = a) 2

where Y, A, a, and @ have the same meaning as defined in
equation 1. A DI value of 1 indicates fairness if the predicted
favorable outcome percentage is the same for both privileged
and unprivileged groups. The idea behind DI isthat al people
should have an equivalent opportunity to obtain a favorable
prediction regardless of race and gender.

In the design cycles, we used both local fairness and global
fairness to deal with the algorithmic fairness of the proposed
design. Local fairness refers to the fairness measure in each
local datatraining process. Each FL node will self-monitor its
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local state containing the fairness measurement and dynamically
adjust theratio of each feature of the measurement. Both EOD
and DI are calculated interactively using feedback from the
global training model. On average, global fairness should have
similar weights based on the nearness of the predefined level
[18]. The blockchain node will monitor the global state
containing the fairness measurement and dynamically adjust
theratio of each group. The global EOD and DI will be shared
with all participants so that local models can be iteratively
improved based on input from the global states. Both local and
global fairness metrics will be monitored and recorded in the
blockchain for accountability and transparency purposes.

Design Cycle: Build and Evaluate

Design Cycle 1: Adopt FL for BiasMitigation in Disease
Prediction

Design cycle 1 was conducted to adopt FL for bias mitigation
in disease prediction. Bias mitigation, or debiasing, attemptsto
improve the fairness metrics by modifying the training data
distribution, the learning algorithm, and the predictions. In this
design cycle, we used both local fairness and global fairnessto
deal with the algorithmic fairness of the proposed design. Local
fairnessrefersto thefairness measurein each local datatraining
process. Each FL nodewill self-monitor itslocal state containing
the fairness measurement and dynamically adjust the ratio of
each feature of the measurement. Both fairness metrics (EOD
and DI) were interactively calculated using feedback from the
global training model. The global EOD and DI will be shared
with all participants so that local models can be iteratively
improved based on input from the global states. Both the local
and global fairness metricswill be monitored and recorded. We
implemented 4 modifications (M1 to M4) in the disease
prediction algorithm, as shown in Figure 2, to achieve bias
mitigation.
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Figure 2. Adopt federated learning for disease prediction.

M1: Decentralize data centers for
training to avoid sharing data assets

M3: Share the model
outcomes to the global level

In M1, we used decentralized data processing to perform bias
mitigation by retrieving local fairness measurementsinstead of
sharing dataamong participating institutions. During the model
training process, we adopted 2 types of debiasing methods:
removing protected attributes from the feature set and
resampling to balance the group distribution of thetraining data
across the protected attributes. Both protected attributes and
data imbalance are the primary causes of bias. As race and
gender were protected attributes, we excluded them from
comparison when training the models. Previous studies have
shown that removing the race or gender attribute from the
prediction model can reduce bias through a mechanism called
fairness through unawareness [27,37]. Consequently, we
compared the models trained with and without the protected
attributes.

In M2, we aggregated the ML model parameters at the global
level using the calculated training outcomes. For ML models,
bias is most likely caused by either of the following two
imbalanced cases: (1) training data in each group have an
imbalanced sample size. (2) Classdistributions are not the same
across all groups. The resampling approach aims to mitigate
the bias caused by these 2 imbalanced cases. We applied two
resampling methods adapted from the study by Afrose et al
[38]: (1) resampling by group size, which oversampled the
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M2: Aggregate the model
weights to the global level

Model weights Training outcome
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O
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minority group (smaller sample size) to match the size of the
majority group, and (2) resampling by proportion, which
resampled only positive samplesin the group with alower ratio
of positive class to balance ratios between groups. Resampling
by group size was adopted in the study by Afrose et a [38]
where there was a sampl e enrichment process to incrementally
enrich a specific subgroup so that a set of candidate models
were generated to achieve an optimal model.

After M2 aggregates the local model to the global level, each
participant sharesthe model outcomesat the global level inM3
and receivesfeedback from the aggregated global model in M4.
Participantsin M3 shared the model datainstead of the original
data set, preserving the privacy of individua participants. In
M4, participants received feedback automatically from the
global network supported by the collaborative network and
adjusted the local model parameters. Figure 3 shows a
hierarchical audit framework to detect and address local and
global bias under the FL architecture and the processes of M3
and M4, where the local parties share their local bias with the
global model while reweighing measures for aggregation. The
global model calculates the global model bias as feedback to
each local party to improve their models and initiate the local
reweighting process. The reweighting process will be iterated
for several rounds until a satisfying threshold has been met.
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Figure 3. A hierarchical framework to detect and address local and global bias under federated learning.
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Design Cycle 2: Integrate Blockchain to Enhance
Fairness and Trustworthiness

Design cycle 2 involved blockchain integration to enhance the
trustworthiness and fairness of the FL process. We designed a
blockchain-assisted FL platform to enhance the security and
reliability of the FL process. The challenge of thiscycleliesin
the network design of the FL process on top of the blockchain
network and the enhanced measurements to further reduce and
mitigate biases to achieve fairness in both local and global
models. To address the bias challenge, this study uses the
blockchain network to track the dataflow and provide feedback
to each participating institute for further fine-tuning of
parameters for fairness features and the protection of data
privacy of distributed nodes. We achieved this with updated
modifications (M1 to M4) by removing the central server.
Moreover, we achieved real-time and transparent weight

adjustment, real-time model outcome adjustment, and
peer-to-peer feedback for fairness measurement.
Overal, we propose 3 algorithms to instantiate the

blockchain-enabled FL process. In M1, we adopted an
incremental learning technique to train the model s continuously
by multiple peers in the blockchain network. Each peer in the
blockchain adopts debiasing methods in their local models.
Once a peer generates a model, it can be aggregated
incrementally by other peersin M 2. Each blockchain node stores
the information to be shared in M3. The ledger provides a
method to audit the system. This design improves the
transparency of the feedback processin M4. To providetraining
model provenance, amodel card framework isadopted [39] for
ML model use and ethics-informed evaluations, which are
essential operations requiring accountability and transparency.
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RenderX

The model card object contains model information, such as
participating clients, generators of local models, and aggregators,
serving as a traceable record of model development and
protection against adversarial ML attacks.

Results

System I mplementation

In the implementation of the blockchain-assisted FL platform,
weincorporated an incremental learning processto continuously
train the models by blockchain peers (Figure 4). The Rahasak
blockchain was adopted [40], with Aplos smart contracts [41]
providing a customized smart contract interface. Rahasak is a
permissioned blockchain platform in which participating
institutions can register and enroll their identities through the
membership management service. The platform has been
designed using a microservices architecture [42]. In our
implementation, we have 2 types of nodes: collaborative nodes,
representing collaborative nodesin the blockchain network, and
learning nodes, representing learning nodes for the FL process.
Each blockchain node in a collaborative nodes comes with 2
microservices. FML service and storage service. The FML
service handles FML functions using the Pytorch and Pysyft
libraries. The storage service handlesthe off-chain data storage
implemented with Apache Cassandra—based [43] distributed
storage. To bootstrap the learning process in individual
institutions, we implement algorithm 1 to initialize the training
pipeline, assuming a scenario where blockchain nodes are
deployed in 3institutions, institutions A, B, and C (Textbox 2).
Blockchainisconfigured to store the datarelated to ML models.
Each ingtitution has its off-chain storage, which stores local
patient data. The ML models are published in the blockchain
ledger, with consensus achieved using Apache Kafka [44].
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Figure 4. System overview of the layered architecture with collaborative node (CN) and learning node (LN) network.
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«  Input: Blockchain nodes information, machine learning model training parameters

«  Output: Blockchain genesis block, updated training parameters

« Results
1
parameters.
2.
3.
node to continue the learning process.
. Return
1. Theresults are returned.

The system initializes with 1 blockchain node chosen by the round robin scheduler with the node information and current training model

The chosen blockchain node extracts information attributes from the training model parameters and executes the block creation process.

The chosen blockchain node broadcasts the genesis block to other peersin the network and the system choose the next available blockchain
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We used the Lokka service to generate new blocks, including
the genesis block with incremental learning flow [45] and the
following blocks containing model parameters. In the new block
generation process, weimplemented afederated consensuswith
3Lokkaservices. Blocks 1, 2, and 3 were sequentially generated
by LokkaA, B, and C, respectively. Thisblock approval process
is repeatedly performed via federated consensus implemented
by Lokka services to generate future blocks. We implemented
an incremental learning flow that defined the order of the
training process. Assume that the incremental learning flow
among the 3 institutionsis A to B to C. Peer A will produce an
initial model to be incrementally trained by peer B and then
peer C. Once peer A publishes the genesis block containing
model parameters and incremental flow to the entire network,
other peerstake the block viaadistributed cache servicein the
Rahasak-ML training module and start to retain models based
on local data sets.

In the implementation of each incremental learning process,
peer A generates the learning model based on the model
parameters in the genesis block. The original model was not
published, but the hash and uniform resource identifier of the
built model were produced as a transaction. Peer B fetches the
URI of the model and launches the local training process with
off-chain storage. Similarly, this training model will be saved
on peer B’s off-chain storage, and peer B will publish the hash
and URI of the model as atransaction. Next, peer C repeatsthe
training process. After 3ingtitutions (or most of the ingtitutions)
successfully complete the model training, the Lokka service
recognizes a finalized model and generates a new block
containing detailswith thefinalized model parameters. Multiple
transactions produced by each peer will beincluded in the new
block. This new block is broadcasted to other peers for
validation. The peers validate the learning process with the
transactions in the block. Once the finalized model has been
fetched, it can be shared via smart contracts for prediction.

https://www.jmir.org/2023/1/e46547
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System Evaluation Outcomes

Overview

As a use case of the platform, we discuss how to explore the
integration of FL and blockchain into the health care domain.
The blockchain network was deployed in 5 hospitals in a
simulated environment, where each had its own data set. We
used a data set about inflammations of the bladder to predict
acute inflammations of the bladder [46]. A logistic regression
algorithm was used to build models for each peer. The
evaluation of the platform focuses on model accuracy,
performance in terms of blockchain scalability, and overall
overhead during model calculations.

Descriptive Assessment of Fairness

We used decentralized data processing to perform bias
mitigation by retrieving local fairness measurementsinstead of
sharing data among participating institutions. During the model
training process, we adopted 2 types of debiasing methods:
removing protected attributes from the feature set and
resampling to balance the group distribution of thetraining data
across the protected attributes. Both protected attributes and
dataimbalances were the primary causes of bias.

Training and Validation Lossfor Local Model Accuracy

Local fairness metrics are calculated as the first step of the FL
process. Each FL nodewill self-monitor itslocal state containing
the fairness measurement and dynamically adjust the ratio of
each feature of the measurement. The local training processis
performed with 20,000 iterations to capture local model
accuracy, aswell astraining and validation loss on asingle peer
[47]. We measured the accuracy of the local model using the
area under the receiver operating characteristic curve (Figure
5). As the number of iterations increases, the accuracy of the
local model reaches a steady threshold, indicating that model
stability is achieved. Simultaneously, we captured both the
training loss and validation lossin Figures 6 and 7 in asingle
peer, and the results show that the validation loss reaches an
acceptable level after 1000 iterations.
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Figure5. Single peer loca model accuracy.
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Federated Model Accuracy

In thisevaluation, we used 1000 iterations to measure the model
accuracy and training loss of the FML model with different
numbers of peers. The resulting accuracy (Figure 8) indicates
that as the number of peers increases, the accuracy of the

Figure 8. Federated model accuracy.
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federated model is improved. Similarly, the federated model
training loss (Figure 9) is aso improved significantly after 500
iterations. The number of peersin thefederated training process
does not play a significant role because the main modification
to the FL process is related to fairness metrics instead of ML
parameters.
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Performance of Blockchain Scalability

In thelocal block generation and consensus phase, blocks will
be generated in a preset threshold. The average time required
to generate a block depends on the steps required in the
consensus process. leader election, peer broadcast, block
generation, and transaction validation. Multiple transactions
will be included in 1 block, which will greatly improve the

https://www.jmir.org/2023/1/e46547

RenderX

performance in terms of scalability. In this evaluation, we
simulated the consensus processusing 1, 4, and 7 nodes (Figure
10). As new peers join, the time required to generate a new
block increases because of the new block caculation and
verification. A larger number of peerswill consume moretime
for new block calculation and verification, but the overal
performance of the network isimproved.

JMed Internet Res 2023 | vol. 25 | e46547 | p. 10
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Figure 10. New block generation time.
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Local Model-Building Time and Search Time

In this evaluation, we measured the average model-building
timerelativeto the size of the dataset. The ML modelsarebuilt
using alogistic regression agorithm. We adjusted the data sizes
ineach smulation (Figure 11). Overall, thelocal model—building
timeincreaseslinearly and showsthe scalahility of the platform
with varying volumes of data sets. The health record data are

Figure 11. Model-building time in each peer.

stored off-chain in the Cassandra-based Elassandra storage,
which alowsfor transaction search operations. We used elastic
search-based APIsto simulate the transaction search operations
(Figure 12). When each peer performstransaction searches, the
timetaken to search against the number of recordsin the storage
increases. The overall time cost is in milliseconds, which is
acceptablein ML models.
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Figure 12. Transaction search in each peer.
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Discussion

Principal Findings

We designed and implemented abias-mitigation processwithin
the blockchain-empowered FL framework. First, we propose a
design of an FL platform that can mitigate bias and thusimprove
fairness in decision-making in distributed medical institutions
without sharing raw health data. Such a design can incentivize
collaboration among health care ingtitutions and ease their
concerns regarding data leakage and privacy risks in a
centralized setting. Second, we integrate blockchain into the
FL framework to provide an accountable and transparent
bias-mitigation process. Meanwhile, the integration of
blockchain and FL enables institutions to share FL models
without a centralized coordinator and removes asingle point of
failure. The implementation of the system demonstrated that
the proposed design is afeasible solution for addressing fairness
in a decentralized environment. Performance evaluation
indicates that the overhead brought about by blockchain
integration is acceptable, considering the achieved capabilities.

Our work makes several contributions to the fields of research
and practice related to FL for disease prediction and clinical
decision-making. To the research field, our study first
contributesto the research on FL and blockchain by designing
and implementing the blockchain-empowered FL framework
that can improve the fairness of decision-making in the health
care domain. The framework combines the advantages of FL
learning in distributed settings and blockchain in terms of
privacy and trustworthiness preservation. Second, it contributes
to algorithmic fairness research by implementing a
bias-mitigation process through which both the global and local
FL learning models can incrementally or continuously improve
fairness using the feedback of the fairness metrics adopted.
Third, it contributesto design science research by demonstrating
how design science research guides anal ytic research in general

https://www.jmir.org/2023/1/e46547

and health care analytics in particular. Our work shows that
adopting design science for analytic research can help ensure
the design rigor of analytic artifacts in a specific domain with
system requirements from the user perspective.

Our work has practical implications. It provides a solution to
primary stakeholders such as patients and providers who are
concerned about fairness and disparity in health care. For
patients, our design accountsfor biasesin training datato avoid
the over- or underrepresentation of certain patient populations
and hence eases patients’ fairness concernsin ML-aided clinical
decision-making. For providers, our design protectsthe privacy
of datafor local ingtitutionsthat are subject to strict data-sharing
restrictions under security and privacy regulations. This can
motivate collaboration among providersto build more accurate
global modelsto improve thefairness, precision, and quality of
clinical decision-making.

For developers, our work provides the blockchain-empowered
FL framework, its prototype, and the prototype evaluation.
Developers can build upon our work to have a full
implementation of the framework to generate learning models
with fairness for specific disease diagnoses and clinical
decisions. They can also extend our work to explore other
designs that combine the advantages of FL and blockchain. In
pursuing such designs, they may consider severa trade-offs
based on our design. First is the trade-off between prediction
accuracy and fairness. To achieve fairness, there are metricsto
adopt and parametersto adjust, so thiswill inherently affect the
prediction accuracy. Second, there is a trade-off between the
prediction accuracy and cost of accuracy. The computational
performance during the prediction is largely dependent on the
architecture design and number of nodesin the blockchain. To
balance the desired accuracy and number of participating health
care institutions, developers need to conduct precise modeling
and simulation before real-world production. Thethird trade-off
is the fairness and transparency requirement, which enhances
model trust and promotes market adoption of innovative
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architectural design. Overall, human trust should be at the
forefront of algorithm development, so that trust in ML models
can be understood and promoted.

Asfor physicians, the proposed platform provides opportunities
for incentive design and can help mitigate human bias and
structural inequalities that could affect diagnosis and treatment
use [48]. Our blockchain-empowered FL platform allows each
participant to share their data, thus promoting the fairness of
the collaboration. Following our design, anincentive model can
be built. The model can consider the contribution of each
participant and distribute rewards accordingly, based on the
topological relationships between the participants to further
develop value models in the process of revenue distribution
[49]. This proposed platform can be combined with signature
techniques to maintain fair incentives for physicians, such as
the Boneh-Goh-Nissim cryptosystem and Shamir's secret
sharing for data obliviousness security and fault tolerance [50].
Moreover, each IT component should not only have an
independent fiduciary responsibility to each hospital for the
standardization, organization, maintenance, aggregation, and
release of data but also be enabled to respond to the needs of
collaboration among physicians as a whole [51]. A better
understanding of both the cultural and political significance of
IT implementation, specifically the algorithm design and new
technology adoption, quality of care delivery, and effectiveness,
can be incorporated [52].

Limitations

Blockchain and FL are both new technol ogies that have not yet
been fully developed in the health care domain [53] or framed
by government rules and regulations [54]. There are some
technical limitations of our prototype, especially related to the
health care domain, which are highlighted as follows:. in the
health care domain, ML modelscould differ intermsof formats
and parameters based on different data sets. Generalized and
standardized mechanisms for institutional collaboration are
required to addressthislimitation. Sharing ML models can lead
to unintended intellectual information disclosure if the
deployment of the system isnot done correctly. Using thorough
planning and negotiation between institutions [55] can address
this limitation. The incentive mechanism for institutional
collaboration could also be explored to address this limitation
in future work. Full participation from all stakeholders [56] is
essential for promoting the adoption of this innovative
architectural designto achieve agorithmicfairness. Meanwhile,
the sequential nature of FL may limit the efficiency of the
learning process. However, in hospital settings, disease
prediction is not required to be performed in real time, and the
number of nodesis not large. It is acceptable to have delaysin
the learning process.

Comparison With Prior Work

FL is an innovative technology in the ML field that addresses
health care issues. Previous research provided benchmark data
[57] to provide a performance assessment and guidance on
privacy-preserving aspects [58] for FML in medical research,
including mobile health [59]. Prior research has investigated
the combination of FL and blockchain technol ogies to address
unfairness in FL. A weighted data sampler algorithm was
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developed to enhance fairnessin a COVID-19 X-ray detection
use case [60], which provides accountability. However, this
method does not preserve privacy. When it comes to privacy
challenges in FL, research efforts usually focus on statistical
inference by combining multiple datasetsfrom different sources.
These efforts use methods such as the statistical estimator, risk
utility [61], and binary hypothesis testing [62], which are
successfully developed in many scenarios with radiation and
partitioned data sets [63]. We need models that can configure
an appropriate set of attributes or the optimal combination of
attributes to identify individuals such as name, address, and
telephone number. Existing privacy-preserving applications use
decentralized learning mechanisms [64] but face the issue of
identity leakage due to the sharing of data and models between
distributed nodes. There are growing concerns for data being
reidentified and used without patients’ consent or knowledge
[24]. Prior research suggests a general “debiasing” method by
removing redundant encoding that isrelated to sensitive human
attributesfor prediction-focused ML applications[25]. However,
this method was tested only in the credit-lending context and
may not be ideal for decision-making in a health care context.
Another method relates to the human-centric, fairness-aware
ADM framework [26] that emphasizesthe holistic involvement
of human decision makers in each step of ADM. The method
is unrealistic in health care, given the complexity of medical
decision-making and privacy challenges.

Our proposed model enables institutes to configure an
appropriate set of attributes or the optimal combination of
attributes to identify individuals such as name, address, and
telephone number. Overall, our blockchain technol ogy—enabled
FL platform providestransparent operations and accountability
on adecentralized architecture while maintaining an acceptable
overhead and balanced trade-off between algorithmic fairness
and algorithm performance.

Conclusions and Future Directions

A major goal of precision medicine is the fast and reliable
detection of patients with severe and heterogeneous illnesses.
However, data from multiple hedth care providers are
heterogeneous with varying characteristics and behaviors,
resulting in unfair and inaccurate predictions. Hence, bias needs
to be detected and mitigated in different cycles of datafrom the
originto collection and processing. We designed the mechanism
of bias mitigation within the blockchain-empowered FL
framework based on a novel architecture design that enables
multiple medical institutions to jointly train predictive models
using their privacy-protected data effectively and efficiently,
ultimately achieving fairness in decision-making in the health
care domain. The proposed framework functions in a 2-stage
process, namely the learning process and the sharing or
coordination process. Thelearning processwasinitiated at each
participating institute, where datawere locally collected, stored,
and used for training loca ML models. The sharing or
coordination processisinitiated when the participating institute
joins the collaborative network with permission from the
blockchain membership management service. The sharing or
coordination process is mainly responsible for bias reduction
and mitigation, based on the adopted fairness metrics.
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This novel architectural design helps to understand and detect
the bias in health care data prepared for building predictive
models. It mitigates bias and improvesthefairness of predictive
models using FL. To do so, it develops blockchain-assisted FL
for fairness and trustworthiness and to improve the resilience
of the architecture by decentralizing the data flow during the
model training process. Our system evaluation shows that the
proposed design provides accurate prediction while providing
fairness with an acceptable overhead. Hence, our design can
help improve health care equity and the quality of care by
offering accurate and fair clinical decisions. Local hospitalscan
benefit from the FL process in which what is learned in peer
hospitalsisintegrated. This enables hospital systemsto benefit
from one another without sharing patient data.

Liang et a

Future work can extend this framework and create a
collaboration model that incorporates the incentive mechanism
to promote participation and collaboration among relevant health
care institutions. The incentive model can evaluate the
contribution of each participant and distribute the rewards
accordingly. Future work can extend this framework by
embedding different fairness metrics and evaluating the fairness
outcomes. Future studies can further improve our work by
testing it using various medical data sets. Moreover, research
has attempted to integrate new learning methods, such as swarm
learning, with new technologies, such as edge computing and
fog computing, for ML model swhile maintaining confidentiality
without the need for a central coordinator. Future work can
build on our work by applying new learning methods.

Acknowledgments

The authorsthank all the reviewers and editorsfor their helpful suggestions and comments during the review process. The authors
also thank all the colleagues who have provided valuable feedback during the manuscript preparation process. This work was
supported in part by the Department of Defense Center of Excellence in Al and Machine Learning under contract number
WO911NF-20-2-0277 with the US Army Research Laboratory.

Data Availability

The data sets generated during and/or analyzed during this study are available from the corresponding author on reasonable
request.

Authors Contributions

XL, JZ, YC, EB, and SS designed the study and developed the study architecture. XL, Y C, and EB drafted the manuscript. XL
and EB implemented the architecture. JZ and SS reviewed the manuscript for intellectual content. All authors read and approved
the final manuscript.

Conflictsof Interest
None declared.

References

1. Tomadev N, Glorot X, Rae W, Zielinski M, Askham H, Saraiva A, et a. A clinically applicable approach to continuous
prediction of future acute kidney injury. Nature 2019 Aug;572(7767):116-119 [FREE Full text] [doi:
10.1038/s41586-019-1390-1] [Medline: 31367026]

2. ZhaoJ, Feng Q, Wu P, Lupu RA, Wilke RA, Wells QS, et al. Learning from longitudinal datain electronic health record
and genetic data to improve cardiovascular event prediction. Sci Rep 2019 Jan 24;9(1): 717 [FREE Full text] [doi:
10.1038/s41598-018-36745-x] [Medline: 30679510Q]

3. Zhao J, Grabowska ME, Kerchberger VE, Smith JC, Eken HN, Feng Q, et a. ConceptWAS: a high-throughput method for
early identification of COVID-19 presenting symptoms and characteristics from clinical notes. J Biomed Inform 2021
May;117:103748 [FREE Full text] [doi: 10.1016/].jbi.2021.103748] [Medline: 33774203]

4.  Listof registries. National Institutes of Health. URL: https.//www.nih.gov/health-information/nih-clinical-research-trials-you/
list-registries [accessed 2022-11-16]

5. MclLeod A, Dolezel D. Cyber-analytics: modeling factors associated with healthcare data breaches. Decis Support Syst
2018 Apr;108:57-68 [doi: 10.1016/j.dss.2018.02.007]

6.  AnnasGJ. HIPAA regulations - anew eraof medical-record privacy? N Engl JMed 2003 Apr 10;348(15):1486-1490 [doi:
10.1056/NEJMIim035027] [Medline: 12686707]

7. LiL,FanY,TseM, LinKY. A review of applicationsin federated learning. Comput Ind Eng 2020 Nov;149:106854 [doi:
10.1016/j.cie.2020.106854]

8. Chang K, Balachandar N, Lam C, Yi D, Brown J, Beers A, et al. Distributed deep learning networks among institutions
for medical imaging. JAm Med Inform Assoc 2018 Aug 01;25(8):945-954 [ FREE Full text] [doi: 10.1093/jamia/ocy017]
[Medline: 29617797]

https://www.jmir.org/2023/1/e46547 JMed Internet Res 2023 | vol. 25 | e46547 | p. 14

(page number not for citation purposes)


https://europepmc.org/abstract/MED/31367026
http://dx.doi.org/10.1038/s41586-019-1390-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31367026&dopt=Abstract
https://doi.org/10.1038/s41598-018-36745-x
http://dx.doi.org/10.1038/s41598-018-36745-x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=30679510&dopt=Abstract
https://linkinghub.elsevier.com/retrieve/pii/S1532-0464(21)00077-0
http://dx.doi.org/10.1016/j.jbi.2021.103748
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33774203&dopt=Abstract
https://www.nih.gov/health-information/nih-clinical-research-trials-you/list-registries
https://www.nih.gov/health-information/nih-clinical-research-trials-you/list-registries
http://dx.doi.org/10.1016/j.dss.2018.02.007
http://dx.doi.org/10.1056/NEJMlim035027
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=12686707&dopt=Abstract
http://dx.doi.org/10.1016/j.cie.2020.106854
https://europepmc.org/abstract/MED/29617797
http://dx.doi.org/10.1093/jamia/ocy017
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29617797&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Liang et a

9.  Warnat-Herresthal S, Schultze H, Shastry KL, Manamohan S, Mukherjee S, Garg V, et a. Swarm Learning for decentralized
and confidential clinical machine learning. Nature 2021 Jun 26;594(7862):265-270 [FREE Full text] [doi:
10.1038/s41586-021-03583-3] [Medline: 34040261]

10. WangF, Preininger A. Al in health: state of the art, challenges, and future directions. Yearb Med Inform 2019
Aug;28(1):16-26 [FREE Full text] [doi: 10.1055/s-0039-1677908] [Medline: 31419814]

11. Yang Z, Kankanhalli A, Ng BY, Lim JT. Analyzing the enabling factors for the organizational decision to adopt healthcare
information systems. Decis Support Syst 2013 Jun;55(3):764-776 [doi: 10.1016/j.dss.2013.03.002]

12. Bardhan IR, Thouin MF. Health information technology and itsimpact on the quality and cost of healthcare delivery. Decis
Support Syst 2013 May;55(2):438-449 [doi: 10.1016/j.dss.2012.10.003]

13. ChouldechovaA, Roth A. A snapshot of thefrontiers of fairnessin machinelearning. Commun ACM 2020 May;63(5):82-89
[doi: 10.1145/3376898]

14. Joseph M, Kearns M, Morgenstern J, Roth A. Fairnessin learning: classic and contextual bandits. In: Proceedings of the
30th Conference on Neural Information Processing Systems (NIPS 2016). 2016 Presented at: 30th Conference on Neural
Information Processing Systems (NIPS 2016); December 5-10, 2016; Barcelona, Spain

15. DolataM, Feuerriegel S, Schwabe G. A sociotechnical view of algorithmic fairness. Inf Syst J2021 Oct 07;32(4):754-818
[doi: 10.1111/i5.12370]

16. Gkeredakis M. Fair algorithmsin organizations: a performative-sensemaking model. In: Proceedings of the ICIS 2022.
2022 Presented at: International Conference on Information Systems 2022; December 9-14, 2022; Copenhagen, Denmark
URL: https://aisel.aisnet.org/icis2022/ai_business/ai_business/1

17. Dietvorst BJ, SSimmons JP, Massey C. Overcoming algorithm aversion: people will use imperfect algorithmsif they can
(even dightly) modify them. Manage Sci 2018 Mar;64(3):1155-1170 [doi: 10.1287/mnsc.2016.2643]

18. Mehrabi N, Morstatter F, Saxena N, Lerman K, Galstyan A. A survey on bias and fairnessin machine learning. ACM
Comput Surv 2021 Jul 13;54(6):1-35 [doi: 10.1145/3457607]

19. Bellamy RK, Dey K, Hind M, Hoffman SC, Houde S, Kannan K, et a. Al Fairness 360: an extensible toolkit for detecting
and mitigating algorithmic bias. IBM JRes Dev 2019 Jul 1;63(4/5):4:1-:15 [doi: 10.1147/jrd.2019.2942287]

20. Fernandez B, Chaikind H, Peterson CL, Lyke B. Health care reform: an introduction. Congressional Research Service.
2009 Aug 31. URL: https://sgp.fas.org/crs/misc/R40517.pdf [accessed 2022-02-10]

21. LiY, VoA, RandhawaM, Fick G. Designing utilization-based spatial healthcare accessibility decision support systems: a
case of aregional health plan. Decis Support Syst 2017 Jul;99:51-63 [doi: 10.1016/j.dss.2017.05.011]

22. HuangW,Li T, WangD, Du S, Zhang J. Fairness and accuracy in federated learning. arXiv. Preprint posted online December
18, 2020 2023 [FREE Full text]

23. Homer N, Szelinger S, Redman M, Duggan D, Tembe W, Muehling J, et al. Resolving individuals contributing trace
amounts of DNA to highly complex mixtures using high-density SNP genotyping microarrays. PLoS Genet 2008 Aug
29;4(8):€1000167 [FREE Full text] [doi: 10.1371/journal.pgen.1000167] [Medline: 18769715]

24. Bardhan |, Chen H, Karahanna E. Connecting systems, data, and people: a multidisciplinary research roadmap for chronic
disease management. MIS Q 2020 Mar;44(1):185-200 [EREE Full text] [doi: 10.25300/M1SQ/2020/14644]

25. FuR,Huang, Singh PV. Crowds, lending, machine, and bias. Inf Syst Res 2021 Mar 01;32(1):72-92 [doi:
10.1287/isre.2020.0990]

26. Adomavicius G, Yang M. Integrating behavioral, economic, and technical insights to understand and address algorithmic
bias: a human-centric perspective. ACM Trans Manage Inf Syst 2022 May 14;13(3):1-27 [doi: 10.1145/3519420]

27. ParkY,HuJ, Singh M, Syllal, Dankwa-Mullan |, Koski E, et al. Comparison of methods to reduce bias from clinical
prediction models of postpartum depression. AMA Netw Open 2021 Apr 01;4(4):€213909 [EREE Full text] [doi:
10.1001/jamanetworkopen.2021.3909] [Medline: 33856478]

28. PaulusJK, Kent DM. Predictably unequal: understanding and addressing concerns that algorithmic clinical prediction may
increase health disparities. NPIDigit Med 2020 Jul 30;3(1):99 [FREE Full text] [doi: 10.1038/s41746-020-0304-9] [Medline:
32821854]

29. Wang Z, Wang L, Xiao F, Chen Q, LuL, Hong J. A traditional Chinese medicine traceability system based on lightweight
blockchain. JMed Internet Res 2021 Jun 21;23(6):€25946 [FREE Full text] [doi: 10.2196/25946] [Medline: 34152279]

30. Hevner A. A three cycle view of design science research. Scand J Inf Syst 2007;19(2):87-92 [FREE Full text]

31. XieY, ZhangJ, Wang H, LiuP, Liu S, Huo T, et a. Applications of blockchain in the medical field: narrative review. J
Med Internet Res 2021 Oct 28;23(10):e28613 [FREE Full text] [doi: 10.2196/28613] [Medline: 34533470]

32. Hevner AR, March ST, Park J, Ram S. Design science in information systems research. MIS Q 2004 Mar;28(1):75-105
[doi: 10.2307/25148625]

33. Smedley BD, Stith AY, Care C, editors. Unequal Treatment: Confronting Racial and Ethnic Disparities in Health Care.
Washington, DC: The National Academies Press; 2003.

34. FengQ, DuM, Zou N, Hu X. Fair machine learning in healthcare: areview. arXiv. Preprint posted online June 29, 2022
2023 [FREE Full text] [doi: 10.48550/arXiv.2206.14397]

https://www.jmir.org/2023/1/e46547 JMed Internet Res 2023 | vol. 25 | e46547 | p. 15

(page number not for citation purposes)


https://europepmc.org/abstract/MED/34040261
http://dx.doi.org/10.1038/s41586-021-03583-3
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34040261&dopt=Abstract
http://www.thieme-connect.com/DOI/DOI?10.1055/s-0039-1677908
http://dx.doi.org/10.1055/s-0039-1677908
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31419814&dopt=Abstract
http://dx.doi.org/10.1016/j.dss.2013.03.002
http://dx.doi.org/10.1016/j.dss.2012.10.003
http://dx.doi.org/10.1145/3376898
http://dx.doi.org/10.1111/isj.12370
https://aisel.aisnet.org/icis2022/ai_business/ai_business/1
http://dx.doi.org/10.1287/mnsc.2016.2643
http://dx.doi.org/10.1145/3457607
http://dx.doi.org/10.1147/jrd.2019.2942287
https://sgp.fas.org/crs/misc/R40517.pdf
http://dx.doi.org/10.1016/j.dss.2017.05.011
http://arxiv.org/abs/2012.10069
https://dx.plos.org/10.1371/journal.pgen.1000167
http://dx.doi.org/10.1371/journal.pgen.1000167
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=18769715&dopt=Abstract
https://www.researchgate.net/publication/344065115_Connecting_systems_data_and_people_A_multidisciplinary_research_roadmap_for_chronic_disease_management
http://dx.doi.org/10.25300/MISQ/2020/14644
http://dx.doi.org/10.1287/isre.2020.0990
http://dx.doi.org/10.1145/3519420
https://europepmc.org/abstract/MED/33856478
http://dx.doi.org/10.1001/jamanetworkopen.2021.3909
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33856478&dopt=Abstract
https://doi.org/10.1038/s41746-020-0304-9
http://dx.doi.org/10.1038/s41746-020-0304-9
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32821854&dopt=Abstract
https://www.jmir.org/2021/6/e25946/
http://dx.doi.org/10.2196/25946
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34152279&dopt=Abstract
https://www.researchgate.net/publication/254804390_A_Three_Cycle_View_of_Design_Science_Research
https://www.jmir.org/2021/10/e28613/
http://dx.doi.org/10.2196/28613
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34533470&dopt=Abstract
http://dx.doi.org/10.2307/25148625
https://arxiv.org/abs/2206.14397
http://dx.doi.org/10.48550/arXiv.2206.14397
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Liang et a

35.

36.

37.

38.

39.

40.

41.

42.
43.

45,

46.

47.

48.

49,

50.

51.

52.

53.

55.

56.

57.

58.

59.

Li F, Wu P, Ong HH, Peterson JF, Wei W, Zhao J. Evaluating and mitigating bias in machine learning models for
cardiovascular disease prediction. J Biomed Inform 2023 Feb;138:104294 [doi: 10.1016/j.jbi.2023.104294] [Medline:
36706849]

FuR, Aseri M, Singh PV, Srinivasan K. “Un”fair machinelearning algorithms. Manag Sci 2022 Jun;68(6):4173-4195 [doi:
10.1287/mnsc.2021.4065]

Obermeyer Z, Powers B, Vogeli C, Mullainathan S. Dissecting racial bias in an algorithm used to manage the health of
populations. Science 2019 Oct 25;366(6464):447-453 [doi: 10.1126/science.aax2342] [Medline: 31649194]

Afrose S, Song W, Nemeroff C, Lu C, Yao DD. Subpopulation-specific machine learning prognosis for underrepresented
patients with double prioritized bias correction. Commun Med (Lond) 2022;2:111 [FREE Full text] [doi:
10.1038/s43856-022-00165-w] [Medline: 36059892]

Bandara E, Shetty S, Rahman A, Mukkamala R, Zhao J, Liang X. Bassa-ML — ablockchain and model card integrated
federated |earning provenance platform. In: Proceedings of the 19th Annual Consumer Communications & Networking
Conference (CCNC). 2022 Presented at: 19th Annual Consumer Communications & Networking Conference (CCNC);
January 08-11, 2022; Las Vegas, NV [doi: 10.1109/ccnc49033.2022.9700513]

BandaraE, Liang X, Foytik P, Shetty S, Ranasinghe N, De Zoysa K. Rahasak—Scalable blockchain architecture for
enterprise applications. J Syst Archit 2021 Jun;116:102061 [doi: 10.1016/j.sysarc.2021.102061]

Bandara E, Ng WK, Ranasinghe N, De Zoysa K. Aplos: smart contracts made smart. In: Proceedings of the International
Conference on Blockchain and Trustworthy Systems. 2019 Presented at: BlockSys 2019; December 7-8, 2019; Guangzhou,
China[doi: 10.1007/978-981-15-2777-7_35]

Thdnes J. Microservices. |IEEE Softw 2015 Jan;32(1):116 [doi: 10.1109/ms.2015.11]

Lakshman A, Malik P. Cassandra: adecentralized structured storage system. SIGOPS Oper Syst Rev 2010 Apr 14;44(2):35-40
[doi: 10.1145/1773912.1773922]

Kreps J, Narkhede N, Rao J. Kafka: a distributed messaging system for log processing. In: Proceedings of the Networking
Meets Databases Workshop. 2011 Presented at: NetDB'11; June 12, 2011; Athens, Greece

Liang X, Bandara E, Zhao J, Shetty S. A blockchain-empowered federated learning system and the promising use in drug
discovery. In: Charles W, editor. Blockchain in Life Sciences. Singapore: Springer; 2022.

Pinto JC. Diagnosing acute inflammations of bladder. GitHub. 2022. URL: https://github.com/jckuri/BladderDataset
[accessed 2022-11-21]

Coleman C, Kang D, Narayanan D, Nardi L, Zhao T, Zhang J, et al. Analysis of DAWNBench, atime-to-accuracy machine
learning performance benchmark. SIGOPS Oper Syst Rev 2019 Jul 25;53(1):14-25 [doi: 10.1145/3352020.3352024]
Passi S, Barocas S. Problem formulation and fairness. In: Proceedings of the Conference on Fairness, Accountability, and
Transparency. 2019 Presented at: FAT* '19; January 29-31, 2019; Atlanta, GA [doi: 10.1145/3287560.3287567]
Maass W, Varshney U. Design and evaluation of ubiquitous information systems and use in healthcare. Decis Support Syst
2012 Dec;54(1):597-609 [doi: 10.1016/j.dss.2012.08.007]

Tang W, Ren J, Deng K, Zhang Y. Secure data aggregation of lightweight e-healthcare iot devices with fair incentives.
|EEE Internet Things J 2019 Oct;6(5):8714-8726 [doi: 10.1109/jiot.2019.2923261]

Korst LM, Signer IM, Aydin CE, Fink A. Identifying organizational capacities and incentivesfor clinical data-sharing: the
case of aregional perinatal information system. JAm Med Inform Assoc 2008 Mar 01;15(2):195-197 [doi:
10.1197/jamiam2475]

Wurster CJ, Lichtenstein BB, Hogeboom T. Strategic, political, and cultural aspects of IT implementation: improving the
efficacy of an 1T systemin alarge hospital . JHealthc Manage 2009;54(3):191-206 [doi: 10.1097/00115514-200905000-00009]
Yeung K. The health care sector's experience of blockchain: a cross-disciplinary investigation of itsreal transformative
potential. JMed Internet Res 2021 Dec 20;23(12):e24109 [FREE Full text] [doi: 10.2196/24109] [Medline: 34932009]
Dubovitskaya A, Baig F, Xu Z, Shukla R, Zambani PS, Swaminathan A, et al. ACTION-EHR: patient-centric
blockchain-based electronic health record data management for cancer care. JMed Internet Res 2020 Aug 21;22(8):€13598
[FREE Full text] [doi: 10.2196/13598] [Medline: 32821064]

Chen W, Bohloul SM, MaY, Li L. A blockchain-based information management system for academic ingtitutions: a case
study of international students’ workflow. Inf Discov Deliv 2021 Oct 18;50(4):343-352 [doi: 10.1108/idd-01-2021-0010]
Mackey TK, Miyachi K, Fung D, Qian S, Short J. Combating health care fraud and abuse: conceptualization and prototyping
study of a blockchain antifraud framework. J Med Internet Res 2020 Sep 10;22(9):€18623 [FREE Full text] [doi:
10.2196/18623] [Medline: 32909952]

Lee GH, Shin S. Federated learning on clinical benchmark data: performance assessment. JMed Internet Res 2020 Oct
26;22(10):€20891 [FREE Full text] [doi: 10.2196/20891] [Medline: 33104011]

Brauneck A, Schmalhorst L, Kazemi Majdabadi MM, Bakhtiari M, Vélker U, Baumbach J, et al. Federated machine
learning, privacy-enhancing technologies, and data protection laws in medical research: scoping review. JMed Internet
Res 2023 Mar 30;25:41588 [FREE Full text] [doi: 10.2196/41588] [Medline: 36995759]

Wang T, Du Y, Gong Y, Choo KR, Guo Y. Applications of federated learning in mobile health: scoping review. JMed
Internet Res 2023 May 01;25:e43006 [FREE Full text] [doi: 10.2196/43006] [Medline: 37126398]

https://www.jmir.org/2023/1/e46547 JMed Internet Res 2023 | vol. 25 | e46547 | p. 16

(page number not for citation purposes)


http://dx.doi.org/10.1016/j.jbi.2023.104294
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36706849&dopt=Abstract
http://dx.doi.org/10.1287/mnsc.2021.4065
http://dx.doi.org/10.1126/science.aax2342
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31649194&dopt=Abstract
https://doi.org/10.1038/s43856-022-00165-w
http://dx.doi.org/10.1038/s43856-022-00165-w
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36059892&dopt=Abstract
http://dx.doi.org/10.1109/ccnc49033.2022.9700513
http://dx.doi.org/10.1016/j.sysarc.2021.102061
http://dx.doi.org/10.1007/978-981-15-2777-7_35
http://dx.doi.org/10.1109/ms.2015.11
http://dx.doi.org/10.1145/1773912.1773922
https://github.com/jckuri/BladderDataset
http://dx.doi.org/10.1145/3352020.3352024
http://dx.doi.org/10.1145/3287560.3287567
http://dx.doi.org/10.1016/j.dss.2012.08.007
http://dx.doi.org/10.1109/jiot.2019.2923261
http://dx.doi.org/10.1197/jamia.m2475
http://dx.doi.org/10.1097/00115514-200905000-00009
https://www.jmir.org/2021/12/e24109/
http://dx.doi.org/10.2196/24109
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34932009&dopt=Abstract
https://www.jmir.org/2020/8/e13598/
http://dx.doi.org/10.2196/13598
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32821064&dopt=Abstract
http://dx.doi.org/10.1108/idd-01-2021-0010
https://www.jmir.org/2020/9/e18623/
http://dx.doi.org/10.2196/18623
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32909952&dopt=Abstract
https://www.jmir.org/2020/10/e20891/
http://dx.doi.org/10.2196/20891
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33104011&dopt=Abstract
https://www.jmir.org/2023//e41588/
http://dx.doi.org/10.2196/41588
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=36995759&dopt=Abstract
https://www.jmir.org/2023//e43006/
http://dx.doi.org/10.2196/43006
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37126398&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Liang et a

60.

61.

62.

63.

Lo SK, LiuY, LuQ, Wang C, Xu X, Paik H, et a. Toward trustworthy Al: blockchain-based architecture design for
accountability and fairness of federated learning systems. |EEE Internet Things J 2023 Feb 15;10(4):3276-3284 [doi:
10.1109/jiot.2022.3144450]

Agrawa R, Evfimievski A, Srikant R. Information sharing across private databases. In: Proceedings of the 2003 ACM
SIGMOD International Conference on Management of Data. 2003 Presented at: SIGMOD '03; June 9-12, 2003; San Diego,
CA [doi: 10.1145/872757.872771]

Liao J, Sankar L, Tan VY, Calmon FP. Hypothesis testing in the high privacy limit. In: Proceedings of the 54th Annual
Allerton Conference on Communication, Control, and Computing (Allerton). 2016 Presented at: 54th Annual Allerton
Conference on Communication, Control, and Computing (Allerton); September 27-30, 2016; Monticello, IL [doi:
10.1109/alerton.2016.7852293]

Trevizan B, Chamby-Diaz J, Bazzan AL, Recamonde-Mendoza M. A comparative evaluation of aggregation methods for
machinelearning over vertically partitioned data. Expert Syst Appl 2020 Aug;152:113406 [doi: 10.1016/].eswa.2020.113406]
Antwi-Boasiako E, Zhou S, Liao Y, Liu Q, Wang Y, Owusu-Agyemang K. Privacy preservation in Distributed Deep
Learning: asurvey on Distributed Deep L earning, privacy preservation techniques used and interesting research directions.
JInf Secur Appl 2021 Sep;61:102949 [doi: 10.1016/j.jisa.2021.102949]

Abbreviations

ADM: automated decision-making
Al: artificial intelligence

DI: disparate impact

EHR: electronic health record
EOD: egual opportunity difference
FL: federated learning

FML: federated machinelearning
ML: machinelearning

Edited by T Leung, G Eysenbach; submitted 15.02.23; peer-reviewed by D Chrimes, N Mungoli, C Zhu; commentsto author 16.06.23;
revised version received 06.07.23; accepted 21.08.23; published 30.10.23

Please cite as:

Liang X, Zhao J, Chen Y, Bandara E, Shetty S

Architectural Design of a Blockchain-Enabled, Federated Learning Platform for Algorithmic Fairness in Predictive Health Care:
Design Science Sudy

J Med Internet Res 2023; 25: 46547

URL: https.//www.jmir.org/2023/1/e46547

doi: 10.2196/46547

PMID: 37902833

©Xueping Liang, Juan Zhao, Yan Chen, Eranga Bandara, Sachin Shetty. Originally published in the Journal of Medical Internet
Research (https://www.jmir.org), 30.10.2023. Thisis an open-access article distributed under the terms of the Creative Commons
Attribution License (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and reproduction
in any medium, provided the original work, first published in the Journal of Medical Internet Research, is properly cited. The
complete bibliographic information, a link to the original publication on https.//www.jmir.org/, as well as this copyright and
license information must be included.

https://www.jmir.org/2023/1/e46547 JMed Internet Res 2023 | vol. 25 | e46547 | p. 17

RenderX

(page number not for citation purposes)


http://dx.doi.org/10.1109/jiot.2022.3144450
http://dx.doi.org/10.1145/872757.872771
http://dx.doi.org/10.1109/allerton.2016.7852293
http://dx.doi.org/10.1016/j.eswa.2020.113406
http://dx.doi.org/10.1016/j.jisa.2021.102949
https://www.jmir.org/2023/1/e46547
http://dx.doi.org/10.2196/46547
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=37902833&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

