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Abstract

Background: Digital contact tracing algorithms (DCTAS) have emerged as a means of supporting pandemic containment
strategies and protecting popul ations from the adverse effects of COVID-19. However, the impact of DCTAS on users privacy
and autonomy has been heavily debated. Although privacy is often viewed as the ability to control access to information, recent
approaches consider it asanorm that structures socid life. Inthisregard, cultural factorsare crucial in evaluating the appropriateness
of information flows in DCTAs. Hence, an important part of ethical evaluations of DCTAs is to develop an understanding of
their information flow and their contextual situatedness to be able to adequately evaluate questions about privacy. However, only
limited studies and conceptual approaches are currently available in this regard.

Objective: This study aimed to develop a case study methodology to include contextua cultural factorsin ethical analysis and
present exemplary results of a subsequent analysis of 2 different DCTAs following this approach.

Methods: We conducted a comparative qualitative case study of the algorithm of the Google Apple Exposure Notification
Framework as exemplified in the German Corona Warn App and the Japanese approach of Computation of Infection Risk via
Confidential Locational Entries (CIRCLE) method. The methodol ogy was based on apostphenomenol ogical perspective, combined
with empirical investigations of the technological artifactswithin their context of use. An ethics of disclosure approach was used
to focus on the social ontologies created by the algorithms and highlight their connection to the question about privacy.

Results. Both algorithms use the idea of representing asocial encounter of 2 subjects. These subjects gain significance in terms
of risk against the background of a representation of their temporal and spatial properties. However, the comparative analysis
reveals 2 mgjor differences. Google Apple Exposure Notification Framework prioritizes temporality over spatiality. In contrast,
the representation of spatiaity is reduced to distance without any direction or orientation. However, the CIRCLE framework
prioritizes spatiality over temporality. These different concepts and prioritizations can be seen to align with important cultural
differencesin considering basic concepts such as subject, time, and space in Eastern and Western thought.

Conclusions: The differences noted in this study essentially lead to 2 different ethical questions about privacy that are raised
against the respective backgrounds. These findings have important implications for the ethical evaluation of DCTAS, suggesting
that a culture-sensitive assessment is required to ensure that technologies fit into their context and create |ess concern regarding
their ethical acceptability. Methodologically, our study provides a basis for an intercultural approach to the ethics of disclosure,
allowing for cross-cultural dialogue that can overcome mutual implicit biases and blind spots based on cultural differences.

(J Med Internet Res 2023;25:e45112) doi: 10.2196/45112

https://www.jmir.org/2023/1/e45112 JMed Internet Res 2023 | vol. 25 | e45112 | p. 1
(page number not for citation purposes)


mailto:joschka.haltaufderheide@uni-potsdam.de
http://dx.doi.org/10.2196/45112
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

KEYWORDS

Haltaufderheide et al

digital contact tracing; algorithms; methodology; empirical ethics; privacy; culture-sensitive ethics; mobile phone

Introduction

Background

Digital contact tracing algorithms (DCTAS) and respective apps
have emerged as a ubiquitous phenomenon throughout the
COVID-19 pandemic [1,2]. They have been advocated as a
means to support and improve pandemic containment strategies
[3-5], to alow individuals to become involved in attempts to
decrease infection rates [5,6], and to protect populations from
the adverse effects of COVID-19 [7,8]. A large number of
governmental and nongovernmental agencies haveimplemented
DCTAs of different varieties all over the world [9,10]. In most
countries, their development and implementation were
accompanied by intense public and scientific debates.

From the perspective of health and data ethics, the impact of
DCTASs has been discussed, especialy with reference to users
autonomy and privacy, that is, as a potential threat to
informational self-determination and a possible step toward
(governmental) mass surveillance [11-18]. Privacy in these
debates is often understood as the ability to control access to
information or the ability to have one’'s domain of information
[19]. However, recent approaches that understand privacy as a
norm that regulates and structures socia life have gained
increasing importance[15,20-22]. These views stressthe social
dimension of privacy as a component of well-functioning
societies[23]. Privacy inthisregard ispluralistic [21], meaning
that the question about appropriateness takes into account the
contextual situatedness of information flows. Contextual can,
for example, refer to the societal and cultural backdrop of a
situation, way of transmission of information, involved agents,
and type of information in question [24-26].

From this perspective, an important part of ethical evaluations
of DCTAswould beto develop understanding of cultural factors
relevant to their information flows [15,16,27]. For the purpose
of this study, we define culture simply as a set of formative
conditionsimposed on agroup of people (eg, through common
education, language, shared historical traditions, media, and so
on), which is distinct from those conditions imposed on others
[28]. Given that DCTASs are a global phenomenon and ethical
debates seem to occur in almost all instances but against very
different cultural backgrounds, it is remarkable that questions
regarding the role and impact of cultura factors within the
debate on privacy in DCTASs have almost completely evaded
scrutiny so far.

Objectives

Againgt this background, this study developed a case study
methodol ogy to include contextual cultural factorsin the ethical
analysis of DCTAs and presented exemplary results of a
subsequent analysis of 2 different DCTAs following this
approach. Hence, the aim of this study was 2 fold. First, we
proposed our methodological approach and second, analyzed
the contextual situatedness of 2 DCTAs of different origins
regarding their information flow by correlating structures and
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concepts used in these algorithms with prevalent cultural and
societal patterns of their background. We focused on the
disclosure of the ontologies created within the algorithms, that
is, what concepts and structures are used to represent a social
encounter and to screen for risk imposition and theimplications
of such ontologies when judging the appropriateness of
information flows in DCTAs. Therefore, we analyzed 1
algorithm with aWestern background and 1 algorithm that stems
from Japan. We made this choice becauseit isknown that there
are important and significant differences between cultural
assumptions, especially regarding the understanding of body,
time, space, and technology relevant to the representations of
subjectsin DCTAS [29,30].

We based our study on a so-called mediating approach of
technology [31,32]. Mediating approaches provide a suitable
methodol ogical background to study the contextual situatedness
of information flows materialized in technologies. In this way,
we drew from a phenomenologically oriented and broadened
understanding of technology that has become increasingly
important in recent years [33-35]. In contrast, our hormative
perspective was guided by the concept of ethics of disclosure
[36], that is, ethics as an undertaking to reveal the influence of
implicit concepts and values in technological artifactsto allow
for their critical reflection from a normative point of view
[36-38]. On the basis of these considerations, we will shortly
introduce the 2 algorithms—the algorithm of the Google Apple
Exposure Notification Framework (GAEFN), as exemplified
by the German CoronaWarn App (CWA), and the Computation
of Infection Risk viaConfidential Locational Entries (CIRCLE)
algorithm [39-41] from Japan. Both have been advertised as
being especially privacy preserving. We have presented the
results of our comparative analysis. We showed how both
algorithms use the idea of representing a social encounter and
how subjects of thisencounter gain significancein termsof risk
against the background of their temporal and spatial properties,
as represented in the calculations. However, the comparative
analysis revealed at least 2 major differences. The first oneis
adifferent importance of spatial and temporal extensions of the
subjects, which is represented in different priorities and
algorithmic filter hierarchies. Second, this implies a different
condition of existence of the subject itself. With condition of
existence, we meant what primarily constitutes a subject and
when it vanishes from further calculations. Finally, with these
results in mind, we have briefly discussed the significance of
our analysis for the ethical evaluation of privacy. We have
highlighted the implications of our results and the need for
further studies and methodological development.

Methods

Per spectives About Technology

Our approach was based on 2 premises defining an empirically
informed ethical inquiry into technology. The first was a
postphenomenological account of technology asaway to guide
the perspective toward DCTAs. This account focused on the
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mediating capacities of technological artifacts. According to
Verbeek [42], studying technology in terms of
postphenomenol ogy means studying technological artifactswith
regard to their relations with human beings. Itsfocusis on how
technologies shape the connection between humans and their
lifeworld as mediators of experiences and practices [42]. This
perspective was combined with  descriptive—often
empirical—investigations, that is, the actua technological
artifact in its context of use was considered to be the starting
point of further inquiry. Consequently, postphenomenological
studies depart from a common sense understanding of
technol ogy, providing amore complex framework to understand
and describe what humans do with technology and what
technological artifacts do to them. Understanding technologies
as mediators means that artifacts no longer appear as meansto
an end but are viewed on the basis of their capacity to enter into
the phenomenological relation between acting agents and their
lifeworld [32,42]. However, the transmission that is occurring
with this relay is not neutral but is to be understood as a
transformation based on the functional capacity of a specific
artifact. A simple metaphor to depict this concept is the image
of a person wearing eyeglasses. Although these glasses enter
into and mediate the visual experience of that person, they do
not neutrally transmit an image of the surroundings but change
the users’ perception based on the shape of the lenses. Of course,
it is implied that the technological artifact itself is a created
object andistheresult of aprocessof creationinwhich implicit
and explicit values, cultural assumptions, and societal practices
have | eft their mark. Thisled to the question regarding how the
experience of technology is shaped, and, considering the role
of functionality, what implicit concept values or biases may
have entered the process of creation and are materialized within
an artifact’s functional capabilities.

Ethics of Disclosure

Answering this question and reflecting on it from a normative
perspective is part of what can be called ethics of disclosure
[36-38]. Therefore, we based our study on the observation that
many technical operations tend to become or are, in principle,
opaque, as they include operations, systems, or parts that are
very complex and difficult to understand [37,38]. In particular,
digital technologies have a tendency to linger at the border of
subject and environment and to constantly sink below the
phenomenological threshold of perceptibility, either by
becoming embodied or by becoming part of the environmental
background [43]. Hence, the process of creation and use of
digital technology can be described as a constant process of
closure in which decisions are made, design is implemented,
and properties of the technical object become fixed asaway of
producing order [38]. The aim of an ethics of disclosure is to
identify such (moral) opacity, to bring it to view, and to reflect
about morally relevant or problematic features that can be
disclosed through thorough investigation. In other words, the
goal is to maintain the reversibility of the many foldings of
technology [36].

Hypotheses for the I nvestigation

Combining both of these premises led to a focus on an
ontological disclosure, that is, to ask what kind of world we see
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through a technology (premise 1) and what implicit concepts
and standards materialized in atechnology influence the shape
of thisworld (premise 2). Regarding DCTAS, we hypothesized
that these technologies—in principle—can be described as
creating the opportunity to perceive socia encounters as health
risk imposition and to adapt behavior accordingly. Therefore,
DCTAs create (only partialy accessible) social ontologies,
broadly defined as what there isin a certain social horizon, to
represent crucial features of asocial encounter and to weigh the
significance of such encountersin a metric of risk. We further
hypothesized that these ontol ogies also provide valuableinsights
in the privacy debate as they represent and reconstitute
contextual factorsthat areimportant when considering the social
dimension of privacy.

Approach tothe Analysis
From these hypotheses, we derived the following questions:

1. Howisasocia encounter represented within the algorithms
of DCTAS?

2. How do different representations from different cultural
backgrounds relate to prevalent structures and concepts of
their context of creation?

To answer these questions, we adopted a comparative case study
approach. We defined case studies in accordance with Crowe
et a [44] as a methodical approach of in-depth exploration of
the complexity and uniqueness of aparticular phenomenon [45].
Case study approaches have been widely used in a variety of
disciplines and have proven to be especially suitable to explore
phenomena in relation to their context and to develop an
in-depth understanding. Given our postphenomenological
framework and research questions, we understand our approach
to be instrumental, that is, the analysis of the cases serves the
purpose of understanding a more general phenomenon [46]. In
our case, this was the embeddedness of cultural, social, and
ethical valuesin DCTAs. A comparative analysis was chosen
to create a high-contrast environment for our inquiry that would
provide opportunities for substantive insights to emerge.

It isimportant to understand that this approach wasinterpretative
and exploratory in nature. Interpretative means that we aimed
to understand DCTAs not from an objective or external observer
perspective but against the background of its creation and use,
that is, how a system is understood and is given meaning by a
shared understanding of such phenomena [44,47]. As, for
example, Ryan et al [48] haveput it, it isto focus on thewhat's,
why’s, and how’s relevant to the ethical questions emerging
with technologies. In this way, interpretative approaches aim
to explore how meaning is assigned to alow for building and
refinement of theories, which may guide further ethical analysis.
Consequently, we did not aim to quantify any of our insights
(as this would not be appropriate). Rather, first, we presented
a material description of our cases. Then, we developed an
interpretation based on our material of analysisto finally connect
this interpretation to certain prevalent cultural patterns in
Western and Eastern cultures.

Material of the Analysis

Our primary data sourceswereall publicly available documents
and documentation regarding the 2 algorithms from verified
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sourcesthat were actually involved in research and devel opment.
Sourceswere collected from January 2021 to March 2022, with
an update in August 2022. The source collection included
scientific publications and presentations, technical documents
and manuals, and user documentations. Data were analyzed
from a qualitative perspective with the general idea to
understand the algorithms and their creation as product and
socia process of sense and meaning making [45,49]. Hence,
our aim wasto learn how the creators of the algorithms provide
arationale for their calcul ations; make sense of their parts; and
explain their inner workings, purpose, and functioning. First,
we aimed at reconstructing an abstract representation of the
information flow of the algorithms as presented in the material
and then, to reconstruct meaning and significance that were
assigned to different steps of this flow.

Haltaufderheide et al

Ethical Consider ations

For this analysis, no data about human participants were
analyzed, and, hence, we deemed approval through an
institutional review board to not be necessary.

Results

Material Description of the Cases

Our first case is concerned with the algorithm of the GAEFN
in its exemplary implementation in the German CWA. The
GAEFN isaprominent framework to implement digital contact
tracing and is part of the joint efforts of Google and Apple to
create a privacy-preserving contact tracing protocol. It was
quickly adopted by many providers of contact tracing apps.
Figure 1 providesageneral overview of how the GAEFN works
in case of the CWA.

Figure 1. Steps taken within the Google Apple Exposure Notification Framework according to Corona Warn App solution architecture.

A person who is potentially
infected is tested.

[ J - A
Sample - Validates
» Test lab
) Informs Testing server Shares
Gives consent -
»
- g

The lab validates testing results
for the testing server.

The user is informed about a
positive result and is asked to
consent to share information.

Retrieves

Sends
data

Notification
server

. J

The notification server receives
data and acts as a gateway toward
mobile clients.

The user devices periodically
retrieve relevant exposure
windows for a predefined period.
The risk calculation is performed.

Informs

Y

The user is informed about the
results. Additional measures are
recommended based on risk status.

The GAEFN alowsto easily implement digital contact tracing
on smartphones using iPhone Operating System and Android
Operating System. It provides abasic architecture to exchange
the necessary information between the devices. This includes
the following:

1. Theability to gather dataand measure properties occurring
in case of intersecting Bluetooth cones with other devices

2. Theabhility to gather dataregarding the health status of users

3. The ability to combine both data sources to represent a
social encounter between a person who is infected and a
person who is potentially affected and to evaluate the heal th
risk of this encounter
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4. Auxiliary functions to transmit, store, display, and retrieve
data and recommendations

Regarding thefirst aspect, the GAEFN provides respective apps
with information about timing, signal attenuation of the
Bluetooth interface, and additional information necessary to
identify acontact in case of alater infection. When intersecting
Bluetooth signal cones are detected, each deviceidentifiesitself
with its counterpart with a nonpermanent identifier. This
identifier is, then, locally stored for a predefined time together
with dataindicating the signal damping of the smartphone and
the duration of the signal cone overlap.
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Regarding the second aspect, the system provides the basis to
collect infection status (positive testing result) and data
indicating the risk of transmitting the virus for each day in a
predefined time frame. The latter value can be derived from a
variety of different mathematical functions, which basically
aim to describe the most likely course of illness with reference
to the carriers infectiousness over time. The third aspect
provides an algorithm to match recorded identifiers with alist
of positively flagged identifiers by the second aspect and then,
to evaluate whether and to what extent this encounter can be

Haltaufderheide et al

described as a health risk imposition based on its properties.
Precisely, the third aspect isthe primary target of our analysis.
The evaluation can be displayed as the fourth aspect to the user
toinform them about their potentially harmful contact and their
overall risk and to recommend further measures.

The second case is the so-called CIRCLE method. In many
Asian countries such as Japan, South Korea, or Taiwan, differing
approaches for DCTAS have been discussed and tested as early
as2010[39]. The CIRCLE method isone of the young offspring
of thisfamily of approaches. Figure 2 provides an overview.

Figure2. Stepstaken with the Computation of Infection Risk via Confidential Locational Entries method according to Ami et al [39]. PLOD: Patients’

Locational Open Data.
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The CIRCLE method includes the following:

1. Gathering infection status and locational information about
aperson who is infected
2. Gathering locational information about users of the mobile

cell grid

To combine both of these dataand to evaluate the likelihood
of a contact between the person who is infected and any
other person within the cell grid

Auxiliary functions and methods to communicate with
health authorities and users

When a person is confirmed to have tested positive for a
contagious disease such as COVID-19, the consulted physician
reportstheincident to the health authorities (first aspect). These
authorities then gather additional data and share the patients
mobility information with the operators of the maobile phone
grid under a nondisclosure agreement. Mobile phone owners
can request a clarification of potentialy risky encounters or
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allow clarification and information in advance. M obile operators
will gather thelocational information about the requesting user
(second aspect) and will evaluate the risk of a contact. On the
basis of the outcome of the mobile operator’'s inquiry, the
probability of contact can be calculated and provided to the
potential contact person to recommend further follow-up with
the health authorities and a fine-grained risk assessment using
a standardized data structure called Patients' Locational Open
Data (PLOD). PLOD provides manualy gathered locational
information in a standardized form and, hence, allows an
assessment of the encounter based on the names of placesvisited
or exact time of stay.

Social Ontologies of GAEFN and CIRCLE

Figures 3 and 4 show the abstract representations of the
information flow of GAEFN and CIRCL E based on our analysis.
The GAEFN algorithm is described as being based on the
so-called exposure windows, which are provided through the
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framework to perform a quantitative numerical assessment of
an encounter. An exposure window isany intersection with any
other Bluetooth cone determined by matching identifierswithin
the system within consecutive 30-minute intervals. An exposure
window represents an encounter to evaluate a risk exposure.
The CWA solution architecture documentation, for example,
states the following: “All exposure events are collected by the
ENFinternally and are split up into * Exposure Windows, which
represent all instances where one other specific device (without
known identity) has been detected within a 30 minute window”
[50].

For every exposure window within a predefined period, the
algorithm performsarisk assessment. Thisa gorithm comprises
3 evaluative stages and a final cumulative stage. In a primary
estimation, every recorded match is assessed for the duration
of intersecting Bluetooth cones representing the duration of the
encounter. If the duration is below a predefined threshold, the
encounter iseffectively excluded from any further consideration.
Technically, thisisdone by setting amultiplier of the calculation
to O, rendering any further calculation ineffective, as the
numerical value from now on will alwaysbe 0. If anon-0 value
can be assigned, this basic value is then weighed (multiplied)
with avalue derived from the Bluetooth antenna attenuation as
a proxy measure for distance. The attenuation estimator
represents acomponent of spatial distance within the algorithm.
It isestablished asforming “four attenuation ranges (sometimes
also called ‘buckets’), which have a specific weight applied”
[50].

Haltaufderheide et al

Bucket border correspondence with certain distancesisdescribed
as being experimentally established as ground truth. Again,
depending on the predefined parameters, a multiplier is set to
a value representing the distance between both sides of the
encounter. Values above the threshold indicating great distance
will set the multiplier to 0. In any other case, the derived value
will finally be multiplied with a quantifier representing the
transmission risk, that is, theinfectiousness estimated over time.
The calculation resultsin what is called a normalized exposure
time representing the time under risk in each exposure window.
In the last stage, exposure windows can be cumulated to derive
atotal risk score, which is fed back to the user as categorical
value (high, low, or undetermined).

In contrast, regarding the CIRCLE algorithm, the unit to
represent an encounter is derived from so-caled virtua cell
IDs. A virtual cell ID comprises geocoded locational databased
on the mobile cell grid, which is compressed into a 2D array
representing locations in predefined intervals. Hence, a virtual
cell ID representsthe spatial location of aperson at agiventime
based on the mobile phone grid. The algorithm is comprised of
3 filter stages designed to sort out potential contacts. The
primary filter evaluates by comparison, whether the cell 1Ds of
2 users match at any time to determine any likelihood of an
encounter, that is, the meaningful possibility that both sides
could have been at the same location. If thisis not the case, the
risk is considered to be extremely low and the potential contact
is excluded from further calculation.

Figure 3. Evaluating socia encounters as health risksin the Corona Warn App.
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Figure4. Evaluating social encountersas health risksin Computation of Infection Risk viaConfidential Locational Entries. PLOD: Patients' Locational

Open Data.
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The second filter evaluates whether the person who is infected
and the person who is potentially affected can be considered to
be (1) moving (2) at a similar speed and (3) on a parallel
pathway. First, an approximation of the moving speed of the
requesting user is estimated to exclude all individuals who can
be seen to move on foot and therefore will be potentially outside
in the open. For these encounters, risk is considered to be very
low. They are, hence, discarded. For al others, a so-called
Jaquard coefficient is calculated to represent the similarity of
the users movements through the mobile cell grid. If a
comparative analysis reveals sufficient similarity, the person
who isinfected and the user are considered to be using the same
transportation system at the same time and hence might have
come into close contact. On the basis of this step, representing
aprobable contact with people who are potentially affected can
beinformed and further followed up with the health authorities,
that is, ideally performing the last suggested step of the
algorithm. If triggered by the user, health authoritieswill gather
additional datafrom the person who is potentially affected and
include it in the system to confirm locational overlaps a a
fine-grained level using the so-called PLOD data.

Discussion

Principal Findings

Our anaysis shows that both algorithms use the idea of
representing a social encounter of 2 subjects. These subjects
are coming into existence and gain significance in terms of risk
against the background of their temporal and spatial properties,
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RenderX

that is, by arepresentation of thetemporal and spatial extension
of human existence. However, by taking a close look, the
comparative analysis reveds at least 2 major differences. The
first one is an obvioudy different importance of spatial and
temporal extensions of the subjects in an encounter, which is
represented in different priorities and filter hierarchies. Second,
this implies a different condition of existence of the subject
itself. With condition of existence, we mean what primarily
congtitutes a subject and when it vanishes from further
calculations.

Regarding the first aspect, the GAEFN clearly prioritizes
temporality over spatiality. Given that the calculations of the
GAEFN are based on what is called an exposure window and
subjects effectively vanish from the calculations when certain
thresholds in duration are not met, one may want to say that a
subject asrepresented in the encounter only comesinto existence
against atemporal background and its significance in terms of
risk is primarily based on evaluating its diachronic dimension.
In contrast, the representation of spatiality is reduced to mere
distance without any direction or orientation. However, the
CIRCLE framework prioritizes spatiality over temporality. The
calculation is based on locational data, that is, subjects come
into existence by occupying a spatial position against the
background of a Cartesian coordinate system based on the
mobile phone grid. The significance in terms of risk is
determined based on the spatial location relative to the others,
either in terms of matching cell IDs or synchronous movement.
Hence, athough subjects within the GAEFN are essentialy
represented based on their temporal properties, that is, being
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existent over a certain time, CIRCLE is based on a
representation of subjectsin terms of spatial properties, namely,
by being in certain places or by being in a spatial relation with
certain others.

To our understanding, these prioritizations can be seen to align
with important cultural differencesin considering basic concepts
such as subject, time, and space in Eastern and Western thought.
As a way to illustrate these differences in more detail, it is
insightful to turn to the respective traditions of thought as
exemplified in continental and Japanese philosophy. In the
following sections, we refer to these traditions as a way to
illustrate how the differenceswe found in our analysis exemplify
certain cultural patternsthat can also be found in these traditions.

The priority of temporality over spatiality is paradigmatic for
Western thought and can be traced back to influential thinkers,
such as Aristotle, Augustinus, Descartes, and Kant. Probably,
the most influential analysis in the 20th century has been
conducted by Martin Heidegger. His thought on time, space,
and self might be particularly insightful for 2 reasons. First,
Heidegger aims to outline how one may conceive oneself as
being related to time and space—or, to put it simple, how one
may find themself represented as temporal and spatial subject
in their thinking. Second, Heidegger's thought has sparked
extensive criticism from Japanese philosophers, leading
distinguished scholarsto clarify Japanese concepts and to point
out differences [51,52].

For Heidegger, temporality provides the basis of every
understanding of the self (Dasein) and what it meansto bein
the world [29,53]. On the basis of an understanding of the self
as activity of being in the world, Heidegger describes it as an
existential structure that solely exists in the activity of
encountering the world [54]. Temporality, perceived as past,
present, and future, in turn, providesthe basisfor the coherence
and connectedness of the experiences of the self. Thus,
temporality is the constitutive horizon and condition of any
existence. It provides a horizon to every understanding and
interpretation of being in theworld. In contrast, spatiality plays
a subordinate role [51,55]. According to the Heideggerian
account, the body and its spatial extension are not part of the
primary existential structure of the self but are derivatives.
Therefore, Heidegger's notion of self, time, and space starts
from the idea of the self as an individualistic encounter with a
world, understanding temporality as a condition of existence.
Hence, the concept favorstheindividual over the social aspects
of human existence and the temporal over the spatial—a
prioritization clearly correlating with the analysis of the GAEFN,
as outlined previously.

In contrast, Japanese scholars have extensively criticized the
concepts proposed by Heidegger and others [52,56,57]. They
have, for the most part, rejected the Western ideas for being
very individualistic and missing the essence of human existence,
especialy regarding its social and spatial nature. In doing so,
their arguments can be traced back to an understanding of space,
time, and self-rooting in a different linguistic tradition and the
influence of Buddhist thought.

For example, it has been pointed out that in the Japanese
language, the character f&, usually read as ma, which, owing
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to its broad use in different contexts, is typically the most used
character to refer to the concept of space. According to Kodama
[58], ma denotes a halistic relationship capable of connecting
the continuity and discontinuity of disparate mattersand events.
Itisto be understood as a spatial gap or an opening from which
all other phenomena emergeinto the flow of dynamic existence.
With this significance, space occupies a position similar to
Heidegger's temporality, providing an existential condition of
existence. In addition, when observing the word for human
being (ningen), the first character nin (A) means person,
whereas the second is spatial and is the same character
previously introduced as ma ([&]).

Adding to this background, modern philosophers in Japan
strongly shaped this discussion with their views about space
and the self and have highlighted the importance of spatiality
in Japanese culture. Nishida Kitars, one the most influential
philosophers of modern Japan, for example, developed what he
calls alogic of place upon the idea of absolute nothingness
(zettai mu; #&XFE), which stands in sharp contrast with the
view of Western philosophers[59].

Nishida builds on the idea of so-called pure existence as the
primary substratum of the self and absolute nothingness [60].
According to Nishida, the basic form of human existenceis not
the existence of an individual equipped with sensory and mental
abilitieswho engageswith an outside world. Rather, in its purest
sense, existence precedes the difference between subject and
objects. The self as a subject that has self-awareness emerges
only ininteraction and opposition with what they perceive[61].
Put simply, a person thinking is constituted through the
opposition to the object they think about. However, to be and
to exist in this sense means being situated spatiality. Hence, the
true individual, according to Nishida, is spatial in the sense of
standing in opposition to other individuals and objects.

Other influential philosophers of the 20th century have
extensively built on this basis. A well-known example would
be Watsuji Tetsuré, who became known as Japan’'s premier
ethical theorist and historian of ethics [62]. Watsuji does not
distinguish between the concept of space and the live world (as
did Nishida with pure existence and the emerging self-aware
subject) but refersto the latter directly. On the basis of a sharp
criticism of Western concepts of the self and consistent with
the Buddhist tradition, Watsuji stresses that the structure of
existenceisno less spatial than temporal and no less social than
individual [51,57]. When considering the concept of the human
self, spatiality cannot be subordinated to temporality nor can
the socia nature be subordinated to the individual nature of
human existence. Hence, Watsuji devel ops a concept based on
the idea of a socia-individual duality of being based on the
concept of betweenness [51,63]. To exist means to be related
to others, whereas being related does not refer to the connection
of 2 atomistic individuals but describes the constitution of the
subject itself. In contrast, spatiality is the phenomenological
concretion of this betweenness, and because human beings
existence is this betweenness, their self is spatial and being in
the world will always express itself spatially [57].

More recent examples of Japanese philosophers can be seen to
continue on this path, making it possible to identify athin red
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line connecting the conception of the self with its surroundings,
thus presenting the impossibility of removing the human being
fromthe spatial context inwhichit lives. In contrast to theideas
exemplified by Heideggerian thinking, this shows a highly
gpatial identification of the self. One'sidentity islinguistically
and conceptually fixed in spatial or locational termsand related
to or merged with the object world. This view, also referred to
aslococentrism[64,65], isechoed in the analysis of the CIRCLE
method.

Evaluating the Appropriateness of I nfor mation Flows

Regarding the concept of privacy and its ethical evaluation, our
analysis suggestsimportant implications. Asoutlined previoudly,
we understand privacy based on its social value as the
appropriate flow of information against a specific background.
With this, we refer to afamily of approachesthat at least partly
rejects a classical understanding of privacy in its literal sense.
Thisrather common senseideaof privacy isbased on autonomy
as noninterference, resulting in a right to have one's own
informational sphere separated from the public or to be in
control of who has access to certain information [19,66]. In
contrast, social accounts of privacy arguethat especially digital
large-scal e technol ogies (eg, platform technologies, social media
networks, and others) do not primarily endanger individual
interests but may influence society and socia life to a more
general extent [19]. Therefore, it has been argued that privacy
has a social value as a norm that regulates and structures
well-functioning societies through protection of individuals
[23]. Hence, it is the ability of individuals to be properly
embedded in differing and different social relationsin the sense
of being able to have socia relations based on different grades
of information and in different social roles and identities at the
same time [22]. This makes privacy an essentialy pluralistic
concept. The appropriateness of aprivacy norm hasto bejudged
relative to the context of information flow. Nissenbaum [67]
has extensively elaborated on the meaning of context, defining
it as structured social setting with characteristics evolving over
time, which is subject to a host of contingencies. Thisincludes
theinfluence of purpose, place, culture, historical accident, and
so on. Consistent with Nissenbaum [67], our study shows that
such contingencies are at least partly represented in the different
DCTAs ontologies of time, space, and subject.

With this in mind, our interpretation of subject, temporality,
and spatiality represented in the algorithms point to 2 very
different contexts. Although the GAEFN favors temporality
over spatiaity following the Western tradition of a sdf,
emerging against the background of temporality asaconstitutive
condition, the CIRCLE algorithm echoes the lococentrism
exemplified by the abovementioned Japanese scholars and
traditions. In thisregard, CIRCLE follows the prioritization of
spatiality as a constitutive condition situating the subject as
related to a spatial coordinate system and other individuals.

On the basis of the study by Capurro [68], who hasinvestigated
the different ideas of spatiality and temporality and their roles
as contextual factors in privacy debates, we suggest that these
differences essentially lead to 2 different normative questions
about privacy that are raised against the respective backgrounds.
The privacy question emerging with the GAEFN is based on
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an understanding of the self as a diachronic, continuous entity.
Accordingly, protecting the ability to be embedded in avariety
of different and dissimilar social relations in view of a
continuous temporal self becomes key [68]. In contrast, the
privacy question against the background of the CIRCLE
algorithm revolves around a spatial and socia situatedness of
the self that emerges out of itsin-betweenness. From an ethical
perspective, evaluating privacy in this context would call for a
set of rules protecting the ability to bein distinct social relations
based on different spatial locations.

Implications for Ethically Evaluating Digital Contact
Tracing

Drawing on theseresults, 2 important implicationsfor the ethical
evaluation of DCTASs need to be highlighted. First, we suggest
that the ethical evaluation of privacy in DCTAS needs to be
viewed against its respective social and cultural background
and the specific technology that raised the question. Since the
beginning of the pandemic, different approaches to contact
tracing from different contexts have been discussed
comparatively. Our analysis shows that this discussion can be
highly problematic if it is not aware of the different cultural
backgrounds and thusignoresthe context for the question about
the appropriateness of information flows. What might be a
suitable implementation of privacy-preserving measuresin one
context does not need to be appropriate in another. More
specificaly, our results suggest that different measuresto design
and implement privacy-preserving DCTAs can be recommended.
However, this may not be important for current technologies
alone. Although the pandemic may be about to end, the global
impact of COVID-19 has raised awareness about the
interconnectedness of global problems and about the
vulnerability of heath care systems in catastrophic events.
Pandemic preparedness has received increasing attention as an
important field of interdisciplinary research aiming to
systematically improve conditions for a resilient and efficient
reaction in case of future emergencies. It is highly likely that
any strategic preparation for the future will include plans for
the use of DCTASs or similar technologies built upon current
knowledge [69]. Recent assessments of strategies have shown
that successful national approaches include knowledge about
broad contextual factors relevant to decision-making in crisis
such as knowledge about national or regional differences,
societal values, culture, and ethics[70,71]. A culture-sensitive
assessment of DCTAS, asissuggested by our exemplary analysis
may, hence, help to gather important information for the
development of future strategies or to devel op technologies for
the future that fit more easily in their context and create less
hesitancy in user uptake and less concerns about their ethical
acceptability.

M ethodological I mplications

From amethodol ogical perspective, our approach to theanaysis
of DCTAs shows a certain fruitfulness that, to our
understanding, should be used further. On the basis of a specific
understanding of technology and the aim of disclosing concepts
and structures within technological artifacts as an important
part of ethical reflection, our methodology provides the first
basis of what one may want to call an intercultural approach to
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the ethics of disclosurein amore general sense[68]. Connecting
the insights that can be gained through such an analysis to the
debate about privacy in digital contact tracing illustrates how
this method can be used to gain in-depth understanding and to
instruct ethical debatesfrom acultural perspective. As Capurro
[68] hasrightfully argued, this does not only allow to compare
similarities and dissimilarities of concepts and structures but
also to develop debates toward a cross-cultural conceptual or
even moral consensus. Most importantly, it allows to engage
in a cross-cultural dialogue that is able to overcome mutual
implicit biases and blind spots based on a more nuanced
understanding [68].

Limitations

However, at this point, we have to concede that the approach
has limitations that should be addressed by future studies. In
contrast, our method represents a new approach in the analysis
of technologiesthat have hardly been used so far. Itsacceptance
will essentially depend on itsvalidity and further devel opment.
We have presented its main premisesin the context of this study.
Nevertheless, we cannot present a comprehensive approach in
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full detail but only a first draft. Furthermore, regarding our
empirical analysis, limitations have to be noted concerning the
choice of material and methods. As outlined previously, both
were chosen for the sake of ahigh-contrast analysis. Hence, our
results may be of limited generalizability and transferability in
respect to other DCTAs. However, we did not aim for reaching
generalizable and transferable results but rather at developing
a generalizable method that could be applied under different
circumstances to provide valuable insights.

Conclusions

Bearing these limitations in mind, we have described—to the
best of our knowledge—the first culturally sensitive ethics
analysis of privacy issuesin digital contact tracing. To thisend,
we have proposed a method based on a postphenomenol ogical
understanding of technology, the idea of ethics of disclosure,
and a concept of privacy focusing on its social dimension. By
relying on a case-based analysis of 2 different contact tracing
algorithms, we have argued for essential divergences of these
algorithmsrooted in different cultural patterns of understanding
the spatial and temporal situatedness of the self.
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