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Abstract

Background: Overcoming the COVID-19 crisisrequires new ideas and strategies for online communication of personal medical
information and patient empowerment. Rapid testing of alarge number of subjects is essential for monitoring and delaying the
spread of SARS-CoV-2 in order to mitigate the pandemic’s consequences. People who do not know that they are infected may
not stay in quarantine and, thus, risk infecting others. Unfortunately, the massive number of COVID-19 tests performed is
challenging for both laboratories and the units that conduct throat swabs and communicate the results.

Objective: Thegoal of this study was to reduce the communication burden for health care professionals. We devel oped a secure
and easy-to-use tracking system to report COV1D-19 test results online that is simple to understand for the tested subjects as soon
asthese results become available. Instead of personal calls, the system updates the status and the results of the tests automatically.
This aims to reduce the delay when informing testees about their results and, consequently, to slow down the virus spread.

Methods: The application in this study draws on an existing tracking tool. With this open-source and browser-based online
tracking system, we aim to minimize the time required to inform the tested person and the testing units (eg, hospitals or the public
health care system). The system can be integrated into the clinical workflow with very modest effort and avoids excessive load
to telephone hotlines.

Results: The test statuses and results are published on a secured webpage, enabling regular status checks by patients; status
checks are performed without the use of smartphones, which has some importance, as smartphone usage diminishes with age.
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Stress tests and statistics show the performance of our software. CTest is currently running at two university hospitals in
Germany—University Hospital Ulm and University Hospital Tiibingen—with thousands of tests being performed each week.
Results show a mean number of 10 (SD 2.8) views per testee.

Conclusions: CTest runs independently of existing infrastructures, aims at straightforward integration, and aims for the safe
transmission of information. The system is easy to use for testees. QR (Quick Response) code links allow for quick accessto the
test results. The mean number of views per entry indicates areduced amount of timefor both health care professionals and testees.

The system is quite generic and can be extended and adapted to other communication tasks.

(J Med Internet Res 2021;23(6):€27348) doi: 10.2196/27348
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Introduction

After the first outbreak of SARS-CoV-2 in December 2019 in
Wuhan, Hubei province, China, the virus spread rapidly
worldwide [1,2]. Thus, the management of its induced crisis
has become a ubiquitous topic [3]. Each day, the number of
new infections increases worldwide, and reached 107,021,165
confirmed cases globally on February 10, 2021, at 4:22 PM [4].

The current pandemic has significantly affected the possibility
of direct interpersonal communication, together with amassive
overload of the public health care system. In this context, digital
technologies have become crucia sources of support. While
surveys and data collection have empowered the evaluation of
the first lockdown measures [5], the devel opment of apps and
dashboards is paramount in controlling the virus's spread [6].
Here, rapid case identification is one of the demanding tasksin
controlling its spread. The most common available test for
COVID-19 infections is to take a throat swab and test by
real-time reverse transcription—polymerase chain reaction
(RT-PCR) [7-9]. While speeding up this diagnostic test itself
has limited feasibility, the time lag between administration of
the test and the communication of results can be improved to
ensure adequate isolation of positive cases. For ensuring
maximal containment of spread, different digital solutionshave

https://www.jmir.org/2021/6/€27348

been applied: (1) rapididentification of cases has been supported
by apps concerning contact tracing and tracking of self-reported
symptoms [10-14] and (2) specia attention has been paid to
artificial intelligence approaches supporting home-based
self-testing and diagnosis [10,14]. In the case of Germany,
available official appsto support health management have been
developed and are provided in Table 1 [15-25]. Nevertheless,
given the lack of standardization of home-based testing and
self-made diagnosis [26,27], empowering the communication
between testees and public health institutions is crucia in
overcoming the current pandemic crisis. Here, the natural delay
between hospital-based tests and the resulting communication
with testees has not yet been addressed. Timely communication
of resultsis essential for taking appropriate action; however, it
is challenging, dueto the high throughput and the high demand
under the circumstances in which the tests are carried out. In
most European countries, the current practice is to call the
respective clinic or laboratory for information about test results
[28]. This process ties up considerable resources and does not
scale well for large numbers of tests [28]. Communication
channels become overloaded and time-consuming for medical
staff due to the testees' repeated calls, as waiting times and
anxiety of the testees increases, atogether affecting patient
empowerment.
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Table 1. Official COVID-19-associated apps released in Germany.

Volkel et a

App Institution of release in Germany Function

Corona-Warn-App [15] Federal Government, Robert Koch Institute  Anonymized contact tracking
Incidence and case reporting
Personalized contact tracking

Corona-Datenspende [16] Robert Koch Institute Collection of provided health data from fitness trackers and smart-
watches

CovApp [17] Charité and DatadL ife Anonymized questionnaire providing contacts and guidance

Warn-App NINA [18] Federal Department of Civil Protectionand Basic information about the COVID-19 crisis

Disaster Assistance Local valid regulations

CoCoV app [19] University Hospital UIm Private diary on the tolerability of COVID-19 vaccination based on
a standardized questionnaire
Aggregated analysis and presentation of events that have occurred
on a public dashboard

Corona Check [20] University Hospital Wiirzburg Self-screening of symptomswith recommendationsfor action based
on the results
Live ticker with official regulations
Recommendations on how to protect oneself and others

Corona Health app [21] University Hospital Wiirzburg Anonymized questionnaires on the psychological and physical
health-related impacts of COVID-19
Screening analysis
News

Safe Vac 2.0 [22] Paul-Ehrlich-Institut Anonymized tracking of tolerability of COVID-19 vaccination

WHO Academy: Covid-19 Learn- World Health Organization
ing [23]

Gutenberg COVID-19 Studienapp University Medical Center Mainz
[24]

CoronaBoXX [25] Charité

Guidance for case management, infection prevention control, and
|aboratory testing

Epidemiology
Regional and international information and regulations
Research and development

Survey of study participants

Health documentation of people in quarantine
Hygiene checklist

We set up aframework to ensurefast and secure communication  unnecessary and repeated phone calls, avoids manual
of health-related resultsto testees. Thiswasapplied to accelerate  transcription errors, limits language-associated barriers, and,
the COVID-19 testing procedure. Therefore, we implemented  consequently, reduces the burden on the clinical staff. CTest
an online query system, called CTest, that provides convenient  empowers testees, since they can check their test results and
digita access to the status and results of the respective statusesindependently through a secure online system [29].

COVID-19 tests to testees (Figure 1). This approach avoids
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Figure 1. Workflow of the COVID-19 test process using CTest. First, a COVID-19 swab test is performed. The test is then added to the CTest system
via an order number. Based on this order number, CTest generates a cryptographically secure tracking ID. An information sheet with a test-specific
weblink and QR (Quick Response) code is generated by CTest and handed over to the person tested. After laboratory analysisis complete, the results
are sent to CTest. CTest updates the test results, which can be queried viathe individual weblink.

The CTest system extends the functionalities of the previously
developed online tracking tool TragBio [30]. We created this
application to smplify and standardize communication between
users and core facilities. Its clean design and its open-source
license allow for the devel opment (ie, refactoring), deployment,
establishment, and integration of CTest within a short period.

CTest runs on Java Virtual Machine [30,31]. The web
application can be deployed independently of the operating
system and platform.

Methods

Implementation and Setup

We based the CTest application on the TragBio software [30].
The back-end functionality of the CTest server wasimplemented
intheLisp diaect Clojure. Clojurerunson JavaVirtual Machine

https://www.jmir.org/2021/6/€27348

Hand information sheet
to tested person;

Generate test-specific
weblink and QR code

Test analysis in laboratory
Publish test status

(Oracle) [31] and is, thus, platform independent. The back end
comprises adatabase that stores the scheduled COVID-19 tests
and corresponding results. Clojure supports different databases
and connectors. We chose to use SQLite, version 3.29.0 [32],
to keep the setup independent of additional database servers. A
local database file holds the data. Additionally, CTest provides
functionality for user management and data backup.

Every new order number entered and supplied by the laboratory
staff in the CTest system generates a database entry with a
unique identifier and unique tracking number. Here, this order
number is used as the primary unambiguous identifier. CTest
can be configured to append the current date to the order number
to create a primary unambiguousidentifier in setupswhere order
numbers are only guaranteed to be unique within the same day.
Using a secure random number generator, we generate a
corresponding tracking number for each new entry [33]. This
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random number generator generates 6 bytes, which are then
translated into a sequence of 12 characters containing numbers
from 0to 9 and lettersfrom A to F. This sequence of characters
isunigque and is not created in sequential order. Every tracking
number generated is checked for uniqueness prior to use (ie,
there is no link between the tracking number and the order
number).

Web-based front-end functionality is implemented using
JavaScript and HTML templates. We used freely available
standard web frameworks, such as Bootstrap v3 (Twitter)
[34,35], jQuery (OpendS Foundation) [36], and extensions to
these frameworks. Using these state-of -the-art frameworks, we
aim to enable a straightforward adaptation of the front end for
integration at other institutions. The front end features a
responsive graphical user interface for the management
functions, the creation of tests, and accessibility for users to
their test results. Persons may query their test status and results
via a unique weblink without requiring an account or log-in.
As an dternative to the weblink, a QR (Quick Response) code
isprovided for easy access.

To secure web communication, creation of new entries, and
gueuing of test results, our setup consists of different security
layers. Only Secure Sockets Layer (SSL)—certified access to
thewebsitesisallowed viaHT TP Secure (HTTPS). Connection
and transferred data are encrypted, and the certificate
authority—signed server certificates are used. A reverse-proxy
setup forwardsthe external hostnameto avirtual machinewithin
the hospital’s secure network infrastructure. On the virtua
server, another reverse proxy isin placeto alow for running of
the Java application as a nonprivileged user. As the standard
HTTP port 80 is privileged, it can only be used by a system
user, so running the application as a user with system-wide
rights is a security risk. Therefore, proxy settings forward the
privileged port to a high port (above 1024) that normal users
can control. Hence, no system rights are necessary for managing
the application at the operating system level. For the clinical
environment setup, we also set up afirewall with specific ban
rules—iptables and fail2ban service on a Linux operating
system—to prevent brute force attacks on log-in or tracking
numbers. Also, network Internet Protocols (IPs) and subnets
can bewhite-listed to all ow access to management functions of
the application. Thus, other computers and devices are blocked

https://www.jmir.org/2021/6/€27348
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from accessing these functions after failed attempts. For the
tracking interface, a brute force attack, such as trying all
combinations of possible tracking numbers, is shielded by
blocking IPs after too many failed attempts with wrong or
nonexistent tracking numbers.

Query Performance Test

We first performed 1024 simultaneous requests for our
performance test using a single machine and a single network
connection. Next, we created a mixed data set (ie,
interleaved_urls), including 758 available database entries (ie,
available urls) and the same number of unavailable tracking
numbers (ie, notavailable urls). Furthermore, we measured
repeated queries of asingle available URL, repeated queries of
asingle unavailable URL, aswell asrepeats of thesetwo URLs
consecutively. That makes six data sets in total, each of which
was accessed 1516 times. Queries were carried out once in
sequence (ie, ordered) and randomly (ie, random). Also, we
tested the two-scenario caching function of the browser (ie,
IfilePerRequest) and complete reloading (ie,
23or1filesPerRequest). This meansthat unchanged files are not
reloaded (caching), whereas in the other scenario, all required
filesand displayed images (eg, flag graphics or Cascading Style
Sheets) are reloaded.

For the second scenario, onefileisloaded if the tracking number
is not available and 23 files are loaded if the tracking number

is available. Stress tests were measured using Siege 4.0.4
(JoeDog Software) [37].

Data Availability

The source code, documentation, and an installation guide are
freely available from GitHub [38] under the Eclipse Public
Licensev2.0.

Results

CTest was built based on an existing, proven software stack:
TragBio [30]. It extends TragBio to the functionality required
for COVID-19 tests. We were able to successfully integrate it
into the existing clinical testing workflows for SARS-CoV-2
infections in two maor German university medical
centers—University Hospital Ulm and University Hospital
Tubingen—within afew days (Figure 2).
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Figure2. COVID-19 test procedure and setup. (A) The left-hand panel shows the detailed process flow of the COVID-19 tests. CTest (gray) istightly
integrated into the test process. The test framework comprises aweb-based front end (turquoise) and a Clojure back end, including amySQL (Structured
Query Language) database (DB) (purple). After the swab test for COVID-19, the health care professional creates a CTest entry viaentering the laboratory
ID in the CTest front end. Based on that, a secure tracking 1D is created by the back end and a corresponding personalized URL is created. CTest then
automatically creates a test-specific information sheet for each testee. This sheet contains the test-specific weblink and a QR (Quick Response) code,
both based on the tracking ID. The URL does not provide any information to track back the test resultsto the corresponding testee (blue). Viathis URL,
a testee can request the corresponding test status at any time. After the analysis in the laboratory, results are transmitted to the CTest database. The
CTest front end automatically updates the status on the test-specific weblink based on the corresponding test results. (B) In the right-hand panel, a
possibleintegration scenario of CTest into aclinical infrastructure is shown. CTest runs on avirtual machine within the secured network of a university
hospital. The external hostname, with weblinks to the testee's status, is forwarded via reverse proxy. A second reverse proxy forwards the port to the
application to anonprivileged port. Thus, the application does not need to run with asystem user. Inside the hospital's network, the test unit communicates
to the CTest server to create new test cases viaan order number. The CTest server returns back the tracking number and the corresponding weblink and
QR code. The laboratory pushes test results as comma-separated values (CSV) files to the CTest server. The test-specific webpage content is then
updated according to the test result.
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Theworkflow startswith taking asamplefor testing. Inthefirst
step, an order number is generated by the testing lab and added
as a barcode label to the sample. Analogous to other medical

including letters from A to F and numbers from 0 to 9. Using
thistracking number ensuresthat no personal information about
any testee can be inferred.

applications, order numbers within the clinical or laboratory
information system are unique but do not contain personal
information about the patient [39]. This order number is
transferred to the CTest system via scanning or typing the
number into the dialogue window’ sinput field. We implemented
format restrictions via regular expressions to the input field to
minimize incorrect entries. Afterward, CTest generates an
unambiguous, nonconsecutive tracking number. Therefore, a
cryptographically strong pseudo-random number generator [33]
creates 6 bytesthat aretransferred into a 12-digit character code,

After taking the sample, the tracking number is given to each
testee on aprinted sheet, including information on how to access
the status of their COVID-19 test (Figure 3, A). After the sample
has been processed, the lab system sends updated files as
comma-separated values (CSV) files via an encrypted Secure
File Transfer Protocol (SFTP) connection to the CTest server.
Results in the CSV file are then automatically parsed, backed
up, and imported into the CTest database, which leads to an
automatic status update of each processed test.

https://www.jmir.org/2021/6/e27348 JMed Internet Res 2021 | vol. 23 | iss. 6 | €27348 | p. 6

(page number not for citation purposes)

RenderX


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

Volkel et a

Figure 3. Information for testees. Information concerning access to the test status and its results are given in eight languages. (A) The information
sheet handed over to testees informs them of how to access the COVID-19 test results online. (B) The test-specific URL links to a page that includes
information about the test result (eg, negative test result) or (C) information stating that thetest isstill in progress. (D) Scanning the QR (Quick Response)
code with a smartphone link takes the testee directly to the current test status or its result.

A ANR 23434234-20200323

Tracking Nr.
48Y1-V5C8-0643

i

Status

Test negativ

Hinweis: ein negatives Ergebnis schlieft
die Méglichkeit einer Coronavirus-
Infektion nicht vollstdndig aus (z.B. bei
Probenabnahme zu frih wihrend des
Infektionsverlaufs).

Result negative
Information: a negative test result does
. .
5} not entirely exclude a coronavirus
infection (e.g. in case samples wera
obtained too early after infection).

Test négatil

Remargue: un résultat négatif n'éxclut
I I pas entiérement la possibilité d'une

infection avec le coronavirus (par

example, si des échantillons sont

prédevés trop tot au cours de I'infection).

MNegatif test
Not: negatif bir sonug, koronaviriis

[l nfeksiyonu olasihgin tamamen diglamaz
(brmedin, enfeksiyon sirasinda érmek gok
erken alinirsa).

Test negativo

C Tracking Nr.
48Y1-V5C8-0643

Status

Analyse lauft

/]
N

Test in progress

LN
A

Analyse en cours

Analiz devam ediyor

H

Analisi in corso

Ananua B oBpaBoTkm
BITRMG T

§ pan a3

Currently, the CTest system distinguishes multiple potential
outcomes: (1) the COVID-19 test is negative (Figure 3, B), (2)
the COVID-19 test is still in progress (Figure 3, C), (3) the
COVID-19 test is positive, or (4) the COVID-19 test isflawed.
Asthe software is generic, one can implement other outcomes.
Phone callsfrom the heal th department still inform people who
have tested positive for COVID-19. Thereby, officias can
inform them about health arrangements and how to avoid further
spreading of the virus.

We provide two possibilities to query the status of the
COVID-19 test. Testees can either scan a QR code on the
information letter they received with a smartphone and get
redirected to a test status webpage (Figure 3, D) or they can
enter the weblink from theinformation letter into aweb browser
directly. The status of the individual test result is automatically
displayed in aresponsive form on the device (Figure 3, D). We
have observed that both possibilities for requesting test results
have been used. A total of 30.6% (64,201/209,808) of people
preferred to query the test results via aweb browser, while the
rest of the testees preferred to scan the provided QR code.

To overcome language barriers, we trandated information
concerning the procedure to obtain test results, and the results
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themselves, into eight languages: German, English, French,
Turkish, Itaian, Russian, Chinese, and Arabic. Here,
native-language speakers were asked to trand ate the information
and kindly supported the trandation process to ensure correct
trandations. Additionally, in the context of accessibility for
medical information and patient empowerment, we paid
particular attention to the use of easily understandable language
and integration of behavioral recommendations.

Highlighting the reduced burden for clinica staff during the
pandemic and the potential scalability of this approach in
general, we estimate that there will be a personnel expense
according to the derived data. On the one hand, we assume a
mean of 10 (SD 2.8) views per entry, as shown in our data
(Figure4, A), and aduration of 30 seconds per access event via
CTest. These numbers result in atotal time consumption of 5
minutes via the use of CTest. On the other hand, a telephone
inquiry is estimated to take 3 minutes if the lines are not busy.
Using the number of times that CTest was accessed as the
number of phone calls, the estimated amount of time per entry
increases to 30 minutes. However, asamorerealistic approach,
we assume three calls per entry per day, which, at best, would
lead to around 9 minutes of inquiry time for the patient.
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Figure4. Regueststothe CTest server. (A) Sinceitsintroduction into the routine at the University Hospital Ulm (Germany) in week 14 (2020), amean
of about 10 (SD 2.8) views per test entry was recorded. The plot shows the mean number of views per entry per calendar week in 2020 as bars. (B) The
server can respond within 200 ms to >80% of requests when responding to up to 1024 simultaneous requests. In this simulation, requests were made

using a single machine and a single network connection.
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Furthermore, we checked its performance and robustness in
load tests (Figure 4, B, and Figures S1-S6 in Multimedia
Appendix 1). Our CTest server can respond within 200
milliseconds to over 80% of requests and within 500
milliseconds to over 90% of requests when responding to up to
1024 simultaneous requests (Figure 4, B). Additionally, we
performed stress tests with available and unavailable tracking
numbers (Figures S1-S6 in Multimedia Appendix 1). Based on
these tests, we are confident that CTest is well-suited to rapid
testing demands even if deployed in an ad hoc manner on
standard hardware. Its platform independence allows for its
deployment on awide variety of existing infrastructures.

Due to the high number of tests being administered during the
peak times of COVID-19 infection waves, CTest was designed
to handle large numbers of queries in a short amount of time.
At UIm University Hospital, amaximum of 394 |aboratory tests
were added to CTest per day. In total, 24,643 tests were added
to CTest in 2020. In contrast, we registered up to 5263 access
events to the website within one day and 209,808 in total in
2020. Since the introduction of CTest into the clinical routine,
there have been around 12 queries performed per test (Figure
4, A). The handling of al these requests via phone calls would
lead to communication overload. Consequently, CTest can
reduce the burden on clinical staff. On top of that, CTest data
at Ulm University Hospital shows that test results are provided
to testees within one day.

Another feature of CTest isits functionality for error reporting
and statistics. A dedicated reporter account isrequired to access
the reporting data. Here, al data are provided in the
machine-readable JavaScript Object Notation (JSON) format
and the path “/reportg/list” can be accessed to get a list of
information and error reports. Theincluded information isabout
the successful backup runs and successful test status imports

https://www.jmir.org/2021/6/€27348
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from the CSV files. Also, the number of test result views per
day can be accessed at “/reportsiviews.” General system
information, such as memory consumption and central
processing unit usage, is avalable at “/reports/system.”
Furthermore, the sample collection dates are available at
“/reports/test-dates’ for analysis.

We present CTest as a web interface. In addition to its web
interface, CTest facilitatesthird-party software (ie, apps) access
if the testee decides to use it. These apps can query the status
using the tracking link with appended “?app=true,” which
returns only the test status instead of the complete HTML
document.

Discussion

Fast and efficient communication with patients is the key to
effective treatments and avoidance of health-related
misunderstandings [40-42]. The COVID-19 crisis has brought
agreater level of attention to this topic. In particular, hospital
overload and lack of possibilities for direct and in-person
communication have highlighted huge limitations for patient
empowerment and compliance. On these grounds, we devel oped
a framework to reduce the communication burden and to
empower patients. The CTest framework enables an automated
system that is aways available and that does not require
continuous human supervision and office hours. Thisframework
thus reduces the burden on clinical staff involved in the
COVID-19 crisis and slows down the spread of the virus by
quickly and easily informing people who have been tested with
concrete recommendations for action. Furthermore, we wanted
to empower testees to obtain their results in a facile and
easy-to-access way while, at the same time, ensuring efficient
and almost instantaneous and exclusive communication. In the
same way, other applications have tried to address patient

JMed Internet Res 2021 | vol. 23 | iss. 6| €27348 | p. 8
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

empowerment and rapid isolation of positive cases [10-14].
Here, home-based self-tests and diagnoses, together with contact
tracking, are major pillars that attempt to relieve the burden on
public health. These approaches are meant to reduce the number
of people with potential COVID-19 infections coming to
hospitals for testing and to empower patients by providing
insightsinto their health status[6]. Nevertheless, they still lack
reliability and sensitivity [6]. For this reason, it is of relevance
to support the information process in the public health context.
In general, both aspects together are crucial in the effort to
contain the spread of COV1D-19. With our approach, we provide
a unique workflow to support communication. Even if our
implementation attemptsto speed up hospital-related processing,
we are aware that other steps, from testing to communicating
results, are affected by delays. Nevertheless, the presented
approach hasthe potential to support multiple testing locations,
therefore, synergistically complementing the effort to provide
reliabletesting for patients. In this context, our results encourage
the application of CTest.

CTest has already been successfully integrated into the hospital
information system and captures thousands of COVID-19 tests
per week at the University Hospital Ulm and at the University
Hospital Tibingen in Germany. As part of the clinical routine,
thefirst analyses of CTest showed amean of 10 queries per test
performed. Even half of that number of telephone inquiries
would lead to communication overload. Consequently, the
introduction of CTest into theclinical routine could achieve our
primary goal of reducing the burden on clinical staff. The
open-source license of TragBio and its clean and simple setup
were beneficial for this purpose [30]. This made it possible to
implement and integrate the CTest system within a very short
period (4 days) into the clinical workflow. Another advantage
is that users do not have to create an account to request their
test results. Besides, we provide two possibilities for querying
the status of the test results. Thefact that 30.6% of users queried
their test results via QR codes encourages us in this
implementation.

Our workload tests demonstrated the ability of CTest to deal
with a massive number of parallel access events. These could
not be processed viatelephone calls. With the numbers estimated
in our Results section, one employee could handle around 50
phone calls per 8-hour shift. This fact highlights the potential
for increasing the speed of informing testees and for slowing
down the virus spread. Using CTest, test results at Ulm
University Hospital are available within a mean of one day. In
contrast to that, for instance, Omar et al [43] imputed an average
delay of 5.56 daysin notifying testeeswith COVID-19—positive
results using the conventional way. The estimated results from
this study emphasize the reduced amount of time for testees to
receive results regardless of business hours and, accordingly,
the increasing potential for self-empowerment. Additionally,
modeling approaches highlighted the relevance of rapid testing
in flattening the infection curve [44,45].

Reducing public health burden is crucial in the final aim of
providing digital health support for patient empowerment. In
fact, the first consequence for patients of a rapid test response
is an overal effect on their stress levels. After being tested,
people are worried until they know the result of their test [46].
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Notably, in the oncological context, it was shown that stress
levels of patients waiting for their diagnosis were comparable
to the ones of patients receiving severe diagnostic results [47].
Moreover, not knowing the outcome might tempt testees not to
act according to recommendations and, thus, increase the risk
of infecting others. Another crucial point we wanted to address
with our workflow is ensuring comprehensible and secure
communication. For this reason, we implemented translations
in eight different languagesin CTest to avoid language barriers
asmuch as possible. To ensure the correct understanding of the
provided information, we contacted native-language speakers
who kindly provided translations. Previous studies outside of
the pandemic context already showed that nonnative speakers
experienced more stress and uncertainty in communicating with
local health care providers. Steinberg and colleagues [42]
reported a case study on safe and high-quality health care for
children whose parents have limited English proficiencies in
the United States. By performing 48 interviews with Latina
mothers from two independent cities, they were able to show
that these mothers experienced frustration with health care
providers. Similar results were obtained from a South African
study from Hunter-Adams and Rother [41]. Here, they
investigated language barriers between local health care
providersand cross-border migrants. Again, interviewed subjects
reported frustration in understanding health care indications.
Strikingly, some of the participants reported invasive medical
procedures performed without explicit consent. Overall, not
understanding indications increases fears over unwanted
procedures and inaccessibility of health care, which, in theend,
affects patient compliance. In the context of the COVID-19
pandemic, theseissueswould lead to increased communication
overload and, consequently, to uncontrolled viral spread. For
this reason, we tried to maximize the availability of trandation
options. The presented workflow also limits the occurrence of
third-party trandation that would affect patient privacy. In
addition, it was shown that partners that try to play the role of
interpreter caused additional nonprofessional nonmedical
interpretations, again affecting patient empowerment and
compliance [41].

In the interest of privacy protection, tracking numbers for test
results in our workflow are created based on nonpersonalized
order numbers. Based on this implementation, we address big
data challenges in personalized medicine [29] and respect the
German and European data protection laws. To tackle these
dataprotection issues, clinical or laboratory information systems
are often closed-source systems. Therefore, development or
integration of new interfaces can be time-consuming. To
overcome these barriers, we developed an independent,
stand-al one software sol ution without storing personalized data.
Nevertheless, this hasthe limitation wherein CTest alone cannot
automatically transfer positive case results to the public health
department. Since this transfer is compulsory in Germany,
additional communication still has to be made by employees.
In addition, a required step is the input of test results from
external sources. Consequently, CTest isindependent of existing
infrastructures, such as specific laboratory information systems.
Data import interfaces can be adapted for a broad range of
scenarios (eg, hospitals, independent test centers, or resident
physicians).
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Currently, CTest is specialized for the query of COVID-19 test
results and their status. However, it is ageneric framework that
can readily be adapted to other queries or to the distribution of
different types of test results in all medica fields. Even
integrating the CTest system into appsis possibleif the HTML
view presented here is not desired. For this purpose, the token
“?app=true’ has to be added after the tracking number. All in
all, the idea of CTest is a generalizable approach that can be

Volkel et a

adapted to various uses in medical communication, such as
blood analysisfor resident physicians. In this context, an outlook
for further development of the software is to have a user
interface for configuration. Respective requirementsfor results,
the connected database, and other parameters could be set via
a graphic user interface to ease a roll-out into other domains.
Thismight becomeinteresting in the context of electronic prior
authorization processes.
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