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Abstract

Background: Hand hygiene is one of the most effective ways of preventing health care-associated infections and reducing
their transmission. Owing to recent advances in sensing technologies, electronic hand hygiene monitoring systems have been
integrated into the daily routines of health care workers to measure their hand hygiene compliance and quality.

Objective: Thisreview aimsto summarize the latest technologies adopted in el ectronic hand hygiene monitoring systems and
discuss the capabilities and limitations of these systems.

Methods: A systematic search of PubMed, ACM Digital Library, and IEEE Xplore Digital Library was performed following
the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines. Studieswereinitially screened
and assessed independently by the 2 authors, and di sagreements between them were further summarized and resolved by discussion
with the senior author.

Results: Intotal, 1035 publications were retrieved by the search queries; of the 1035 papers, 89 (8.60%) fulfilled the eligibility
criteria and were retained for review. In summary, 73 studies used electronic monitoring systems to monitor hand hygiene
compliance, including application-assisted direct observation (5/73, 7%), camera-assisted observation (10/73, 14%), sensor-assisted
observation (29/73, 40%), and real-time locating system (32/73, 44%). A total of 21 studies evaluated hand hygiene quality,
consisting of compliance with the World Health Organization 6-step hand hygiene techniques (14/21, 67%) and surface coverage
or illumination reduction of fluorescent substances (7/21, 33%).

Conclusions: Electronic hand hygiene monitoring systems face i ssues of accuracy, dataintegration, privacy and confidentiality,
usability, associated costs, and infrastructure improvements. Moreover, this review found that standardized measurement tools
to evaluate system performance are lacking; thus, future research is needed to establish standardized metrics to measure system
performance differences among electronic hand hygiene monitoring systems. Furthermore, with sensing technologies and
algorithms continually advancing, more research is needed on their implementation to improve system performance and address
other hand hygiene—related issues.

(J Med Internet Res 2021;23(11):€27880) doi:10.2196/27880
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JOURNAL OF MEDICAL INTERNET RESEARCH

Introduction

Background

Hand hygieneis one of the most effective ways of reducing the
transmission of pathogens that cause health care-associated
infections (HAIs) [1-3]. HAlsareinfectionsthat people acquire
in health care settings [4] and are the most crucial challengeto
patient safety in heath care [5]. HAls dramatically increase
patients length of stay, costs, mortality, and morbidity
worldwide[6,7]. Moreover, HAIs a soimpose aheavy financia
burden on health care systems. Solely in the United States, the
estimated annual costs range from US $28 hillion to US $45
billion [8]. The hands of health care workers (HCWs) represent
the main pathway of pathogen transmission during health care

Wang et a

[2], and Stone et al [9] estimated that at |east one-third of HAIs
can be prevented by achieving better hand hygiene in health
care settings.

In 2009, the World Health Organization (WHO) issued the first
WHO guidelines on hand hygiene in health care to provide a
thorough review of evidence on hand hygiene in health care
and specific recommendations to improve practices in health
care settings [2]. In the guidelines, the WHO summarizes the
five key momentswhen HCWs should ensure hand hygiene[2],
as shown in Figure 1. The guidelines aso recommend two
standard hand hygiene techniques, handwash with soap and
water for visibly soiled hands and hand rub with alcohol -based
formulation for routine decontamination of hands[2], asshown
in Figure 2.

Figure 1. The key moments when health care workers should perform hand hygiene. Source: World Health Organization: “My 5 Moments for Hand

Hygiene” (with permission) [2].
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Figure 2. Standard World Health Organization procedures of alcohol-based hand rub and handwash with soap and water. Source: World Health

Organization. How to Hand rub?How to Handwash? (with permission) [10].

How to handrub?

WITH ALCOHOL-BASED FORMULATION

Apply a palmful of the product in a cupped
hand and cover all surfaces.

How to handwash?

WITH SOAP AND WATER

apply enough soap to
cover all hand surfaces.

Wet hands with water

"R

right palm over left dorsum with
interlaced fingers and vice versa

palm to palm with
fingers interlaced

%@z

backs of fingers to opposing
palms with fingers interlocked

rotational rubbing of left thumb
clasped in right palm and vice versa

rotational rubbing, backwards and
forwards with clasped fingers of right
hand in left palm and vice versa

rinse hands with water

However, research has found that hand hygiene complianceis
often poor [11,12]. By summarizing 96 empirical studies,
Erasmus et a [12] reported that the median compliance rate
was only 40% among HCWs. Meanwhile, research also found
that hand hygiene quality was unsatisfactory [13-15]. Szilagyi
et al [15] reported that only 72% of HCWs could adequately
clean all hand surfacesimmediately after hand hygienetraining.
Owing to theimportance of hand hygiene, these findings suggest
that monitoring hand hygiene practices and providing HCWs
with feedback regarding their performance are essentia to
promote hand hygiene compliance and quality in health care
Settings [16].

Direct observation by trained auditors is considered the gold
standard for monitoring hand hygiene compliancein health care

https://www.jmir.org/2021/11/e27880
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dry thoroughly with a
single use towel

use towel to turn off faucet

settings [2,17]. Self-reporting by HCWs and the measurement
of hand hygiene product consumption are also widely used to
monitor hand hygiene compliance [18]. However, Boyce et a
[18,19] argued that the disadvantages of direct observation
include time and resource consumption, insufficient sample
size, lack of standardized observational practices, and the
Hawthorne effect. Furthermore, self-reporting is not
recommended by experts, as HCWSs tend to overestimate their
level of compliance, and the measurement of hand hygiene
consumption cannot assess the appropriateness of HCWs' hand
hygiene timing and quality [18].

To assess hand hygiene quality, previous studies have used
direct observation by trained auditors to observe HCWS
compliance with the WHO 6-step hand hygiene technique
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[13,14,20]. Another common techniqueisusing UV fluorescent
substances to detect the surface coverage of hand hygiene
products after hand hygiene[21,22]. Moreover, microbiological
tests measure bacteriareduction count to eval uate hand hygiene
quality [21,23,24]. However, using direct observation to monitor
hand hygiene quality suffers from the same disadvantages as
using direct observation to monitor hand hygiene compliance.
Visual inspection of fluorescence is restricted to small sample
sizes and a lack of standardized observational practices [25].
Furthermore, microbiological tests require time-consuming
procedures and often overestimate the reduction of bacteria
[21].

Given the above trade-offs, there has been increased interest in
developing electronic monitoring systems to serve as an
alternative or supplemental monitoring approach [19]. These
electronic hand hygiene monitoring systems can be further
categorized into el ectronic hand hygiene compliance monitoring
systemsand el ectronic hand hygiene quality monitoring systems.

Although previous reviews have described electronic hand
hygiene compliance monitoring systemsin detail, thisisnot the
case for electronic hand hygiene quality monitoring systems
[19,26,27]. Recent advances in sensor technologies and
algorithms have also contributed to the development of new
electronic hand hygiene monitoring systems. Furthermore,
electronic hand hygiene monitoring systems have limitations
that need to be identified and highlighted.

Objectives

This paper aimsto (1) review the literature regarding the latest
technological developmentsin electronic hand hygiene systems
for monitoring compliance and quality and (2) summarize the
limitations and challenges when devel oping and deploying such
systemsin health care settings.

Methods

Search Strategy and Selection Criteria

We conducted a bibliographic search of the following web-based
databases. PubMed, ACM Digital Library, and IEEE Xplore
Digital Library. This systematic review followed the PRISMA
(Preferred Reporting Items for Systematic Reviews and
Meta-Analyses) [28] guidelines to reduce the risk of bias and
increase its transparency and replicability. This systematic
review is not registered on the network, and its review protocol
is described below.

We derived the search query using a combination of key terms
from previoudly published literature and expert advice. For the
health-related database (PubMed), we specified search terms
regarding hand hygiene, technological innovation, and
observation to target electronic hand hygiene monitoring
systems. For the technol ogical databases (ACM Digital Library
and IEEE Xplore Digital Library), we specified terms related
to hand hygiene to include relevant technical innovations. The
search queries for each database are given in Multimedia
Appendix 1. Papers published between January 1, 2000, and
June 30, 2020, were included in this study. As older literature
is less relevant to today’s electronic hand hygiene monitoring
systems, we decided to exclude it.

https://www.jmir.org/2021/11/e27880
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Studieswereincluded if they (1) developed an el ectronic method
or system to monitor hand hygiene compliance or hand hygiene
quality, (2) used an existing electronic device or application to
support hand hygiene monitoring, or (3) adopted an existing
electronic hand hygiene monitoring system and provided
sufficient technical details. Meanwhile, studies were excluded
if they (1) did not explicitly target electronic hand hygiene
monitoring, (2) did not provide adequate technical details (eg,
communication protocol and sensor specification), (3) were not
published in English, or (4) were not original research papers
(eg, abstracts, review papers, and editorials).

To identify the relevant studies, we first imported the search
resultsinto a spreadsheet for duplicate removal. Then, thetitles
were screened based on the selection criteria. If a publication
passed thetitle screening, its abstract was assessed. Finaly, the
decision for inclusion was made according to the full text of
the study. A total of 2 authors, CW and WJ, independently
performed the study selection procedure for the retrieved
publications. Disagreements between the 2 authorswere further
summarized and resolved by discussion with the senior author,
VK, whenever necessary.

Data Extraction and Data Analysis

To collect information from the included studiesin a consistent
manner, we created a data extraction table (Multimedia
Appendix 2). A total of 2 authors, CW and WJ, independently
performed the data extraction procedure, whereas disagreements
were resolved by discussion with the senior author, VK.

As we aimed to summarize the different technologies used in
electronic hand hygiene monitoring systems, we adopted a
narrative approach to synthesize the extracted data. All studies
were first grouped by their study aims (monitoring either hand
hygiene compliance or quality). After that, the categorized
studies were further divided into several categories according
to their technical details. Specifically, electronic hand hygiene
compliance monitoring systemsinclude (1) application-assisted
direct observation, (2) camera-assisted observation, (3)
sensor-assisted observation, and (4) real-time locating systems
(RTLSs). Meanwhile, electronic hand hygiene quality
monitoring systems include (1) measure compliance with the
WHO 6-step hand hygiene techniques and (2) detect surface
coverage or illumination reduction of fluorescent substances.

Owingtothe high level of heterogeneity of theincluded studies,
this study could not provide meta-analyses of the system
performance and relevant HCWs' behavior changes. The
significant heterogeneity also resulted in missing standardized
automation tools to evaluate the risk of bias and assess the
certainty for each included study.

Results

Inclusion of Studies and Study Char acteristics

In total, 1035 publications were retrieved by the initial search
queries (777/1035, 75.07% from PubMed; 190/1035, 18.36%
from the IEEE Xplore Digital Library, and; 68/1035, 6.57%
from the ACM Digital Library). None of the retrieved studies
were removed based on duplication. After screening the titles
and abstracts, 79.42% (822/1035) of studies were excluded for
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not meeting the eligibility criteria. Thus, 20.58% (213/1035) of
studies were reviewed for the full text. Of these 213 studies,
124 (58.2%) studies were excluded. The main reasons for
exclusion were the irrelevance of electronic hand hygiene
monitoring systems (59/124, 47.6%) and insufficient technical

Figure 3. Flowchart of the selection process for the systematic review.

Wang et al

details (35/124, 28.2%). No study was excluded if they met the
inclusion criteria. Therefore, of the 213 studies, 89 (41.8%)
fulfilled the eligibility criteria and were retained for review
[25,29-116]. Figure 3 shows the process of searching for and
selecting the studies included in the review.

Articles identified through database search
(N=1035)

|dentification

A 4

Articles after duplicates removed
(N=1035)

Y

Screening

Articles title and abstract screened
(N=1035)

Articles excluded
(N=822)

Y

Articles assessed for eligibility
(N=213)

Eligibility

Articles excluded after full-text review (N=124)

Y

1. Not about electronic hand hygiene
monitoring systems (N=59)

Y

2. No technical details provided (N=35)
3. Review paper (N=28)
4. Not in English (N=2)

Articles included
(N=89)

Included

All the 89 reviewed studies were published between 2009 and
2020, with 9 (10%) dated in or before 2010
[42,46,56,60,81,83,86,92,113], 38 (43%) dated between 2011
and 2015 [32,33,36,38,39,45,48,49,51,52,54,59,61,63-65,67,
68,72,73,78-80,82,84,87-89,93-97,99-101,108,116], and 42
(47%) dated in or after 2016 [25,29-31,34,35,37,40,41,
43,44,47,50,53,55,57,58,62,66,69-71,74-77,85,90,91,
98,102-107,109-112,114,115]. Regarding the countries where
the studies were conducted, 6 countries had =5 studies: United
States (31/89, 35%) [25,30,31,36,38,39,41,46-48,51,52,59,
61,63,68, 69,71,74,76,80-84,92,95,96,101,107,111], Canada
(8/89, 9%) [42,72,86-89,98,100], Japan (7/89, 8%)
[44,45,55,58,62,114,115], Brazil (6/89, 7%) [32,33,49,56,67,78],
Germany (6/89, 7%) [37,40,50,66,108,109], and India (5/89,
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6%) [64,65,94,99,102]. The demographic information of
participants was provided in only 70% (62/89) of studies. Most
studies (50/89, 56%) recruited HCWs from hospitals or clinics
[29,30,32-40,44,46-57,59,61,66-68,73-75,77-80,
82,84,86,87,89-91,95,96,98-100,103,106], and few (2/89, 2%)
studies also involved patients from hospitals [66,94]. The
remaining studies recruited the general public (7/89, 8%)
[45,60,64,65,109-111] or students (4/89, 4%) [76,104,114,115]
from communities or educational settings.

Compliance Monitoring Systems

We identified 73 studies that either implemented or adopted an
€electronic monitoring system for hand hygiene compliance and
grouped them into 4 categories based on their enabling
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technology [19,26]: application-assisted direct observation (5/73,
7%), camera-assisted observation (10/73, 14%), sensor-assisted
observation (29/73, 40%), and RTLS (32/73, 44%).

Application-Assisted Direct Observation

Approximately 7% (5/73) of studies used applicationsto assist
trained auditors in observing hand hygiene compliance (details
areincluded in Table 1) [29-33]. With these applications, human
observers could record their observations using smartphones or
tablets. Unlike manua observation with paper forms,
application-assisted observation avoids the need for
transcription, which could cause delaysin analysis, increase the

Table 1. Description of application-assisted direct observation studies.

Wang et al

associated cost, and introduce errors [117]. In addition, the
prevalence of smartphones and tablets in health care settings
makes data collection more unobtrusive and reduces the
Hawthorne effect [26]. Both in-house and commercia
applications have been used for application-assisted direct
observations.

The monitored hand hygiene opportunities may vary in different
studies. Most studies followed the instructions given by the
WHO 5 moments for hand hygiene [29,31-33]. Conversely,
Sickbert-Bennett et al [30] simplified the observation process
to patient room entry or exit events (as proxies for moments 1,
4, and 5).

Paper and system description Required device System type System metrics (hand hy-
giene opportunities)
Kariyawasam et al [29]
Self-developed application Android tablet Research WHO? 5 moments
Magnuset al [32] and Sodré da Costa et al [33]
iScrub iOS devices Commercid WHO 5 moments
Sickbert-Bennett et al [30]
iScrub iOS devices Commercia Patient room entry/exit
events
SelectSurvey Web browser Commercia Patient room entry/exit
events
Wiemken et al [31]
Google forms Web browser Commercia WHO 5 moments

AWHO: World Health Organization.

Camera-Assisted Observation

In contrast with application-assisted direct observation, which
solely relies on human auditors, studies with camera-assisted
observation could rely on either human auditors [34-40] or
algorithms [41-43] for analysis (details included in Table 2).
Approximately 30% (3/10) of studies installed cameras inside
and outside patient rooms to capture all five hand hygiene
moments [34-36]. Researchers manually coded the streaming
and recorded videos. Armellino et al [38,39] recruited aremote
video auditing company (Arrowsight, Inc) to conduct
compliance observations only when HCWs entered or exited
the patient room (as proxies for moments 1, 4, and 5). Rather
than installing cameras in the environment, Diefenbacher et al
[37,40] proposed mounting acameraon the chest of HCWsthat
aimed at their hands, and researchers further analyzed these

https://www.jmir.org/2021/11/e27880

first-person view video recordings according to the WHO 5
moments for hand hygiene.

In terms of automated analyses, Zhong et al [41] attached ared
green blue (RGB) camera to the chest of HCWs to collect
egocentric videos. By feeding RGB images and optical flow
images inside atwo-stream convol utional neural network, they
identified hand hygiene events in HCWSs' daily routines [41].
Snoek et a [42] used an RGB camera with a microphone to
observe handwash eventsin older adultswith Alzheimer disease.
Awwad et al [43] used an RGB-depth camera, Kinect (Microsoft
Corporation), to achieve automatic detection of moment 1
(before touching a patient). Depth cameras generate pictures
with stereo information, and these pictures have pixels with a
value being the distance from the cameraor depth. Hand hygiene
compliance of moment 1 was then estimated by measuring the
proximity between the subjects’ hands and patient/bed with the
presence of hand rub events[43].
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Paper and system description Device location Video type System type System metrics (hand hy-
giene opportunities)
Auditor (human)
Brotfain et al [34]
RGB? camera Patient room Streaming Research WHOP 5 moments
Sanchez-Carrillo et al [35]
RGB camera Patient room Recorded Research WHO 5 moments
Diller et al [36]
RGB camera (with infrared lens) Patient room Recorded Research WHO 5 moments
Arméllino et al [38,39]

RGB camera Sink and sanitizer Recorded Commercia (Ar- Patient room entry/exit

dispenser rowsight) events

Motion sensor Patient room en- Recorded Commercia (Ar- Patient room entry/exit

trance rowsight) events
Diefenbacher et al [37,40]
RGB camera HCWSE (chest) Recorded Research WHO 5 moments
Auditor (algorithm)
Zhong et al [41]
RGB camera HCWs (chest) Recorded Research Hand hygiene events
Snoek et al [42]

RGB camera Sink Recorded Research Hand hygiene events (5
states related to faucet in-
teraction)

Microphone Sink Recorded Research Hand hygiene events (5
states related to faucet in-
teraction)

Awwad et al [43]

RGB depth camera Patient bed Recorded Research Moment 1 (before touch-

ing a patient)

3RGB: red green blue.
BWHO: World Hedlth Organization.
CHCW: health care worker.

Sensor-Assisted Observation

Of the 73 studies, 29 (40%) observed hand hygiene compliance
using sensors (details are included in Table 3) [32,33,44-70].
These studies were grouped into 3 categories on the basis of
sensor type: electronic dispenser, electronic dispenser assisted
by other sensors, and inertial measurement unit (IMU) and
microphone.

Of these 29 studies, 15 (52%) used electronic dispensers to
record the frequency of hand hygiene events and estimate the
volume of hand hygiene  products  dispensed
[32,33,44-50,54-57,59,67]. A range of sensors was used to
trigger the electronic dispenser counter, including pressure
resistors[45,53], magnetic sensors[66], and photosensors[58].
These records were then manually collected by researchers or
wirelessly transmitted to the associated servers for further
analysis. Compared with direct observation, electronic
dispensers can capture hand hygiene events with substantially

https://www.jmir.org/2021/11/e27880

fewer personnel resources and are unaffected by the Hawthorne
effect [19]. However, electronic dispensers cannot detect the
hand hygiene opportunities specified by the WHO 5 moments
for hand hygiene[19]. Thus, several studies supplemented hand
hygiene events with further information to estimate hand
hygiene compliance, including outpatient visit records, the
expected number of hand hygiene events, ward-specific
conversion factors, the number of patients in the unit, nurse
visit records, and documented activities [44,48-50,55,57,59].

As electronic dispensers cannot detect hand hygiene
opportunities according to the WHO guidelines, other sensors
were used to capture these opportunities [51-53,61,62,66,68].
A common practice was to use motion sensorsto record patient
room entry or exit events (as proxies for moments 1, 4, and 5)
[51,61,66]. Here, the dispensers and motion sensors uploaded
the time stamp of dispense and room entry/exit events to a
server. Once amotion sensor was activated, the server measured
the occurrence of a hand hygiene event within a predefined
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period and thus estimated the hand hygiene compliance rate.
Conversely, Gelilleit et a [53] placed a motion sensor around
HCWSs' working area and pressure plates on patient couches
and chairs. Hand hygiene opportunities were defined as the
movement of HCWsinto a patient zone when the pressure plates
were activated. Furthermore, studies used electronic dispensers
with other sensors, including IMUs and microphones, to
recognize different types of hand hygiene events from HCWs
daily routines [52,62,68].

Of the 29 studies, 7 (24%) used an IMU and microphone to
distinguish hand hygiene events from daily activities
[58,60,63-65,69,70]. An IMU is an electronic sensor that
measures a body’s specific force, angular rate, and orientation.

https://www.jmir.org/2021/11/e27880
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Of the 7 studies, 2 (29%) attached an IMU wristband to users
wrists to collect physical signals and utilize these signals to
recognize hand hygiene events [63,69]. By using acceleration,
gyration, and audio signals from participants wrists,
Wijayasingha et al [70] applied the naive Bayes algorithm to
identify both hand hygiene and oral hygiene eventsfrom people
with developmental disabilities. Instead of placing sensors on
users wrists, 43% (3/7) of studiesembedded IMU sensorswith
or without microphones inside soap bars [60,64,65]. These
augmented soap bars were then distributed to low-income
households to monitor their soap use associated with hand and
body wash. Furthermore, Miyazaki et a [58] attached a
microphone to a sink to distinguish hand hygiene events from
other daily activities.
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Table 3. Description of sensor-assisted observation studies.

Paper and system description Device location System type System metrics (hand hygiene oppor-
tunities)

Electronic dispenser

Arai et al [44]

Dispenser Outpatient area Commercia (Compleo-IO) Outpatient visit records
Asai et al [45]

Dispenser Hospital entrance Research Hand hygiene events

Boyce et al [46]

Dispenser Patient room and Commercia (iSIGNOL) Hand hygiene events
hallway
Cohen et al [47]
Dispenser Throughout entire  Commercia (DebMed Hand hygiene events
facility GMS)
Conway et al [48]
Dispenser Throughout entire /a2 Expected hand hygiene events
facility

Diefenbacher et al [50]

Dispenser Patient room Commercia (Ingo-manWe- Hand hygiene events (conversion
CO) factor)
Helder et al [54]
Dispenser Patient room Commercia (ComSens Hand hygiene events

NewCompliance)
Kato et al [55]

Dispenser Outpatient area Commercial (CARECOM  Outpatient visit records
Co, Ltd)

Morgan et al [59]
Dispenser Patient room N/A Patients number

DeMacEdo et al [49]

Dispenser Patient room Commercia (NXT 1-L Nurse visits (nurse call system)
model)
Marraet al [56,67], Magnuset al [32], and Sodré da Costa et al [33]
Dispenser Patient room Commercial (NXT 1-L Hand hygiene events
model)
Scheithauer et al [57]
Dispenser Throughout entire  Commercia (Ingo-manWe- Documented activities
facility Co)

Electronic dispenser assisted by other sensors

Ellison et al [51]
Dispenser Throughout inten- ~ N/A Patient room entry/exit events
sive care units
Motion sensor Patient room en- N/A Patient room entry/exit events
trance
Sharmaet al [61]
Dispenser Hallway Research Patient room entry/exit events
Motion sensor Examination room  Research Patient room entry/exit events
entrance
Gaubeet al [66]
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Paper and system description Devicelocation System type System metrics (hand hygiene oppor-
tunities)
Dispenser Petient room and Research Peatient room entry/exit events
hallway
Motion sensor Dispenser Research Patient room entry/exit events
Gelilleit et al [53]
Dispenser Examination room  Research Patient room entry/exit events
Motion sensor Hcws Pwork area Research Patient room entry/exit events
Pressure plate Examination couch, Research Patient room entry/exit events
Chair
Galluzzi et al [52,68]
Dispenser N/A Research Hand hygiene events
IMUS HCWs (wristwatch) Research Hand hygiene events
Tobita et al [62]
Dispenser Sink Research Hand hygiene events
Microphone Sink Research Hand hygiene events
IMU and microphone
Uddin et al [63]
IMU HCWs (wristband)  Research Hand hygiene events
Liet al [69]
IMU HCWs (wristband)  Research Hand hygiene events
Ram et al [60]
IMU Soap bar Research Hand hygiene events
Wright et al [64] and Zillmer et al [65]
IMU Soap bar Research Hand hygiene events
Microphone Soap bar Research Hand hygiene events
Wijayasingha et al [70]
IMU HCWSs (wristwatch) Research Hand hygiene events
Microphone HCWs (wristwatch) Research Hand hygiene events
Miyazaki et al [58]
Microphone Sink Research Hand hygiene events

3N/A: not applicable.
PHCW: health care worker.
SIMU: inertial measurement unit.

Real-time Locating Systems

Of the 73 studies, 32 (44%) studies deployed RTL Ss to track
hand hygiene compliance (details included in Table 4)
[67,71-101]. The RTLSwasoriginally used to identify and track
the location of objects or peoplein real time within a specified
area. By sensing dispenser actuation and HCWs' movements,
servers from an RTLS can measure HCWs hand hygiene
complianceratesastheratio of dispenser actuation to the patient
room or areaentry or exit events (as proxies for moments 1, 4,
and 5) [19]. On the basis of the underlying technology, we
divided these systems into 6 categories: radio-frequency
identification (RFID), infrared, ultrasound, Bluetooth low energy
(BLE), IEEE 802.15.4/ZigBee, and Wi-Fi.

https://www.jmir.org/2021/11/e27880

Of the 32 studies, 10 (31%) developed or deployed an
RFID-based RTLS[71,73,75,76,83,84,90,93,97,99]. RFID uses
radio wavesto identify and track tags attached to objects. RFID
tags can come in avariety of shapes and can be embedded into
HCWSs' nametags, wristbands, bracel ets, and even shoes. When
HCWs with RFID tags pass RFID readers, the readers detect
the HCWSs' tags and then communi cate the collected information
to acentral server. To record HCWSs' hand hygiene events, 30%
(3/10) of studies placed RFID readers either next to dispensers
or embedded RFID readersinto dispensers[71,76,93], and these
RFID readerswere activated by dispensing events. By installing
RFID readers next to dispensers and at the entrance of patient
rooms or around patient beds, RFID-based RTLS could
recognize both hand hygiene events and the entry and exit of
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individuals into a patient room or a patent area
[73,75,83,84,90,99]. Furthermore, several other sensors were
used to assist in the observation of RFID-based RTLS, including
motion sensors (recording movements around patient beds),
IMUs (recording duration of hand hygiene events), and ethanol
sensors (recognizing al cohol-based hand rub events) [90,97,99].

Of the 32 studies, 8 (25%) studies adopted infrared-based RTL Ss
to monitor hand hygiene compliance [72,74,77,86-89,98]. An
infrared transmitter uses infrared light pulses to transmit a
unique infrared code to its receiver, and the receiver can then
estimate their relative position inside a building. For all 8
studies, infrared transmitters were installed across health care
settings and continuously emitted their relative location
information (eg, patient room, patient bed, and hallway). In
addition, the transmitters were embedded in dispensers and
activated for a short period after dispenser actuation. The
infrared receivers were carried by HCWSs and continuously
received | ocation information from the transmitter and counted
HCWSs' hand hygiene events. In addition, 63% (5/8) of studies

https://www.jmir.org/2021/11/e27880
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used a wearable dispenser to facilitate HCWS' hand hygiene
practices. Furthermore, an ethanol sensor was deployed in an
infrared-based RTLS to recognize hand rub events rather than
relying on awall-mount dispenser [77].

Of the 32 studies, 2 (6%) studies deployed ultrasound-based
RTLSs [79,100]. Similar to other RTLS, ultrasound-based
RTLSs comprise transmitters, receivers, and dispensers.
Transmitters emit sound in the ultrasonic range, and receivers
detect these sounds and thus locate the transmitters. Unlike
infrared-based RTLSs, ultrasonic transmitters were typically
either placed in health care settings or carried by HCWs, and
thus the sound contained either location information or HCWS
identity. Through the collected signals, the receivers could locate
the HCWS' real-time location and recognize patient room
entry/exit events. When dispensers were used in
ultrasound-based RTLSs, transmitters or receivers were also
embedded in these dispensers and transmitted dispensing events
to the receivers.
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Table 4. Description of real-time locating system studies.

Wang et al

Paper and system description Device location System type System metrics (hand hygiene
opportunities)
Radio-frequency identification (RFID)
Decker et al [76]
RFID tag HCWS? (tag) Research Class schedules
RFID reader Dispenser Research Class schedules
Bal et al [71]
RFID tag HCWs (tag) Research Hand hygiene events
RFID reader Dispenser and faucet Research Hand hygiene events
Dispenser/faucet Patient room entrance and patient bed Research Hand hygiene events
Meydanci et al [93]
RFID tag HCWs (wristband) Research Hand hygiene events
RFID reader Dispenser Research Hand hygiene events
Dispenser Patient room and hallway Research Hand hygiene events

Boudjema et al [73] and Brouqui et al [75]

RFID tag
RFID reader

Dispenser
Jain et al [83]
RFID tag
RFID reader
Dispenser
Johnson et al [84]
RFID tag
RFID reader
Dispenser
Radhakrishna et al [99]
RFID tag
RFID reader
Dispenser
Motion sensor
Levin et al [90]
RFID tag
RFID reader

Dispenser

IMU®
Pleter3ek et al [97]
RFID tag
Ethanol sensor
Infrared
Baslyman et al [72]

HCWs (shoes)

Floor (embedded under the dispenser, patient

room, and area entrance)

Patient room and hallway

HCWs (tag)

Dispenser and patient room entrance

Patient room and hallway

HCWs (tag)
Patient room entrance

Patient room entrance

HCWs (tag)

Patient trolley (around patient bed)
Patient trolley (around patient bed)
Patient trolley (around patient bed)

HCWs (bracelet)
Patient bed, Dispenser

N/AP
HCWs (bracelet)

HCWs (tag)
HCWs (tag), Patient room entrance

Commercia (MediHandTrace)
Commercia (MediHandTrace)

Commercia (MediHandTrace)

Research
Research

Research

Research
Research

Research

Research
Research
Research

Research

Research
Research

Research

Research

Research

Research

Patient area entry/exit events

Patient area entry/exit events

Patient area entry/exit events

Patient room entry/exit events
Patient room entry/exit events

Patient room entry/exit events

Patient room entry/exit events
Patient room entry/exit events

Patient room entry/exit events

Patient area entry/exit events
Patient area entry/exit events
Patient area entry/exit events

Patient area entry/exit events

Patient area entry/exit events
Patient area entry/exit events

Patient area entry/exit events

Patient area entry/exit events

Hand hygiene events

Hand hygiene events
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Paper and system description Devicelocation System type System metrics (hand hygiene
opportunities)
Infrared transmitter Patient bed, patient room entrance, dispenser, = Commercia (Ekahau) Patient area entry/exit events
and hallway
Infrared receiver HCWs (tag) Commercia (Ekahau) Patient area entry/exit events
Dispenser Patient room Commercia (Ekahau) Patient area entry/exit events

Boyce et al [74]

Infrared transmitter Patient bed, dispenser, hallway, and nurse station Research Patient area entry/exit events
Infrared receiver HCWs (tag) Research Patient area entry/exit events
Dispenser N/A Research Patient area entry/exit events

Levchenko et al [86-89] and Pong et al [98]

Infrared transmitter Individua patient environments, room entrances, Research Patient room entry/exit events
shared bathrooms, dirty utility rooms (ceiling),
and dispenser
Infrared receiver HCWs (tag) Research Patient room entry/exit events
Wall-mount dispenser  N/A Research Patient room entry/exit events
Wearable gel dispenser HCWs Research Patient room entry/exit events
Dyson et al [77]
Infrared transmitter Patient room and areaentranceand sink (celling) N/A Patient area entry/exit events
Infrared receiver HCWs (tag) N/A Patient area entry/exit events
Ethanol sensor HCWs (tag) N/A Patient area entry/exit events
Ultrasound
Fisher et al [79]
Ultrasound transmitter  Patient bed and dispenser N/A Patient area entry/exit events
Ultrasound receiver HCWs (tag) N/A Patient area entry/exit events
Dispenser Patient room N/A Patient area entry/exit events

Srigley et al [100]

Ultrasound transmitter HCWSs (tag) N/A Hand hygiene events
Ultrasound receiver Patient room, hallway, and dispenser N/A Hand hygiene events
Dispenser N/A N/A Hand hygiene events

Bluetooth low energy (BLE)
Karimpour et al [85]

BLE transmitter Room Research Patient area entry/exit events

BLE receiver HCWs (smartphone) Research Patient area entry/exit events
Misra et al [94]

BLE transmitter Patient bed and dispenser Research Patient area entry/exit events

BLE receiver HCWs (smartphone) Research Patient area entry/exit events

Dispenser Patient bed Research Patient area entry/exit events

Marqueset al [91]

BLE transmitter Patient room and area entrance, sink, and diss  Research Patient area entry/exit events
penser

BLE receiver HCWs (smartphone) Research Patient area entry/exit events

Dispenser Patient room and area entrance Research Patient area entry/exit events

|EEE 802.15.4/ZigBee
Marraet al [67] and Filho et al [78]
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Paper and system description Devicelocation

System metrics (hand hygiene
opportunities)

System type

ZigBee transmitter HCWs (tag)
ZigBee receiver Patient bed and dispenser
Dispenser Patient room

Commercia (Infectrack Sys-
tem)

Patient area entry/exit events

Commercia (Infectrack Sys-
tem)

Patient area entry/exit events

Commercia (Infectrack Sys-
tem)

Patient area entry/exit events

Frieset al [80], Herman et al [81], Hornbeck et al [82], Polgreen et al [92], and Monsalve et al [95,96]

|EEE 802.15.4 transmit-
ter

|IEEE 802.15.4 receiver HCWSs (tag)

Patient bed and dispenser

Dispenser Patient room
Wi-Fi
Wan et al [101]
Wi-Fi transmitter Room and sink
Wi-Fi receiver

Sink

HCWs (tag)

Room

Research Patient area entry/exit events
Research Patient area entry/exit events
Research Patient area entry/exit events
Research Hand hygiene events
Research Hand hygiene events
Research Hand hygiene events

3HCW: health care worker.
BN/A: not applicable.

Of the 32 studies, 3 (9%) studies developed RTL Ss based on
BLE technology [85,91,94]. BLE or Bluetooth is a wireless
technology standard used for exchanging data between devices
through ultra-high-frequency radio waves. These BLE-based
RTL Ssalso contained transmitters (or beacons), BLE receivers,
and dispensers. These transmitters were used as location
reference points by placing BLE transmitters in health care
settings. BLE receivers brought by HCWSs could detect HCWS'
real-timelocation to infer patient room entry/exit events. Unlike
the aforementioned RTLSs, BLE receivers could be HCWS
own smartphones instead of carrying additional equipment. To
measure hand hygiene events, dispenserstriggered the embedded
BLE transmitters once they were actuated.

Of the 32 studies, 8 (25%) studies used |IEEE 802.15.4 or
ZigBee-based RTLSs [67,78,80-82,92,95,96]. IEEE 802.15.4
isawireless standard capable of low-power, low-cost wireless
communi cation between deviceswith lower power consumption.
ZigBee is a wireless mesh network specification based on the
|IEEE 802.15.4 standard [118]. Similar to other RTLSs, they
comprise transmitters, receivers, and dispensers. Transmitters
were either carried by HCWs or placed in a health care
environment. Two individual systemswere used in the studies,
including one commercia system (Infectrack System,
i-HealthSys) based on ZigBee and one in-house system based
on |EEE 802.15.4. After collecting the relative distance and/or
HCWSs' identity from transmitters, receivers could identify
HCWSs movement when HCWs entered or exited patient areas.
The transmitters or receivers were aso embedded inside
dispensers to recognize hand hygiene events.

The last technology used in RTL Ss was Wi-Fi [101]. Wi-Fi is
a family of wireless network protocols for building wireless

https://www.jmir.org/2021/11/e27880

network connections between devices through radio waves.
Wi-Fi transmitters were deployed across a room and above a
sink, and when HCWs triggered the dispenser next to the sink,
the dispenser transmitted the dispensing event to a server
through the sink transmitter. The receivers were carried by
HCWs, scanned for transmitters in the environment, and
periodically uploaded their location to a server.

Quality Monitoring Systems

Of the 89 studies, 21 (24%) studies evaluated hand hygiene
quality as performed by HCWs, grouped into 2 categories based
on their measurement methods: (1) compliance with the WHO
6-step hand hygiene techniques (14/21, 67%) and (2) surface
coverage or illumination reduction of fluorescent substances
(7/21, 33%).

Compliance With WHO 6-Step Hand Hygiene
Techniques

Of the 21 studies, 14 (67%) studies used a variety of sensorsto
monitor hand hygiene quality based on compliance with the
WHO 6-step hand hygiene techniques (Figure 2). A common
practice was to detect the duration of hand hygiene, which is
considered a key indicator of quality [13,119]. Furthermore,
these systems could recognize HCWS hand motions as
belonging to the individua steps from the WHO 6-step hand
hygiene techniques. As such, these systems provided more
details regarding HCWS' hand hygiene performance, including
missed steps and out-of-order sequences, as noncompliance
with all steps of hand hygiene procedures failsto cover all skin
surfaces[14,20]. In these studies, sensors were either placed in
the environment or attached to HCWs to monitor their hand
hygiene performance (details are included in Table 5).
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Table 5. Description of studies monitoring compliance with the WHOa 6-step hand hygiene techniques.

Paper and system description Device location System type System metrics (compliance with hand hygiene tech-
nigues)

Environmental sensor
Khan et al [106]

RGBP camera Sink Research Hand hygiene duration

Motion sensor Sink Research Hand hygiene duration
Lacey et al [103]

RGB camera Sink Commercia (Sure- An unknown number of individual steps (WHO 6-step
Wash) hand hygiene technique)

Camiluset al [102]

Depth camera Sink Research 6individua steps (WHO 6-step hand hygienetechnique)
and 1 wild hand hygiene technique

Zhong et al [104]

Depth camera Sink Research 9individual steps (WHO 6-step hand hygienetechnique)
Khamiset al [105]

mmWave radar Sink Research 9individual steps (WHO 6-step hand hygienetechnique)
Wear able sensor

Galluzzi et al [52,68]

IMUS Hewd (wristwatch) Research 12 individual steps (WHO 6-step hand hygiene tech-
nique), 1 wild hand hygiene technique
Li et al [69]
IMU HCWs (wristwatch)  Research 13 individual steps (WHO 6-step hand hygiene tech-
nigue)
Wijayasingha et al [70]
IMU HCWs (wristwatch)  Research 9individual steps (WHO 6-step hand hygienetechnique)
Microphone HCWs (wristwatch)  Research 9individual steps (WHO 6-step hand hygiene technique)
Banerjee et al [107]
IMU HCWs (armband) Research 6 individual steps (self-defined hand hygiene technique)
Kutafina et al [108,109]
IMU HCWs (armband) Research 9individual steps (WHO 6-step hand hygienetechnique)
EMGE HCWs (armband) Research 9individual steps (WHO 6-step hand hygiene technique)
Wang et al [110]
IMU HCWs (armband) Research 14 individual steps (WHO 6-step hand hygiene tech-
nigque)
SEMG HCWs (armband) Research 14 individual steps (WHO 6-step hand hygiene tech-
nigque)
Zhong et al [41]
RGB camera HCWs (chest) Research 7 individual steps (self-defined hand hygiene technique)

AWHO: World Health Organization.
bRGB: red green blue.

CIMU: inertial measurement unit.
dHCW: health care worker.

€SEMG: surface electromyography.

Of the 14 studies, 5 (36%) studies measured compliance with  camera and a motion sensor above the sink in operation rooms
the WHO 6-step hand hygiene techniques by placing sensors  to monitor HCWSs' hand hygiene duration. Lacey et a [103]
in the environment [102-106]. Khan et a [106] placed an RGB  used acommercial automatic video auditing system (SureWash,
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GLANTA Ltd) to monitor HCWSs' compliance with the WHO
6-step techniques. Camilus et a [102] and Zhong et a [104]
installed an RGB-depth camera (Kinect) above asink to record
hand hygiene events. Hand hygiene videos with stereo
information were then analyzed by classifying each frame as
an individual step from the 6-step hand hygiene techniques.
Instead of using optical sensors, Khanmis et al [105] installed
an mmWave sensor above a sink to measure hand hygiene
performance. ThemmWaveisasensing technology for detecting
objects and provides the range, velocity, and angle of these
objects. By using the generated frames from mmWave signals,
they could classify each frame as one of the nine individual
steps in line with the 6-step hand hygiene techniques.

Of the 14 studies, 9 (64%) studies monitored compliance with
hand hygiene guidelines by attaching wearable sensorsto HCWs
[41,52,68-70,107-110]. Of these, the IMU wasthe most popular
sensor and was used in 89% (8/9) of studies with several
supplementary sensors. As mentioned above, the IMU can
measure a body’s specific force, angular rate, and orientation.
Approximately 44% (4/9) of studies used the IMU of
wristwatches to collect physical signals during hand hygiene
events and classified hand motion within a certain time frame
asone of the several individual steps of the 6-step hand hygiene
techniques [52,68-70]. In addition, microphones have been
combined with IMUs to evaluate hand hygiene performance,
as the additional audio data could further improve the system
accuracy [70]. Owing to hygiene reasons, 44% (4/9) of studies
used sensor armbands (Myo armband, North Inc) with IMU to
detect HCWS compliance with hand hygiene techniques
[107-110]. Of these 4 studies, 3 (75%) studies used both IMU
and surface electromyography (SEMG) sensors from Myo
armbandsto recognize individual stepsin line with 6-step hand
hygiene techniques [108-110]. The sEMG sensor is an
electrochemical sensor that detects biopotentialsusing electrodes
placed on the skin. In contrast to the aforementioned studies,
Zhong et a [41] attached an RGB camera to HCWS' chests.
The camerarecorded HCWs' hand hygiene practices, and then
the collected RGB videos were processed by a deep learning
algorithm (two-stream convolutional neural network) to classify
hand motions into 7 self-defined hand hygiene steps.

Surface Coverage or |llumination Reduction of
Fluorescent Substances

Of the 21 studies, 7 (33%) studies used fluorescent substances
to automatically examine hand hygiene quality by computer
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vision algorithms. However, the means of detecting the quality
of handwash and hand rub were distinct. For handwash,
participants first applied fluorescent dye on their entire hands
and then washed their hands with soap and tap water thoroughly.
For hand rub, ahand disinfectant was mixed with afluorescent
dye, and participants used the disinfectant to perform an episode
of hand rub. Then, their hands were checked under a UV light
lamp and photographed using RGB camerasfor further analysis.
By comparing the disinfected areasthat glowed under UV light
and were free from pathogens, Lehotsky et al [120] stated that
fluorescent substances could highlight the areas of the hand
surface that were adequately disinfected with acceptable
accuracy (95% sensitivity and 98% specificity). UV tests have
been widely used to assess hand hygiene quality in medical
education because of their easy application, low associated
costs, and well-visible results [22].

There were two main ways to automaticaly analyze the
collected RGB images: detecting illumination reduction before
and after an episode of handwash or measuring the surface
coverage of fluorescent substances (details included in Table
6). Approximately 29% (2/7) of studies calculated the
illumination difference of fluorescent substances before and
after an episode of handwash using Adobe Photoshop (Adobe
Inc) and MATLAB (The Math Works, Inc) [25,111]. Hand
hygiene quality was then measured by the value of illumination
difference, where a bigger difference indicates better hand
hygiene performance and vice versa.

Of the 7 studies, 5 (71%) studies analyzed the collected images
from both handwash and hand rub by measuring the surface
coverage of fluorescent substances [112-116]. For hand rub,
the hand rub quality was acceptable if all areas were bright
without dark spots, therefore suggesting that all parts of the
hand were covered homogeneously with disinfectant [22].
Approximately 40% (2/5) of studies focused on measuring the
surface coverage of fluorescent substances after hand rub by
applying clustering algorithms [112,113]. For handwash, as
fluorescent substances contaminated hands in advance, the
handwash quality was measured by the range of cleaned hand
areas (dark areas). Approximately 60% (3/5) of studies applied
specific threshold values or deep learning algorithmsto measure
handwash quality [114-116].
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Table 6. Description of studies monitoring surface coverage or illumination reduction of fluorescent substances.

Paper and system description Device location System type System metrics (illumination reduction or surface coverage)
Illumination reduction
Deochand et al [25]
Fluorescent substance HCWS? (hand) Research [llumination reduction (whole hand)
UV lamp Opaque box Research I1lumination reduction (whole hand)
RGBP camera Opague box Research [lumination reduction (whole hand)
Pellegrino et al [111]
Fluorescent substance HCWs (hand) Research I1lumination reduction (whole hand)
UV lamp Dark room Research I1lumination reduction (whole hand)
RGB camera Dark room Research [1lumination reduction (whole hand)
Surface coverage
Srisomboon et al [112]
Fluorescent substance HCWs (hand) Research Surface coverage (pixel)
UV lamp Opaque box Research Surface coverage (pixel)
RGB camera Opaqgue box Research Surface coverage (pixel)
Szilagyi et al [113]
Fluorescent substance HCWs (hand) Research Surface coverage (pixel)
UV lamp Opaque box Research Surface coverage (pixel)
RGB camera Opaqgue box Research Surface coverage (pixel)
Yamamoto et al [114,115]
Fluorescent substance HCWs (hand) Research Surface coverage (segment)
UV lamp Opaque box Research Surface coverage (segment)
RGB camera Opaqgue box Research Surface coverage (segment)
Naim et al [116]
Fluorescent substance HCWs (hand) Research Surface coverage (pixel)
UV lamp Opaque box Research Surface coverage (pixel)
RGB camera Opaqgue box Research Surface coverage (pixel)

3HCW: health care worker.
bRGB: red green blue.

Discussion

Recently, there has been increased interest in developing
electronic monitoring systems to serve as an alternative or
supplementary hand hygiene monitoring approach [19].
However, electronic hand hygiene monitoring systems do have
limitations. The following sectionsdiscussthe limitationsrelated
to accuracy, data integration, privacy and confidentiality,
potential risks, usability, associated costs, and infrastructure
improvements [19,121].

System Accuracy

The system accuracy of electronic hand hygiene monitoring
systems is the top concern for HCWs [121,122]. However,
systems come with different metrics without standardized
measurement tools. System accuracy isalso affected by technical
issues and geometric constraints.

https://www.jmir.org/2021/11/e27880

The metrics often vary substantially in different types of
electronic hand hygiene monitoring systems. For electronic
hand hygiene compliance monitoring systems, the metrics are
based on the number of detectable moments for hand hygiene
described by the WHO (Figure 1). A total of 4 different metrics
werementioned in theincluded studies: (1) hand hygiene events,
(2) patient room entry/exit events, (3) patient area entry/exit
events, and (4) the WHO 5 moments for hand hygiene.
Similarly, the metrics for electronic hand hygiene quality
monitoring systems are also disparate. One way to measure
HCWs hand hygiene quality is through detecting their
compliance with the WHO 6-step hand hygiene techniques
(Figure 2). However, different systems often recognize different
sets of individual steps of standardized techniques, which can
vary between 6 and 14 individual steps. Detecting illumination
reduction or surface coverage of fluorescent substances is
another way to measure hand hygiene quality; however, different
studies come with different metrics. Several systems can detect
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pixel or segment levels of fluorescent areas from the collected
RGB images;, however, others measure the illumination
reduction of the entire hand. Therefore, system results may not
accurately reflect HCWs' hand hygiene compliance and quality,
and results cannot be compared between different studies
without further processing.

Technical issues dramatically affect system accuracy. One of
the major concerns is hardware limitations, which result in
systems not functioning well under certain situations. For
instance, infrared-based RTLS could fail to work if an infrared
transmitter or receiver taken by a person is obscured by objects
or cloths astheinfrared wave cannot penetrate opague materials
[123]. Systems using ethanol sensors to track alcohol-based
hand rubs cannot sense HCWS' handwash events[77]. Systems
solely relying on motion sensors (ie, without user identity)
cannot provideinformation on who enters or exits patient rooms.
Other systems also suffer from reflected signals, signal noise,
and interference. Moreover, the algorithms used in these systems
may introduce a variety of errors. An example is that machine
learning algorithms used to recognize HCWs' compliance with
WHO 6-step hand hygiene techniques can generate incorrect
classifications [110]. In some extreme cases, these algorithms
may not correctly recognize any individual steps and provide
an entire sequence of erroneous predictions. Thus, both hardware
and algorithm limitations need to be considered when
implementing hand hygiene monitoring systems, and effective
validation of an electronic hand hygiene monitoring system is
required to identify associated technical issues.

System accuracy is aso influenced by geometric constraints.
To protect patient privacy, studies may attach a curtain in front
of cameras[36] or point them toward nonsensitive regions only
(handwashing sinks and sanitizer dispensers) [38], which may
not alow observation of al hand hygiene opportunities and
eventsand further affect system accuracy. Furthermore, systems
based on wearable devices arerestricted by device position. For
example, recent studies have relied on sensor armbandsto detect
hand hygiene quality; however, their system accuracy isgreatly
affected by the actual armband position on the arm [110].

Data Integration

The use of multiple types of sensor data and system records
raises new challengesfor dataintegration. Systems use multiple
sensorsto collect morereliable, accurate, and useful information
required for hand hygiene monitoring; however, sensor data
fusion comes with problems and issues. One of the most
common issues is sensor registration and calibration, as
individual sensors have their own local reference frames[124].
Studies applied varying technologies to convert different data
from multiple sensors (eg, IMU and SEMG) into one reference
frame and starting time, including network time protocols,
event-based synchronization methods, and their combination
[125,126]. During data fusion and calibration, diverse formats
of sensor data could also generate noi se and ambiguity, resulting
in competitive and conflicting errors, and adding redundancy
of sensor data is one of the solutions to increase system
reliability [124]. Other issues with multiple sensor datainclude
granularity, timescale, and frequency [124].
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Integrating hand hygiene data observed by different systemsis
another challenge. To increase result accuracy and credibility,
studies might use multiple complementary systems to monitor
hand hygiene compliance or quality among the same group of
HCWs. However, the metric for each observation method was
different, and a lack of correlation with their results raised
concernsregarding datavalidity [32]. In addition, different data
and result formats raise issues of data integration and require
conversion. Moreover, systems could simultaneously observe
hand hygiene compliance and quality; however, the means to
store and retrieve the records of compliance rate and quality are
unclear [41,52,68-70].

Privacy and Confidentiality

Privacy and confidentiality are two other major concerns
associated with eectronic hand hygiene monitoring systems.
Privacy concerns are known to influence HCWSs' attitudes
toward el ectronic hand hygiene monitoring systems[19]. Some
HCWs perceive these systems as an invasion of their privacy
and a pretext for constant surveillance of their daily activities,
which makesHCWsdistrust these systems and refuse to change
their hand hygiene behaviors [121]. Electronic hand hygiene
monitoring systems also create special challenges regarding
patient privacy [127]. Studies using video cameras to monitor
all 5 moments of hand hygiene would require constant video
surveillance of patientsand patient rooms, resulting in violation
of patient privacy [26]. However, limited studies have mentioned
patient privacy protection before implementing el ectronic hand
hygiene systems. Moreover, constant surveillance through
electronic hand hygiene monitoring systems might raise legal
issues, resulting in systems that are unpractical in health care
settings, especially when involving cameras and microphones.

The continuous collection of personal data in unprecedented
volumes also raises data security concerns [128]. During data
collection and storage, users personal information can be
exposed to unauthorized third parties, and the collected data
can aso be modified or atered through communication
protocols (eg, Wi-Fi and Bluetooth) [128]. Furthermore, use
scenarios of the collected data are another noticeable concern
in hand hygiene monitoring systemsfor HCWs. Ellingson et al
[122] noted that HCWswere worried about the potential use of
adherence data for punitive purposes. Thus, an efficient
communication mechanism should be established to provide
information to HCWs on what datawill be collected and stored
and how datawill be used [121].

Potential Risks

HCWsmay face some potential risks caused by electronic hand
hygiene monitoring systems. One potential risk is UV-related
skin and eye damage caused by UV lamps, which are used to
detect HCWs hand hygiene quality [129,130]. Efficient
preventive measures should be placed to protect HCWS' safety
and control their daily exposure under a threshold limit of 3.0

mJcm? [129]. Wearable sensors have gained popularity to assess
HCWSs' hand hygiene quality, especialy wristwatches. However,
wearing rings, wristwatches, and bracelets could cause hand
contamination [131]; therefore, it is challenging to use
wristwatches to monitor hand hygiene procedure compliance,
asit can possibly defeat the purpose. Moreover, Ward et al [26]
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noted that during the demolition and installation of monitoring
systems in health care, the released particulates such as mold
or fungus might increase the risk of infection.

Another risk of deploying electronic hand hygiene systemsis
radio-frequency interference (RFI) with medical devices. RFI,
known as a subset of electromagnetic interference, has been
reported to cause medical devicefailure because of interference
from various emitters of radio-frequency energy [132].
Badizadegan et a [133] reported that RFI could also result in
erroneous laboratory results. Specifically, van der Togt et al
[134] noted that RFID might induce potentially hazardous
incidentsin medical devices. To prevent RFI-associated medical
device failures, system designers and device manufacturers
should ensure conformance with current RFI standards, and
on-site electromagnetic interference tests are required during
implementation [132].

Usability

Another challenge for implementing electronic hand hygiene
monitoring systemsin health careis usability, asthe technology
may interrupt HCWs' daily workflow to ensure the proper
functioning of systems. These usability problems consist of
hardware and information delivery. Conway et a [121]
summarized hardware-associated usability problems of
compliance monitoring systems, including wearabletags (1) as
heavy, bulky, and difficult to use; (2) requiring battery power,
but batteries are not durable with frequent battery failures; and
(3) requiring HCWs to wear them in certain positions. Other
usability problems, such as limited sensing range and angles,
require HCWs to change their behavior to ensure that systems
work properly [77].

Similarly, usability issues also exist when delivering HCWS
hand hygiene performance information. For hand hygiene
compliance monitoring, systems use different types of instant
prompts (eg, visua reminders, auditory reminders, vibrations,
face-to-face feedback, and olfactory stimulus) to remind HCWs
regarding missed hand hygiene opportunities, however, these
prompts are associated with several usability problems. For
example, Dyson et a [77] noted that systems using visual
promptswith ared light could cause patient anxiety. Regarding
instant prompts for inadequate hand hygiene quality, most
systems are designed for medical training purposes, and thus,
efficient delivery of instant feedback to HCWs about hand
hygiene quality and integrating these systems into their daily
routines are till open challenges.

Associated Costs and Infrastructure | mprovements

Implementing an electronic hand hygiene monitoring system
in health care facilities comeswith high costs and infrastructure
improvements [19,26,121]. Using electronic systems first
requires expenditure on equipment and installation costs, which
vary with the selected systems [19,26,121]. Morgan et al [59]
estimated that the installation of electronic dispenser—assisted
systemsin a 15-bed intensive care unit requires a cost between
US $30,000 and US $40,000. Another study installed 21 video
camerasin the hallways and patient rooms of a17-bed intensive
care unit, costing US $50,000 [38]. For community settings,
installing acomplete set of electronic hand hygiene monitoring
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systems is not redlistic. Instead of fixing sensors in the
environment, studies attached wearable sensors to HCWs or
embedded sensors into soap barsto track HCWs' hand hygiene
events from their daily routines, which are more scalable and
economical.

Except for expenditures on equipment and installation costs,
maintenance and personnel costs represent a larger part of
system-associated costs. Maintenance costs include system
updates, hand rub and soap supplies, an increase in monitored
HCWs, and replacement of batteries and defective devices[19].
For in-house systems, technology does not guarantee accurate
measurements and requires continuous iteration devel opments,
resulting in maintenance costs and increased personnel needs.
Application-assisted direct observation and camera-assisted
observation with human auditors are associated with high
personnel costs, as these systems require in-house or remote
auditorsto continually observe hand hygiene opportunities and
events.

Theinstallation of el ectronic hand hygiene systems may disrupt
physical infrastructure and require infrastructure improvements.
Conway et a [121] noted that infrastructure improvements
comprise existing dispenser replacement and fixed hard wiring.
Aswireless network infrastructure also dramatically affectsthe
system performance, it should be arranged and updated when
deploying such systems in health care facilities with outdated
network infrastructure.

Per for mance Feedback

An important but sometimes overlooked aim of deploying
electronic hand hygiene monitoring systems in health care
settings is to provide educational interventions to HCWs and
improve their practices. The intervention methods used in the
included studies comprised instant prompts and periodic
summaries.

To remind HCWs about missed hand hygiene opportunities,
systems may provide instant prompts when noncompliance is
detected. Instant prompts comprise visual reminders, auditory
reminders, vibrations, face-to-face feedback, olfactory stimuli,
and their combinations. To improve HCWS' hand hygiene
quality, systems also provide instant prompts when detecting
hand hygiene events with inadequate quality. Instant prompts
include reminding HCWs about missed steps and disordered
sequences of the WHO 6-step hand hygiene techniques and
visualizing unclean areas from recorded UV test images.
Periodic summariesare al so widely adopted to improve HCWS
hand hygiene compliance and quality. Systemsdeliver periodic
summariesto HCWsthrough reports, dashboards, games, notice
boards/monitors, face-to-face feedback, and their combinations.

The included studies also delivered hand hygiene feedback by
combining both instant prompts and periodic summaries. For
example, Ellison et a [51] adopted auditory reminders asinstant
prompts and delivered periodic summaries through specific
monitor screen savers to remind HCWs of hand hygiene
compliance.

Nevertheless, each instant prompt type is associated with
specific drawbacks. For visua reminders, Dyson et a [77] noted
that red light light-emitting diodes (LEDs) on badges might
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cause patient anxiety, so the color of badge LEDs should be
adjustable and provide an option to disable the LEDs when
necessary. Regarding auditory reminders, Baslyman et al [72]
noted that sending audible alerts during the night is not
acceptable as most patients are sleeping. Face-to-face feedback
is associated with the Hawthorne effect, which causes different
hand hygiene behaviors from their daily routines [30]. Using
unpleasant odors is also not suitable for most health care
facilities as they may cause physical discomfort.

Regarding periodic summaries, designing understandable
periodic summaries for HCWs with different educational
backgroundsisa challenge[121]. Conway et a [48] noted that
HCWs or managers might have difficulty reading and
interpreting periodic reports with charts. Efficiently
disseminating collected information to HCWs and keeping them
informed is challenging as well, as many HCWs have reported
never or inconsistently receiving their performanceinformation
[48]. Moreover, ensuring that periodic summaries are used to
drive hand hygiene improvement instead of punishment is
another challenge. Hand hygiene improvement might be
short-lived and moderate without HCWS' engagement, constant
feedback delivery, detailed action plans, and |eadership support
[121].

By constantly delivering feedback to HCWs and educating
HCWsand medical studentson theimportance of hand hygiene
and the correct procedures, HCWs are likely to improve their
hand hygiene techniques and habits. In Multimedia Appendices
3 [53,66,67,77,79,89,98,111], 4 [35,38,39,44,48,51,79,106],
and 5 [30,51,88,89], we summarize the performance
improvements of HCWs in studies that implemented instant
prompts, periodic summaries, or their combinations. However,
HCWs have diverse feedback needs. For example, Conway et
al [121] and Levchenko et a [89] noted that most HCW s prefer
instant prompts rather than periodic summaries, and their
compliance rates increased immediately after receiving instant
prompts. Nevertheless, Levchenko et al [89] also mentioned
that a few HCWSs improved their compliance only after they
reviewed their individual results.

Implications

Owingtothe highlevel of heterogeneity of theincluded studies,
it is difficult to compare and analyze data across studies. A
noticeabl e difference across theincluded studieswasthe variety
of system metrics. To generate quantitative analyses, a high
degree of standardization isrequired. Thus, standardized metrics
across different hand hygiene monitoring systems need to be
established based on system hardware limitations and WHO
recommendations. For instance, the number of individual steps
of the WHO 6-step hand hygiene techniques can be setto 9in
line with the WHO guideline as steps 3, 6, and 7 (shown in
Figure 2) require repeats for both hands.

Given the recent advancements in sensing technologies, hand
hygiene monitoring systems can adopt previously unused
technology infrastructure or sensors to monitor HCWs' hand
hygiene performance. For example, the af orementioned systems
require adedicated device being carried by HCWsto trace their
indoor locations. Li et a [135] achieved device-free indoor
location tracking by using commaodity Wi-Fi, which has been
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installed in most health carefacilities. Conversely, hand hygiene
monitoring systems can apply new algorithms to improve their
system accuracy. For example, previous studies adopted a
hidden Markov model to classify the individual steps of 6-step
techniques or smooth classification results, which assumes that
HCWs will perform hand hygiene procedures according to
predefined orders. However, once this assumption is relaxed,
the performance of these systems dramatically drops [69].
Instead, classification results smoothed by change point
detection algorithms (eg, E.Divisive [136]) might ease the
performance decrease.

Hand hygiene monitoring systems and collected data can also
be used to solve other hand hygiene—related issues. For example,
systems detecting surface coverage of fluorescent substances
could be considered as an aternative method to validate the
efficacy of newly proposed hand hygiene techniques instead of
microbiological tests, asfluorescent substances could highlight
the hand surface areas that are adequately disinfected with
acceptable accuracy [120]. Similarly, studies have used hand
hygiene behavior data to monitor participants levels of
dementia, Alzheimer disease, and obsessive-compulsive disorder
[137,138]. Furthermore, hand hygiene compliance history has
been used to simulate the transmission of HAIs in health care
settings [139].

Limitations

This study has several limitations. Some relevant studies may
have been missed because of the keywords and databases chosen
for the search query. Furthermore, some relevant studies may
not have been included if they were not published in English,
were outside the specified time frame, or did not provide
adequate technical information.

Specifically, weincluded al types of studiesregardless of their
maturity, as it helps summarize the latest technological
developments in electronic hand hygiene monitoring systems.
However, early-stage or preliminary studies or methodology
studies may present incomplete dataor alack of results. Owing
to the heterogeneity of the studies and sparse metrics, we could
not conduct a meta-analysis for the study population, system
accuracy, and intervention effectiveness. In addition, because
of the significant heterogeneity, we could not evaluate the risk
of biasfor each study using standardized automation tools and
assess the certainty of the included studies.

This review describes different technologies for hand hygiene
monitoring. Nevertheless, since we adopted the narrative
approach to synthesize the outcomesrather than ameta-analysis,
we did not assess the risk of bias because of missing results.

Conclusions

Our review provides an overview of the latest technological
developments in electronic hand hygiene monitoring systems
that measure compliance or quality. Systems utilize
application-assisted direct observation, camera-assisted
observation, sensor-assisted observation, and RTL S to monitor
HCWSs' compliancerates. For quality monitoring, systemseither
measure compliance with the WHO 6-step hand hygiene
techniques or detect surface coverage or illumination reduction
of fluorescent substances. Despite the technol ogies used in these
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systems, we identify system-associated issues and challenges,
including system accuracy, data integration, privacy and
confidentiality, potential risks, usability, and associated costs
and infrastructure improvements. Owing to the narrative
approach adopted in these studies, moreresearch isrequired to
establish standardized metrics to measure system performance

Wang et al

differences among el ectronic hand hygiene monitoring systems.
With sensing technol ogies and a gorithms continually advancing,
more research is needed on their implementation to improve
system performance and address other hand hygiene—related
issues.
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Abstract

Dataintegration, the processes by which dataare aggregated, combined, and made available for use, has been key to the devel opment
and growth of many technological solutions. In health care, we are experiencing arevolution in the use of sensorsto collect data
on patient behaviors and experiences. Yet, the potential of this data to transform health outcomes is being held back. Deficitsin
standards, lexicons, data rights, permissioning, and security have been well documented, less so the cultural adoption of sensor
data integration as a priority for large-scale deployment and impact on patient lives. The use and reuse of trustworthy data to
make better and faster decisions across drug devel opment and care delivery will require an understanding of all stakeholder needs
and best practices to ensure these needs are met. The Digital Medicine Society islaunching a new multistakeholder Sensor Data
Integration Tour of Duty to address these challenges and more, providing a clear direction on how sensor data can fulfill its
potential to enhance patient lives.

(J Med Internet Res 2021;23(11):€34493) doi:10.2196/34493

KEYWORDS
digital measures; data integration; patient centricity; utility

Introduction

Data integration has been defined as “...the technical and
business processes used to (aggregate and) combine data from
multiple sources to provide a unified, single view of the data”
[1]. In practice, this means building bridges across different
sources of data, to create an integrated data set that enablesyou
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to ask bigger questions or new questions (ie, integration
followed by utilization) [2].

Data integration has been aforce for innovation and scaling in
many technological fields, helping new products become part
of our everyday lives. Why do your new headphoneswork with
your phone? Cross-industry collaboration on standards fueled
the growth of Bluetooth from itsinitial invention at Ericssonin
the late 1990s to one of the most prevalent current-day
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technologies [3], incorporated into an estimated 5 billion new
devicesin 2021 [4]. Lovethat your credit card works practically
everywhere, including internationally? This would not be
possible without the Payment Card Industry Data Security
Standard (and associated Security Council), which has been a
globally accepted standard since 2004 [5]. Trying to get home
the fastest way? The apps and services that help us plan and
navigate our journeys rely on the General Transit Feed
Specification [6], which began in 2005 as a collaboration
between Google and the TriMet transport agency and is now a
global standard driving the utilization of transit data[7]. All of
these examples underline not only the practical impact of
successful data integration, but also the critical role of
multisector collaboration in achieving success.

Where is the new field of digital health, and sensor data in
particular, in its data integration journey and what needs to be
done to move it forward?

The Digital Medicine Society (DiMe), anonprofit organization
dedicated to advancing the safe, effective, ethical, and equitable
use of digital medicine to optimize health [8], will examine
these questions and more as part of a new Sensor Data
Integration Tour of Duty. The tour will convene
multistakehol der expertsfrom Amazon Web Services, Evidation
Health, the Food and Drug Administration (FDA) Center for
Drug Evaluation and Research (CDER) and the Center for
Devices and Radiological Health (CDRH), Human First, the
Ingtitute of Electrical and Electronics Engineers, Medable, the
Moffitt Cancer Center, Oracle, Open mHealth, Savvy
Cooperative, Takeda, and the United States Department of
Veterans Affairs. The Sensor Data Integration Tour of Duty
will build off other initiatives like The Playbook [9] in
advancing the adoption and utility of digital medicinetools. In
this paper, we will describe the current state of sensor data
integration in health care, examine the importance of sensor
data integration in achieving the promise of digital health to
improve clinical research and patient care at scale, and offer a
vision of what overcoming these challenges and continuing
progress will enable.

Why Is Sensor Data Integration
Important?

In the world of health care, examples of dataintegration can be
found acrossthe drug development and care delivery continuum:

« Modeling and understanding complex disease systems is
typically only possible by considering and integrating a
wide range of relevant data sources [10,11];

- Data integration supports translating observations from
preclinical models to studies with human subjects and is
common in early phase drug discovery [12,13];

- Similar data sources combined across different studies
create meta-studies to increase statistical power to detect
differences and improve the generaizability of results
[14,15];

- Bridging clinical to real-world evidence studies aids the
trandation of observations from clinical development to
the market. Examples include converting an outcome used
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inaclinical trial to deployment to support reimbursement
[16] or treatment [17], or comparing error from research or
clinical-grade and consumer-grade sensorsto better validate
large-scale observations [18].

Dataintegrationisubiquitousin digital health, but the definition
above highlightsthree critical considerations pertaining to sensor
data from digital health products:

«  Solutionsto sensor dataintegration challengeswill befound
in both “technical and business processes’;

- “Aggregating and combining data from multiple sources’
will provide the critical context for sensor data to drive a
learning health care system [19];

- Creating a“unified, single view of the data” will alow the
use and reuse of trustworthy data to make better and faster
decisions.

Sensor data (ie, datacollected by wearabl e devices, smartphones,
and other sensor-equi pped connected digital medicine products
[20]) isnot asilver bullet. We cannot devel op new sensor-based
measures without combining data from different data sources
[21,22], and we cannot deploy those measures without
contextualization [23,24].

When we devel op a sensor-based digital measure, establishing
that it is fit for purpose in a given population involves
cross-referencing with clinical and behavioral anchor data to
demonstrate accuracy and validity [20,25]. As atherapy moves
from clinical development into the hands of patients, it is also
critical that clinical outcomes are integrated with real-world
data, and that researcher stakeholders and other decision-makers
such as payersand clinical policy makers can access and assess
those data.

To support utilization and full patient value, health care
providersand hospital administrators making trestment decisions
all need accessto the sensor dataand digital measures captured
during care and need to be able to digest and infer the same
conclusions. Similarly, participants, investigators, statisticians,
heads of medical affairs, or regulators need those data to be
contextualized and appropriately presented to them, such that
they are able to draw insights and value.

Currently, we are far from achieving this potential to improve
lives, and it has been claimed that limitationsin dataintegration
and utilization are the primary rate limiter [26,27]. Improving
livesis always at the front of our minds, making it worthwhile
to think about how these tools and applications“look” from the
patient’'s perspective. Data integration should minimize
additional burden caused by management and assessment tools
to patients already burdened by their condition(s). Widespread
adoption will require interfaces that provide immediate value
and are simple, interactive, and intuitive. No longer should
patients ask: why does my health care provider not have access
to al relevant information? Why should | have to perform the
same test in multiple trials, and why do they all have separate
apps? | think this data is important; how do | share it with my
doctor? Achieving truly integrated continuous care is not
possible without effective data integration [28].
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What Are the Key Issues?

There are several specific technical hurdles that get in the way
of effective data integration, including the plethora of formats
[29,30] and the corresponding lack of consensusaround common
metadata standards [14,26], although progress is being made
[31]. Perhaps more worrisome is the fact that permissioning
and consent often exclude integration and exploration [32], and
massive gaps in digital health research remain regarding data
rights and governance [33,34].

Yet, perhaps the biggest hurdles are cultural adoption, that is,
effective incentivization to share data (within and across
organizations) and make it easier to integrate [35-37];
recognition that data integration, while perhaps not a glorious
pursuit, is central to scaling any digital health tool [38]; and
lack of a unified signal from clinical (and other) stakeholders
that would enable vendors to address needs around data
integration [39,40].

Data integration for digital health, and for sensor data
specifically, isin the early phases, and we have yet to see the
kind of progress that has been made in other data-heavy health
fields (eg, genomics) [41-44]. Currently, no widely adopted
data standards or repositories exist, and while progressisbeing
made on the integration of other datatypes (eg, €l ectronic health
records [EHRS], molecular data, patient reported outcomes),
we see limited progress around sensor data specifically. This
presents an opportunity to provide an early framework for
sensor-based data integration and future success of this
technology and avoid barriers in integrating other health care
data (eg, EHRS). Moreover, understanding the legal and ethical
consequences of sharing and integrating sensor data is at a
nascent stage [45]. Recent work has shown that “the three most
underrepresented areas of researchinto digital clinical measures
were ethics, security, and data rights and governance” [33].

Where Has Progress Been Made?

Data integration has been recognized as a key driver of value
creation in the private sector. In the past few years, we have
seen companiesinvest toimprovetheir dataintegration abilities
through smaller venture capital deals [46], larger acquisitions
[47], or internal initiatives like data42 from Novartis [48].

The public space has also been very active, perhaps helped by
the inherently precompetitive nature of such work (ie, progress
in dataintegration helpsall parties, without any individual party
needing to share proprietary data). Across research, clinical
development, and in real-world practice, we are starting to see
encouraging progress.

Research has been boosted by a number of initiatives, often
focused on improving the awareness and availability of digital
health data sets. Examples include meta-reviews of publicly
available data sets in specific fields to accelerate integration
and use of these data, as well as highlighting potential issues
and shortcomings like demographic and ethnic
underrepresentation [14]. Similarly, new repositories and portals
are helping researchers connect and make their data available,
such as Synapse and their Digital Health portal [49] or Zenodo
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[50]. Zenodo is arobust example asit grew out of OpenAlIRE
[51], a public project focused on enabling open science,
demonstrating the concrete progress that specific projects can
drive. The COVID-19 Evidence Accelerator [52] has aso
contributed to integration across the colossal volumes of data
being developed as part of the pandemic response.

Clinical development and care delivery are a so benefiting from
public initiatives around data standards like Substitutable
Medica Applications, Reusable Technologies on Fast
Healthcare Interoperability Resources (SMART on FHIR) [53],
which focuses on EHRs, or the Clinical Data Interchange
Standards Consortium, which has had a substantial impact on
the submission of evidence to regulatory bodies [54].
RADAR-base (Remote Assessment of Disease and Relapse)
[55] grew out of the Innovative Medicine Initiative's
RADAR-CNS (RADAR in Central Nervous System Disorders)
[56] and aims to generalize data integration tools and best
practices. These initiatives focus both on the integration of a
range of devices and data sources, including mobile apps, and
the utilization of the data through standardized visualization
and analysistools. Additional examplesarethe dataintegration
centers in German medical universities, which have been set
up to enable use of data across research and care [57].
Establishing these centers is a “meta-collaboration” of 4
consortia funded by the German Ministry of Education and
Research. The recently formed Graphite Health is a nonprofit
creating solutionsfor better health system interoperability [58].

Subsequent data utilization efforts bring data rights to the
forefront. Who should be able to use the integrated data sets,
and for what purpose? How can consenting and integration be
structured such that innovation is not hindered and we remain
within the ethical boundaries protecting patient rights? The FDA
Sentinel Initiative combines claims datafrom multipleinsurers,
datafrom EHRsand patient reports provided by multiple health
systems, and even some sensor technologies to evaluate the
safety of medical products in the real world [59]. It combines
a common data model with a distributed data architecture.
Approved users are given secure, structured access to digital
health data while respecting privacy and proprietary concerns.
The Sentinel Initiative thus protects the data rights of
organizations and individuals by keeping data with the holder
while still alowing that data to be used for beneficial (eg,
research) purposes. Similarly, the SELFIE Horizon 2020
consortium [60] also putsdatarightsat theforefront, recognizing
that dataintegrationisakey pillar of patient-centric, integrated,
continuous care, while attempting to balance “preservation of
individual privacy and the need for health data sharing” [28].

What does all thismean for sensor data? To achieve real impact
on patient lives, sensor data needs to be integrated and
contextualized with many other data types. Concerted progress
must therefore be made across digital health, and sensor data
must keep up with other sources of data like EHRs and break
out of condition-specific efforts.
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A Vision for the Future

Sensor datathat is accessible, trustworthy, and
relevant

Overcoming data integration challenges is immeasurably
worthwhile. If we are to realize the potential of these new data
flows to improve patient lives, then we will move toward
integrated, holistic, and continuous care [28]. We will provide
asmoother, less burdensome, and more val uable experience for
patients. We will accel erate research and innovation, and enable
the incorporation of data collected from everyday experiences
to beincluded in decision-making. We will dovetail with more
mature efforts across health care and do this using a
collaborative, ethical, and multisector approach that will ensure
that the potential of this datais realized for al stakeholders.

Imagine a situation where a diabetes patient is diagnosed with
chronic obstructive pulmonary disease (COPD). The patient
can log medication use via an app, and securely and privately
funnel activity and deep data from their user-friendly
smartwatch into their doctor’s health care systems. Thisdatais
of sufficient quality and accompanied by enough contextual
information to facilitate the conversation between patient and
doctor (“how have you been feeling?’ becomes“| seeyou have
been sleeping better; do you aso feel better?’), and enable
better shared decision-making. Exacerbations are tracked and
alerts are shared with the patient’s caregivers, which gives the
patient peace of mind, and positive reinforcement to further
improve this tool. The patient consents that researchers can
access their data to improve the detection algorithm, and this
data is later reused by a cross-industry consortium to drive
qualification of anew COPD outcome.

In oncology settings, the potential isequally appealing. Passive
biometric data provides additional data points on a patient’'s
physical well-being, complementing patient reported outcomes
and other data. Worrisome symptoms and activities can be
triaged and brought to the clinical care team'’s attention. With
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just-in-time interventions, treatment toxicities can be mitigated
or managed early, reducing the downstream costs of
readmissions or emergency room visits. Simple interfaces that
help patients track their data and symptoms would provide
positive reinforcement to support behavior changes. Properly
integrated, this data can also help industry partners such as
pharmaceutical companies track outcomes and treatment
toxicitiesin clinical trials.

A future where real-world data helps drive the health care
system ultimately for preventive actions versus reactive careis
a bright one. It is an environment where clinical research and
care are not siloed and the data we generate can be referenced
again and again, with appropriate consent, to reimagine asystem
informed by our physiology and how we feel, function, and
survive.

Outlook

Integration and utilization of sensor data as part of the wider
landscape of hedth-relevant data is still in its infancy, but
progress is being made. Resolving current shortcomings will
reduce burden to, and better serve, all stakeholders: patients,
caregivers, clinicians, hedth care administrators, payers,
industry partners, technology manufacturers, analytics
companies, and researchers. The Sensor Data | ntegration Tour
of Duty from DiMe includes experts from Amazon Web
Services, Evidation Health, the FDA CDER and CDRH, Human
First, the Institute of Electrica and Electronics Engineers,
Medable, the Moffitt Cancer Center, Oracle, Open mHealth,
Savvy Cooperative, Takeda, and the United States Department
of Veterans Affairs. Our focus will be to examine stakeholder
needs and define a framework for integrating sensor data and
making it more useful for decision-making within the wider
health care landscape.

Sign up as a DiMe member to stay up to date on findings and
resources from this and other projects[8], and check the DiMe
e-collection of articles for relevant papers at https.//jmir.org/
themes/1160-digital -medi cine-society-dime.

The authors would like to thank all the Sensor Data Integration Tour of Duty participants for their inspiring ideas, energy, and

enthusiasm.
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Abstract

Background: Thereis huge variability in the way that individuals with tinnitus respond to interventions. These experiential
variations, together with arange of associated etiologies, contribute to tinnitus being a highly heterogeneous condition. Despite
thisheterogeneity, a“ one sizefitsall” approach istaken when making management recommendations. Although there are various
management approaches, not all are equaly effective. Psychological approaches such as cognitive behavioral therapy have the
most evidence base. Managing tinnitus is challenging due to the significant variations in tinnitus experiences and treatment
successes. Tailored interventions based on individual tinnitus profiles may improve outcomes. Predictive models of treatment
success are, however, lacking.

Objective: This study aimed to use exploratory data mining techniques (ie, decision tree models) to identify the variables
associated with the treatment success of internet-based cognitive behavioral therapy (ICBT) for tinnitus.

Methods: Individuals (N=228) who underwent ICBT in 3 separate clinical trials were included in this analysis. The primary
outcome variable was a reduction of 13 points in tinnitus severity, which was measured by using the Tinnitus Functional Index
following the intervention. The predictor variables included demographic characteristics, tinnitus and hearing-related variables,
and clinical factors (ie, anxiety, depression, insomnia, hyperacusis, hearing disability, cognitive function, and life satisfaction).
Analyses were undertaken by using various exploratory machine learning algorithms to identify the most influencing variables.
In total, 6 decision tree models were implemented, namely the classification and regression tree (CART), C5.0, GB, XGBoost,
AdaBoost algorithm and random forest models. The Shapley additive explanations framework was applied to the two optimal
decision tree models to determine relative predictor importance.

Results: Among the six decision tree models, the CART (accuracy: mean 70.7%, SD 2.4%,; sensitivity: mean 74%, SD 5.5%;
specificity: mean 64%, SD 3.7%; areaunder thereceiver operating characteristic curve [AUC]: mean 0.69, SD 0.001) and gradient
boosting (accuracy: mean 71.8%, SD 1.5%; sensitivity: mean 78.3%, SD 2.8%; specificity: 58.7%, SD 4.2%; AUC: mean 0.68,
SD 0.02) models were found to be the best predictive models. Although the other models had acceptable accuracy (range
56.3%-66.7%) and sensitivity (range 68.6%-77.9%), they all had relatively weak specificity (range 31.1%-50%) and AUCs(range
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0.52-0.62). A higher education level wasthe most influencing factor for ICBT outcomes. The CART decision tree model identified
3 participant groups who had at least an 85% success probability following the undertaking of ICBT.

Conclusions: Decision tree models, especially the CART and gradient boosting models, appeared to be promising in predicting
ICBT outcomes. Their predictive power may beimproved by using larger sasmple sizes and including awider range of predictive
factorsin future studies.

(J Med Internet Res 2021;23(11):€28999) doi:10.2196/28999
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Introduction

Background

Tinnitus is the perception of a sound in the ears or head in the
absence of a corresponding external sound source. It is very
prevalent; it has been estimated that 10% to 15% of the adult
population experiences tinnitus [1]. Various conditions are
associated with developing tinnitus, such as ear disorders [2],
exposure to loud noise, the presence of hearing loss, and
increasing age [3]. Tinnitus experiences are highly
heterogeneous in terms of how it manifests (eg, the types of
sounds experienced, how individuals react to their sounds, the
associated comorbidities, etc) and how individualswith tinnitus
respond to treatment [4]. Although a majority of those with
tinnitus are not bothered by their tinnitus, a significant number
of peoplewith tinnitus experience distressing tinnitus that affects
their quality of life [5]. Nevertheless, tinnitus can affect people
in different ways, the most common complaints include
annoyance, irritability, fatigue, stress, sleep problems, and
trouble concentrating [6]. Moreover, distressing tinnitusis often
associated with an increased risk of anxiety and depression
[7,8]. Various management strategies are used to help persons
with tinnitus, including sound therapy (eg, hearing aids and
masking); informational counseling for aiding people’'s
understanding of tinnitus; and psychological approaches that
address unhelpful thought patterns and reactions to tinnitus,
such as cognitive behavioral therapy (CBT). Of these, CBT has
the highest level of research evidence on reducing tinnitus
distress[9,10].

Although the use of CBT is recommended in many tinnitus
practice guidelines [11], it is seldomly provided. Thisis partly
due to alack of trained professionals who can offer CBT for
tinnitus in an in-person format. To overcome this barrier,
internet-based CBT (ICBT) was developed in the late 1990s
[12]. InICBT, thetreatment strategies are offered to individuals
with tinnitus as self-help materials that are provided over the
internet together with professional guidance[13]. Thefeasibility
and efficacy of such an approach have been demonstrated among
several populationsin Sweden, Germany, Australia, the United
Kingdom [14], and, more recently, the United States [15,16].
In general, studies have shown that nearly 50% to 60% of those
who undergo ICBT will experience a clinically significant
reduction in tinnitus distress [17,18]. To date, no strong
predictors of ICBT outcomes have been identified to indicate
whoislikely to benefit from ICBT interventions. The predictors
of outcomesthat wereidentified when examining thelong-term
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(1 year) outcomes of ICBT in the United Kingdom were higher
baseline tinnitus severity, more engagement with the ICBT
program (ie, more modules opened), and higher self-reported
satisfaction with the intervention [18]. To further explore
predictors of outcomes, various univariate and multivariate (ie,
logistic and linear) regression models were applied to a
combined data set of multiple ICBT studies [19]. These linear
and logistic regression model sidentified education level (linear
regression: P=.01; logistic regression; P<.001) and basegline
tinnitus severity (linear regression; P<.001; logistic regression:
P<.001) to be significant predictor variables that contribute to
reductionsin tinnitus severity following an ICBT intervention.
As per the linear regression model, participants who had
received disability allowance showed a 25.30-point less (95%
Cl -46.35 to —4.24) Tinnitus Functional Index (TFI) score
reduction when compared to those who did not have to work
less due to tinnitus after adjusting for baseline tinnitus severity
and participants education levels.Although many other
predictors, including age and tinnitus duration [19], were not
identified to be significant under these linear models, these
variables might have anonlinear association with the response.

Inthelast 2 decades, various artificial intelligence and machine
|earning techniques have been developed and applied to hearing
health data. Such approaches have mainly been used for disease
profiling, although some studies have focused on the prediction
of treatment outcomes [20-24]. It is noteworthy that the
intervention trials in audiology and tinnitus research usually
involve a few hundred participants and the collection of
generally extensive data regarding demographic characteristics
and clinical variables. Such a data set with many predictor
variables may be best handled by exploratory data mining
techniques, such asthe use of tree-based models (eg, the random
forest [RF] model). Such models tend to perform well evenin
the presence of multicollinearity among a large number of
predictor variables, as these models decorrelate the variables
[25]. For example, arecent study that examined various machine
learning algorithms for predicting CBT treatment outcomesin
the tinnitus population suggested that gradient boosted trees
(area under the receiver operating characteristic curve
[AUC]=0.89) have the best predictive power [21]. This study
found that subjectively perceived tinnitus-related impairment,
depression, slegp problems, physical health-related impairments
in quality of life, the time spent on completing questionnaires,
and educational level highly contributed to the model’'s
predictions. However, no previous studies have examined the
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application of artificial intelligence and machine learning
techniquesto ICBT outcomes in tinnitus research.

Objectives

To further explore outcome predictors for ICBT, this study
aimed to examine the applications of various exploratory data
mining techniques based on decision tree models. In particular,
wewanted to (1) investigate which types of decision tree models
were the most applicable to ICBT outcome prediction (ie,
models with the best accuracy and predictive power) and (2)
identify the most relevant predictive factors of ICBT outcomes
by using the most appropriate decision tree models.

Methods

Study Design and Ethical Considerations

We included 228 participants who previously underwent ICBT
for tinnitus and whose datawere collected as a part of 3 separate
ICBT trials[17,18,26] that were conducted from 2016 to 2018.
This study wasasecondary anaysisof these|CBT intervention
studies. Ethical clearance was obtained from the Faculty of
Science and Technology Research Ethics Panel of AngliaRuskin
University (reference numbers. FST/FREP/14/478 and
FST/FREP/14/478) and the East of England—Cambridge South
Research Ethics Committee (reference number: 16/EE/0148)
and Health Research Authority (Integrated Research Application
System project ID: 195565).

Participant Characteristics

A heterogenous sample of individuals with tinnitus was
obtained; thus, the sample represented typical tinnitus
populations, as seen in Multimedia Appendix 1. The average
age was 55.14 years (SD 12.92 years), and 98 out of the 228
(43%) participants were females. The mgjority of participants
(154/228, 67.5%) had long-standing tinnitus with a mean
duration of 17.68 years (SD 19.42 years). Of the 228
participants, 59 (25.9%) had completed high school education,
61 (26.8%) had an undergraduate degree, and only 30 (13.2%)
had a postgraduate degree. Approximately 48% (109/228,
47.8%) of the participants experienced tinnitus in both ears,
26.8% (61/228) of them experienced tinnitusin 1 ear, and the
others reported experiencing tinnitus in their head or in other
locations. The majority (159/228, 69.7%) of participants did
not wear hearing aids, and 25.4% (58/228) of them had sought
tinnitus treatment previously.

Intervention

The study participants completed an 8-week ICBT intervention
that was presented in aself-help format [ 13,27]. Theintervention
was administered by using a secure e-platform [28,29]. During
this 8-week period, participants were presented with 2 to 3
learning modules that contained various elements of CBT that
were specifically adapted for tinnitus, including applied
relaxation, cognitive restructuring, and imagery. The digital
materials were presented by using text, images, and videos. In
addition, various exercises were presented in these learning
modules to improve engagement.

https://www.jmir.org/2021/11/e28999
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Data Collection

The baseline data collection included an extensive questionnaire
that focused on demographics and tinnitus-related and
treatment-related information. Outcome data were gathered by
using standardized primary and secondary self-reported
guestionnaires, which were administered before (basdine),
during (weekly), and after the intervention. The primary
outcome was a change in tinnitus severity, as measured by the
TFI [30]. The secondary outcome measures included the
Insomnia Severity Index [31] (a measure of insomnia), the
Generalized Anxiety Disorder-7 [32] (a measure of anxiety);
the Patient Health Questionnaire-9 [33] (ameasure of depressive
symptoms); the Hearing Handicap Inventory for Adults
Screening version [34] (a measure of self-reported hearing
disahility); the Hyperacusis Questionnaire [ 35], which was used
to assess the presence hyperacusis (ie, reduced tolerance to
everyday sounds); the Cognitive Failures Questionnaire [36],
which was used to assess cognitive functions; and the
Satisfaction with Life Scales [37], which were used to assess
global life satisfaction.

Data Analyses

Variables

The primary outcome variable (the dependent variable) in this
study was a change in tinnitus severity. A 13-point reduction
in TFI scoresfollowing the ICBT intervention was regarded as
a clinically significant (successful) treatment outcome [30].
Significant differencesin scores were assessed by using paired
sample t tests. All tests were two-tailed, and significance was
set to P=.05. There were 33 predictor variables selected, as
outlined in Multimedia Appendix 2. These included the
following:

- 7 demographic variables (ie, age, gender, education level,
employment type, noise exposure, the presence of
psychological conditions, and tinnitus that affectsthe ability
to work)

- 15 tinnitus and hearing-related variables (ie, baseline
tinnitus severity, tinnitus duration, how often tinnitus is
heard, tinnituslocation, 9 different types of tinnitus, tinnitus
in which multiple tones are heard, and the presence of
hearing l0ss)

« 4 treatment-related variables (ie, past treatment sought,
tinnitus maskability, hearing aid use, and medication use)

- 7 clinical factors (ie, anxiety, depression, insomnia,
hyperacusis, hearing disability, cognitive functions, and
life satisfaction).

Decision Tree Models (Classifiers)

The data analysis focused on decision tree-based models, as
they play an essentia role in exploratory data mining and
facilitate human decision-making by providing decision rules
[38]. Despitetheir smplicity, decision trees usually exhibit high
variance in their predictions and are not consistently robust.
Given theseissues, their powerful counterparts, such asthe RF
[39], gradient boosting (GB) [40], and extreme GB (XGBoost)
[41], models were selected. For comparison, 6 decision tree
modelswere used, namely the classification and regression tree
(CART) [42], C5.0 [43], GB, XGBoost, AdaBoost algorithm
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[44], and RF models. Asthe CART, C5.0, and RF decision tree
models involve stratifying or segmenting the predictor space
into anumber of nonoverlapping regions [38], recursive binary
splitting for classification via the Gini index was performed
[45]. Many of these decision tree types have been applied to
audiological data, and they were found to provide good results
in previous studies [20-24].

Data Analysis Steps

Summary of Data Analysis Steps

The analyses were performed in 4 stages. First, the data were
split into training and testing data, and the classifier models
were trained on a data set before testing. Second, the six
classifiers were applied to the test data to identify the most
suitable models based on their performance evaluation. Third,
the two best models were used to determine the predictors of
ICBT outcomes. Fourth, the optimal CART decision tree model
was used to identify the participants who were more (or less)
likely to benefit from ICBT treatment. The steps are described
in more detail below.

Step 1: Classifier Training

Prior to applying the decision tree classifiers, the entire data set
was divided into the training (183/228, 80.3%) and testing
(45/228, 19.7%) data sets. The training data set was used to
develop the corresponding datamining model, whilethetesting
data set was used to evaluate the model predictions. As the
training data set wasrelatively small (n=183), arepeated 3-fold
cross-validation was performed. This was not done for the
CART modd, for which the full training data set was used for
model training. With this approach, each fold was given a
chance to act as their own validation set to minimize the
propensity of model overfitting. In total, 10 different models
were created with several random initializations for each data
mining method. Hyperparameter tuning for each of these
decision modelswas performed, asrequired. For instance, when
training the RF models, we explored a range of different
numbers of predictors for the splitting at each tree node and
their impact on the models' performance.

Step 2: Classifier Performance Evaluation

Thetrained modelswere evaluated (ie, by using thetesting data
set) interms of their mean predictive accuracy, sensitivity (true
positiverate), specificity (true negativerate), and AUCs. These
were presented as means and SDs and based on the 10 replicated
models for each data mining technique. The AUC isused as a
measurement of model discrimination power. The optimal
decision tree model s were sel ected based on having the highest
AUC vaue. In general, models with an AUC of 0.5 have no
discriminatory power, models with an AUC of 0.7 t00.8
areconsidered acceptable, models with an AUC of 0.8to
0.9 are considered excellent, and models with an AUC of
>0.9 are deemed to have outstanding discriminatory power (ie,
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the ability to identify patients with and without a disease or
condition based on a new set of data).

Step 3: Predictorsof ICBT Outcomes

Decision tree-based classifiers provide insights on different
participant groupswho show promising resultsfollowing ICBT.
After identifying the two most optimal models, the
model-agnostic  posthoc  framework  Shapley  additive
explanations (SHAP) was used for analyzing ICBT outcome
predictors [46,47]. This framework facilitates model
interpretations and identifies the most influential factors that
result in successful ICBT outcomes (ie, areductionin TFI scores
following the ICBT intervention). SHAP measure the impact
of variables and take into account variables’ interactions with
other variables. SHAP values indicate the importance of a
feature and are cal culated by comparing model predictionsthat
account and do not account for a given feature. However, since
the order in which a model sees features can affect its
predictions, this comparison is donein every possible order, so
that the features are compared in afair manner.

Step 4: |dentification of Participants Who AreMost Likely
to Benefit From ICBT

The CART decision tree model was used to identify the
participants who were the most (or least) likely to benefit from
ICBT. In training, a minimum split of 20 and a max depth of
10 were used as the control parameters for the CART decision
tree models. Tree pruning was conducted to reduce the
overfitting inthe CART decision tree models, although the best
decision tree model remains the same even after pruning.

The data analysis was performed with R version 4.0.3 (R
Foundation for Statistical Computing) software. The code is
availablein the GitHub repository for this study [48]. The data
can be made available upon reasonabl e request.

Results

|CBT Effects

Undertaking ICBT significantly reduced tinnitus severity scores
(t»;=16.37; P<.001) from a mean baseline severity score of
57.93 (SD 19.17) to amean post-ICBT severity score of 34.22
(SD 22.78), as measured by the TFI. A clinically significant
13-point change in TFI scores was achieved by 150 of the 228
participants (65.8%) after the intervention.

Decision Tree M odel Performance Evaluations

Table 1 contains the model evaluation information of al 6
decision tree classifiers that were based on the test data
Following training via the 3-fold cross-validation method, the
mean accuracies of the six decision tree classifiers ranged
between aminimum of 56.3% (the C5.0 model) to a maximum
of 71.8% (the GB model). Model predictions showed variations
in their sensitivity (range 68.6%-78.3%), specificity (range
31.1%-64%), and AUC values (range 0.52-0.69).
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Table 1. Decision tree model evaluations.
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Classification model Accuracy (%), mean (SD)

Sensitivity (%; true positive  Specificity (%; truenegative  Ayc® mean

rate), mean (SD) rate), mean (SD) (SD)
Classification and regression decision tree  70.7 (2.4) 74 (5.5) 64 (3.7) 0.69 (0.001)
C5.0 56.3 (1.1) 68.6 (1.9) 31.1(6.3) 0.52 (0.001)
Gradient boosting 71.8 (1.5) 78.3(2.8) 58.7 (4.2) 0.68 (0.02)
Extreme gradient boosting 65 (4.1) 77.9(8.7) 39.2(6.6) 0.62 (0.08)
AdaBoost algorithm 63.6(3.2) 73.3(5.2) 44.(7.8) 0.58 (0.05)
Random forest 66.7 (3) 75 (6.1) 50 (7.2) 0.60 (0.01)

8AUC: area under the receiver operating characteristic curve.

None of the six models were considered robust, as their AUC
values were below 0.80. Asthe CART and GB classifierswere
found to be superior compared to the other four models when
considering all evaluation measurements as awhole (accuracy,
sensitivity, specificity, and the AUC), these two models were
further examined.

Feature Importance

The SHAP framework was applied to the CART and GB
classifiers to estimate each predictor variable's importance in
predicting ICBT outcomes (Figure 1). Variables with larger
SHAP values are relatively more important in terms of their
contributions (ie, feature contribution) to a model prediction.
Education level (average SHAP values: GB model=0.053;
CART model=0.079) was identified as the most important
influencing factor in both models. Although they were not

https://www.jmir.org/2021/11/e28999

ranked in the same order, the other features that ranked within
the top 10 features for both models were employment type
(average SHAPvalues: GB model=0.019; CART model=0.051),
hearing aid usage (average SHAP vaues: GB model=0.019;
CART model=0.040), and tinnitus maskahility (average SHAP
value: GB model=0.015; CART model=0.040). Thedifferences
between these model s were that the GB model ranked baseline
tinnitus severity (average SHAP value=0.041), how often
tinnitus is heard (average SHAP value=0.022), insomnia
(average SHAP value=0.021), the use of medication for tinnitus
(average SHAP value=0.024), and the presence of a
psychological condition (average SHAP value=0.015) among
the top 10 features, whereas the CART model ranked the
presence of multiple sounds (average SHAP value=0.049), loud
noise exposure (average SHAP value=0.042), and tinnitus
location (average SHAP value=0.023) as key features.
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Figure 1. Feature importance based on the mean absolute SHAP values from (A) the best gradient model and (B) from the best classification and
regression tree decision tree model. These SHAP values represent the absolute changein log odds. Relatively higher importanceisindicated with larger
SHAP values. CFQ: Cognitive Failures Questionnaire; HHIA: Hearing Handicap Inventory for Adults; SHAP: Shapley additive explanations; SWLS:

Satisfaction with Life Scales; TFI: Tinnitus Functional Index.
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Figures2 and 3 present the effect that each feature category had
on the outcome variable, as decided by the best GB and CART
decision tree models. Features’ impacts on the two classes are
presented in 2 separate plots for each feature (“1" indicatesthe
effect on the successful treatment class and “0” indicates the
effect on the unsuccessful trestment class). Positive SHAP
valuesin each successful treatment group indicate a higher log
odd of achieving a 13-point or more tinnitus severity score
reduction (ie, on the TFI for agiven category) for afeature and
vice versa. Thislog odd is relative to the training set average.

https://www.jmir.org/2021/11/e28999

XSL-FO

RenderX

Figures 2 and 3 both depict positive SHAP values for the
participants who had avocational training degree or amaster’s
degree (or above), those with higher levels of education
(postgraduate degrees), and those who were using ahearing aid
in only 1 ear. As per the GB model, this reduction was more
likely to occur for participants with insomnia (scores of 14 or
less on the Insomnia Severity Index), apsychological condition,
and tinnitus that can be described as a buzzing sound and for
participants who had median baseline tinnitus severity scores
(ie, pre-TFI assessment) of >55.2.
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Figure 2. The best gradient boosting model—based feature effects. Each graph represents a feature and their corresponding SHAP values. Plots labeled
with “1” illustrate the impact that each feature has on achieving a successful treatment outcome (a 13-point or more reduction in TFl score). CFQ:
Cognitive Failures Questionnaire; HHIA: Hearing Handicap Inventory for Adults; SHAP: Shapley additive explanations; SWLS: Satisfaction with Life
Scales; TFI: Tinnitus Functional Index.
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Figure 3. The best classification and regression tree decision tree model feature effects. Each graph represents afeature vs. corresponding SHAP value.
Plots with “1" represent the effect that each feature has on achieving a successful treatment outcome. CFQ: Cognitive Failures Questionnaire; HHIA:
Hearing Handicap Inventory for Adults, SHAP: Shapley additive explanations; SWLS: Satisfaction with Life Scales; TFI: Tinnitus Functional Index.
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I dentification of Participants Who Are Likely to
Benefit From ICBT

Figure 4 presents the final decision tree model, which has 10
nodes. A detailed explanation is provided in Multimedia
Appendix 3. In this model, homogenous groups were formed
by creating binary splits at each node. The decision nodes
represent the treatment groups (either O or 1) that were the most
likely to achieve tinnitus severity reduction, and the decisions
in the tree were based on the characteristics of each group. These
characteristics were represented by each branch (based on their
corresponding feature values) of the tree. This model showed
that higher education level, tinnitus maskability, hearing aid
usage, the presence of multiple tinnitus sounds, loud noise
exposure, employment type, the presence of hearing loss, and
tinnitus location were important factors for determining

https://www.jmir.org/2021/11/e28999

RenderX

treatment outcomes. The following participant groups had at
least an 85% chance of achieving a TFI score reduction of 13
points or more:

«  Participants with postgraduate education (master’s degree
or higher)

«  Participants with an education level other than a master’'s
level of education and poor tinnitus maskability (or only
partia tinnitus maskability) and those who wore a hearing
adinlear

« Participants with no tinnitus maskability or only partial
tinnitus maskability; those who did not wear a hearing aid
or used hearing aids bilaterally; those who did not hear
multiple tinnitus sounds; and those with an occupation that
could described as professional, technical, skills based (ie,
skilled tradesman), service related, or medical
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Figure4. Thebest classification and regression tree decision tree model . Thefitted tree has 10 terminal nodes (denote the decision criteria). Thevariable
categories (please refer to Multimedia Appendix 2 for variable category labels) corresponding to each split are given at the top of each branch. Each
terminal node contains the predicted treatment class ("1" indicates the successful treatment class and "0" indicates the unsuccessful treatment class),
the percentage of subjects with successful treatment outcomes, and the percentage of participants with the given characteristics in the training set.
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The aim of this study was to explore predictors of outcomesin
ICBT for tinnitus by applying 6 types of decision tree models
to acombined data set of participantsfrom 3 clinical trials. The
key findings are discussed bel ow.

Best Decision Tree Models

In this study, we applied 6 different decision tree models to
ICBT data. Although none of the six models attained an
excellent or outstanding status, the CART and GB models
discriminative power can be considered to be satisfactory, given
the moderate sample size with just 33 predictive factors
(features). This is consistent with a recent study that used 10
decision tree model sto predict the outcomes of CBT for patients
with tinnitus (N=1416) and found that the GB model with 26
predictive factors had the best predictive power; it had an AUC
value of 0.89[21].

Further work however isneeded in thisareato determinewhich
models and how many vital factors may result in an optimal
predictive model. A larger sample size would likely improve
theresults. However, we are not sureif just adding factorswould
be helpful. This is because Niemann et a [21] included 205

https://www.jmir.org/2021/11/e28999

achieving optimal results. Moreover, of the 26 factors, only a
handful had the most considerable effect. For instance, only 1
factor (ie, tinnitus impairment in terms of loudness, frequency,
and distress) resulted in an AUC of 0.79, only 3 featuresresulted
in an AUC of 0.85, and only 8 factors resulted in an AUC of
0.85. Theseresultsindicate that including key factorswith high
predictive power may be a better approach than just adding all
of the possible factors.

Predictorsof ICBT Outcomes

Among the best decision tree models (ie, the CART and GB
models), various factors were found to be critical predictors of
ICBT outcomes. These included demographics (ie, education
level, employment type, and the presence of a psychological
condition), tinnitus and hearing-related factors (ie, baseline
tinnitus severity, tinnitus location, how often tinnitusis heard,
abuzzing type of tinnitus, tinnitus maskability, and hearing loss
type), treatment-related factors (ie, hearing aid usage), and
clinical factors (ie, insomnia). However, education level was
the most notable predictor among these.

Participants who had a master's degree or above had an 88%
chance of achieving a successful outcome. This is
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understandable, as the ability to read, understand, and follow
instructions is key for undergoing self-help interventions.
However, it is likely that the way in which the materials were
written may also have played a role. For instance, UK ICBT
materials are written at a ninth-grade reading level [49], which
may require higher literacy skills. However, these materials
have been rewritten at a sixth-grade reading level and below
[49] to ensure accessibility for those with lower education levels.
More and more people, including those with lower education,
are using the internet and participating in internet-based
treatments, particularly due to the constraints that have been
placed on health care during the COVID-19 pandemic [50-52].
In our sample, over 85% (198/228, 86.8%) of the participants
had a below—master-level education. This highlights the need
for making ICBT more accessible to increase the chances of
achieving improved outcomes for those with lower education
levels.

Baselinetinnitus severity wasfound to be another critical factor
for predicting ICBT outcomes in the GB model. Our previous
studies on 1-year outcomes [53] and our previous application
of univariate and multivariate analyses to this study’s sample
[19] identified baseline tinnitus severity as a critical predictive
variable. In the Niemann et a [21] study, tinnitus loudness,
frequency, and distress, which were measured by using avisual
analog scale, were found to be key predictive factors. Further,
tinnitus distress, which was measured by using the German
version of the Tinnitus Questionnaire (atool that iscomparable
to the TFI in this study), was not found to be the key predictive
factor. However, based on both clinical experiencesand findings
from many previous studies, baseline tinnitus severity is an
important factor for determining treatment outcomes. The
clinical factors depression and anxiety were among the key
predictive factors in the GB model. A recent clinical trial
conducted by Beukes et a [54], as well as the Niemann et al
[21] study, determined that those with high levels of depression
had a better chance of achieving success.

Rodrigo et d

Although various other tinnitus and hearing-related variables
could have played arole in determining the outcomes of ICBT,
the predictive power of our modelswas relatively low based on
the AUC values. Nevertheless, it would be useful for hearing
health care professional sto examine these factorswhen deciding
on the candidacy of self-help psychological interventions such
as ICBT. Moreover, it would be useful for future studies to
examine any additional factors (eg, health literacy) that may
have a bearing on ICBT outcomes.

Study Limitations and Future Directions

Although this study is among the first to apply data mining
modelsto ICBT data, it hassevera limitations. Thesamplesize
waslimited, and this may have contributed to the low predictive
accuracies of the models. The exploratory decision tree models
worked better when including a large number of predictive
factors. In this study, we only included 33 predictive factorsin
our models, and this may have limited the performance of our
models. Further, we may have missed some important factors
(eg, hedlth literacy) that have a bearing on ICBT outcomes.

Theinclusion and exclusion criteria that were used in the three
trialsfrom which our data were generated may have resulted in
a sample with high tinnitus severity levels that may not be
representative of the general tinnitus population. Thismay have
also contributed to our limited key findings. Future studies could
include more extensive samples of heterogeneous patients with
tinnitusaswell asall of the possible predictive factorsthat could
help with improving our models’ predictive power. Moreover,
developing nonlinear classifiers with artificial neural networks
and support vector machines could help with achieving higher
prediction accuracies and should be examined in future studies.

In conclusion, tree models, especialy the CART and GB
models, appear to be promising in predicting ICBT outcomes.
Future studies should be undertaken with larger sample sizes
and include a more comprehensive range of predictive factors
to improve their models' predictive power.
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Abstract

Background: HIV disproportionately affects young Thai men who have sex with men (Y MSM). Recent studies report a high
incidence and prevalence of HIV among Thai YMSM. The Thai national guidelines have recommended pre-exposure prophylaxis
(PrEP) since 2014 for key populations; free PrEP has been piloted since 2019. Smartphone-based mobile health (mHealth)
interventions provide an optimal platform for innovative PrEP adherence interventions for Thai YMSM.

Objective: This study aims to adapt the P3 (Prepared, Protected, emPowered) app, developed with YMSM and transwomen in
the United States to improve PrEP adherence and persistence for YMSM in Thailand. The app aims to provide daily adherence
support and addresses gapsin staff available for large-scale PrEP rollout needed to see popul ation-level effectsof HIV prevention.

Methods: We conducted focus group discussions (FGDs) with YMSM and key informant interviews (K1Is) with PrEP care
providersin Bangkok, Thailand, to investigate PrEP adherence facilitators and barriers, preferences for functions and featuresin
mHealth appsamong Y MSM, and how to best adapt the P3 app to the Thai context. We conducted four FGDswith 4-8 participants
per group and 15 Klls.

Results: For FGDs, 23 YMSM participated with a mean age of 20 years (range 18-21), 96% (22/23) enrolled in full-time
education, and all owned smartphones. The mean age of Kll participants was 40 (range 26-60) years, most were state health
service providers, with the majority being counselors (6/15, 40%) and physicians (6/15, 40%). Overall, thefacilitators and barriers
for PrEP adherenceidentified were similar to those of MSM and Y M SM globally including the United States. Key themesincluded
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general recommendationsfor improving mHealth appsin Thailand, such as presenting reliable information in an appealing format,
minimizing privacy risks, and addressing connectivity challenges. Additional themes focused on P3 Thailand adaptations and
wererelated to cultural and stylistic preferences, engagement strategies, and recommendations for new functions. To develop the
adapted app, P3 Thailand, these findings were balanced with resource limitations resulting in the prioritization of minor
modifications: changesin app esthetics (color scheme, iconography, and imagery) and changesin the presentation of information
in two of the app’s features. FGDs identified similar PrEP adherence facilitators and barriers to those already addressed within
the app.

Conclusions: The core elements of the P3 app address major PrEP facilitators and barriers for Thai Y MSM; however, changes
to the app features, including stylistic presentation, were needed to appropriately customize the app to the Thai context. Given
the similarities of facilitators and barriers for PrEP adherence globally, adapting existing PrEP mHealth solutions based on input
from end users and key informants provides apromising approach. However, partnershipswith local app designersand developers
can improve the adaptation process and final product.

Trial Registration: Clinical Trials.gov NCT04413708; http://clinicaltrials.gov/ct2/show/NCT04413708

(J Med Internet Res 2021;23(11):€23852) doi:10.2196/23852

KEYWORDS

mobile health; young men who have sex with men; pre-exposure prophylaxis; adherence; mobile phone

Introduction

In Thailand, gay, bisexual, and other men who have sex with
men (M SM) are disproportionately affected by HIV [1]. Studies
conducted in Bangkok have identified a high HIV incidence
and prevalence among MSM, with young MSM (YMSM) at a
significantly greater risk of HIV infection than older MSM
[2-4]. Examinations of data from YMSM aged 18-24 years
enrolled in the Bangkok MSM Cohort Study (40.8%; n=712)
between 2006 and 2014 found a baseline HIV prevalence of
21.2% and an overall HIV incidence of 7.4 per 100 person-years,
arate much higher than that for MSM of al ages (5.3 per 100
person-years) [3,4]. To address disparities in HIV infection
among YMSM in Thailand, the implementation of novel
behavioral and biomedical interventionsthat are culturally and
developmentally appropriate, useful, and scalable are urgently
needed [4,5].

Pre-exposure prophylaxis (PrEP), acombination drug containing
tenofovir and emtricitabine taken once daily, is a safe and
effective method for preventing transmission of HIVV among
MSM [6-8]. Owing to the high levels of efficacy found in PrEP
trials, the Thai National Guidelines on HIV/AIDS Treatment
and Prevention in 2014 were revised to recommend PrEP for
key populations, including Y MSM [9,10]. Since October 2019,
a coverage scheme providing free PrEP for key populations,
including YMSM, has been piloted in Thailand's National
Health Security Office, with aview for future scale up [11,12].
Although PrEP availability is expanding rapidly for Thai
YMSM, PrEP effectivenessishighly correlated with adherence,
and evidence suggests poorer adherence among YMSM,
including thosein Thailand [7,13-16]. For example, two studies
evaluating the Princess PrEP program, the first key
population-led PrEP initiative in Thailand, found lower levels
of PrEP adherence among MSM participants aged <25 years
compared with those aged >25 years [13,14].

Smartphones provide an optimal platform for the delivery of
an innovative PrEP adherence intervention in addition to other
chronic medical conditions in adolescents because they are an

https://www.jmir.org/2021/11/e23852

integral part of their lives, including Thai YMSM [14,17-21].
There is growing evidence to support the improvement in
self-management related outcomes in adolescents using
electronic health interventions, in addition to user feasibility,
acceptability, and satisfaction of such interventions [20,22,23].
Data collected by the Thai Red Cross AIDS Research Center
(TRCARC) from 2015 to 2017 on the use of social networking
sites by MSM aged >18 years and at risk of HIV (n=465)
showed that userswere satisfied with web-based service delivery
primarily delivered through smartphones [24]. In addition,
app-based HIV prevention interventions have shown high rates
of acceptance among MSM, including YMSM, in high-income
countries and have potential usein low-middleincome countries
[25-29]. On the basis of high smartphone use and findingsfrom
other study teams in Thailand and globally, app interventions
are likely to be acceptable, help to overcome barriers to
engagement with in-person interventions such asinconvenience,
transportation, and stigma; and address challenges associated
with medication, including PrEP adherence and other HIV
prevention behaviors among adolescents, including YMSM in
Thailand [13,14,17,22-24,30].

Rather than building de novo smartphone HIV prevention apps,
there is growing support for adapting and building on existing
evidenced-based platformsthat share common behavior change
goals, theoretical underpinnings, and features to maximize the
potential for intervention sustainability, affordability, and
scalability [31-33]. Assuch, this study adapted the theory-based
P3 (Prepared, Protected, emPowered) app designed by
researchers at the University of North Carolina at Chapel Hill
and Ayogo Health, Inc [33]. The P3 app aimsto improve PrEP
adherence, retentionin PrEP clinical care, and PrEP persistence
among YMSM and young transgender women who have sex
with men in the United States. To achieve its aims, P3 uses
social networking and game-based elements along with
numerous evidenced-based features, including social cognitive
theory, narrative communication, and principles of the Fogg
behavioral model of persuasive technology to promote
behavioral changethrough triggers, ability, and motivation [34].
The purpose of this study is to conduct formative research to
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guide adaptations to P3 that will optimize app relevance, user
engagement, and utility of the adapted app for That YMSM,
henceforth known as P3 Thailand (P3T). We hypothesize that
stylistic and cultural preferences will be different from US
YMSM preferences, particularly with app esthetics and
preference for more visual content and less text.

Methods

Overview

To adapt the P3 app to the Thai context, we collected qualitative
data through focus group discussions (FGDs) with YMSM and
key informant interviews (K11s) in Bangkok, Thailand, between
January and March 2019. Participants in both the FGDs and
KllIs (1) described facilitators and barriers to PrEP adherence
among Thai YMSM, (2) discussed mobile health (mHealth)
app features and functions preferred by YMSM; and (3)
provided specific feedback about P3 and offered suggestions
for adapting it to create P3T.

Ingtitutional review board approval was granted for this study
by the Faculty of Medicine, Chulalongkorn University, with a
waiver for parental consent granted. This study was registered
with Clinical Trials.gov (NCT04413708).

All study participants completed a brief computer-assisted
self-interviewing survey on patient demographics, technology
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use, and previous experience using or providing PrEP before
their session. All FGDs and Klls were facilitated by a study
staff member using a semistructured interview guide. After
exploring PrEP adherence facilitators and barriersand mHealth
app preferences among Thai YMSM, the facilitator gave a
presentation of key features of P3 and elicited feedback and
suggested changes from study participants.

The presentation of P3 features included screenshots and
descriptionstrandated into Thai by the facilitator or interviewer
starting with screenshots of onboarding activities (eg, review
of community guidelines, app terms and conditions, setting up
an account, option to lock screen with aPIN, brief introductory
screens describing key P3 features, and profile setup). Next,
participants were shown a screenshot of the user dashboard, or
home screen, with an explanation of each icon. Five key features
of P3 (Textbox 1) were demonstrated using screenshots and
explained in detail by the facilitator, including the socia wall,
daily quests, medication tracking and adherence support,
knowledge center, and collections. An additional key feature,
adherence counseling, was not presented via screenshots but
was explained during the presentation of the user dashboard
screenshot. A brief description of these key featuresis provided
in Textbox 1. Detailed information on all P3 features has been
described elsawhere [34].
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Textbox 1. P3 features discussed in focus group discussions and key informant interviews to adapt for Prepared, Protected, emPowered Thailand.

Key Prepared, Protected, enPowered (P3) features discussed in detail in focus group discussions and key informant interviews:
Social wall:

« Daily prompts (eg, “ Sharetipsfor being safeif you are having alot of sex!”) provide a safe space for discussions on topicsrelated to pre-exposure
prophylaxis (PrEP) adherence and sexual health such as mental health and positive sexual health habits

«  Peer sharing, support, and reinforcement are intended to foster behavior change and build a sense of community among users

«  Usersare sent push notifications when someone has commented on or liked a post

Daily quests:

« Routinetasksthat help users change behaviors by building knowledge and skills and setting goals (eg, “Why did you decide to start taking PrEP?
Consider your reasons for starting PrEP and write them down. Knowing your reasons for taking PrEP can help motivate you!”)

Medication tracking and adherence support:

«  To promote medication-taking habits, users personalize adherence strategies based on the time or circumstances in which they plan to take their
medication (eg, “| take PrEP when | brush my teeth”)

«  Themedication (med) reminder system provides discreet and focused reminders based on user-sel ected time and adherence strategies. Reminders
are linked to a med check prompt that allows users to track adherence or nonadherence for the past 3 days; data entered are used to update the
in-app calendar, which shows adherence history. Users can also access the med check prompts and adherence history feature from the home
screen

«  Adherence support: The study team can monitor users PrEP adherence and app use. Encouraging messages can be sent to the user to provide
support and encouragement
Knowledge center:

« A multimedialibrary with information on PrEP use, frequently asked questions about PrEP, PrEP side effects, and sexual health-related topics.
A progression bar shows completion of each section

« Userscanread articlesto build their knowledge, respond with one of three responsesindicating the usefulness of the article, and answer questions
that encourage personal reflections about the content (not visible to other app users)

Collections:

« A choose-your-own-adventure style story for the user that closely mirrors choices and circumstances they may facein their daily lives

«  Playing through these storylines allows users to build problem-solving skills when faced with difficult choices

« Thecoallections feature also acts as an incentive for users to engage with other features of the app to gain pointsto unlock stories

Adherence counseling:

«  Personalized adherence counseling is provided via secure in-app messaging; addresses adherence challenges faced by young men who have sex
with men

«  Key featuresinclude reviewing sexual risk experiences of the participants, exploring PrEP adherence facilitators and barriers, identifying adherence
needs and strategies to meet needs, discussing mental health and relationship issues, and developing an adherence action plan [35,36]

current or previous PrEP use. Those unable to provide consent

Recruitment for FGDs dueto substance use or psychological conditionswere excluded.

FGD participantswererecruited from (1) HIV prevention clinics . . . .
at the Center for Excellence for Pediatric Infectious Diseases FCDS lasting 60-120 minutes were conducted in private
at the Chulalongkorn University, a major teaching hospital in conference roomsgither at qffice;in clinicsor rwerveq private
Bangkok: (2) TRCARC, Thailand's largest HIV voluntary conference rooms in cafes in groups of 4-8. All participants

counseling and testing (VCT) center, which serves over 2000 Were identified using a pseudonym to protect their
adolescents per year; and (3) Two community-based confidentiality. At the conclusion of the FGDs, participants

organization branches of TRCARC, Service WorkersIN Group  Veréprovided THB 500 (US $16) to compensate them for their

and Rainbow Sky Association Thailand. Potential participants UMe:

were approached at HIV VCT visits to assess their interest in - Recruitment for Klls
study participation. In addition, study advertisements were
posted in clinics, social media, and viathe TRCARC website.
Theinclusion criteriawere asfollows: (1) age 16-24 years, (2)
male sex at birth, (3) self-identification as MSM, (4) ability to
speak and read Thai, (5) familiarity with smartphones, and (6)

Key informants who had collaborated with the Center for
Excellence for Pediatric Infectious Diseases or participated in
academic conferences on adolescent health in Bangkok were
recruited for Klls via in-person contact, phone calls, text
messages, and email invitations. To participate in a Kll,

https://www.jmir.org/2021/11/e23852 JMed Internet Res 2021 | vol. 23 |iss. 11 [e23852 | p.60
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

individuals were required to be a current PrEP provider for
YMSM in Bangkok. Klls, which lasted between 40 and 60
minutes were conducted face-to-face at PrEP clinics. The K|
participants were not compensated.

Data Analysis

Pre-FGD and KII survey data were summarized using Adobe
Acrobat. FGDs and KIls were audio-recorded and transcribed
in Thai. A directed content analysis approach, defined as
categorization derived directly from text data and transcribed
interviews, was used [37]. An initial codebook was devel oped
collaboratively between the US and Thai study teams based on
semistructured interview guidesthat reflected the study research
themes and subthemes. An iterative approach was used when
new codes arose, as interviews were conducted. New codes
emerging were added, and any transcribed code that had already
been coded was recoded. Two members of the Thai study team
coded the FGD and K11 transcriptsusing NVivo (version 12.5.0)
[38]; satistical interrater reliability for coding was not
calculated. Instead, divergence among coders was discussed
among the analysis groups to reach consensus, resolved by the
Thai site principal investigator. Data were then deductively
analyzed using thematic analysis by the same Thai study team
members to identify key themes and subthemes relevant to the
adaptation of P3 for YMSM in Thailand. Quotesillustrative of
key themes were identified and trandated into English by
bilingual Thai English speakers.

Results

Participant Characteristics

Characteristics of FGDs

A total of 23 YMSM participated in four FGDs. Participants
were aged 18-21 years, with a mean age of 20 years. The
majority were enrolled in full-time education 96% (22/23), with
70% (16/23) enrolled in university. All participants owned a
smartphone and used it to accesstheinternet; 74% (17/23) were
on self-paid monthly internet plans. Over half of the participants
(13/23, 57%) had phones that used an iOS (Apple iPhone
operating system) and 35% (8/23) used an Android operating
system. Most (22/23, 96%) were current PrEP users and 4%
(1/23) were previous PrEP users.

Characteristicsof Kl s

A total of 15 KlIlswere conducted; participantswere aged 26-60
yearswith amean age of 40 years. Most were counselors (6/15,
40%) and physicians (6/15, 40%); the remaining 20% included
2 nurses and 1 socia worker. All patients were employed at
publicly accessible HIV VCT clinics. The magjority of key
informant i nterviewees had compl eted university level education
(1115, 73%), and 60% (9/15) had been providing PrEP to
adolescents for 3-4 years.

Overview of FGD and K11 Findings

General Overview

Key findings from the FGDs and Klls were grouped into two
main categories. Thefirst focuses on thefacilitatorsand barriers
to PrEP adherence among YMSM in Bangkok. The second
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focuses on general and specific recommendations for ensuring
P3T app relevance, user engagement, and utility for Thai
YMSM. We present these themes and subthemes along with
English trandations of illustrative excerpted participant quotes.

PrEP Adherence Facilitators and Barriers

FGD Findings: Adherence Facilitators

Key subthemes that emerged regarding facilitators of PrEP
adherence discussed by participants included risk perception,
PrEP cost, and social support.

Risk Perception

FGD participants who felt they were at risk of HIV infection
were more motivated to take PrEP:

| had a pretty risky history before. | use my history
to determine my risk so now takeit (regularly). | also
take it because there were people that recommended
it to me. [FGD1, Participant 3]

PrEP Cost

PrEP being available free of charge was also important in
supporting PrEP adherence:

It really helps with us being students [that PrEP is
free] as it helps us save...if we had to pay for it, |
would have to think a lot more whether or not to take
it. [FGD4, Participant 6]

Social Support

Social support from staff was another subtheme that FGD
participants gave importance to in their willingness to adhere
to PrEP:

For me what’s important is staff that are constantly
availablefor counseling. If we had providersthat just
gave us our meds and that was the end of it—no
questions about how we were, | wouldn’t want to
come for PrEP services. [FGDA4, Participant 3]

Kl Findings. Adherence Facilitators

The key facilitators of PrEP adherence discussed by key
informantswere similar and included socia support asillustrated
in the quote below.

For some couples who both take PrEP and are open
to each other about this and have an open
relationship, taking PrEP in front of each other does
not need to be hidden for fear of being accused of
being unfaithful. [KI11, Participant 14]

FGD Findings. Adherence Barriers

Subthemes that arose on the issue of major barriersfor Y MSM
in PrEP adherence included stigma, logistical issues, and PrEP
side effects.

Stigma
YMSM felt that taking PrEP was associated with stigma, risky

sexual behavior, being gay, and also being seen to be infected
with HIV:
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People will feel that [PrEP] clinics are for gay men
with risky behaviors. It'swell known in Bangkok that
a lot of gay men are infected with HIV...people look
at gay men negatively as it is..that we're
promiscuous. [FGDA4, Participant 5]

Logistical Issues

Logistical issues, including being busy with other activities,
alsofeatured prominently inreasons Y MSM felt it was difficult
to always adhere to PrEP:

We have a lot of classes and have to study for exams,
there isn't always time to come for appointments.
[FGD2, Participant 3]

PrEP Side Effects

PrEP side effects were another issue adolescents felt made PrEP
adherence challenging, particularly when it interfered with other
activitiesin their daily lives:

| had a lot of side effects with PrEP, and | have to
study everyday—it makes it impossible to study.
[FGDS, Participant 1]

Kll Findings. Adherence Barriers

Findings of major barriers from the point of view of Kllswere
very similar to those of YMSM as aready discussed above,
including logistical issues, risk perception, and peer influence.

Klls experienced difficulties arranging logistics to come for
appointments and low HIV risk perception, in addition to a
number who initiate PrEP because of peer influence and
discontinue it because of lack of intrinsic motivation or sense
of self-risk perception for HIV:

Many kids who don’t turn up to appointments will
say its inconvenient for them to come in, they don’t
havetimeto come, or they arenolonger at risk. Some
say they want to come but borrow PrEP from
friends...confessthey don’t have time for appointments
but initially came because they saw their friends
taking PrEP and wanted to join in, we see thisa lot.
[KI1, Participant 2]

Adaptations Made Based on PrEP Adherence
Facilitators and Barriers

As the facilitators and barriers found in this study were
essentially the same asthose seen in the US P3 app, no changes
were made to the app regarding this[34].

General and Specific Recommendations for Ensuring
P3T App Relevance, User Engagement, and Utility for
Thai YMSM

Six main themes emerged under this category: (1) information
provided in mHealth apps, (2) stylistic preferences, (3)
engagement strategies, (4) privacy risks, (5) connectivity
challenges, and (6) recommendations for new functions. The
first 3 themesfocused on general recommendationsfor mHealth
apps in Thailand based on discussions before the review of P3
features. The next 3 themes specifically focused on feedback
and suggested adaptations to make the app more relevant to
Thal users based on the review of P3 features.
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Information Provided in the App

Three main subthemes related to app information emerged: (1)
access to reliable information, (2) presentation of information,
and (3) space for peer influence and information sharing.

Access to Reliable | nformation

In FGD findings, Several FGD participants discussed the ways
inwhich Thai societal normscan berestrictedto Y MSM seeking
information related to sexual health. However, they felt that
access to such information was vital to self-care;

I think an app will help us fed less afraid to
ask...sometimes society leads [usg] to believe certain
things are not okay [to ask] but it is actually
beneficial. We want more freedom to be able to get
hold of simple information to be able to look after
ourselves. A lot of us worry looking after ourselves
is too difficult and complicated. [FGD1, Participant
9]
Despite the vast amount of information about PrEP available
in Thai on theinternet and social mediasites, FGD participants
were concerned that many sources lack reliability:

..it's better to have accurate information, for
example, answers to questions from doctors, [but]
it's so difficult to find official medical websites. Most
of what | find isopinion sharing of the general public
[on social media]..this is a problem. [FGD3,
Participant 2]

Presentation of | nformation

FGD Findings

Most FGD participants commented on the importance of the
presentation of information in increasing app interest and
engagement. They indicated astrong preferencefor information
that was presented concisely and was visually oriented:

I think [information] should be 