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Abstract

Background: Distributed ledger technology (DLT) holds great potential to improve health information exchange. However,
the immutable and transparent character of this technology may conflict with data privacy regulations and data processing best
practices.

Objective: The aim of this paper is to develop a proof-of-concept system for immutable, interoperable, and General Data
Protection Regulation (GDPR)—compliant exchange of blood glucose data.

Methods: Giventhat thereisnoideal design for aDLT-based patient-provider data exchange solution, we proposed two different
variationsfor our proof-of-concept system. One design was based purely on the public IOTA distributed ledger (adirected acyclic
graph-based DLT) and the second used the same public IOTA ledger in combination with a private InterPlanetary File System
(IPFS) cluster. Both designs were assessed according to (1) data reversal risk, (2) data linkability risks, (3) processing time, (4)
file size compatibility, and (5) overall system complexity.

Results:. The public IOTA design dlightly increased the risk of personal data linkability, had an overall low processing time
(requiring mean 6.1, SD 1.9 seconds to upload one blood glucose data sample into the DLT), and was relatively simple to
implement. The combination of the public |OTA with aprivate | PFS cluster minimized both reversal and linkability risks, allowed
for the exchange of large files (3 months of blood glucose data were uploaded into the DLT in mean 38.1, SD 13.4 seconds), but
involved arelatively higher setup complexity.

Conclusions:  For the specific use case of blood glucose explored in this study, both designs presented a suitable performance
in enabling theinteroperable exchange of data between patients and providers. Additionally, both systemswere designed considering
the latest guidelines on personal data processing, thereby maximizing the alignment with recent GDPR requirements. For future
works, these results suggest that the conflict between DLT and data privacy regulations can be addressed if careful considerations
are made regarding the use case and the design of the data exchange system.
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Introduction

The delivery of high-quality health care requires the efficient
and effective exchange of patient data[1,2]. To that end, health
care systems across the globe have invested heavily over the
past decade in a variety of solutions and tools that aim to
improve the interoperable exchange of data, including health
information exchanges, direct messaging, community clouds,
and open application programming interfaces (APIs) [3]. These
solutions have achieved different degrees of successin the real
world, largely due to common concerns regarding privacy and
security [4].

Distributed ledger technology (DLT) is a new type of database
technology in which databases are connected in a distributed
fashion through a peer-to-peer network and maintained by a
consensus protocol [5]. Proponentsof DLT believethat it offers
great potential to make the exchange of health information
immutable and secure [6-8]. However, the immutable and
transparent character of these technologies may conflict with
data privacy regulations or data processing best practices.

The European Union has recently instituted the General Data
Protection Regulation (GDPR), which regulates the collection,
processing, and securing of personal data, including protected
health information (PHI). This new regulation sets out the way
by which personal data are to be protected as well as defining
the main rights of the person to whom the data relates (ie, the
data subject): right of rectification, right to erasure, right of
access, and rights related to automated processing. As detailed
by the European Union Blockchain Observatory and Forum [9],
in principle, there are no contradictions between the goals of
GDPR and DLT. However, therearethree areasin which GDPR
still does not offer enough clarity about how real-world DLT
applications should be developed. These areas include (1)
accountability and roles (eg, how to identify a data controller
inapublic DLT), (2) anonymization of personal data (eg, what
techniques are sufficient to anonymize personal datato the point
where the resulting output can potentially be stored in a DLT),
and (3) GDPR rights conflicts (eg, how to rectify or remove
personal data that are recorded in a DLT that is immutable by
nature, or who is responsible for requesting and managing the
“freely, specific, informed, and unambiguous’ consent from a
data subject, especially if the data controller is not specified)
[10].
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With regards to anonymization of personal data, it is clear that
GDPR does not apply to anonymized data and that this type of
information can be stored on the DLT. However, what qualifies
as anonymized is still not clear. The only indication today is
that it must beirreversibly impossible to identify an individual
through any of the means “reasonably likely to be used” [11].
Within the health care context, achieving this irreversible
identification is even more difficult as PHI includes not only
general personal databut also health statusinformation, genetic
data, and biometric data. In this way, GDPR sets a new bar for
health care data anonymization compared to the
“pseudonymization” methods currently usedin clinical research,
and where confidentiality is ensured through a simpler key
coding of the data.

At this stage, the guidance provided by GDPR on how to process
personal data smply refers to the need to minimize both the
risk of reversal (eg, risk of reversing and reconstituting the
origina data) and the risk of linkability (eg, risk of linking
anonymized data to an individual by examining patterns of
usage or context, or by comparison to other pieces of
information) [12,13]. A variety of techniques may accomplish
this data anonymization, including obfuscation, encryption,
hashing, and aggregation [14]. However, it remains unclear
from a legal perspective, which of them (individually or in
combination) are most adequate to convert personal data into
anonymous data [9].

In thisway, given theimportance of minimizing therisk of data
reversal and linkability for compliance with existing data privacy
regulations, this study explores the potential of one specific
DLT in supporting health information exchange by devel oping
aproof-of-concept system for immutabl e, automated, and secure
exchange of patient health information. Specifically, we focused
on the patient-provider exchange of blood glucose (BG) data,
not only because of the large number of patients affected by
diabetes worldwide but also due to the importance of
patient-provider communication of this data for improved
treatment management. At present, patients usually track their
glucose levels manually or rely on the vendor's software to
compile a report (Figure 1). This manua process is
time-consuming and error-prone[15], highlighting the need for
systems supporting data exchange between self-monitoring BG
devices and electronic health records (EHRS) in a secure,
effective, and tamper-proof way.

Figure 1. Typica stepsfor current patient-provider exchange of continuous blood glucose (BG) data: (1) an adhesive patch holding the BG sensor is
attached to the patient’s skin and measures glucose readings in interstitial fluid throughout the day and night; (2) the sensor sends real-time readings
wirelessly to a receiver/smart device app, so the user can view the information; (3) the receiver or smart device app displays current and historical
glucose levels and allows for this data to be printed and/or exported (eg, .txt file); and (4) the patient and provider review together the paper notes or

exported files.
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Methods

System Design

We amed to develop a proof-of-concept system for
patient-provider exchange of glucose data (Figure 2) according
to the following specifications: (1) patient-controlled, (2) fully
digitd, (3) interoperable, and (4) distributed logging and storage
of data. Patient-controlled means that patients, in addition to
providing consent for exchange, can also grant data access to
selected parties. Digital specifies that data are exchanged in a
digital format (from the BG remote sensor acquisition to the
upload into a physician’s EHR), minimizing any potential
manual dataentry errors. System interoperability specifies that
the data generated by the BG remote sensor can be read, if
consent is provided by the patient, by another information
system from different health care parties (leveraging the Fast
Hedlthcare Interoperability Resources [FHIR] standard).
Distributed logging and storage of data meansthat all the data
generated by the BG sensor are stored in a tamper-proof way
across multiple distributed nodesinstead of asingle, centralized
data repository.

Our systemisbuilt on four main modules: (1) adataconversion
module which converts raw BG data from the device sensor
into FHIR standard records, (2) a data processing modul e that
transforms the generated FHIR records into a format that
minimizestherisk of reversal and linkability, (3) adata storage
and logging module which uploads the transformed FHIR
records on a DLT, and (4) a key exchange module that alows
establishing a patient-provider communication channel for the
FHIR records to be exchanged.

The actual integration of the data from the DLT into a
physician’s EHR is out of the scope of this work because it is
dependent on the EHR system and integration engine. However,
the use of the FHIR standard in the proposed designs should
makethisarelatively straightforward process. Additionally, we
assume the use case in which physicians will pull the datafrom
the system on aperiodic quarterly basisand not on acontinuous,
real-time basis. This sampling choice is based on the current
patient-provider workflows and guidelines across several hedlth

Hawig et d

care systems (eg, in Germany, diabetic patients have quarterly
visits with physicians to review and update the disease
management plan).

Also out of the scope of this work is the issue of data cache
when patients are offline or in cases of network connections
issues. In general, there are two points where data can be cached:
(1) at the BG sensor and/or (2) on the maobile device used to
read the data from the sensor. However, the exact architecture
of the data cache implementation is highly dependent on the
sensor and device manufacturer. Usually, these manufacturers
leverage different libraries that provide access to the different
secure storage solutions (eg, for Samsung Galaxy devices it
would be the ARM’s TrustZone).

Given the ongoing debates around what techniques are suitable
for PHI anonymization, and because there currently is not a
standard design for patient-provider dataexchange, we propose
two different variations for our proof-of-concept system. Both
variations aim at being compliant with GDPR and attempt to
minimize the risk of reversal and linkability in their own way,
with their own advantages and disadvantages. These two
variations consist of the same four modules but differ in the
sense that one is solely based on a public distributed ledger
named |OTA, which we call “public IOTA,” and the second
combinesthe |OTA public distributed |edger with an additional
private distributed file system called InterPlanetary File System
(IPFS), which we call “public IOTA plus private IPFS” A
summary of these two variations can be seen in Figure 3, and
a more detailed description of each module is provided
subsequently.

Data Conversion Module

This module, common to both designs, converts raw datafrom
the continuous BG system to the FHIR standard. FHIR was
created by HL 7 with the purpose of facilitating theinteroperable
exchange of health care-related data between different health
care systemsto make it easy to provide health care information
to providers and individuals on a wide variety of devices and
toalow third-party developersto provide medical appsthat can
be easily integrated into existing systems [16-18].

Figure 2. Proposed steps for adistributed ledger technology (DLT)-based patient-provider exchange of blood glucose (BG) data: (1) an adhesive patch
holding the BG sensor is attached to the patient’s skin and measures glucose readings in interstitial fluid throughout the day and night; (2) the sensor
sends real-time readings wirelessly to a smart device app, so the user can view the information; (3) the smart device app displays current and historical
glucose levels and is connected to an application programming interface (API; “MAM-FHIR API”) that allows for these data to be exported to aDLT;
and (4) if a patient provides consent, the interoperable data stored on the DLT can be automatically exported to a physician’'s electronic health record

so that they can be reviewed.
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Figure 3. Proof-of-concept system for patient-provider exchange of blood glucose (BG) datawith two variations: (1) public IOTA and (2) public IOTA
plus private IPFS (InterPlanetary File System). EHR: electronic health record; FHIR: Fast Healthcare Interoperability Resources.
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The FHIR-based records are built from a set of modular
components called “Resources’ that have standard, agreed-on
data elements with consistent meaning across sharing entities.
All resources share a common set of features including (1)
resource identity and metadata, (2) a human-readable XHTML
summary, (3) a URL that identifies the resource, and (4) a set
of defined data elements (a different set for each type of
resource).

For ease of use and standardization purposes, we used a
GATT-compliant Bluetooth continuous glucose monitoring
system (Dexcom G4 PLATINUM) [19]. This device generates
one BG measurement every 10 minutes. Converting the data
from this continuous glucose monitoring system to an FHIR
record was done by filling an FHIR observation blueprint for
each generated glucose data measurement (mmol/L). The output
of thismoduleis one FHIR JavaScript Object Notation (JSON)
file per each BG measurement.

Data Processing M odule

Public IOTA

An FHIR record containsfiel dswhere PHI, such as patient name
(eg, “John Dog”), date of birth (eg, “ 24-Sept 1932"), or medical
record number (eg, " 123456") may be present. For purposes of
GDPR adherence in this system design, because FHIR records
will be stored on the public IOTA DLT, data anonymization
was performed. Through thismodule, we have simply removed
any existent PHI entriesfrom each FHIR JSON file. For naming
purposes, we will refer to this processed data as anonymized
FHIR records.

http://www.jmir.org/2019/6/e13665/
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With this design, al FHIR records were stored on a private
distributed file system (1PFS), and the resulting hash was|ogged
into the public IOTA DLT. For purposes of GDPR compliance
and to minimize the risk of data reversal and linkability, we
applied a sequential combination of steps in this module: (1)
data aggregation that combines multiple FHIR JSON records
into one single JSON file, (2) data obfuscation based on the
JavaScript Obfuscator using the proposed medium settings that
are applicable for a JSON file [20], and (3) data encryption of
the obfuscated JSON file using the AES256-GCM function with
atag length of 128, which isalso recommended by the German
Medical Association and adopted by the US government [21].

The sampling used in the aggregation step was based on the
periodic quarterly visits assumed previousy for the
patient-provider interaction. This aggregation window is,
however, a variable that can be easily set for different time
intervals (eg, real time, daily, weekly). For naming purposes,
wewill refer to this processed data as aggregated FHIR records.

Data Storage and L ogging Module

Public |OTA

As shown in Figure 3, this design variation was based on a
public DLT protocol only. We selected IOTA's DLT because
it offers zero transaction fees and handles large transaction
throughputs well. These properties make this technology
particularly well-suited for data exchange across health care
devices and systems [22]. What differentiates IOTA from
blockchain-based DLTs is that transactions, instead of being
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grouped into blocks and stored in sequential chains, are linked
together in a so-called Tangle (Figure 4). This design allows
for a validation process that takes form as a Web structure
referred to as a directed acyclic graph rather than alinked list
as is the case in blockchain-based DLTs. Transactions on the
Tangle, therefore, can get i ssued simultaneously, synchronously,
and continuously. To issue a transaction on the Tangle, one
must validate two other transactions. Therefore, the more
participants use the system, the more transactions are validated,
making it highly scalable. This “pay-it-forward” validation
process aso obviates the need for financial rewards to
incentivize participants.

To share, store, and retrieve encrypted data, we used |IOTA's
Masked Authenticated M essaging (MAM) module. Thismodule
encrypts messages (masking), confirms source origin
(authentication), and creates a continuous message stream on
the Tangle until the source stops publishing it (messaging). In
aMAM stream, each message holds (1) the data, (2) areference
to the address of the next message only flowing in onedirection
(forward), and (3) a signature that proves that the publisher
created that message. Given that unique IDs are created for each
channel (known as “roots’), only those parties who are
authorized are able to read and reconstruct the entire message
stream.

To approve a transaction that is sent to the Tangle via MAM,
computational resources based on Proof of Work (Pow)
algorithms are used to find the answer to asimple cryptographic
puzzle. These algorithms and the underlying peer-to-peer
protocols use low processing resources, making them
well-designed for small devices (eg, sensors) [23]. POW can
either be done locally on the device itself or externally via an
IOTA node or a special API.

To test the performance of sending |OTA transactionsviaMAM,
we assessed the time required to both create and attach 300
anonymized FHIR records. The choice for 300 messages was
based on the intent to compare the performance of our system
with previous research [22].

The message was created on the local hardware, whereas
attachment of the message was performed via an external API.
To create the message locally, we used a dummy C# Xamarin
mobile phone app [24] that uses the Tangle.Net.Mam Nuget to
generate MAM transactions [25] together with our FHIR code
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[26], running on a Samsung Galaxy S8 phone with 2.3 GHz
Quad-Core Exynos M2 Mongoose. For the attachment, we used
the external PoW via an APl to Powsrv, which uses the
“PiDiver” hardware[27] and uses arandom selection of healthy
IOTA nodes on the IOTA Mainnet to take different server
responsetimesinto account. The use of thisexternal APl speeds
up the sending process and reduces the device power
consumption [27].

Public | OTA Plus Private | PFS

For the second design of our system, we included a distributed
file storage system (IPFS) to account for two key regulatory
considerations. (1) uncertainty with regards to what
anonymization techniques are legally sufficient to transform
PHI into anonymized dataand (2) to minimize both thereversal
and linkability risks.

The IPFS is a peer-to-peer distributed file system based on
content-addressed hyperlinks. As such, it takes files and
manages them based on their content, storing them and tracking
their version using ageneralized Merkle directed acyclic graph.
These Merkle trees, or hash trees, allow secure verification of
the contents of large data structures, using cryptographic hash
functions that map data of arbitrary sizesto data of afixed size
(hash).

Advantages of this technology include (1) data stored on IPFS
are not automatically distributed between al participants and
only shared in the case of arequest, (2) |PFS nodes are able to
delete specific data at any given point in case of arequest, and
(3) it is easy to prove whether an input will result in a given
hash, but incredibly difficult to derive the input from a hash
[28].

In this design, the aggregated JSON files containing multiple
individual FHIR records were uploaded into a private IPFS
cluster via a writable IPFS gateway. Every participant of this
network was publicly known and can be held accountable in
the case of noncompliance with a data deletion request from
the data subject. Therefore, this private setup alowed for the
specification of the number of backup copies in the network,
and for the definition of automatic rules, such aswhen to delete
datain the case of a patient request. A previous study provides
more details on how to set up these specific rules on an IPFS
cluster [29].

Figure 4. Sequential block-based transactions of a blockchain (left) and IOTA directed acyclic graph-based transactions (right).
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To link IPFS transactions to the authenticated and undel etable
MAM transactions, hashes of the | PFS content were then shared
via a MAM stream using the previoudly described 10TA
libraries. For smplicity, we used the SHA 256-256 hash function
with Base58 encoding, which is the default hash function of
IPFS.

The performance of this setup was assessed in two parts: (1)
thetimerequired to upload and generate ahash of the aggregated
FHIR records using a writable |PFS gateway and (2) the time
required to send this hash to the IOTA Tangle using MAM.
This second test was also repeated 300 times using the same
setup as in the previous design.

Key Exchange M odule

The key exchange module alows the establishment of a
patient-provider communication channel for the FHIR records
to be exchanged. In this key exchange process, two parties
exchange cryptographic keys, allowing them to exchange
encrypted messages exclusively. The design of this module is
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dependent on the datalogging and storage layer; therefore, two
variations were also used in this work.

Public |OTA

In this design, an initial exchange of private data in person or
via a different non-DLT method was required (to maintain
GDPR compliance). We assumed an initial in-person key
exchange where, during the first visit to the physician’s office,
the patient shared his or her channel keys using their mobile
phone's near field communication (NFC) chip (tapped on a
receiver that the physician owns, linked to the EHR). The
information included in this key exchange includes the MAM
root and channel key (Figure 5). When channel keys are
exchanged with aphysician, the physician can then retrieve and
authenticate the anonymized BG monitoring device data
stream(s) that reside on the Tangle, in a similar JSON format
to Figure 6. You may notice that the ID of the JSON is
pseudonymized with thefirst 64 | etters of the MAM root (Figure
5), which is used to help the physician to uniquely identify the
patient.

Figure5. The Masked Authenticated Messaging (MAM) root and channel key of the in-person key exchange.

“maskedAuthenticatedMessaging”: {

»ChannelKey™:

}

“root”: “PISZOIUUOYNUHZZHSSPKSYWTNEVTEKXGMIIPTPSXSNWNHFWFS99APCHSYNIILVGHPALBOVYBRNUGOOIVZ®,

“FA9KZAARRNBVZTZUTBGSTXKPHHAZOZRX9FNSIERZKQQBPDGKMAYOXUAPTMHHCISCTIPLIQKZOGKYQTEHI,

Figure 6. Anonymized JSON FHIR (JavaScript Object Notation Fast Healthcare Interoperability Resources) record stored on the public IOTA ledger
with a pseudonymized ID consisting of the first 64 |etters of the Masked Authenticated Messaging (MAM) root.

{

"resourceType": "Observation”,

"meta": {

¥
"identifier": [
{

"use": "official",

"value": "6323"
¥
]’
"status": "final",
"code": {
"coding": [
{
"system": "http://loinc.org",
"code": "15074-8",

}

1
s
"effectivePeriod": {

"start”: "2019-04-01T09:30:10+01:00"
}.’
"issued": "2819-04-01T15:3@:10+01:00",
"valueQuantity": {

"value™: 6.3,

"unit”: "mmol/l",

"system”: "http://unitsofmeasure.org”,

"code": "mmol/L"

"id": "PISZOIUUOYNUHZZHSSPKSYWTNEVTEKXGMIIPTPSXSNWNHFWFS9SAPCHSYNIILVGH",

"versionId": "PISZOIUUOYNUHZZHSSPKSYWTNEVTEKXGMIIPTPSXSNWNHFWFS99APCHSYNIILVGH",
"lastUpdated": "2019-01-24T12:45:43.7004651+00:00"

"system": "http://www.bmc.nl/zorgportal/identifiers/observations”,

"display”: "Glucose [Moles/volume] in Blood"
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Figure 7. Stepsfor aremote key exchange viaa public key exchange. NTRU: Nth degree - truncatedpolynomial ring units.
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At any point in time, patients can revoke access to their data
stream by simply updating their MAM channel’s authorization
key. If multiple doctors have access to the same channel, the
parties who should continue to have access would get the new
channel key through an additional key exchange process.

Public |OTA Plus Private | PFS

In this design, the initial exchange of keys and persona data
can either take place in person during the first visit to the
physician’s office or remotely via a public key exchange.
Although the exchange of keys in person is the most secure
option, there are use casesin which it ismore convenient or not
possible to exchangeinformation unlessit is done remotely (eg,
follow-up remote consultation or providing data access to
researchers). For this variation, we used a remote public key
exchange system which assumesthat both patient and physician
have their contact information (an Nth degree - truncated
polynomial ring units [NTRU] public key uploaded to their
public key IOTA address along with a link to their request
address) published to the Tangle.

As shown in Figure 7, the steps for key exchange in this case
are (1) the patient sends a key exchange request to the
physician’s request address, (2) the physician decrypts this
request with hisNTRU private key (dueto the nature of NTRU,
only he can decrypt the data), (3) the physician confirms the
key exchange request by sending his details to the patient’s
request address, and (4) the channel access data can now be
generated from the portions sent in steps 1 and 3, and both
parties can now send encrypted data to the secured channel’s
address.

http://www.jmir.org/2019/6/e13665/
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Results

We assessed (1) the performance of the data processing module,
(2) the time required to send and store FHIR recordsin aDLT
system by comparing the performance of the data storage and
logging module for each of the two system designs, and (3) the
time required for the remote key exchange process.

Data Processing

For the public IOTA design, after the anonymization step, the
size of the JSON file containing one BG FHIR record decreased
from 2509 bytes to 857 bytes. During the aggregation step of
the public IOTA plus private IPFS design, we combined the
BG FHIR records for the equivalent of one-quarter of patient
monitoring. This resulted in a JSON file with an approximate
size of 34 MB. After this aggregation, and after also applying
the JavaScript Obfuscator, the file size increased to 64 MB.
Finally, after applying the AES256-GCM encryption, the
resultant file had a size of 93 MB. It is important to note that
the encryption time depended both on the encryption algorithm
and processing hardware used. In this study, using the
AES256-GCM agorithm and a Samsung Galaxy S8 device
(2.3Ghz Quad-Core Exynos M2 Mongoose), it took less than
0.1 secondsto encrypt a93 MB file which, inthe larger picture
of total transaction time, is negligible.

Data Storage and L ogging

Public IOTA

Table 1 shows the time required to both create and attach an
anonymized FHIR record (with 857 bytes) with MAM. The
total time required to create and attach a single message was
mean 6.1 (SD 1.9) seconds (create: mean 3.5, SD 1.1 seconds,
attach: mean 2.5, SD 0.8 seconds).
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Table 1. Transaction times for storing and logging anonymized records of Fast Healthcare Interoperability Resources on the public IOTA design and
public IOTA plus private InterPlanetary File System (IPFS) design and remote key exchange times.

Design and action Trids Time (ms), mean (SD)  Time (ms), range Variance (msz)
Public IOTA
Create 300 3525 (1182) 2042-8100 1,397,997
Attach 300 2545 (765) 1357-8923 584,728
Public IOTA + private |PFS
Create 300 3636 (1371) 2249-12,673 18,794,477
Attach 300 3522 (576) 2161-5146 331,554
Remote key exchange
Send request 10 5160 (1801) 3100-8500 3,247,111
Accept request 10 5790 (1253) 4000-8500 1,572,111

Public |OTA Plus Private IPFS

Next, we looked at the time required to upload and generate a
hash of the aggregated FHIR record (93 MB) using a writable
| PFS gateway. The hashing of thisfile was almost instantaneous,
therefore, the total time required was fully dependent on the
user’s bandwidth speed to upload this file. Our upload speed
was on average 3 MB/s, which led to a total upload time of
approximately 31.0 (SD 8.5) seconds. After uploading the FHIR
records on the IPFS gateway, a hash was returned with a
46-character format similar to QmP543pymsKVHUdMg
Y QzSRbG7HoDSVaihVRfrbtvhnGAQ. The mean times
required to send this hash to the IOTA Tangle using MAM are
presented in Table 1.

Using this public IOTA plus private IPFS design, the total
amount of time required to share an aggregated quarter of
glucose data was mean 38.1 (SD 13.4) seconds (upload: mean
31.0, SD 8.5 seconds; create: mean 3.6, SD 1.4 seconds; attach:
mean 3.5, SD 0.6 seconds).

Key Exchange

With the remote setup described in the public | OTA plusprivate
IPFS design, we were able to exchange keys remotely and
establish a secure connection in mean 10.9 (SD 3.1) seconds
(send request: mean 5.2, SD 1.8 seconds; accept request: mean
5.8, SD 1.3 seconds) viathe IOTA Tangle (Table 1).

Discussion

Principal Findings
Systems based on DLT hold great potential to help improve
health information exchange. However, their design needs to

http://www.jmir.org/2019/6/e13665/

comply with the latest regulations (eg, GDPR) to minimize the
risk of inappropriate processing and/or storage. In this study,
we assessed the potential of one specific DLT (IOTA) for the
exchange of BG data, by designing and developing a
proof-of-concept system considering important regulatory
considerations. Such systems should also meet satisfactory
performance and usability from the user perspective; therefore,
we tested the performance of our design using a variety of
measures.

Given the current open questions around data anonymization,
an optimal system does not exist at this stage. Therefore, we
designed two variations. Each of these have their own pros and
cons, including (1) data reversal risk, (2) datalinkability risks,
(3) processing time, (4) file size compatibility, and (5) overall
system complexity. This assessment is summarized in Table 2.

Rever sal Risk

Reversal risk represents the risk of being able to reconstitute
the original data from anonymized or modified data. In the
public IOTA design, given that FHIR records uploaded into the
Tangle were stripped of any personal data, this risk is not
applicable. For the public IOTA plus private IPFS design, the
hash that is uploaded into the Tangle is the result of multiple
processing layers (aggregation, obfuscation, and encryption).
Reverse engineering this hash into the origina file is,
computationally, a massive task since it requires trialing the
immense number of possible combinations of inputs, which can
range from a few bytes to hundreds of terabytesin size. Even
in the future, with the natural advancementsin computing, itis
difficult to imagine that it will be possible to extract the data
from one 46-letter hash, which standsfor 93 MB of obfuscated
and encrypted data.
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Table 2. Summary of the advantages and disadvantages of the two variations of the proposed proof-of-concept.

Feature Public IOTA Public IOTA + private IPFS?
Reversal risk N/AP Low

Linkability risk Medium Low

Processing time Low Low

File size compatibility Small files Any filesize

Complexity Low Medium

4 PFS: InterPlanetary File System.
BN/A: not applicable.

Linkability Risk

Thelinkability risk representstherisk that it is possible to link
anonymized data to an individua by examining patterns of
usage or context, or by comparison to other pieces of
information. In the public IOTA design, by tracking the
frequency of the uploads of datainto the Tangle, plus reading
the actual BG levels, it may be possibleto link thisinformation
to a particular individual. A possible solution could entail the
encryption of theraw BG levels. However, inthelight of GDPR,
any encryption algorithm is susceptible of being reversed inthe
future [9]; therefore, encrypted raw data can potentialy be
decrypted and the actual glucose levels shown. Given the cases
of reidentification of anonymized health recordsreportedin the
literature [13], one should be careful not to assume that
anonymized PHI can be uploaded to a public DLT without any
risk. The exchange of multiple keys during the first appointment
between patient and provider could be another solution to reduce
the amount of PHI per MAM stream and therefore reduce the
linkability risk in this design. This solution has not been
explored in thiswork.

For the public IOTA plus private IPFS design, each resulting
hash is unique, so thereis no obvious way to cross-analyze the
data and therefore determine who these data belong to.

Data Processing Times

The message transaction times obtained were in line with
previous research [22]. The overall low transaction times for
messages on the IOTA DLT (on average between 6.1 to 38.1
seconds) suggest that both designs can be used for acontinuous
data stream. It isimportant to note here that, by definition, one
MAM message actually consists of three transactions, which
in theory could be performed in paralel. With the
implementation of this code optimization (dividing the average
times shown in Table 1 by 3), the actual average time per
message creation and attachment would be 1175 ms and 848
ms, respectively. Thiswould result in atotal of approximately
2 seconds per IOTA message sent viaMAM.

With hardware accel eration [27] of PoW, it ispossibleto achieve
aPoW time of 300 ms. The overall responsetime of the external
APl was 848 ms, suggesting a further API bottleneck of
approximately 548 ms. To achieve faster transaction times,
users could set up their own hardware-accelerated |OTA nodes
rather than using the centralized APl service. Increasing the
number of users running their own PoW also increases the

http://www.jmir.org/2019/6/e13665/

overall health of the network, as it increases its decentralized
character.

Specificaly for the public IOTA plus private IPFS design,
because the hashing itself is almost instant, the main limiting
factor is the upload speed of the network. For this design, as a
general recommendation, we recommend uploading of large
filesto the | PFS gateway only while connected to afast WLAN
network.

Finaly, it is also relevant to note that for providers to read the
BG data, taking into account the use case of quarterly
consultations, the public IOTA design will benefit from using
a“prefetching” of this quarterly data into the provider’s EHR.
For the public IOTA plus private IPFS design, given the
relatively low reading times (available on request), we do not
envision the need for prefetching.

File Size Compatibility

In the public IOTA design, the time required to create and send
amessageviaMAM fully depends on the size of thefile. Larger
files may therefore not be suitable to be exchanged using this
design. In the public IOTA plus private |PFS design, because
the hashes are usually much smaller than the initial data and
they can be used to identify the dataitself, we can conclude that
this design is well-suited for the exchange of larger files.
Complexity

Regarding the overall design complexity, the public 10TA
designis significantly ssmpler compared with the public IOTA
plus private | PFS design. Two features, in particular, make the
second design more complex: (1) the multiple steps involved
in the data processing modul e require additional processing that
can lead to larger file sizes (eg, using the quantum-secure NTRU
encryption resulted in afile size of 821 MB) and (2) the setup

of the private IPFS cluster requires additional implementation
work.

The use case chosen in this paper focused on the remote
exchange of BG measurements between a patient and a
physician, where the physician “reads’ the data on a periodic
basi s during the consultation, to review and update the diabetes
management plan. Nevertheless, we are also confident that either
design could be used in the use case of continuous streaming
of individual BG measurements (ie, real-time data exchange
and monitoring), as well in other types of remote health data
exchange (such as the use cases proposed by Cohen et al [30]).
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Related work in this field falls into two categories: (1) use of
blockchain to improve heath care data access and
interoperability, and (2) assessment of how blockchain can be
used considering data privacy regulations.

One of thefirst works describing the use of blockchain totackle
interoperability barrierswas authored by the MedRec team [31].
In this work, a permissioned blockchain network based on a
proof-of-work incentive was proposed to facilitate EHR data
sharing and authentication. Following this work, Zhang et al
[32] took a step further and described how EHR data could be
securely and scalably shared to improve collaborative clinical
decision support. Specifically, an FHIR-based smart contract
system was proposed for exchanging health data, in which the
blockchain stores encrypted metadata and an off-chain solution
isused for clinical data

This work does present an FHIR-based provider-provider
solution, athough our work proposes a complementary
FHIR-based solution for patient-provider data exchange. On
the topic of FHIR-based interoperability, Peterson et al [33]
described a blockchain solution using a new type of consensus
mechanism: an FHIR-based “Proof of Interoperability.” This
approach is unique in the sense that it takes security and
interoperability as the central tenet of its core design.

In contrast to the previous studies, it is important to note two
additional articles positioning blockchain as a tool for
patient-provider data exchange instead of provider-provider
exchange. Ichikawaet al [34] developed amHealth system using
a mobile phone app that enables a patient-provider exchange
of information but for the particular goal of insomnia cognitive
behavioral therapy. Balsari et al [35] proposed a use case
leveraging the high mobile phone penetration and availability
of unique ID systemsin Indiato facilitate health data exchange
between more than 500 million Indian citizens and their
providers.

The use of blockchain in light of data privacy regulations has
been previously described by Zyskind et a [36] across three
domains: data ownership, data transparency and auditability,
and access control. This article describes a method similar to
our second proposed design, namely an on-chain solution
combined with off-blockchain storage to construct a personal
data management platform focused on privacy. Conversely, Al
Omar et al [37], arguing that decentralized approaches for data
exchange may fail to ensure overall privacy, applied additional

Hawig et d

cryptographic functions and data processing procedures to
encrypt patients' data and to ensure pseudonymity.

Limitations

In thiswork, we address some of the points of tension between
GDPR and DLT by proposing two designs that enable the
exchange of PHI using this technology. However, future work
needsto addressin more detail the remaining points of conflict,
such as how to identify a data controller in a public DLT
ecosystem formed by multiple health care stakeholders or how
to collect and manage an individual’'s express consent for the
processing of health data.

It is aso important to note a few limitations with the designs
proposed in this study. First, using a patient’s mobile phone’s
NFC chip for key exchange is not currently practical because
it requires every physician’s office to have an NFC reader
connected to the facility’s EHR. Alternatives to this could be
an in-person key exchange method or secure local wireless
network. Second, in our testing, the continuous glucose
monitoring device generated a data point every 10 minutes,
meaning that significant battery usage could be expected over
the day to create all FHIR records. The actual implications on
the device battery may constitute an important limitation
requiring further investigation.

Finaly, it is aso important to point out that the experiments
runinthisstudy were carried out on a Samsung Galaxy S8 only.
The CPU of thisdevicewas used to cal culate the resource hashes
locally; therefore, it can be expected that different mobile
deviceswill require different timesto create and attach an FHIR
resource.

Conclusion

The design of a DLT-based system for health data exchange
needsto take into careful consideration the respective use case.
In this paper, we proposed and devel oped two possible designs
that aim to be compliant with recent data privacy regulations,
minimizing any risks of misappropriate data processing and
returning satisfactory performance and usability. One design
was based solely on the public distributed ledger IOTA and the
second used IOTA plus a private IPFS cluster. Our findings
suggest that thefirst design issimpler toimplement but requires
special attention to minimizetherisk of personal datalinkability,
and that the second design allows for the exchange of larger
files at the expense of higher complexity.
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