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Abstract

Background: Electronic health (eHealth) and mobile health (mHesalth) tools can support and improve the whole process of
workplace health promotion (WHP) projects. However, severa challengesand opportunities haveto be considered whileintegrating
these tools in WHP projects. Currently, alarge number of eHealth tools are developed for changing health behavior, but these
tool s can support the whole WHP process, including group administration, information flow, assessment, i ntervention devel opment
process, or evaluation.

Objective: To support a successful implementation of eHealth tools in the whole WHP processes, we introduce a concept of
WHP (life cycle model of WHP) with 7 steps and present critical and success factors for the implementation of eHealth toolsin
each step.

Methods: We developed alife cycle model of WHP based on the World Health Organi zation (WHO) model of healthy workplace
continual improvement process. We suggest adaptations to the WHO model to demonstrate the large number of possibilities to
implement eHealth toolsin WHP as well as possible critical pointsin the implementation process.

Results: eHealth tools can enhance the efficiency of WHP in each of the 7 steps of the presented life cycle model of WHP.
Specifically, eHealth tools can support by offering easier administration, providing an information and communication platform,
supporting assessments, presenting and discussing assessment results in a dashboard, and offering interventions to change
individual health behavior. Important success factors include the possibility to give automatic feedback about health parameters,
create incentive systems, or bring together a large number of health experts in one place. Critical factors such as data security,
anonymity, or lack of management involvement have to be addressed carefully to prevent nonparticipation and dropouts.

Conclusions: Using eHealth tools can support WHP, but clear regulations for the usage and implementation of these tools at
the workplace are needed to secure quality and reach sustainable results.

(J Med Internet Res 2018;20(2):e65) doi: 10.2196/jmir.8769
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interventions for the organization to change critical working
, , ) o conditions. Electronic health (eHealth) and mobile health
Workplace health promotion (WHP) projects in organizations (mHealth) tools could be used to support and to improve the

are one of the key solutions for improving hedth in \yhoie process of WHP projects. On the other hand, there is
organizations [1]. WHP projects include the whole package of -y, uncertainty about the role of eHealth and mHealth tools
analyzing the current structures and procedures in the
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in organizations, especially when it comes to health-relevant
data assessed within aWHP process. Therefore, there are severa
points to be considered about the challenges and opportunities,
which liein this approach.

eHealth refers to the use of technology (mostly including the
Internet) in health-related services, whereas mHealth includes
mobile and wireless technologies (eg, mobile phone apps,
wearable devices) in health programs[2]. mHealth can be seen
asaspecific part of eHealth; therefore, we use theterm eHealth
as an umbrella term for using electronic or mobile devices for
health services.

eHealth tools can raise interest, motivation, and participation
in WHP projects [3,4]. Especially the point of participation is
one of themajor issuesin today’sWHP projects, asthe majority
of participants in WHP projects consist of a selected group of
people with healthier lifestyles [5]. eHealth tools can support
raising participation quotes of employees in WHP projects, as
they are able to help employees overcome such barriers [6].
Indeed, studies have reported that eHealth tools seem to be more
attractive for unhealthier employees, as they provide the
possibility to stay anonymous[7,8].

Another issue in WHP is ineffective planning of the WHP
process and the tendency to develop interventions that try to
reach the broadest range of employees (“one-fits-all-principle”).
This might be an obstacle for employeesto participate in WHP
projects, as a broad content of WHP interventions might not
sufficiently meet the demands of the specific target group.
Tailored WHP projects specifically developed for each
organization have shown to raise participation quotes in WHP
projects [9]. Especially tailored feedback is an important
motivator for the employees participation in WHP programs
[8]. This is where eHealth tools can bring considerable added
value as these tools can be easily programmed to meet the
demands of the individual user (eg, by giving instant, tailored
feedback).

Currently, a large number of eHealth tools are available in all
areas of health promotion—including applications for sports,
weight reduction, and healthy nutrition [10] as well as
applications addressing psychological factors (eg, to reduce
stress or burnout, enhance recovery and coping strategies, or
learn new competencies and skills) [11]. Current eHealth tools
focus strongly on changing individual attitudes and behavior,
but rarely focus on theimprovement of the working environment
such as analyzing and changing working conditions (an
exception is presented by Koldijk et al [11]). Supporting the
whole WHP process (including the analysis of the current state,
i ntervention devel opment process, intervention implementation,
and further activities) is even less addressed in the currently
developed eHedlth tools. Therefore, solutions in the field of
eHealth for WHP should focus more strongly on targeting the
whole WHP process, especially on improving the working
environment.

In addition, the usage of eHealth tools should be regulated
similar to any other psychotherapeutic or medical intervention
[12]. Therefore, eHealth tools in WHP should fulfill certain
quality criteria to be trusted and accepted by an organization
and itsemployees. Quality criteriamainly concern functionality,
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aesthetics, and security of eHealth tools [13,14], but can aso
target feedback systems or communication of results [12,15].

Combining eHealth tools and the current WHP processes can
add sustainability by enhancing motivation and interest, as
noted. The necessity to find rules for the successful
implementation and having a guideline to avoid some pitfalls,
on the other hand, emerged during different studies where the
authors were asked to evaluate and support projects in WHP.
The possibilities of combining eHealth tools and WHP were
discussed in these projects with health experts from different
fields (psychologists, physicians, nutritionists, kinesiologists,
and other experts). These steps led to small pilot projects, in
which eHealth tools were applied to the working context. The
discussions and pilot projects provided a good basis for the
further development of a WHP process model that allows
integrating eHealth tools on different levels.

In this paper, we introduce a concept of WHP that supportsthe
design and integration of eHealth toolsin each step of the WHP
process and present success factors and possible obstacles for
the implementation. The presented concept is based on severa
models, especidly the “WHO model of healthy workplace
continual improvement process’ [16], the models and criteria
of the European Network for Workplace Health Promotion
[17,18], the criteria of the International Labour Organization
[19], and specifications such asthe DIN SPEC 91020 [20]. We
suggest adaptations to these models to alow a smooth
integration of eHealth tools in the WHP process. Furthermore,
we provide recommendations in the form of guidelines on how
to implement eHealth tools for WHP in the practical field.

Policiesand Strategies for Workplace Health
Promotion

WHP can be defined as “the combined efforts of employers,
employees and society to improve the health and well-being of
people at work” [20]. The Luxembourg Declaration on
Workplace Health Promotion [21]—which is generally used as
a framework for planning and executing WHP projects—has
established guidelines that have to be fulfilled for successful
WHP projects:

a) All staff have to be involved (participation), b)
WHP hasto be integrated in all important decisions
and in all areas of organisations (integration), c) all
measures and programs have to be oriented to a
problemsolving cycle: needs analysis, setting
priorities, planning, implementation, continuous
control and eval uation (project management), and d)
WHP includes individual-directed and
environmental-directed measuresfromvariousfields.
It combines the strategy of risk reduction with the
strategy of the development of protection factors and
health potentials (comprehensiveness).

Especially the last point of these guidelines about combining
individual-focused and organization-focused strategies is not
always considered in the practical field. The individual-focused
approach includes aspects such as coping and time-management
skills [22], or fitness activities and lifestyle guidance [23]. In
the organi zation-focused approach, the work environment and
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the modification of thework conditionsand work structuresare
addressed [23,24]. Interventions in the organization-focused
approach include clarifying job designs[24], changing working
hours, reducing shift work and unpredictable working hours,
encouraging flexible work arrangements [22,24,25], and
introducing supportive leadership styles and a supportive and
comfortable social climate [23].

In the magority of WHP projects, individual-focused
interventions are conducted and the organization-focused
method is less addressed [26]. However, pursuing the
organization-focused approach is more sustainable and can have
a much broader impact on the employees health than only
focusing on reducing individual risk factors[27].

A Comprehensive Per spective on Workplace Health
Promotion

We present a WHP process with 7 steps that can assist
organizations in conducting successful WHP projects. We
suggest adaptations to these models to alow a smooth
integration of eHealth tools in the WHP process. Categorizing
the process in steps is important, as every step can contain
facilitating and hindering factors that need to be addressed [28].
Furthermore, planning WHP projects in individual steps can
support the responsible persons in organizing and deploying
the needed resources for each step [29] and support asuccessful
implementation of eHealth tools in the WHP process. To
discover the possihilities and benefits of including eHealth tools
in WHP, we need to understand the aim of each step and we
need to identify critical factorsthat might prevent reaching these
aims successfully.

The most holistic WHP process has been established by the
World Health Organization (WHO) [16]. In their “WHO model
of healthy workplace continual improvement process,” 8 steps
are defined in a circle, indicating that WHP is an ongoing
processthat develops and improves over time. The WHO model

Figurel. Lifecyclemodel of workplace health promotion.
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Interventions
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shares similarities with other models [30-32] that present steps
to successfully conduct employee surveysto assess job demands
and job resources. In these models, the first step aways
comprises the conceptual design of the WHP process, whichis
indirectly included in the WHO model in the steps “mobilize”
and “assemble.” Another step includes the analysis as well as
the presentation and interpretation of the analysisresults, which
is included in the WHO model under the steps “assess’ and
“prioritize” However, assessment and presentation of the
assessment results should be distinguished, as the presentation
of the assessment results usually comprises discussions with
the management [32]. These discussions further lead to the
development of an intervention implementation plan [31].
Therefore, especially when using eHealth tools, the presentation
step should be treated separately to the actual assessment to
implement the right tools for the right process step and, at last,
to achieve the best possible outcome.

Implementation of eHealth Tools in
Workplace Health Promotion

Life Cycle M odel of Workplace Health Promotion

The proposed “life cycle model of Workplace Health
Promotion” (Figure 1) is based on the WHO model and other
models and focuses on the support of the integration of eHealth
tools (Figure 1): (1) Concept/Adaptation, (2) Information, (3)
Assessment/ Analysis, (4) Dashboard Feedback, (5) Health
Circled/ Participatory Planning, (6) Interventions (individual/
organization), and (7) Evaluation. We first present the adapted
model applicable for WHP in general and then present the
important issues for the integration of eHealth tools in that
process. Implementing eHealth tools can be a great advantage
inevery step. The content of each step aswell asthe advantages
and possible implementation procedures for eHealth tools are
described in the next chapters.

Concept
Adaptation

Information

Assessment
Analysis

Dashboard
Feedback
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Concept/Adaptation

Thefirst step includes planning the WHP project (duration and
content of the project, needed resources and experts) and setting
the main objectives. It isalso important to discussif the project
should be conducted identically in all locations and departments
or if some departments or locations get a dlightly different
concept. These decisions can be made by the senior management
or by other persons with decision authority [29]. However, for
the success of the WHP project, these discussions should involve
al relevant stakeholders (eg, management, human resources
department, company physicians, safety specialists, work and
organizational psychologists, work council, employee
representatives). These key stakeholders should demonstrate
their commitment to the WHP project by assembling asteering
group [30,33] or a “healthy workplace team” [16]. Typically,
thisis the first time where key questions regarding anonymity
of data, responsibilities, or data security are discussed [30]. This
discussion is a core point, as critical aspects can influence all
other steps and preclude the success of the whole project.
Regarding eHealth tools, a plan for the correct implementation
of these tools should be discussed in the steering group as well
[34].

A great advantage of eHealth toolsin thisfirst step could liein
providing the opportunity to keep in contact with all relevant
stakehol ders. These tools can support the cooperation between
the steering group and other experts involved in the WHP
process by providing a platform for communication. This
platform can be further used to set and track the objectives of
the WHP project, to manage the information flow to the
empl oyees, to monitor the assessment of the current state of the
organization and the interventions (date, duration, location,
content), and to manage intervention groups (participation rates,
satisfaction). Monitoring satisfaction ratings and participation
rates can provide a good overview of the overall acceptability
of the WHP program, and they should be assessed during the
whole WHP process[35]. However, it isalso important that the
steering group and experts meet face-to-face asmuch aspossible
for clearer communication and discussions [15].

Information

An important factor for success is establishing a clear
information flow between the management, key stakeholders,
steering group, and employees. All persons haveto beinformed
about the project and its concept and objectives. Information
should be given in a top-down process, this means the
information flow should follow the hierarchical structure of the
company. As this information flow is very important to “take
fears’ and gain the trust of the employees, this step istypically
aseparate step in models of WHP (seealso [16]). All employees
have to be informed about the whole WHP process and its
different steps. Thistransparency ensuresthat the WHP project
does not raise false expectations on the part of the employees
that could later lead to disappointment or negative appraisal
[36]. Onemajor issuein thisstep concernsfears about exposure
or surveillance. Employees have to be guaranteed anonymity
and strict data protection. In addition, it must be clear that the
participation is voluntary.
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Especially mHealth tools can reach a large number of people,
asthey are not restricted to a certain location [37]. By offering
different channels of communication (eg, text messages, audio
and video files), users can be reached in every setting and
situation [38]. The overall accessibility of health programs is
especialy suitable for programs targeting mental health, as
persons with mental health problems can avoid exposure in an
open group when using eHedth tools [6,39]. Having all
information in onetool that isaccessible at any time and in any
location could help raising awareness and motivation for the
activities planned in the WHP process. In addition, information
should be given about the added values and benefits of using
eHealth toolsin WHP as well as information about how to use
these tools and data security issues[37]. These tools should be
introduced to the employees as nondirective as possible (eg, by
letting the employees themselves decide if and how to use the
tools) to avoid possible resistance [40].

Such an information board for the employees could also include
the possibility to interact with health experts or the steering
committee. Having social contact with other participantsin the
WHP program enhances participation rates and raises the
effectiveness of eHealth tools[41]. Platformsfor social contact
could a so include communication between the employees and
health expertsto share or discuss health issues[42].

Assessment/Analysis

The next step isto analyze the current state of the organization
in accordance with the objectives set in the first step. Usually,
surveysin the form of questionnaires or interactive workshops
are used as analysis tools [31]. Next to a so-called needs
assessment, where the employees are asked about their wishes
regarding health promotion activities, other physical and
psychological factors are assessed as well (eg, health status of
employees, job satisfaction, motivation, and commitment) [16].
Other resources such as key data on sickness absences or
fluctuation as well as data from previous WHP projects can be
valuabl e additionsto the data obtained in surveys or workshops.
Furthermore, it isimportant to analyze aspects of the workplace
and the organization (eg, policy, rules, regulations, available
resources) to be ableto successfully integrate health promotion
activities within the workplace environment [33].

eHealth tools can be used to assess, store, and anayze
guestionnaires and psychophysiological data [43]. In WHP
projects, the assessment is usualy very comprehensive,
consisting of many questionnaires. Therefore, Web-based tools
should be used instead of mobiletools, asfilling questionnaires
on the Web is more feasible than on mobile devices [44]. By
supporting the assessment with Web tools, it becomes easier to
manage data and results, as all data are immediately stored at
one place and can be accessed from different locations[45]. In
addition to Web tools, the mobile phone can be used to conduct
short surveys or tests [46]. The assessment tool could also
support in combining different data sources (eg, questionnaire
data, interview data, behavioral analyses, psychophysiological
data, or corporate key figures of the company). A combination
of different data sources can also prevent demotivation when it
comes to data collection, as collecting a lot of questionnaire
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data might be perceived as an additional burden for the
employee [37].

Dashboar d Feedback

Theinterpretation of the results hasto be doneincluding experts
in the field of health promotion (eg, safety officer, company
physician, work and organizational psychologist). Similar to
the third step, information flow, informing al persons about
the analysisresults must be donein atop-down process, starting
with the top management and cascading down to the middle
management, lower management, and employees [31]. First,
theresults are discussed internally in the steering group and top
management. In this phase, the group interprets the results and
defines certain areas of focus or task assignments [31]. Going
further in the top-down process, the assessment results should
be communicated in an easy language so that they are easily
understood and accepted by the employees [47].

eHealth tools can support transferring the assessment results
into feedback pages automatically. These feedback pages
summarize the collected dataand ideally present theminaclear
and concise way with simple graphical representations [48].
Thiseasy-to-read recap of the process can be called “ dashboard”
and can be used asafirst rough indicator in addition to the more
detailed analysis of the assessment. It is important that the
information will be presented in ways that are meaningful,
accurate, and easily understood [12]. This can be a challenge
for eHealth toals, as the information gained from the data has
to be presented in the best quality and tailored to the company
and the user [49]. The main results in the dashboard can be
unlocked for the whole company and all employees or only for
specified groups or persons. However, it seems to be a good
approach to provide the feedback pages to all employees to
ensure further participation in the next step of intervention
planning [30]. eHealth tools can especialy support in a
comprehensive presentation of the results. However, the
interpretation of the results should be done by health experts as
well as separately and outside these tools to avoid
misinterpretations.

Health Circles/Participatory Planning

After presenting and discussing the analysis results, a health
plan has to be established and specific interventions have to be
developed to promote health at the workplace [16]. In this step,
employees should be involved in the decision-making process
to raise the employees acceptance toward the developed
interventions and increase participation rates of employees[28].
A good approach is the building of “health circles,” which are
discussion groups within the organization to develop options
for improving health at the workplace [50,51]. The devel oped
interventions can address improving health either directly by
offering sports activities or health-related workshops, or
indirectly by changing potentially harmful work conditions
(which is stated in the Luxembourg Declaration [21] as
individual-focused and organization-focused measures).

With the support of eHealth tools, the organization of health
circles can be improved by adding calendar options or inviting
interested employees to the health circles with messages. In
addition, the whole execution of the health circles can be
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supported by providing information about the assessment results
in adashboard and thus having accessto the results at any time.
The devel oped interventions aswell asinformation about further
steps in the process can be entered into the eHealth tool, and
thisinformation can be provided to the whole company and all
employees or to specified groups or persons.

I nterventions (Individual/Organization)

In this step, the devel oped interventions from the health circles
are implemented. Interventions should be developed with
attention to health-beneficia effects, but also with special
attention to organizationa frameworks and individual
preferences that alow high participation ratesin the devel oped
interventions. Interventions should be easy to implement and
to attend (geographically and chronologically) and should be
perceived asinteresting and meaningful to enhance participation
[52].

This is the step where the majority of the eHealth tools are
currently developed. These tools can strongly support
interventions, especially individual-focused interventions (eg,
monitoring physical and mental health or nutrition intake,
activity tracking). eHealth tools provide the possibility to
combine monitoring devices (eg, tracking belts, smart watches)
and WHP programs to track physical exercises or weight loss
[8,53]. With these devices, psychophysiological data (eg, heart
rate or heart rate variability for stress assessment) could also be
assessed, and in a next step, it could be combined with
self-reported questionnaire data [54]. Including instant,
individual feedback developed by experts gives users additional
information about their health progress and helps them to
understand the meaning of the collected data [53]. Offering
individualized feedback about the employees’ personal health
status and health progress along with information about
programs to improve health are important motivators for the
employees’ participation in the WHP programs [8,9,44,55,56].
Thisiswhere eHealth tool s can bring considerable added value,
asthesetools can be easily programmed to giveinstant, tailored
feedback for each user. Getting feedback is part of a
self-monitoring and goal-setting process that can raise the
motivation for changing behavior [44].

However, it is very important that the feedback is programmed
together with the knowledge and skills of experts in the field,
as feedback about heath parameters can contain critical
information that might lead to misinterpretations [57]. Thisis
especialy the caseif the feedback showsacritical health resuilt,
which might raise the participants' fears about serious health
issues [58]. In the case of stress feedback, getting critical
feedback could al so cause more stress[54]. Therefore, automatic
feedback ideally should be given together with possibilities to
talk with a health expert. Instant or delayed feedback can also
be seen asincentives and can rai se the mativation to participate
in an intervention. Hence, the effects of a WHP project can be
attributed to the sustainable participation in interventions,
especialy if eHealth tools are implemented [59].

With regard to organization-focused interventions, the
possibilities of eHealth tools have not been used to their full
potential yet. Improving the environmental conditions at the
workplace (eg, the organizational structures, social climate, or
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management) can strongly support health at the workplace in
a sustainable way [26]. However, organization-focused
interventions are often difficult to carry out and to organize
[60]. Theimplementation of organization-focused interventions
has to be managed as clearly and structured as possible to
achieve the most successful outcome [61]. eHealth tools can
support the organization in organizing and evaluating
organization-focused interventions by providing management
dashboards where the process and responsibilities are managed.

Evaluation

The step of evaluation comprises eval uating theimplementation
process and the implementation outcomes. To conduct an
evaluation, the organization can go through steps 1-6 again,
starting with thefirst step “ Concept/Adaptation.” According to
WHO [16], an evaluation should be done at least every 3-5
years. Aims of the evaluation can comprise whether the
participation rates are satisfactory or whether the implemented
interventions have been effective [32]. The effectiveness of an
intervention can be analyzed by evaluating the proximate
(short-term) outcomes (eg, improvement of individual skills),
intermediate (medium-term) outcomes (eg, changesin demands
and resources, socia processes, |eadership behavior), and distal
(long-term) outcomes (eg, improvement of individual health or
organizational performance), which are all important outcomes
in the intervention context [62].

eHealth tools can support the whole evaluation process. The
evaluation should be focused on summative (after
implementation) as well as formative evaluation (throughout
thewholelife cycle of WHP) and can also include the evaluation
of the software development cycle of the eHealth tool [63]. An
advantage of eHealth tools that is often stated is that they are
cheaper than “traditional” health programs (eg, [64]). Therefore,
it is suggested to evaluate the cost-effectiveness of the
intervention in addition to the effectiveness of the intervention
[65]. An evaluation can be aso done regarding the acceptance
and usability of an eHealth tool, which optimally resultsin a
continuous improvement process [49]. A tool that is perceived
as useful and easy-to-use can raise the usage of the tool [42];
therefore, these aspects should be evaluated regularly.

Organizational Requirements

I mplementation Requirements

eHealth tools offer many possibilities and benefits, but open
guestionsfor theimplementation of thesetoolsstill remain. The
most commonly reported barriers (but also facilitators) of WHP
projects were found in the characteristics of the organization,
for example, lack of resources, no fit between intervention and
organizational culture, or lack of managerial support [66]. The
organizational characteristics should be investigated very
carefully to ensure the success of a WHP project. This is
especialy the case if WHP projects are supported with eHealth
tools. The complexity of the working environment could
influence the way employees use eHealth tools, and thus, the
work setting must be analyzed carefully before implementing
these tools [67].
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In the best case, the eHealth tools are fully integrated in the
organizational structure and working routines [68]. Failing to
integrate eHealth tools as a part of the organization’s everyday
life can be a barrier that prevents employees from using these
tools at the workplace [37]. A framework for the integration of
eHealth tools has to consider at least the part of the employees,
the targeted user group, and the organization that provides the
environment for the usage of the tools.

Regarding the employees, the organization has to provide
opportunitiesto use the eHealth tool s at work, such as providing
thetool s (eg, accessto computers and mobile phones), providing
training and technical support, and providing possibilities to
use the tools during work time [37,69]. Furthermore,
organizations need to develop clear guidelines for their
employees on how to use the eHealth tools at the workplace.
Clear guidelines ensure a safe usage of these tools within the
organization’s environment [70]. Guidelines can encompass
recommendations regarding data security (eg, protection against
unauthorized access or datatransmission protection) or sharing
information on social platforms (eg, recommendations on how
to share health-relevant content safely) [53,70].

The organization benefits from having guidelines for the
integration of eHealth tools. Table 1 presents organizational
guidelines in each step of the implementation of eHealth tools
in a WHP process. The guidelines are based on the proposed
“life cycle model of Workplace Health Promotion” and can
support the management and the steering group in responding
to critical issuesand can prevent an unsuccessful implementation
of eHealth tools in WHP. The guidelines do not include the
legal requirements for defining and implementing WHP in the
countries or general guidelinesto implement WHP that are not
specifically related to eHealth tools. In Table 1, the most
relevant references and an explanation or example are included
for each action.

Security isof great importance for the successful integration of
eHealth tools. Individual s have to beinformed about the storage
and usage of their individual data[12]. Privacy violations are
possible from the technical point of view (eg, via hacking,
outdated or nonexistent encryption methods, or legal
interceptions) [12] or from the psychological view (eg, fears
about data management and data reporting [71]). Even when
reporting aggregated data (eg, arithmetical means of groups),
attention should be paid that these data cannot be traced back
to a specific person in the organization. This part can betricky,
as organizations want to have insight about the health status of
their organization and thus of their employees. On the other
hand, individual health data have to be protected strictly.

eHealth toolsfor WHP only can be successful if the employees
trust the data management behind the tool. Particularly, the
health domain is a very sensitive domain where violations of
anonymity and privacy are experienced as harmful [81].
Invasions of privacy at the workplace undermine the trust in
the tool and in the organization, which might lead to an
unsuccessful WHP project.
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Table 1. Guidelines for the organization for a safe usage of eHealth tools in workplace health promotion (WHP). Note: It is suggested to discuss all
actions in the step “ Concept/Adaptation” and find solutions before the WHP process starts.

Step, discussions and actions Scientific Examples or explanation
base
Concept/adaptation

Privacy regulations of the employees’ health data [71] Privacy regulations of the employees’ health data have been discussed
and suggestions have been included in the implementation concept.
eHealth tools should be created in away that prevent the steering
group from seeing individual data

Data security of the eHealth tool [53,70] Discussions with technical experts about protection against unautho-
rized access or data transmission protection

Inclusion of all relevant persons in the WHP? process [38] Next to the “traditional steering group,” technical experts or eHealth
developers are included in the process as well

Access to the WHP activities independent of Web and/or  [69] Employees who do not have mobile phones should have accessto the

app access information (eg, viageneral accessible computersor by proving them
with devices)

Goadls, added value, and benefits of the eHealth tool [37] Discuss in which steps of the process eHealth tools can give optimal
support and where the traditional approach (without eHealth tools) is
better suited

Nondirective approach for using eHealth tools [40] L etting the empl oyees themselves decideif and how to usethe eHealth
tools to avoid possible resistance

Benefits, incentives [72,73] Incentives can help to enhance the signing up of the participants and
help to keep the dropout rate at alow level

Regulations about the usage of eHealth tools at the work-  [37,69] Provide opportunities to use the eHealth tools at work (eg, access to

place computers, mobile phones, and/or activity tracker), provide training
and technical support

Quiality of the eHealth tools [13,74] eHealth tools that are used and integrated are chosen with regard to
quality criteriainthisarea(eg, Mobile App Rating Scale, MARS[12]
or enlight quality assessment and checklist [74])

Information

Information about privacy regulations and anonymity [75] Address all doubts, fears, and comments about privacy regulations
and anonymity in the information process. Provide platforms where
employees could voice their concerns and answer them adequately

Usage for eHealth toolsis on an opt-in base [21] The usage of any eHealth toolsis free, employees can opt-in and are
not obliged to use any tool

Procedures to integrate the existing eHealth tools [76] Find solutionshow to integrate the eHeal th tool sthat are already used
by the employees

Definition of responsibilitiesin the process [77] A responsible person or agroup is defined and introduced which
serves as an expert(s) for the eHealth tool, and administersthe process
and isthe “driver” for the process

Assessment/analysis

Execution and presentation of the assessment [44] It issuggested to use computers for more comprehensive assessments.
If presenting on mobile devices, the questionnaires have to be adapted
to fit the mobile phone screens

Combination with other data sources [76] Combine questionnaire data with behavioral or psychophysiological
data (eg, with the help of activity tracker) or with corporate key figures
from the company

Data storage [78] Discussthe storage of data (eg, data have to be stored separately from
e-mail addresses or other datathat could be used to identify individu-
as)

Dashboard feedback

Content of the information provided on the dashboard [31] Discuss possibilities to personalize the dashboard content to the
company’s needs

Detail of the information provided on the dashboard [31] Specify aminimum number of entries for presenting results and sub-

group analyses (eg, aminimum of 5 personsfor a subgroup analysis)
to avoid inference to a single person

http://www.jmir.org/2018/2/e65/
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Examples or explanation

Step, discussions and actions Scientific
base
Regulations on how to share feedback information [53,70]
Inclusion of all relevant health experts [57]
Health circles/participatory planning
Participation of employeesin the selection of activities [30]
Support of planning and organizing health circles [79]
I nterventions (individual/or ganization)
Procedures for giving automated, individual feedback [57]
Proceduresin case of critical results [59]
Inclusion of organization-focused interventions [21,26,61]
Evaluation
Evaluation of the eHealth tool [49,68]
Evaluation of efficiency [80]

Specify guidelines on how to share information on social platforms
or other forums/platforms

Health experts (eg, physicians, psychologists, sports experts, nutrition-
ists) have been included in the interpretation of the results to avoid
misinterpretations, and in the development of interventions

All employees have been given the possibility to participate in the
decision-making process to raise the employees’ acceptance toward
the devel oped interventions and increase parti cipation rates of employ-
ees

It includes “ audience response systems’ for discussions that allow
employeesto stay anonymous and see dashboard resultsimmediately
for amore fruitful discussion

Theway of giving ethical, correct individual feedback to the employ-
eesis discussed and defined with health experts

A support line has been established in case employees need profes-
sional support after receiving acritical feedback

eHealth tools can support by providing management dashboardswhere
the process and responsibilities are managed

A continuous improvement process is started where the evaluation
results regarding the acceptance and usability of eHealth tool are ad-
dressed

Clear rationales and algorithms are found to monitor goals and effects
with the support of eHealth tools

eHealth tool saswell as processes regarding the implementation
into the WHP process should be created together by devel opers,
health experts, and WHP specialists to create an environment
that is transparent, trustworthy, and safe for the employees.
Including a multidisciplinary team (including all types of
designers, stakeholders, supervisors, and end-users) already in
an early phase of the development of the eHealth tool is a
success factor for the further usage of these tools [38,68]. The
tool should be designed in a way that it is easy to access and
use [52]. In addition to including experts in the development
phase, it is important to include relevant people in the
implementation phase as well as in the evaluation phase of
eHealth tools [82].

The Important Role of Managers and Workplace
Health Promotion Experts

WHP includes an interdisciplinary approach that combines
different areas of expertise (eg, medicine, psychology, nutrition,
safety) to achieve the most successful outcome [18,83].
Including all relevant people in the implementation process as
well as including them during the whole WHP project can be
a success factor for eHealth tools in WHP. Especially when
using eHealth tools for individual-focused interventions (eg,
tracking sports activities, monitoring nutrition intakes, or
assessing health data), communicating with expertsin the field
of health promotion could motivate the participants to proceed
with the intervention [44]. Using an unguided tool without
human involvement could lead to nonparticipation, asimportant

http://www.jmir.org/2018/2/e65/

information and advices are not fully provided. Including social
support intheform of peer mentors can be additionally included
in the process to increase participation. Peer mentors can give
advice or support healthy behavior with small incentives [84].
Including an incentive system to increase participation in
eHealth programs could be a success factor for increasing
participation as well [59,72].

At the workplace and especially for WHP, managers are
important key factorsthat could influence the success of eHedlth
toolsat work. A lack of support from the management isamajor
risk factor for the success of WHP projects [66]. Managers (in
the top, middle, as well as in the lower management) are
promoters of a healthy organizational climate and important
key factors for successful and sustainable WHP activities
[85,86]. In WHP projects, managers are able to positively
influence employee health by supporting health promotion
programs and policies and forwarding these policies to lower
levelsof management in atop-down process[87,88]. In addition,
managers are responsible to provide resources for planning,
implementing, and evaluating the WHP projects [89].

WHP programs have to be supported by the top management
to demonstrate visibility and raise commitment of the devel oped
WHP interventions [90]. In the WHP projects where managers
do not actively promote the WHP programs, participants lose
interest and are more likely to drop out [52]. Additionally,
managers should provide all necessary resources to establish
optimal conditions for the WHP projects [69]. To enhance the
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engagement of managers—and in thelong run, the engagement
of employees—the eHealth tools should be based on ascientific
theory proving evidence of its benefits for the organization and
its employees [37,91]. With a scientific theory behind, the
mechanisms of change can be better assessed and evaluated [2].

The management isan important factor for the organization and
implementation of WHP strategies, but is also a specific target
group for WHP programs. eHealth tools can provide an added
valuefor managers by supporting them in thefield of leadership
assistance and development [48].

Conclusions

Integrating eHealth tools in WHP can be successful if they are
integrated in all steps of the WHP process. They can enhance
the efficiency of WHP projects with easier administration and
management of the WHP process, providing an information
and communication platform for all employees, and supporting
the assessment of the current state of the organization. The
clearest benefits lie in developing interventions for changing
individual health behavior, aseHealth tools allow programming
immediate, personal feedback that can be astrong reinforcement
for behavior change. In addition to individual-focused
interventions, organization-focused interventions can be
supported by establishing electronic management dashboards
that can be accessed everywhere at any time.
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