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Abstract

Background: Internet-based interventions for heavy drinkers show promising results, but existing research is characterized by
few studies in nonstudent adult populations and few comparisons with appropriate control groups.

Objective: To test whether a fully automated Internet-based brief personalized feedback intervention and a fully automated
Internet-based personalized brief advice intervention in a non-treatment-seeking population of heavy drinkers would result in a
reduced alcohol intake.

Methods: We conducted a 3-arm parallel randomized controlled trial in a general population-based sample of heavy drinkers.
The 54,157 participants (median age of 58 years) were screened for heavy drinking. Of the 3418 participants who had a weekly
alcohol consumption above 14 drinks for women and 21 drinks for men, 1380 (619 women) consented to take part in the trial
and were randomly assigned to an Internet-based brief personalized feedback intervention group (normative feedback, n = 476),
an Internet-based personalized brief advice intervention group (n = 450), or a nonintervention control group (n = 454). Follow-up
after 6 and 12 months included 871 and 1064 participants, respectively, of all groups combined. The outcome measure was
self-reported weekly alcohol consumption. We analyzed the data according to the intention-to-treat principle. To examine changes
over time and to account for the multiple time measurements, we used a multilevel linear mixed model. To take attrition into
account, we used multiple imputation to address missing data.

Results: The intervention effect of the Internet-based brief personalized feedback intervention, determined as the mean additional
difference in changes in alcohol consumption in the Internet-based brief personalized feedback intervention compared with the
control group, was –1.8 drinks/week after 6 months and –1.4 drinks/week after 12 months; these effects were nonsignificant (95%
confidence interval –4.0 to 0.3 at 6 months, –3.4 to 0.6 at 12 months). The intervention effect of the Internet-based personalized
brief advice intervention was –0.5 drinks/week after 6 months and –1.2 drinks/week after 12 months; these effects were
nonsignificant (95% confidence interval –2.7 to 1.6 at 6 months, –3.3 to 0.9 at 12 months).

Conclusions: In this randomized controlled trial we found no evidence that an Internet-based brief personalized feedback
intervention was effective in reducing drinking in an adult population of heavy drinkers.

Trial registration: ClinicalTrials.gov NCT00751985; http://clinicaltrials.gov/ct2/show/NCT00751985 (Archived by WebCite
at http://www.webcitation.org/68WCRLyaP)
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Introduction

Heavy alcohol intake increases the risk of numerous chronic
diseases, injuries, disabilities, and death [1]. Many drinkers who
do not meet diagnostic criteria for alcohol dependence or
harmful drinking nonetheless consume alcohol at a level or in
a pattern that increases the risk of negative health and social
consequences [2]. In Denmark, it has been estimated that 20%
of the adult population are heavy drinkers [3]; hence, the need
to detect and intervene in the early stages of heavy drinking is
obvious. Face-to-face brief interventions, which are intended
as an early intervention for non-treatment-seeking,
non-alcohol-dependent drinkers, have proven to be effective
and have been advocated as a strategy to curb heavy drinking
[4]. However, problems with feasibility and barriers to
implementation have been encountered, such as a limited
number of professionals who administer them and the difficulty
of contacting heavy drinkers [5,6]. As a consequence, there is
a gap between need and access to interventions to reduce alcohol
intake. It has been estimated that as many as 80% of problem
drinkers do not receive help due to a combination of missed
screening opportunities and the stigma associated with alcohol
treatment [7,8]. Delivering brief interventions over the Internet
may overcome some of these barriers, and Internet-based
interventions can reach individuals who are otherwise unwilling
or not motivated to seek help [9,10]. The increasing access to
the Internet in the population, currently 58% for Europe, 78%
for North America, and 30% worldwide [11], and the
well-documented demand for Internet-based interventions in
the general public [12] mean that, if delivered broadly,
Internet-based interventions could have potentially major public
health implications, the main argument being that Internet-based
interventions combine the scalability of a public health
intervention with the capacity to deliver a personalized approach
[13].

Recent systematic reviews concluded that Internet-based
interventions were more effective than minimally active
comparator groups at reducing alcohol intake, with a mean
difference of 2–3 drinks per week [14], and found small to
medium effect sizes [15-17]. However, several methodological
flaws in the reviewed trials caused the authors to state that the
ability to generalize about the efficacy and utility of
Internet-based interventions for alcohol use is impeded, and
hence it is not possible to interpret the evidence with any degree
of certainty [14,17]. Unresolved questions remain, such as the
need to establish which components of Internet-based
interventions are effective [18]. The provision of a personalized
feedback intervention that compares one’s own drinking with
peers’ actual drinking has been found to increase motivation to
change drinking by making individuals aware of discrepancies
between their personal alcohol consumption and social norms.
This approach originates in self-regulation theory and builds

on the assumption that change is triggered by creating an
awareness of a perceived discrepancy. Therefore, if heavy
drinkers find no such discrepancy, they would view their
personal behavior as being normal rather than abnormal. This
personal tailored approach, also termed normative feedback,
which tries to create behavioral change by targeting normative
misperceptions, is assumed to be more effective at reducing
drinking than is delivering standardized feedback in the form
of self-help material [16,19-22].

Some drawbacks of personalized feedback intervention studies
are small sample sizes, short-term follow-up, the existence of
few studies in nonstudent adult populations, few comparisons
with appropriate control groups, and high rates of attrition
[14,16,23]. In this study, we addressed these shortcomings by
comparing a single-session, Internet-based, brief personalized
feedback intervention with an Internet-based, personalized, brief
advice intervention against a pure control group in the context
of the Danish Health Examination Survey [24]. We sought to
determine whether these single-session interventions would
result in a decrease in alcohol use in a non-treatment-seeking
population of adult heavy drinkers. As a secondary aim, we also
sought to determine whether the Internet-based brief
personalized feedback intervention would have any
gender-specific effects, especially since differential effectiveness
between genders in non-Internet brief interventions remains
ambiguous [4,25,26] and because few Internet-based
intervention studies present data separately for men and women.

Methods

Setting

The Danish Health Examination Survey was carried out by the
National Institute of Public Health, University of Southern
Denmark, in 13 municipalities in 2007/2008. The Danish Health
Examination Survey focused primarily on diet, smoking,
alcohol, and physical activity and consisted of an Internet-based
questionnaire and a health examination. In this study, we used
data from the Internet-based questionnaire from 12 of the 13
municipalities. All adult inhabitants in 12 municipalities were
invited to complete the Internet-based questionnaire (n =
401,607). The sample was drawn from the adult Danish
population (18 years or older) using the Danish Civil
Registration System, which contains information on gender,
age, address, citizenship, and marital status for each individual
(each Danish resident has a unique personal identification
number) [27]. The questionnaire was fully or partially completed
by 54,157 participants, corresponding to 13.49% of all adults
in the 12 municipalities [24].

Recruitment

Recruitment for the study began in September 2008. Follow-up
started in February 2009 and ended in February 2010.
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Study Design

The study was a 3-arm randomized controlled trial.

Participants

Invitees to the Danish Health Examination Survey received a
letter inviting them to participate by completing an
Internet-based questionnaire containing questions on their
sociodemographic characteristics, self-reported health status,
living conditions, and health behavior including alcohol
consumption. The baseline questionnaire was completed at the
respondent’s home. In 7 of the 12 municipalities, the
questionnaire was supplemented with questions to test the
willingness of respondents to change their health behavior in
four domains: weight, diet, smoking, and alcohol (n = 33,554
completed these questions). The alcohol questions were
beverage specific (beer, wine, fortified wine, or spirits) and
asked for amount consumed each day during a typical week.
Additionally, the Alcohol Use Disorders Identification Test
questions 3–10 were included (timeframe: preceding 12 months)
[28]. Respondents who had provided an email address (75% of
the population) and whose weekly alcohol consumption was
above the recommended maximum drinking limit, as stated by
the Danish National Board of Health (14 drinks = 168 g of
alcohol for women, 21 drinks = 252 g for men), were eligible
for the study. One standard drink corresponds to 12 g of pure
alcohol [29]. Heavy drinking was defined as 168 g or more of
alcohol/week for women and 252 g/week or more for men.
Binge drinking was defined as drinking 5 or more drinks on a
single occasion both for men and women.

Interventions

The Internet-based brief personalized feedback intervention
was a fully automated, single-session intervention; it was
displayed in a single screenshot and addressed to the participant
by name. It consisted of a summary of the participant’s weekly
consumption, a comparison of the weekly consumption with
the maximum drinking limit, and a graphical comparison of the
participant’s consumption with the average level in the
municipality (gender specific). The Internet-based brief
personalized feedback intervention also included information
about the risks to health and social relationships linked to heavy
drinking, as well as links for further self-help material and a
local alcohol treatment facility (see Figure 1).

The Internet-based personalized brief advice intervention was
a fully automated single-session intervention and was displayed
in a single screenshot and addressed to the participant by name.
It informed the participant that his or her alcohol consumption
exceeded the recommended maximum drinking limit, followed
by information about the health and social risks associated with
heavy drinking, as well as links for further standardized self-help
material and a local alcohol treatment facility (see Figure
2).What distinguishes the Internet-based brief personalized
feedback intervention from the Internet-based personalized brief
advice intervention is the normative component and the
summary of the participant’s weekly alcohol consumption.
Common to the two interventions is the information on the
adverse effects of heavy drinking, advice to cut down, and links
for further material (see Multimedia Appendix 1).

Participants in the control group received a single screenshot
that explained that being randomly selected for the control group
implied no intervention and follow-up after 6 and 12 months
(see Figure 3).

Individuals who consumed less than the maximum drinking
limit did not receive any feedback or interventions.

Procedure

After completing the Internet-based Danish Health Examination
Survey questionnaire, invitees were automatically screened and
heavy drinkers were identified. Heavy drinkers received an
email inviting them to participate in the intervention study. By
clicking on a link in the email, invitees were directed to a secure
website where, after entering a username and personal access
code (provided in the Danish Health Examination Survey
invitation letter), they were directed to another website that
explained the study (see Multimedia Appendix 1). After
providing their online consent, participants were automatically
randomly assigned and directed to a new personalized website
that presented one of the interventions or control, which was
displayed immediately on the screen.

Randomization

Eligible persons were randomly assigned and enrolled into the
Internet-based brief personalized feedback intervention, the
Internet-based personalized brief advice intervention, or the
control group by the Web server software, which was
implemented by a technician who was not involved in the
recruitment process. Blinding was not feasible. Participants did
not know which of the two interventions was the intervention
of interest. Prior to randomization, all three groups were
informed about the purpose of the study and the nature of the
control group (see Multimedia Appendix 1).

Outcome Measure and Follow-up

There was one planned primary analysis: overall reduction in
alcohol use; and one post hoc secondary analysis:
gender-specific reductions in alcohol use. The outcome measure
was specified a priori and was based on self-reported drinking
each day during a typical week and included beverage-specific
questions (beer, wine, fortified wine, and spirits). The follow-up
at 6 and 12 months contained the same alcohol items included
in the baseline questionnaire and was conducted using an
Internet-based questionnaire that participants accessed using a
link provided in an email. The follow-up at 12 month was also
supplemented by a letter containing the questionnaire, which
the participants could answer if they did not respond to the
email.

Power Estimates

The sample size was calculated based on a meta-analysis of
Internet-based interventions, in which a mean difference of 2–3
drinks (26 g of alcohol) per week was found [14], and based on
non-Internet-based interventions meta-analyses, where a 12%
to 15% reduction in the previous week’s alcohol consumption
was found, relative to a baseline consumption of approximately
300 g/week [4,30]. We anticipated a decrease in alcohol
consumption of approximately 15% for the Internet-based brief
personalized feedback intervention, 10% for the Internet-based
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personalized brief advice intervention, and 5% for the control
group. Decreases in control groups in Internet-based
interventions and non-Internet-based interventions have been
substantial. However, this decrease has not been quantified in
meta-analyses due to the highly variable content of control
groups in both Internet-based interventions and face-to-face
brief interventions [31]. Assuming that the standard deviation
was equal to a third of the expected baseline consumption, we
estimated that 182 participants in each group would be needed
to give the trial 80% power to detect an effect of the
Internet-based brief personalized feedback intervention versus
the control group of this size at the 5% level of significance.
To detect an effect of the Internet-based personalized brief
advice intervention versus the control group, we estimated that
726 participants in each group would be needed. A target sample
size of more than 1200 enrollees was deemed necessary to allow
for substantial attrition.

Statistical Analysis

The primary and secondary analyses were based on the
intention-to-treat principle and concerned the mean difference
in changes in alcohol consumption between the two intervention
groups and the control group.

We carried out analyses using Stata version 11.2 (StataCorp
LP, College Station, TX, USA). Quantitative variables were
described by the mean and standard deviation, by the median
and its interquartile range, or by its 95% confidence interval
(CI). In all tests, we chose P < .05 as the level of significance.

The residuals were approximately normally distributed. Hence,
to examine changes over time and to account for the multiple
time measurements, we analyzed data by using a multilevel
mixed model, using the xtmixed procedure. The model examined

fixed effects for alcohol consumption, group, gender, and month
and a random intercept to account for clustering within each
participant. The model also included an interaction term between
intervention group and month, allowing for differences in the
intervention effect between follow-up assessments [32]. The
fixed effect of most interest was the month × group interaction
effect, which indicated the difference between intervention
groups and the control group as a change in alcohol consumption
over time.

The Kruskal-Wallis nonparametric test for continuous variables
was used to compare the three groups in the secondary analyses.

For the loss to follow-up analysis, we used the chi-square test
and the Kruskal-Wallis nonparametric test for continuous
variables to compare the baseline characteristics between those
followed up and those lost to follow-up. In a preplanned
analysis, we used multiple imputation to take attrition into
account for participants who did not complete the 6- or
12-month follow-up. Multiple imputation allows for the
uncertainty about the missing data by creating several different
plausible imputed data sets and appropriately combining results
obtained from each (we generated 20 data sets), which often
provides a more reliable approach than complete case analysis
in the presence of missing data [23,33]. For this we used the mi
impute mvn procedure, which uses multivariate normal
regression for continuous data and assumes that data are missing
at random [34]. As sensitivity analyses, we also report results
from (1) an analysis of all available results without the
imputation of missing data (completers-only analysis), and (2)
an analysis with simple imputation (last observation carried
forward) assuming that nonresponders had no change in their
alcohol consumption.
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Figure 1. Screenshot of the Internet-based brief personalized feedback intervention.
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Figure 2. Screenshot of the Internet-based personalized brief advice intervention.
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Figure 3. Screenshot of the control group condition.

Results

Participant Flow

Of the 54,157 screened individuals, 3418 (6.31%) were heavy
drinkers. Of these, 785 (23.0%) declined participation, and 1215
(35.6%) did not respond to the invitation email. In total, 1380
(40.37%) individuals accepted participation and were randomly
assigned into the Internet-based brief personalized feedback
intervention (n = 476), the Internet-based personalized brief
advice intervention (n = 450), or the control group (n = 454).
The 6-month follow-up was completed by 871 (63.1% of
enrolled participants) individuals and the 12-month follow-up
was completed by 1064 (77.10%) individuals (Figure 4).

Baseline Data

At baseline, men consumed a mean of 32 drinks/week and
women 21 drinks/week. During the previous year, 49.9% (n =
380) of the men had been binge drinking once a week or more
often, while among women the corresponding figure was 25.5%
(n = 158) (Table 1). At baseline, 384 (46.2%) individuals
answered “yes” or “yes, maybe” to the question “Do you want
to cut down on your drinking?”, 319 (38.4%) answered “no”,
and 128 (15.4%) did not respond (831 individuals received this
question). The median age was 58 years, 55.1% (n = 761) were
men, 51.7% (n = 714) had more than 15 years of education,
53.1% (n = 733) were employed, and 69.6% (n = 961) were
married or cohabiting. Among the participants, 10% (n = 139)
were daily smokers and 12% (n = 161) were heavy smokers
(more than 15 cigarettes a day). There were no significant
differences between randomized groups for any baseline
characteristic.

J Med Internet Res 2012 | vol. 14 | iss. 4 |e98 | p.10http://www.jmir.org/2012/4/e98/
(page number not for citation purposes)

Hansen et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Table 1. Baseline characteristics of participants randomly assigned to Internet-based brief personalized feedback intervention (PFI), Internet-based
personalized brief advice intervention (PBA), or control group in The Danish Health Examination Survey 2008.

ControlPBAPFICharacteristic

Men

244246271No.

60 (51–65)59 (49–65)61 (50–66)Age (years), median (IQRa)

31.3 (10.3)32.7 (14.0)32.8 (16.9)Alcohol intake (drinks/week)b, mean (SD)

125 (51.2%)118 (48.0%)137 (50.5%)Binge drinking, n (%)c

Education level (years), n (%)

10 (4%)19 (8%)11 (4%)<10

59 (24%)55 (22%)65 (24%)10–12

55 (23%)50 (20%)45 (17%)13–14

118 (48.3%)117 (47.5%)149 (54.9%)15+

144 (59.0%)121 (49.1%)146 (53.8%)Employed, n (%)

Smoking, n (%)

23 (9%)29 (12%)31 (11%)Daily

26 (11%)29 (12%)40 (15%)Heavyd

185 (75.8%)172 (69.9%)198 (73.1%)Married or cohabiting, n (%)

Motivated to reduce alcohol use, n (%)e

22 (9%)26 (11%)19 (7%)Yes

47 (19%)41 (17%)53 (20%)Yes, maybe

57 (23%)56 (23%)56 (21%)No

Women

210204205No.

56 (44–62)56 (46–63)54 (41–62)Age (years), median (IQR)

21.3 (8.2)21.5 (9.0)20.9 (7.0)Alcohol intake (drinks/week), mean (SD)

53 (25%)55 (27%)50 (24%)Binge drinking, n (%)

Education level (years), n (%)

12 (6%)10 (5%)10 (5%)<10

45 (21%)41 (20%)55 (27%)10–12

41 (20%)39 (19%)32 (16%)13–14

111 (52.9%)112 (54.9%)107 (52.2%)15+

99 (47%)116 (56.9%)107 (52.2%)Employed, n (%)

Smoking, n (%)

17 (8%)19 (9%)20 (8%)Daily

22 (10%)18 (9%)26 (13%)Heavy

142 (67.6%)135 (66.2%)129 (62.9%)Married or cohabiting, n (%)

Motivated to reduce alcohol use, n (%)

23 (11%)21 (10%)24 (12%)Yes

43 (20%)32 (16%)33 (16%)Yes, maybe

53 (25%)48 (24%)49 (24%)No

a Interquartile range.
b Number of standard drinks in a typical week.
c Drinking 5 or more drinks per occasion at least once a week.
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d Smoking more than 15 cigarettes a day.
e Numbers do not sum to 100% due to missing data.

Loss to Follow-up Analysis

We compared participants lost to follow-up (n = 509, 37% at 6
months and n = 316, 23% at 12 months) by intervention group
with those who participated in the follow-up in terms of baseline
characteristics.

Participants lost to follow-up were significantly more likely to
be heavy smokers, less likely to have a high level of education
(15+ years), and more likely to have a low level of education
(10–12 years). Furthermore, participants lost to follow-up were
more likely to be unmotivated to cut down their drinking (Table
2 and Table 3).

Table 2. Comparison of characteristics of participants randomly assigned to Internet-based brief personalized feedback intervention (PFI), Internet-based

personalized brief advice intervention (PBA), or control group at baseline between those followed up after 6 months and those lost at 6-month follow-up.a

Lost to follow-up at 6 monthsFollowed up after 6 monthsCharacteristic

P

valued
Control

(n = 151)

P

valuec
PBA

(n = 170)

P

valueb
PFI

(n = 188)

Control

(n = 303)

PBA

(n = 280)

PFI

(n = 288)

.6779 (52%).7191 (54%).57110 (58.5%)165 (54.5%)155 (55.4%)161 (55.9%)Men, n (%)

72 (48%)79 (47%)78 (42%)138 (45.5%)125 (44.6%)127 (44.1%)Women, n (%)

.0456 (46–63).8957 (47–65).4658 (47–65)60 (48–64)58 (48–64)58 (46–65)Age (years), median (IQR)e

.3527.9 (12.9).4327.0 (13.7).8527.1 (11.1)26.1 (9.6)27.9 (12.9)28.0 (16.7)Alcohol intake, mean (SD)f

.9859 (39%).0556 (33%).8573 (39%)119 (39.3%)117 (41.8%)114 (39.6%)Binge drinking, n (%)g

.65.28.03Education level (years), n (%) h

7 (5%)12 (7%)8 (4%)15 (5%)17 (6%)13 (5%)<10

40 (26%)44 (26%)54 (29%)64 (21%)52 (19%)66 (23%)10–12

30 (20%)33 (19%)39 (21%)66 (22%)56 (20%)38 (13%)13–14

73 (48%)79 (47%)86 (46%)156 (51.5%)150 (53.6%)170 (59.0%)15+

.3086 (57%).3785 (50%).8098 (52%)157 (51.8%)152 (54.3%)155 (53.8%)Employed, n (%)

.12.01.02Smoking, n (%)

12 (8%)10 (6%)20 (11%)28 (9%)38 (14%)31 (11%)Daily

23 (15%)26 (15%)37 (20%)25 (8%)21 (8%)29 (10%)Heavyi

.28108 (71.5%).12117 (68.8%).04124 (66.0%)219 (72.3%)190 (67.9%)203 (70.5%)Married or cohabiting, n (%)

.47.56.02Motivated to reduce alcohol use, n (%) h

36 (41%)36 (38%)42 (38%)99 (48%)84 (47%)87 (56%)“Yes” or “yes, maybe”

34 (39%)35 (37%)50 (45%)76 (37%)69 (39%)55 (36%)“No”

a P values for categorical variables by chi-square test and for continuous variables by Kruskal-Wallis test.
b Participants in the PFI group who participated in follow-up versus those lost to follow-up.
c Participants in the PBA group who participated in follow-up versus those lost to follow-up.
d Participants in the control group who participated in follow-up versus those lost to follow-up.
e Interquartile range.
f Number of standard drinks in a typical week.
g Drinking 5 or more drinks per occasion at least once a week.
h Numbers do not sum to 100% due to missing data.
i Smoking more than 15 cigarettes a day.
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Table 3. Comparison of characteristics of participants randomly assigned to Internet-based brief personalized feedback intervention (PFI), Internet-based
personalized brief advice intervention (PBA), or control group at baseline between those followed up after 12 months and those lost at 12-month

follow-up.a

Lost to follow-up 12 monthsFollowed up after 12 monthsCharacteristic

P

valued
Control

(n = 96)

P

valuec
PBA

(n = 109)

P

valueb
PFI

(n = 111)

Control

(n = 358)

PBA

(n = 341)

PFI

(n = 365)

.4148 (50%).1553 (49%).7962 (56%)196 (54.8%)193 (56.6%)209 (57.3%)Men, n (%)

48 (50%)56 (51%)49 (44%)162 (45.3%)148 (43.4%)156 (42.7%)Women, n (%)

<.0154 (44–61).1155 (46–63).6957 (47–64)60 (49–65)58 (48–65)58 (47–65)Age (years), median (IQR)e

.8027.9 (12.8).4728.0 (12.3).7227.6 (11.5)26.4 (9.9)27.5 (13.5)27.7 (15.6)Alcohol intake, mean (SD)f

.0347 (49%).7040 (37%).3448 (43%)131 (36.6%)133 (39.0%)139 (38.1%)Binge drinking, n (%)g

.09.10<.01Education level (years), n (%) h

3 (3)7 (6)8 (7)19 (5)22 (6)13 (4%)<10

27 (28)30 (28)33 (30)77 (22)66 (19)87 (24%)10–12

26 (27)26 (24)27 (24)70 (20)63 (18)50 (14%)13–14

39 (41%)45 (41%)43 (39%)190 (53.1%)184 (54.0%)213 (58.4%)15+

.0759 (61%).7059 (54%).6557 (51%)184 (51.4%)178 (52.2%)196 (53.7%)Employed, n (%)

.44.23.02Smoking, n (%)

5 (5%)9 (8%)13 (12%)35 (10%)39 (11%)38 (10%)Daily

12 (13%)17 (16%)25 (23%)36 (10%)30 (9%)41 (11%)Heavyi

.7069 (72%).8176 (70%).1969 (62%)258 (72.1%)231 (67.7%)258 (70.7%)Married or cohabiting, n (%)

.26.07.02Motivated to reduce alcohol use, n (%) h

23 (40%)29 (47%)21 (33%)112 (48%)91 (43%)108 (53%)“Yes” or “yes, maybe”

25 (44%)15 (24%)31 (49%)85 (36%)89 (42%)74 (36%)“No”

a P values for categorical variables by chi-square test and for continuous variables by Kruskal-Wallis test.
b Participants in the PFI group who participated in follow-up versus those lost to follow-up.
c Participants in the PBA group who participated in follow-up versus those lost to follow-up.
d Participants in the control group who participated in follow-up versus those lost to follow-up.
e Interquartile range.
f Number of standard drinks in a typical week.
g Drinking 5 or more drinks per occasion at least once a week.
h Numbers do not sum to 100% due to missing data.
i Smoking more than 15 cigarettes a day.
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Figure 4. Flow of participants through the study. PBA = Internet-based personalized brief advice intervention, PFI = Internet-based brief personalized

feedback intervention. aFollow-up took place by means of two emails. bNo response and declined are subsets of lost to follow-up. c Follow-up took
place by means of two emails and two letters.

Outcomes
Table 4 and Table 5 present the intervention effects of the
Internet-based brief personalized feedback intervention and the

Internet-based personalized brief advice intervention, with and
without imputation for missing values. The intervention effects
indicate the additional difference in change in alcohol
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consumption in the intervention groups compared with the
control group.

In the primary analysis, using multiple imputation, the
intervention effects of the Internet-based brief personalized
feedback intervention were –1.8 drinks/week after 6 months
and –1.4 drinks/week after 12 months and were nonsignificant
(95% CI –4.0 to 0.3 at 6 months, –3.4 to 0.6 at 12 months). The
intervention effects of the Internet-based personalized brief
advice intervention were –0.5 drinks/week after 6 months and
–1.2 drinks/week after 12 months and were nonsignificant (95%
CI –2.7 to 1.6 at 6 months, –3.3 to 0.9 at 12 months).

A sensitivity analysis without multiple imputation for missing
values (completers-only analysis) showed that the intervention
effects of the Internet-based brief personalized feedback

intervention were –3.9 drinks/week after 6 months and –2.3
drinks/week after 12 months; these effects were significant (95%
CI –5.8 to –2.0 at 6 months, –4.1 to –0.5 at 12 months). The
Internet-based personalized brief advice intervention had no
significant intervention effects.

A sensitivity analysis with simple imputation (last observation
carried forward) yielded similar results to the completers-only
analysis, but the differences were less pronounced.

For the control group, the overall difference between the
baseline and 6-month follow-up was –4.6 drinks/week, and this
difference was significant (95% CI –6.1 to –3.1). Corresponding
figures for 12-month follow-up were –5.5 (95% CI –7.0 to –4.1).
The two sensitivity analyses produced similar results (Table 4
and Table 5).

Table 4. Intervention effects on drinks/week based on random intercept model with and without imputation for missing values.

Without multiple imputation

for missing valuesb

With multiple imputation

for missing valuesa

P value95% CIDrinks/weekP value95% CIdDrinks/weekc

Intervention effects of the PFI e (month × group interaction)

<.001–5.8 to –2.0–3.9.09–4.0 to 0.3–1.86 months

.01–4.1 to –0.5–2.3.16–3.4 to 0.6–1.412 months

Intervention effects of the PBA f (month × group interaction)

.17–3.3 to 0.6–1.4.62–2.7 to 1.6–0.56 months

.10–3.3 to 0.3–1.5.28–3.3 to 0.9–1.212 months

Difference between baseline and follow-up for control group

<.001–6.1 to –3.4–4.8<.001–6.1 to –3.1–4.66 months

<.001–7.1 to –4.6–5.8<.001–7.0 to –4.1–5.512 months

a Based on 20 imputed datasets.
b Based on 871 individuals after 6 months and 1064 after 12 months.
c Mean number of standard drinks in a typical week.
d Confidence interval.
e Internet-based brief personalized feedback intervention.
f Internet-based personalized brief advice intervention.
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Table 5. Intervention effects on drinks/week based on random intercept model with simple imputation for missing values (last observation carried

forward).a

P value95% CIcDrinks/weekb

Intervention effects of the PFI d (month × group interaction)

<.001–4.0 to –1.0–2.56 months

.01–3.4 to –0.5–2.012 months

Intervention effects of the PBA e (month × group interaction)

.27–2.3 to 0.6–0.86 months

.11–2.7 to 0.3–1.212 months

Difference between baseline and follow-up for control group

<.001–4.0 to –1.9–2.96 months

<.001–5.9 to –3.8–4.812 months

a Based on 1380 individuals after 6 and 12 months.
b Mean number of standard drinks in a typical week.
c Confidence interval.
d Internet-based brief personalized feedback intervention.
e Internet-based personalized brief advice intervention.

Figure 5 and Figure 6 show secondary post hoc analyses
comprising descriptive statistics for alcohol consumption, by
gender and group, at baseline and at 6- and 12-month follow-ups
using multiple imputation. Consumption among women
decreased from a mean baseline level of 21.0 drinks/week to
16.7 drinks/week for the control group (95% CI 14.7–18.8),
16.0 drinks/week for the Internet-based brief personalized
feedback intervention (95% CI 14.2–17.9), and 17.0 for the
Internet-based personalized brief advice intervention (95% CI
14.6–19.5) after 6 months (Figure 5). Consumption among men
decreased from a mean baseline level of 32.0 drinks/week to
26.7 drinks/week for the control group (95% CI 25.0–28.4),
25.1 drinks/week for the Internet-based brief personalized

feedback intervention (95% CI 23.2–27.1), and 26.9 drinks/week
for the Internet-based personalized brief advice intervention
(95% CI 24.9–28.8) after 6 months (Figure 6). Figures for the
12-month follow-up were approximately similar (Figure 5 and
Figure 6).

When analyzing only those who participated in follow-up
(completers-only analysis), we observed significant differences
between men and women. Figure 7 and Figure 8 show that the
Internet-based brief personalized feedback intervention seemed
to have a significant effect only on men, with a difference of
3.5 drinks/week between the Internet-based brief personalized
feedback intervention and the control group at 6-month
follow-up (P = .01) (Figure 8).
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Figure 5. Alcohol consumption at baseline and at 6- and 12-month follow-ups for women based on multiple imputation. Error bars indicate 95%
confidence interval. Drinks/week = mean number of standard drinks in a typical week, PBA = Internet-based personalized brief advice intervention,
PFI = Internet-based brief personalized feedback intervention.
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Figure 6. Alcohol consumption at baseline and at 6- and 12-month follow-ups for men based on multiple imputation. Error bars indicate 95% confidence
interval. Drinks/week = mean number of standard drinks in a typical week, PBA = Internet-based personalized brief advice intervention, PFI =
Internet-based brief personalized feedback intervention.
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Figure 7. Alcohol consumption at baseline and at 6- and 12-month follow-ups for women based on completers-only analysis. n = 390 after 6 months
and 466 after 12 months. Error bars indicate 95% confidence interval. Drinks/week = mean number of standard drinks in a typical week, PBA =
Internet-based personalized brief advice intervention, PFI = Internet-based brief personalized feedback intervention.
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Figure 8. Alcohol consumption at baseline and at 6- and 12-month follow-ups for men based on completers-only analysis. n = 481 after 6 months and
598 after 12 months. Error bars indicate 95% confidence interval. Drinks/week = mean number of standard drinks in a typical week, PBA = Internet-based
personalized brief advice intervention, PFI = Internet-based brief personalized feedback intervention. *P value for difference between PFI and control
group (Kruskal-Wallis test).

Discussion

Key Findings

In this randomized controlled trial, the primary analysis provided
no evidence that an Internet-based brief personalized feedback
intervention was effective in reducing drinking in an adult
population of heavy drinkers. The intervention effect of the
Internet-based brief personalized feedback intervention was
approximately 2 drinks/week and nonsignificant, but highly
significant in the sensitivity analyses with an intervention effect
of approximately 3 drinks/week for the Internet-based brief
personalized feedback intervention. In a post hoc secondary
completers analysis of men, we found a significant difference
of 3.5 drinks/week between the Internet-based brief personalized
feedback intervention and the control group at the 6-month
follow-up. However, it must be stressed that when interpreting
the results from the completers analysis, we are dealing with a
self-selected sample and no longer an unbiased sample from a
randomized trial, and hence no clear conclusions regarding the
efficacy of the intervention can be drawn. From baseline to 6-
and 12-month follow-ups, alcohol consumption declined
significantly in both intervention groups and the control group
by approximately 6 drinks/week.

Possible Mechanism and Explanations for the Findings

When interpreting these results, other factors must be borne in
mind that could have contributed to the null findings.
Participating in a health examination survey may have motivated
participants to change their health behavior, which may have
contributed to the decrease in alcohol consumption. Of particular
interest in this context is the fact that 46% were motivated to
change their alcohol consumption, while 38% were not (that is,
of the subsample of 831 persons who were given questions
about motivation). The nonblinded nature of the study, and
hence the assessment effects (intervention effects of the research
procedures), could also explain part of the significant reductions
in all groups from the baseline to follow-up [35,36]. These
reductions could also be related to regression to the mean, social
desirability bias, and historical changes in alcohol consumption.
The implications of the above-mentioned effects, if they
occurred, are important because, when assessment has a
therapeutic benefit or when regression to the mean occurs, the
experimental contrast can blur. This is particularly important
for brief interventions, where effect sizes are modest [37]. The
above-mentioned effects may have biased the results towards
the null and hence the intervention effect may be underestimated
[38]. It should also be noted that the null finding for the
Internet-based personalized brief advice intervention must be
interpreted in light of the insufficient sample size to detect an
effect of the Internet-based personalized brief advice
intervention.
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Results in Relation to Other Studies

The null finding in our study is not unusual and mirrors the
findings in two recently published trials [39,40]. However, these
trials did not include a pure control group, and their intervention
websites were somewhat more extensive than the Internet-based
brief personalized feedback intervention and Internet-based
personalized brief advice intervention used in our study. In fact,
many studies have used much more extensive interventions than
the very brief Internet-based brief personalized feedback
intervention we used. For example, Riper et al used a
multicomponent, interactive self-help intervention with a
recommended treatment period of 6 weeks [41]. Other studies,
such as that of Cunningham et al, recruited participants from a
general population telephone survey, which differs from our
recruitment procedure by way of a health examination survey
[42]. This is likely to have implications for the study population,
with regard to generalizability, as a sample of problem drinkers
recruited through a telephone survey could be hypothesized to
display a broader spectrum of alcohol problems than would a
sample from a health examination survey with an emphasis on
lifestyle issues in relation to diet, smoking, alcohol, and physical
activity [43]. The short duration of our interventions could
explain why our study’s findings differ from those of three
recent meta-analyses, which concluded that brief interventions
based on normative feedback are more effective than those that
do not include these features [14-16]. Riper et al found an effect
size (Cohen d) of 0.22 (95% CI 0.16–0.29) for brief,
single-session personalized feedback interventions [16], and
Webb et all observed small but significant effects on behavior
for interventions that provided automated tailored feedback,
with an effect size (Cohen d) of 0.18 (95% CI 0.07–0.28) [15].
In terms of amount, a systematic review found a mean difference
of 26 g of alcohol between computer-based interventions and
minimally active comparator groups [14].

Strengths and Limitations of the Study

In this rigorously conducted trial, we succeeded in implementing
an Internet-based intervention in a general population-based
sample of heavy drinkers. The naturalistic setting of the trial
(ie, participants accessed the intervention in their own homes)
increases confidence in the generalizability of the results [18,42].
Another strength of the naturalistic trial design is that it
elucidates important feasibility aspects of reaching a
non-treatment-seeking population of heavy drinkers by email.
Knowing that 36% of the invitees did not respond to the
invitation email and that 23% declined participation is applicable
knowledge when designing and disseminating similar
interventions.

Our aim was to investigate how minimal an Internet-based
intervention can be while still having an impact on drinking.
Thus, the interventions were displayed in a single screenshot
immediately after the participants had provided their online
consent, and we avoided the problem of knowing whether the
participants randomly assigned to the interventions actually
used the interventions [42].

Due to our design with two intervention groups and a pure
control group, this study partially supports our hypothesis that
the active component in our interventions is feedback regarding

one’s own drinking relative to normative standards, at least in
the sensitivity analyses. This knowledge can be used in the
design of future alcohol interventions. Knowing the mechanism
of change would be an important contribution to the
Internet-based interventions field, as the existing research in
this area has been focused on college samples [44].

Attrition (37% at 6 months and 23% at 12 months) is an area
of concern in our study, as it could introduce a selection bias,
thereby causing imbalance among the previously randomized
groups and threatening internal validity. This was partly
confirmed by our analysis, which revealed differential attrition.
Participants lost to follow-up from the Internet-based brief
personalized feedback intervention group were more likely to
be unmotivated to cut down on their drinking. Furthermore,
participants lost to follow-up were more likely to be heavy
smokers and to have a low level of education. The importance
of dealing with this complicated picture of differential attrition
is underlined by the sensitivity analyses, which revealed that
an analysis of completers only, or an analysis using last
observation carried forward, will probably overestimate the
treatment effects. By using multiple imputation in our main
analysis, we have provided a plausible estimate of the possible
result if no attrition had occurred. The generalizability of the
present findings is restricted due to the underrepresentation of
individuals with the lowest level of education, unmarried
individuals, and younger individuals in our population.
However, generalizability is a common problem in much brief
intervention research that deals with populations that are not
representative of the population of heavy drinkers [37,45]. This
was confirmed by our results, which showed that in the Danish
Health Examination Survey population, 6% were heavy drinkers,
compared with a 20% prevalence estimated for the Danish
population as a whole [3]. Due to our recruitment of participants
from a sample in which almost everyone had Internet access,
Internet and computer literacy were high in our sample. When
generalizing to the Danish population, the fact that 86% of
Danes have Internet access should be borne in mind. The results
must also be interpreted in consideration the possibility that the
use of a health examination survey to proactively enlist heavy
drinkers (who were not seeking help) may have resulted in a
preponderance of heavy drinkers with low levels of
alcohol-related harm.

We relied on measuring outcome using self-reports of alcohol
consumption, which is a method that has demonstrated
reasonable levels of accuracy [37,46]. We tried to minimize the
bias of underreporting by asking beverage-specific questions,
which has been shown to yield higher volumes of alcohol
consumption than questions that only ask for total alcohol
consumption [47].

Conclusions

In this Internet-based study, we compared the efficacy of
personalized brief advice and personalized normative feedback
against a pure control group in a non-treatment-seeking
population of adult heavy drinkers. The main analysis lends no
support to the efficacy of personalized normative feedback or
personalized brief advice. However, on the grounds of the
sensitivity analyses, we cautiously conclude that the
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personalization in conjunction with the normative feedback
enhanced attention to the message in the Internet-based brief
personalized feedback intervention and thus gave an indication
of decreased alcohol consumption in the Internet-based brief
personalized feedback intervention group. It seems that the
potential of encouraging people to become more aware of the

level and consequences of their drinking, and how their drinking
behaviors compare with those of others in a similar social or
demographic group, is an applicable insight, in both medical
and public health settings, when it comes to reducing heavy
drinking.
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Abstract

Background: Alcohol problems are a serious public health concern, and few problem drinkers ever seek treatment. The Internet
is one means of promoting access to care, but more research is needed to test the best types of interventions to employ. Evaluation
of Internet-based interventions that contain a variety of research-validated cognitive-behavioral tools, which have been shown
to be helpful to those with more severe alcohol concerns, should be a priority.

Objective: To evaluate whether providing access to an extended Internet intervention for alcohol problems offers additional
benefits in promoting reductions in alcohol consumption compared with a brief Internet intervention. The hypothesis for the
current trial was that respondents who were provided with access to an extended Internet intervention (the Alcohol Help Center
[AHC]) would display significantly improved drinking outcomes at 6-month follow-up, compared with respondents who were
provided with access to a brief Internet intervention (the Check Your Drinking [CYD] screener).

Methods: A single-blinded randomized controlled trial with a 6-month follow-up. A general population sample of problem
drinkers was recruited through newspaper advertisements in a large metropolitan city. Baseline and follow-up data were collected
by postal mail.

Results: A volunteer sample of problem drinkers of legal drinking age with home access to the Internet were recruited for the
trial. Of 239 potential respondents recruited in 2010, 170 met inclusion criteria (average age 45 years; 101/170, 59.4% male;
average Alcohol Use Disorders Identification Test [AUDIT] score of 22). Follow-up rates were 90.0% (153/170) with no adverse
effects of the interventions reported. A repeated-measures multivariate analysis of variance of the outcome measures using an
intent-to-treat approach found a significantly greater reduction in amount of drinking among participants provided access to the
AHC than among participants provided access to the CYD (P = .046).

Conclusions: The provision of the AHC gave additional benefit in the short term to problem drinkers over that seen from the
research-validated CYD, indicating the benefits of promoting access to these interventions as one means of helping people with
problem drinking concerns.

Trial Registration: ClinicalTrials.gov NCT01114919; http://clinicaltrials.gov/ct2/show/NCT01114919 (Archived by WebCite
at http://www.webcitation.org/68t1dCkRZ)

(J Med Internet Res 2012;14(4):e107)   doi:10.2196/jmir.2090
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Introduction

Alcohol is the third-leading cause of preventable death [1].
Unfortunately, the majority of people with drinking problems
will never seek specialized addictions treatment [2]. Brief
interventions in primary care settings have been identified as
one means of addressing this important health problem [3].
However, given the prevalence of drinking problems and the
resource restrictions in primary care settings, there is a need to
also find alternative means of helping those with drinking
problems.

Internet-based interventions have been identified as one
promising option. Several reviews have concluded that there is
a fast-developing evidence base for the efficacy of these
interventions [4-8], particularly among college students, where
the majority of these trials have been conducted. The evaluation
of the efficacy of Internet-based interventions in general
population samples is important if these brief interventions are
to be promoted as helpful to anyone other than problem drinking,
young adult college students. In addition, the majority of these
Internet-based interventions have consisted of brief, personalized
feedback interventions, which are thought to be useful to those
with less severe alcohol problems. Evaluation of extended
interventions that contain a variety of research-validated
cognitive-behavioral tools, which have been shown to be helpful
to those with more severe alcohol concerns, should also be a
priority.

In this paper we report results of a randomized controlled trial
testing the added benefit of providing access to such an extended
Internet-based intervention, which contained an extensive array
of cognitive-behavioral tools for problem drinkers (the Alcohol
Help Center [AHC]), over the provision of a brief, personalized
feedback Internet-based intervention (the Check Your Drinking
[CYD] screener). Both of these Internet-based interventions are
available free of charge on the Internet, making evaluations of
their use of immediate benefit to problem drinkers. In addition,
the CYD has already been subjected to four randomized
controlled trials, in which the provision of this brief intervention
yielded reductions in alcohol consumption among participants
in a variety of different settings [9-12]. In the one study that
employed a general population sample of problem drinkers [9],
being provided access to the CYD resulted in an average
reduction of 6 drinks at 3- and 6-month follow-up as compared
with a no-intervention control group. Thus, the CYD brief
intervention is an excellent comparator to evaluate whether
providing access to an extended intervention (the AHC) would
have additional benefit in promoting reductions in alcohol
consumption. Finally, as there are few freely accessible,
extended Internet-based interventions available [13,14] and as
the evaluation of the efficacy of these extended Internet-based
interventions has yielded mixed results [15], it is important to
conduct further research in this area. The hypothesis for the
current trial was that respondents in the extended Internet
intervention condition (the AHC) would display significantly
improved drinking outcomes at 6-month follow-up, compared
with respondents in the brief Internet intervention condition
(the CYD).

Methods

Participants were recruited through newspaper advertisements
in metropolitan Toronto, Canada (May to September 2010)
asking for current drinkers interested in helping “in the process
of developing and evaluating Internet-based interventions for
alcohol users.” Interested potential participants called the
telephone number provided and left their name and address to
be sent a consent form and a baseline questionnaire by postal
mail. The questionnaire contained a graphic describing a
standard drink (note that a standard drink in Canada contains
13.6 g of alcohol).

Those returning the signed consent form and the completed
baseline questionnaire were randomly assigned into one of two
conditions: to be provided access to the brief Internet-based
CYD brief personalized feedback intervention or to be provided
access to the extended Internet-based AHC. Access was
provided by sending each participant a unique password to be
entered into a study-specific online portal (password sent in a
letter by postal mail). Random numbers where generated in
blocks of two using an online random numbers generator
(Research Randomizer, Social Psychology Network;
http://www.randomizer.org/) by the author. The random numbers
list was used sequentially by a research assistant, who sent out
the relevant intervention letter to participants in the order that
their consent forms were returned. Participants were blind to
the different experimental conditions in the study. Participants
were followed up at 6 months and were compensated Can $20
for completing the follow-up questionnaire (questionnaire and
check sent by postal mail). Follow-ups were conducted from
November 2010 to June 2011. If participants did not return their
original follow-up questionnaire within 1 month, they were sent
a second questionnaire by postal mail. The research assistant
in charge of follow-up was not blind to experimental condition,
as the follow-up questionnaires were slightly different (outcome
variables were identical and were asked about first, but some
questions about impressions of the websites were different at
the end of the questionnaire). The trial was approved by the
standing research ethics committee for the Centre for Addiction
and Mental Health.

As per protocol, the primary outcome measures were number
of drinks consumed in a typical week, highest number of drinks
on one occasion in the last 6 months, frequency of drinking,
typical quantity of drinking on one occasion, and frequency of
drinking 5 or more drinks on one occasion (the questions were
the same for male and female participants). These last 3 items
were combined to form the Alcohol Use Disorders Identification
Test-Consumption subscale (AUDIT-C) [16]. For participants
who did not return the follow-up questionnaire, missing data
on the outcome measures were replaced with their respective
baseline values. In addition, variables were examined for
distributional properties and were Winsorized to deal with
outliers. Exclusion criteria were being less than 19 years old
(the legal drinking age in Ontario, Canada), having an AUDIT-C
score of less than 8 (a score of 8 or more indicates current
problem drinking) [17,18], and not having home access to the
Internet. Lack of home Internet access was included in an
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attempt to include only regular Internet users in the trial. See Figure 1 for a CONSORT diagram of the trial.

Figure 1. CONSORT diagram of participant recruitment. AHC = Alcohol Help Center, AUDIT = Alcohol Use Disorders Identification Test-C, CYD
= Check Your Drinking.

Statistical Analyses and Power Analysis
Results from a related self-help trial [19] were used to estimate
that the addition of the extended intervention to the brief
intervention would explain 3% more of the variance at 6 months.
An increase of 3% of the explained variance is a medium effect
size and corresponds to a mean decrease of approximately 3
drinks per week. Following the convention that studies should
be designed to have a statistical power of at least 80%, and that
hypotheses be tested at the .05 level of significance,
SamplePower 1.0 [20] was used to estimate the required sample
size. These specifications result in a final sample (required after

attrition) of N = 170 (85 respondents per condition). Analyses
were conducted using a repeated-measures multivariate analysis
of variance with intervention condition (CYD vs AHC) as the
between-participants variable and time (baseline vs 6 months)
as the within-participants variable (including all outcome
variables: typical weekly drinking, highest amount on one
occasion, AUDIT-C score).

Interventions

CYD Brief Intervention
The CYD screener (CheckYourDrinking.net) is a brief and
personalized 18-item screener that has been designed to assess
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quantity and frequency of drinking, and the severity of drinking
problems [21]. Following completion of the 18-item screener,
the user is provided with a personalized final report that
compares the person’s drinking with that of others in the general
population of the same age, sex, and country of origin (for
Canada, the United States, and the United Kingdom). The CYD
is intended for quick completion in a single session, although
participants could access it as often as they wanted.

AHC Extended Internet-Based Intervention
The AHC (AlcoholHelpCenter.net) is a website that has been
developed to contain the cognitive-behavioral, motivational,
and relapse prevention components that have been found to be
effective in well-validated self-help books and other brief
interventions. Specific sources for the content include (1)
components found in the self-help book DrinkWise [22], (2)
exercises from the self-help booklet Alcohol and You, developed
by the principal investigator of this study [23], and (3) common
relapse prevention exercises used in brief treatment modalities
[24]. The main component of the AHC is divided into three
sections: getting started (10 exercises focused on initiating
change), dealing with difficulties (6 exercises covering some
of the key issues that often occur as a problem drinker works
on change), and maintenance (4 exercises designed to help
participants maintain their change). In addition, there is a series
of interactive tools that are useful throughout the change process,
such as a drinking diary, where the participant is encouraged to
track his or her drinking, and a blood alcohol calculator. Further,
there are several elements that provide additional support to the
participant: (1) an online support group that is moderated by
health educators [25], (2) an email messaging system that
provides the participant with encouragement and tips to deal
with drinking concerns, and (3) a text messaging program for
interested participants to be sent tips on how to deal with
drinking problems. In summary, the AHC is a well-designed
Internet-based intervention that contains many
research-validated elements that have been shown in self-help
books and other brief interventions to help problem drinkers.
Participants have the option of completing whatever exercises
they choose in whatever order they like. The AHC is intended
for repeated use over an extended time period.

Results

A total of 170 participants met inclusion criteria for this trial.
Bivariate comparisons compared baseline demographic and
drinking characteristics between experimental conditions (CYD,
n = 87; AHC, n = 83) and found no significant differences
between them (P > .05). Participants’ mean age was 45.2 (SD
12.2), 59.4% (101/170) were male, 58.8% (100/170) had some
postsecondary education, 39% (67/170) were married or living
with a partner, 55% (94/170) were employed full- or part-time,
and more than half (92/170, 54%) had a yearly household
income of Can $30,000 or more. Baseline drinking was heavy,
with participants reporting an average AUDIT score of 22.1
(SD 7.6), typical weekly consumption of 31.7 (SD 18.4) drinks,
and highest number of drinks consumed on one occasion of
13.7 (SD 7.2). A total of 71.8% (122/170) of participants used
the password and logged in to their respective online
intervention; however, all participants were included in the
analysis in an intent-to-treat approach. Follow-up rates were
good, with 90% (n = 153) completing the 6-month follow-up.
There were no significant differences (P > .05) between
experimental conditions, demographic characteristics, or
drinking characteristics in the proportion of participants who
completed the 6-month follow-up.

A multivariate analysis of variance was conducted and found a
main effect for time (baseline vs 6 months; F3,163 = 15.0, P <
.001, partial eta squared = 0.22). In addition, there was a
significant interaction between time and condition (F3,163 = 2.7,
P = .046, partial eta squared = 0.05). Further univariate tests
found that the time × condition interaction was not significant
for the number of drinks in a typical week variable (F1,165 = 0.4,
P = .53), approached significance for the AUDIT-C variable
(F1,165 = 3.6, P = .06, partial eta squared = 0.021), and was
significant for the highest number of drinks on one occasion
variable (F1,165 = 5.7, P = .02, partial eta squared = 0.034). Table
1 displays the means for the three variables at baseline and
6-month follow-up by condition. Participants in the AHC
condition reduced the highest amount they consumed on one
occasion from baseline to 6-month follow-up more than did
participants in the CYD condition.

Table 1. Mean (SD) alcohol consumption and AUDIT-Ca scores at baseline and 6-month follow-up by intervention condition.

6-month follow-upBaselineVariable

Alcohol Help

Center

(n = 83)

Check Your

Drinking

(n = 87)

Alcohol Help

Center

(n = 83)

Check Your

Drinking

(n = 87)

26.3 (20.7)25.9 (18.7)32.6 (17.9)30.8 (19.2)No. drinks in a typical week

8.0 (2.6)8.1 (2.5)9.0 (1.5)8.6 (2.0)AUDIT-C scoreb

10.3 (5.4)11.5 (6.1)13.9 (7.3)13.1 (7.0)

Highest number of drinks on one oc-

casionc

a Alcohol Use Disorders Identification Test-Consumption subscale is a composite measure that consists of respondents’ scores on frequency of drinking,
drinks per drinking day, and frequency of 5 or more drinks on one occasion. Scores range from 0 to 12.
b Time × condition, P = .06.
c Time × condition, P = .02.
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Discussion

The current trial found a small but significant additional
reduction in drinking among participants who were provided
with access to the extended Internet-based intervention (the
AHC) as compared with participants receiving the brief
Internet-based intervention (the CYD) at a 6-month follow-up.
The difference specifically had to do with reductions in amount
of alcohol consumed during the participants’ heaviest drinking
occasion. Given the increased risks associated with heavy
drinking situations [26], this reduction is encouraging, although
levels of consumption were still high in both conditions at
follow-up. These results are also strengthened by the excellent
follow-up rate in this trial (90%), something that has been put
forth as a specific challenge in the conduct of eHealth
intervention research [27]. The high follow-up rate could have
resulted from the Can $20 honorarium or because much of the
communication associated with the trial was conducted by postal
mail rather than through email and online surveys. In addition,
there was a trend (P = .06) toward an additional benefit of the
AHC over the CYD on the AUDIT-C scores, a scale that is a
composite measure of hazardous drinking. Finally, participants
in both groups reduced their drinking in a typical week
substantially (by 4.9 drinks per week in the CYD condition and
6.3 drinks per week in the AHC condition). These reductions
are similar in scope to that seen in an earlier randomized
controlled trial comparing the CYD with a no-intervention
control [9]. However, there was no significant difference
between the CYD and the AHC conditions in amount of drinking
in a typical week in the current trial, so no claims regarding the
efficacy of the AHC in reducing typical weekly drinking can
be made based on these results (ie, there is no evidence that
these results could not have been due to regression to the mean).

A strength, and a simultaneous limitation, of this trial was the
severity of current drinking problems in the participants (an
AUDIT score of 20 or more is taken as a reasonable proxy of

alcohol dependence, and the mean AUDIT score in the current
trial was 22) [17]. Thus, while it is encouraging to see an
additional impact of the AHC over the CYD among this sample
of people with relatively severe alcohol consumption,
realistically, this may not be the ideal target population for an
Internet-based intervention (even an extended one) [17,28].
Hybrid versions of Internet-mediated interventions where
therapists interact with clients through an Internet portal is a
promising alternative for treating those with more severe alcohol
problems if face-to-face options do not exist [29,30]. Future
research trials evaluating this intervention, or other extended
Internet-based interventions of a similar nature, would be well
served to use recruitment methods that emphasize those with
hazardous, but not severe, alcohol problems. Other limitations
that could be addressed in a systematic replication of this trial
are a lack of a no-interventions control group (which would
allow us to make statements about the efficacy of both
Internet-based interventions to reduce typical weekly
consumption), data reporting on the degree of engagement with
the AHC, and a long-term follow-up that would allow statements
to be made about any extended impact of these interventions.
Finally, the results of this trial relied on self-report of the
participants. While there is good evidence that self-reports of
drinking are generally reliable in this type of trial [31] and, more
important, there is no reason to expect that there would be
differences between experimental conditions in the accuracy of
participants’ self-reports, further replications of this research
would benefit from validation of participants’ self-reports.

Despite these limitations, the results of this trial are important,
as they demonstrate the added benefit of an extended
Internet-based intervention over a brief, personalized feedback
intervention for problem drinkers. Systematic replications of
these findings would allow the development of an adequate
research base supporting this highly accessible and cost-effective
means of providing assistance to problem drinkers who might
otherwise receive no help for this important health concern.
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Abstract

Background: Adolescents are substantial users of short message service (SMS) and social media. The public health community
now has more opportunities to reach this population with positive youth development and health messages through these media.
Latinos are a growing and youthful population with significant health risks and needs. This population may benefit from SMS
and social media health interventions.

Objective: To examine (1) SMS and social media utilization and behavior among Latino youth, and (2) how SMS and social
media can be effectively used as a component of public health interventions focused on decreasing sexual risk taking among
Latino youth.

Methods: A mixed-methods approach, using both quantitative survey data and qualitative interview data, was used to provide
a robust understanding of SMS and social media use and behavior for public health interventions. We recruited 428 ninth and
tenth grade, self-identifying Latino adolescents to participate in a quantitative survey. Additionally, we conducted five key
informant interviews with staff and 15 youth.

Results: We found that 90.8% (355/391) of respondents had access to a mobile phone either through having their own or through
borrowing or sharing one. Of those who had access to a mobile phone, 94.1% (334/355) used SMS, with 41.1% (113/275) sending
and receiving more than 100 text messages per day. Of 395 respondents, 384 (97.2%) had at least one social media account, and
the mean number of accounts was 3.0 (range 0–8). A total of 75.8% (291/384) of adolescents logged in to their account daily. Of
those with a social media account, 89.1% (342/384) had a Facebook account. Youth who took the survey in English were

significantly more likely than those who took it in Spanish to have access to a mobile phone (χ2
1 = 5.3; 93.3% vs 86.3%; P =

.02); to be high-volume texters (χ2
2 = 16.8; 49.4% vs 25.3%; P < .001); to use the Internet daily (χ2

1 = 5.0; 76.6% vs 66.0%; P

= .03); to have a Facebook account (χ2
1 = 9.9; 90.9% vs 79.7%; P = .002); and to have a greater mean number of social media

accounts (t387 = 7.9; 3.41 vs 2.07; P < .001).

Conclusions: SMS and social media are pervasive among Latino youth. Program staff and youth perceive these as credible and
essential methods of communication in the context of public health programs. Public health interventions must continue to innovate
and maximize new ways to reach young people to reinforce public health messages and education.
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Introduction

The rapid expansion of access to and reach of mobile technology
among adolescents gives the public health community new
opportunities for delivering critical and timely interventions to
young people that can promote positive behavior change. It is
projected that by 2025, one-quarter of the adolescent US
population will be Latino [1] and that Latino youth are at greater
risk for engaging in unhealthy sexual behaviors leading to
sexually transmitted diseases and teen pregnancy [2,3].
Nationally, the Latino community has both higher teen
pregnancy and higher birth rates than the overall US population,
with 53% of Latinas getting pregnant in their teens,
approximately twice the national average [1]. Although dozens
of evidence-based programs aimed at reducing sexual risk taking
have been identified nationally, effective behavioral
interventions to reduce sexual risk taking among Latino
adolescents are sparse. Thus, as mobile technology becomes
increasingly adopted to promote health, the need for innovative
programs dedicated to the Latino adolescent population that
also incorporate short message service (SMS) and social media
is significant [4-10].

Using SMS, also known as text messaging, for health promotion
is particularly appealing for reaching individuals not regularly
in contact with health services, and for behaviors that may be
socially sensitive, such as sexual health and teen pregnancy, as
they offer a confidential means of communication [11].
According to the Pew Hispanic Center, Latinos are high users
of mobile technology, with 55% of Latino youth using text
messages as their main method to communicate with friends
[12].

In addition to using SMS, over 150 health promotion activities
for sexual health use social media websites that target young
people [13]. Most of these focus on sexual health in general or
on the human immunodeficiency virus [14]. Facebook, Twitter,
and MySpace are the most popular social media sites used for
health promotion. Some of the capabilities that make these
websites attractive for health promotion are public and private
messaging, photo and video sharing, live updates, and the
possibility of forming groups pages and including applications
such as games and polls [14].

Social media, including SMS, to supplement a program, or as
a stand-alone program, have been useful in improving health
outcomes, increasing adherence to medication schedules and
appointments, and improving patient–provider communication,
health information communication, data collection, and access
to health records [4,6,15]. Using SMS to reinforce key
prevention concepts displayed in a program is important to
broadening the effects a face-to-face intervention has on the
program’s participants [15,16]. Periodic prompts and reminders
have also been an effective method for encouraging and
reinforcing healthy behaviors [4,17]. Increasing communication,

accountability, and reinforcement created through SMS and
social media can increase participants’ ability to remember
changes they have learned in the program and that they should
be making [4].

Although a handful of studies have focused on SMS and social
media use among Latino youth, relatively few have focused on
how this behavior may be integrated into public health
interventions. This study used data from a larger ongoing
research and demonstration project, Empowering Latino Youth
Program (ELYP). The objective of this analysis was to examine
(1) SMS and social media utilization and behavior among Latino
youth, and (2) how SMS and social media can be effectively
used as a component of public health interventions focused on
decreasing sexual risk taking among Latino youth. This study
was reviewed and approved by the George Washington
University Internal Review Board (IRB# 011217).

Methods

We used a mixed-methods approach, using both quantitative
survey data and qualitative interview data, to provide a robust
understanding of SMS and social media use and behavior for
public health interventions.

Quantitative Phase

Sample and Procedures
We recruited ninth and tenth grade, self-identifying Latino
adolescents from 12 public high schools in Maryland, USA to
participate in the ELYP. ELYP is an after-school intervention
aimed at reducing sexual risk taking among Latino youth and
includes both an intervention and a control arm. This is a
demonstration project incorporating both quantitative and
qualitative measures at baseline and three points of follow-up.
The present study used baseline data from 428 youth
participating in the first year of ELYP. Active parental consent
was obtained prior to data collection, and youth assent was read
and reviewed with youth prior to survey administration. To
ensure privacy and reduce reporting bias, we administered
surveys via individual laptop computers with audio-capability
to youth with low literacy levels so that they could listen to each
question and have it read to them if desired. Study participants
had the choice to complete the survey in English or Spanish
and were given US $10 gift cards for their efforts in completing
the survey. On survey completion, the data were stored in an
encrypted file to be read only by the survey design software
(Snap Surveys Ltd, Portsmouth, NH, USA).

Instruments and Measures
We adapted most of the questions used in this study from the
National Longitudinal Study of Adolescent Health [18], Youth
Risk Behavior Survey [19], and the PEW Internet Research
Center’s 2011 teen survey [20]. Our survey included
demographic variables such as age, grade, gender, US-born or
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years in the United States, family structure, and parents’
educational level (Multimedia Appendix 1).

The survey asked a series of questions to assess SMS and social
media behavior. Youth self-reported access, utilization, reasons
for use, and frequency of using a mobile phone, texting, the
Internet, and social media sites. The following response
categories were used to assess frequency of overall daily SMS:
1–10 text messages per day, 11–20 per day, 21–50 per day,
51–100 per day, 101–200 per day, and more than 200 text
messages per day. Finally, participants were asked on which
social media sites they had an account: Facebook, MySpace,
Twitter, Yahoo!, YouTube, myYearbook, Tumblr, Google Buzz,
Flickr, Ustream, other, or “I don’t have my own profile or
account on a social media site.”

Analysis
We used SPSS version 20 (IBM Corporation, Somers, NY,
USA) for all statistical analyses. Variables were recoded and
collapsed to increase the saliency of the data. Patterns of missing
data were analyzed and, although data were missing for key
variables, it was for less than 10% of respondents. Therefore,
the data presented include all participants (n = 428), and we
used pairwise deletion for the bivariate analysis to retain as
many respondents as possible in the analysis. Quantitative results
were analyzed to provide summary descriptive statistics and
cross-tabulations. We calculated chi-square and t test statistics
to examine differences in social media utilization by selected
demographic characteristics including gender, US-born, and
survey language. Only significant findings of the bivariate
analysis are presented.

Qualitative Phase

Sample and Procedures
The aim of the key informant interviews and youth triads was
to assess staff and youth perceptions regarding feasibility of an
SMS and Facebook component in the ELYP after-school
program. The qualitative component consisted of (1) key
informant interviews with staff delivering the pilot ELYP
after-school program, and (2) youth triads with ninth and 10th
grade Latino youth. We recruited and interviewed 5 staff
members (3 women and 2 men). A convenience sample of 15
youth who were involved in the ELYP pilot after-school
program were recruited and participated in the triads. Of the 15
youth in the triads, most were female. Youth who participated
in the triads received incentives such as gift cards and food for
their time and cooperation.

Instruments and Measures
We conducted key informant interviews using a semistructured
field guide. The field guide contained 7 predetermined questions
with probes. Each interview took approximately 45 minutes to
complete (Multimedia Appendix 2). Youth triads were
conducted using a semistructured field guide consisting of 13
questions with additional probes (Multimedia Appendix 3). The
triads lasted between 45 and 90 minutes. We conducted two
triads in Spanish and three in English.

Analysis
All interviews and triads were audio-recorded and transcribed
verbatim, and 2 people from the research team read the staff
interview and youth triad transcripts. The team convened before
and after analyzing the transcripts to agree on a series of
thematic codes to describe various categories and subcategories
addressed throughout the interviews and triads. The codes were
then entered and applied to the transcripts using NVivo software
(version 9, QSR International Pty Ltd, Southport, UK).

Results

Quantitative Phase
The study sample consisted of 428 self-identifying Latino
adolescents with a mean age of 15.7 years (Table 1). The sample
included slightly more girls (244/428, 57.0%); the majority of
participants were in ninth grade (247/428, 57.7%); 262/428
(61.2%) took the survey in English; and 176/428 (41.1%) lived
with both parents and 160/428 (37.4%) with their mother only.
Less than half (150/428, 35.1%) of the sample was born in the
United States, with 47.1% (112/238) of those not born in the
Unites States being recent immigrants (within 0–3 years). The
parent’s educational level was quite low for both mother and
father, with 26.6% (114/428) of mothers not having had any
school or not finishing high school, and 34.3% (147/428) of
fathers not having had any school or not finishing high school.
Interestingly, we noted that a large percentage of youth were
unsure or did not know their parent’s education level.

As Table 2 shows, 355/391 (90.8%) respondents had access to
a mobile phone either through having their own or through
borrowing or sharing one. Of those who had access to a mobile
phone, 334/355 (94.1%) used SMS, with 113/276 (40.9%)
sending and receiving more than 100 text messages per day.
Youth reported using their mobile phones for a variety of
reasons, including to take pictures, access the Internet, send or
receive instant messages, play games, and send or receive email.

A total of 98.0% (385/393) of participants had access to the
Internet (Table 2). Of those with access, 280/385 (72.7%) used
the Internet daily and 330/385 youth use it for schoolwork
(85.7%). Of 395 respondents, 384 (97.2%) had at least one
social media account, and the mean number of accounts was
3.0 (range 0–8). In total, 75.8% (291/384) of adolescents logged
in to their account daily. Of those with a social media account,
342/384 (89.1%) had a Facebook account with the next closest
account being YouTube (205/384, 53.4%). Youth accessed
social media to post photos or videos, to post comments, for
instant messaging, and to update their status.

Table 3 presents SMS and social media behavior by US- versus
foreign-born, survey language, and gender. As shown, girls

were significantly more likely to use the Internet every day (χ2
1

= 3.7; 76.2% vs 67.3%; P = .05) and on average had
significantly more social media accounts than their male
counterparts (t386 = 2.8; mean 3.11 vs 2.61; P < .01). With
respect to nativity, US-born participants on average had
significantly more social media accounts than foreign-born
participants (t355 = –4.7; 3.41 vs 2.54; P < .001). Survey
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language is often a proxy measure for acculturation and yielded
several significant findings. Youth who took the survey in
English were significantly more likely than those who took it

in Spanish to have access to a mobile phone (χ2
1 = 5.3; 93.3%

vs 86.3%; P = .02); to be high-volume texters (χ2
2 = 16.8; 49.4%

vs 25.3%; P < .001); to use the Internet daily (χ2
1 = 5.0; 76.6%

vs 66.0%; P = .03); to have a Facebook account (χ2
1 = 9.9;

90.9% vs 79.7%; P = .002); and to have a greater mean number
of social media accounts (t387 = 7.9; 3.41 vs 2.07; P < .001).

Table 1. Characteristics of study participants (n = 428) and their parents.

MotherFatherParticipantCharacteristic

15.7Age (years), mean

Gender, n (%)

178 (41.6%)Male

244 (57.0%)Female

6 (1%)No response

Grade, n (%)

247 (57.7%)9th

174 (57.7%)10th

7 (2%)No response

Survey language, n (%)

262 (61.2%)English

166 (38.8%)Spanish

Family structure, n (%)

176 (41.1%)Both parents

160 (37.4%)Mother

34 (37.3%)Other

59 (14%)No response

US-born, n (%)

150 (35.1%)Yes

238 (55.6%)No

40 (9%)No response

How long in United States (years), n (%)

112 (47.1%)0–3

68 (29%)4–10

27 (11%)10+

31 (13%)No response

Parent’s education level, n (%)

48 (11%)41 (10%)Did not have any schooling

99 (23%)73 (17%)Did not finish high school

59 (14%)53 (12%)Graduated from high school

15 (4%)6 (1%)Attended vocational/technical school

26 (6%)17 (4%)Some college

37 (9%)35 (8%)Graduated from college

145 (33.9%)203 (47.4%)Not sure/don’t know/no response
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Table 2. Utilization of mobile phone, Internet, and social media.

%nMedia usage

Mobile phone access

74.2%291Own a mobile phone

16%64Have access to a mobile phone

9%37Do not have access to a mobile phone

Reasons for mobile phone use

90.6%316Take pictures

84.8%294Access the Internet

80.9%280Send or receive instant messages

80.7%276Play games

68%23Send or receive email

94.4%334SMSa use

Frequency of SMS use (messages/day)

30%84Low (1–20)

29%79Medium (21–100)

40.9%113High (>101)

98.0%385Internet access

Frequency of Internet use

72.7%208Daily

27.3%105Less than daily

Reasons for Internet use

85.7%330School work

81.7%299Email

41.6%115Get health information

97.2%384Social networking account

3.0 (range 0–8) (394)Mean number of social networking sites used

Type of social networking account

89.1%342Facebook

53.4%205YouTube

51.0%196Twitter

Frequency of social networking use

75.8%291Daily

24%93Less often

Reasons for use of social networking sites

87.7%329Post photos/videos

86.4%329Post comments

86.0%318Use instant messaging

85.6%320Update status

73.0%273Send private messages

46.6%166Play games

a Short message service.
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Table 3. Social media behaviors by gender, nativity, and survey language.

Survey languageNativityGenderBehavior

Spanish

(n = 166)

English

(n = 262)

Foreign-born

(n = 238)

US-born

(n = 150)

Male

(n = 178)

Female

(n = 244)

126 (86.3%)*224 (93.3%)195 (89.9%)125 (91.2%)143 (90.5%)206 (90.8%)Access to cell phone, n (%)

Frequency of SMS a use (messages/day), n (%)

41 (43%)***42 (24%)52 (35.9%)27 (27%)38 (33%)45 (29%)Low (1–20)

30 (32%)***47 (27%)38 (26%)32 (31%)36 (32%)40 (26%)Medium (1–100)

24 (25%)***87 (49%)55 (38%)43 (42%)40 (35%)71 (46%)High (101+)

93 (66%)*183 (76.6%)145 (68.7%)107 (77.5%)105 (67.3%)*170 (76.2%)Daily Internet use, n (%)

140 (94.6%)**239 (98.8%)211 (96.4%)137 (98.6%)154 (95.7%)224 (98.3%)Social networking account, n (%)

118 (79.7%)**220 (90.9%)184 (84.0%)125 (89.9%)141 (87.6%)196 (86.0%)Facebook account, n (%)

2.07***3.412.54***3.412.61**3.11Mean number of social networking ac-
counts

102 (72.9%)186 (77.8%)154 (73.0%)104 (75.9%)113 (73.4%)174 (77.7%)Daily logging in to social networking
account, n (%)

a Short message service.
*P < .05, **P < .01, ***P < .001.

Qualitative Phase
Staff and youth interviews yielded several themes regarding
perceptions of an SMS and Facebook component to the ELYP
program, including both positive and negative aspects of their
use with Latino youth. The themes pulled from the qualitative
data are divided into SMS- and Facebook-related themes
separately.

Positive Aspects of an SMS Program Component
Staff and youth perceived SMS to have an overall positive
impact because it would be an ideal way for staff and youth to
become closer and to be more connected. One staff member
stated that

some youth don’t really have adults, like positive role
models, so especially a lot of them would express that
they don’t do anything during the weekend, so I think
it would be a nice comforting thing for them [to get
a text message]. And then the reminder [message]
would also obviously be a reminder and be helpful
for them in that aspect, but I think overall, it’s that
you are thinking about them.

When youth were asked what they had texted to staff in the
past, their messages mainly concerned session times, checking
whether a session had been cancelled, whether food was going
to be available at a session, or other questions pertaining to
group projects. While youth did not think it was necessary to
have content-based reminder messages, staff thought
motivational messages would be helpful reinforcements for
youth.

Negative Aspects of an SMS Program Component
Staff expressed the two primary concerns for including an SMS
component: (1) whether all youth participating in a program
would have access to a mobile phone, and (2) that it could create

the expectation that staff are available all hours of a day and
every day. The first concern that not all youth have a mobile
phone was noted by both staff and youth: “not all parents are
on board with their students using cell phones, or using them
all the time, or maybe even the idea of [staff] texting them.”
Additionally, if “not every student has a cell phone...you might
have a very effective tool, but if it doesn’t reach out to everyone
it might alienate the other students.” The second concern,
expressed by staff, would create an expectation that staff would
be available at all hours of the day. If this were the case, one
staff member discussed a possible scenario in which a student
text messages a staff member when the student is in a crisis.
Even if youth were told at the beginning of the program that
the text messages were not to be used after hours or in times of
emergency, one staff member stated that if “that kid texts and
no one is there to respond, in some way I would feel bad.” One
staff member commented that youth should not be dependent
on staff and so SMS should clearly be about logistics of the
program or reinforcement of the program content and should
not be personal in any way.

Overall, staff thought that youth would want to receive between
2 and 4 text messages a week from staff pertaining either to
logistics of the program, or to the curriculum and motivational
messages. Youth said that, while they thought the logistics
reminder messages would be helpful, receiving curriculum
messages would be “a little” annoying and “would be helpful,
but it isn’t necessary.” Additionally, both staff and youth thought
that after school and during the evenings were the best times to
send or receive text messages.

When consulted about 1-way versus 2-way text messaging, the
overwhelming majority of youth declared that they preferred
2-way text messaging. Some youth stated that they would want
to be able to ask a question back if they received a text from
the program, or to simply ask a question of the program in
general. One youth stated
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it would be kind of hard because you have to tell them,
like “oh, I can’t make it” or “do I need to take
something?” Then you don’t see them until like the
next session and then you ask them this and that, so
it’s easier if you can be like, “oh I got your text, its
ok, whatever.”

Positive Aspects of a Facebook Component
There are four major concepts related to positive aspects of
Facebook. First, according to both staff and youth, access is
widespread and all youth have a Facebook page. One staff
member commented that “even the ones who don’t have a cell
phone definitely check it at their friends house or maybe their
own house, because usually parents are definitely willing to
buy a computer but not so much give them a cell phone.”
Second, youth with a Facebook page reported checking their
page daily, which was also noted by staff. The third concept is
about ease of communication. Staff noted that “[Facebook] is
the most consistent way that you could be able to communicate
with [youth],” which in turn would keep them engaged in the
program. Many staff mentioned that being able to post events
and opportunities for youth to gain service learning hours,
potential field trips, pictures from past activities, and videos of
youth in the program would keep the youth engaged. Youth
reported that they would Like or join a program-specific
Facebook page, and they would also want to make comments
on the page. The final positive aspect centered on the open
access of Facebook, which provides youth the opportunity to
be more honest and open about their thoughts and feelings,
which according to staff not only has the potential of bringing
a group of young people closer together, but also offers staff
insight into the youth’s context.

Negative Aspects of a Facebook Component
The major concern among staff about a health program-specific
Facebook page was the possibility that it would enable
cyberbullying of youth who joined the page, and that youth
would post inappropriate pictures, videos, or comments to the
Facebook page if it was not highly regulated and controlled by
the overseeing organization. In addition, staff noted that not
every student would be happy with the program all the time,
“so if they get really frustrated or if they get kicked out of the
program because of attendance, they could express some of
that” on the Facebook page; in short, it is “a platform for [youth]
to lash out.” Additionally, while youth had responded that they
would initially join a program-specific Facebook page, they
stated that if they were unable to post comments or pictures, or
have a personal interaction with the Facebook page, then they
would not check it as often.

Discussion

Harnessing new technology to reach youth with positive and
healthy messages could be extremely powerful, and therefore
it is critical to fully understand how adolescents from different
communities and cultures use technology. This study found
results comparable with those of the Pew Hispanic Center teen
survey on mobile and social media use [12]. The Pew report
found that the use of mobile technology greatly differs among
Latino teens depending on nativity and language, with 65% of

native-born teens saying they communicated with friends using
text messaging versus 26% of foreign-born teens, and 68% of
English-dominant and 50% of bilingual young Latinos using
text messaging daily to communicate with friends, compared
with only 19% of Spanish-dominant Latinos. Similar to that
report, the present study found significant differences by survey
language and nativity, with 93% of youth who took the survey
in English versus 86% of youth who took it in Spanish having
access to a cell phone. Further, 42% of US-born youth versus
38% of foreign-born youth had a higher frequency of SMS use,
and 49% of those who took the survey in English versus 25%
who took it in Spanish had a higher SMS usage frequency.

The Pew report also found that 23% of young Latinos used
social media sites such as Facebook or MySpace daily to
communicate with their friends, and native-born Latinos were
more likely to use social media sites. Similarly, this study found
that 97% had a social media account and 89% had a Facebook
account. Further, 91% of youth who took the survey in English
versus 80% who took it in Spanish had a Facebook account,
and 90% of US-born youth versus 84% of foreign-born youth
had a Facebook account.

Overall, the qualitative findings were very positive with respect
to use of SMS and social media for public health interventions.
Although several negative aspects were mentioned, most could
be addressed through appropriate system design and use by
program staff.

The study also found that Facebook is slightly more feasible
than SMS as a method of communicating health messages due
to issues surrounding lack of access to mobile phones and the
youth participants’ overwhelming access to and usage of
Facebook. Due to the majority of youth being non-US-born,
even though they completed the survey in English, each
component should be available in English and Spanish, and
students should be able to opt in to either language.

The differences found in survey language indicate that
Spanish-language respondents had significantly less access and
less frequent use of social media. Furthermore, those who took
the survey in Spanish were more likely to be recent immigrants,
within the last 3 years. To address these significant and
disadvantageous differences, programs must ensure that any
social media component is available in both languages so as
not to isolate the Spanish-speaking youth from this aspect of
the intervention.

Since mobile phone access may be a financial issue, programs
may need to expand efforts using free social media sites such
as Facebook, although this does require access to a computer.
Our findings indicate that use of Facebook is extremely common
and may be particularly useful with youth who do not have
access to SMS. If youth are simply unaware of these social
media because of recent immigration, they can be encouraged
to sign up for an account, or alternative strategies will need to
be developed to reach these adolescents with the same
information.

Although students expressed the desire to have 2-way messages,
it may be more feasible for public health programs to have
1-way messages in an effort to not overwhelm staff. Youth need
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to be educated about the use of SMS and social media within
the context of a program to increase their understanding that
the program is sending them information and is not a 24-hour
service, nor a means to contact the organization if there is a
crisis. Rather, youth should be given phone numbers for local
organizations that are equipped to handle crises such as 911, a
local teen suicide hotline, and other local organizations as
necessary to avoid liability issues.

Strengths and Limitations
This study focused on a new and growing youth population in
the United States with significant public health needs. However,
there are a few limitations of the current study. This was a
cross-sectional sample of youth and therefore it is not possible
to examine causal relationships between nativity or language
use and SMS or social media behavior. Additionally, although
nativity and language are frequently used as proxy measures
for acculturation, future studies should use more salient and
robust measures that capture the complex and dynamic process
of acculturation. Finally, this study comprised a subsample of
youth participating in a research and demonstration project
(ELYP) and may not be fully representative of a national sample
of Latino youth. However, this sample consisted of Latino youth

from Central America, primarily El Salvador and Peru, which
is representative of the growing Latino population in Maryland.
Further, future studies ought to examine cultural and geographic
differences around SMS and social media use, as there are
certainly distinct characteristics and traditions between Latino
subgroups.

Conclusions
SMS and social media are pervasive among Latino youth, and
program staff and youth perceive these as credible and essential
methods of communication in the context of public health
programs. In fact, the frequency of use is so significant that
public health interventions must continue to innovate and
maximize new ways to reach young people to reinforce public
health messages and education. Furthermore, given the
differences found in this study by nativity and survey language,
future research must delve deeper to understand differences in
utilization and behavior by acculturation and other cultural
factors such as parenting and family influences. Given the
substantial role of parenting and family influences on
adolescents living in immigrant families, and these differences
by acculturation, future research must explore how these factors
may mediate SMS and social media utilization and behavior.
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Abstract

Background: Asthma is the most common pediatric illness in the United States, burdening low-income and minority families
disproportionately and contributing to high health care costs. Clinic-based asthma education and telephone case management
have had mixed results on asthma control, as have eHealth programs and online games.

Objectives: To test the effects of (1) CHESS+CM, a system for parents and children ages 4–12 years with poorly controlled
asthma, on asthma control and medication adherence, and (2) competence, self-efficacy, and social support as mediators.
CHESS+CM included a fully automated eHealth component (Comprehensive Health Enhancement Support System [CHESS])
plus monthly nurse case management (CM) via phone. CHESS, based on self-determination theory, was designed to improve
competence, social support, and intrinsic motivation of parents and children.

Methods: We identified eligible parent–child dyads from files of managed care organizations in Madison and Milwaukee,
Wisconsin, USA, sent them recruitment letters, and randomly assigned them (unblinded) to a control group of treatment as usual
plus asthma information or to CHESS+CM. Asthma control was measured by the Asthma Control Questionnaire (ACQ) and
self-reported symptom-free days. Medication adherence was a composite of pharmacy refill data and medication taking. Social
support, information competence, and self-efficacy were self-assessed in questionnaires. All data were collected at 0, 3, 6, 9, and
12 months. Asthma diaries kept during a 3-week run-in period before randomization provided baseline data.

Results: Of 305 parent–child dyads enrolled, 301 were randomly assigned, 153 to the control group and 148 to CHESS+CM.
Most parents were female (283/301, 94%), African American (150/301, 49.8%), and had a low income as indicated by child’s
Medicaid status (154/301, 51.2%); 146 (48.5%) were single and 96 of 301 (31.9%) had a high school education or less. Completion
rates were 127 of 153 control group dyads (83.0%) and 132 of 148 CHESS+CM group dyads (89.2%). CHESS+CM group
children had significantly better asthma control on the ACQ (d = –0.31, 95% confidence limits [CL] –0.56, –0.06, P = .011), but
not as measured by symptom-free days (d = 0.18, 95% CL –0.88, 1.60, P = 1.00). The composite adherence scores did not differ
significantly between groups (d = 1.48%, 95% CL –8.15, 11.11, P = .76). Social support was a significant mediator for
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CHESS+CM’s effect on asthma control (alpha = .200, P = .01; beta = .210, P = .03). Self-efficacy was not significant (alpha =
.080, P = .14; beta = .476, P = .01); neither was information competence (alpha = .079, P = .09; beta = .063, P = .64).

Conclusions: Integrating telephone case management with eHealth benefited pediatric asthma control, though not medication
adherence. Improved methods of measuring medication adherence are needed. Social support appears to be more effective than
information in improving pediatric asthma control.

Trial Registration: Clinicaltrials.gov NCT00214383; http://clinicaltrials.gov/ct2/show/NCT00214383 (Archived by WebCite
at http://www.webcitation.org/68OVwqMPz)

(J Med Internet Res 2012;14(4):e101)   doi:10.2196/jmir.1964
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Introduction

Asthma and other chronic diseases pose a great risk as the
United States attempts to decrease its health care costs. Research
suggests that the active ingredients of chronic disease
management include long duration [1,2], assertive outreach [3],
monitoring [4-6], prompts [7-9], action planning [10-12], case
management [13-15], and peer [16-18] and family [19-21]
support. All of these can potentially be provided by information
and computer-based technologies and sensors.

Poor control of pediatric asthma affects low-income and
minority children disproportionately and contributes to more
than 14 million lost school days and 3 million lost parental
workdays per year [22]. Daily controller medications can
manage even severe asthma [23], but adherence is low,
especially for the underserved [24]. Asthma education programs,
with their low participation rates, have had mixed results [23].
Nurse case management can reduce asthma-related emergency
care and hospitalization costs, but it is expensive [25,26].
Child-focused, Web-based asthma education and games
(eHealth) have improved knowledge, asthma control, and
medication adherence in the short run [27-29]. However, parents
tend to overestimate their child’s medication-taking skills and
actual adherence [30]. This suggests that parental involvement
might be beneficial for managing pediatric asthma. Integrating
phone-based clinician care into asthma eHealth programs for
adults has shown significant promise in behavioral and asthma
outcomes [31]. Interventions such as CHESS+CM, based on
self-determination theory [32] and self-efficacy [33], provide
information, social support, and skill-building tools for
self-managing the disease. These interventions, which aim to
increase confidence, competence, relatedness, and autonomous
motivation, have been used successfully in asthma education
programs [28,29,32,34]. However, the factors associated with
these theories have not been tested for their mediational effects
on adherence to controller medications or asthma control.
Understanding this is important for developing an asthma
eHealth system that balances the various
functions—information, social support, and skill building—to
the best effect for children and their parents.

We, therefore, hypothesized that a parent-focused intervention
that integrates monthly telephone nurse case management with
a comprehensive, interactive asthma eHealth program could
improve asthma control and medication adherence. We surmised

that these effects would be mediated by social support,
self-efficacy, and asthma information competence. This paper
reports the results of a randomized controlled trial funded by
the US National Institute of Nursing Research.

Methods

Intervention
The year-long intervention called CHESS+CM consisted of an
eHealth program, Comprehensive Health Enhancement Support
System (CHESS), and a monthly telephone call to the parent
from an asthma nurse case manager (CM). CHESS is an
umbrella name for several eHealth systems developed and tested
for the past 25 years at the University of Wisconsin-Madison.
CHESS modules provide information, adherence strategies,
decision-making tools, and support services in attractive,
easy-to-use formats. The most important strength of CHESS
modules may be the closed, guided universe of tailored
information and support in an integrated package with efficient
navigation, eliminating the need for complicated search and
discovery. In randomized efficacy trials, CHESS modules
significantly improved quality of life and self-efficacy for
women with breast cancer versus control and Internet groups,
and quality of life and costs of care in people infected with the
human immunodeficiency virus [35,36]. CHESS programs also
have demonstrated the effectiveness of using self-determination
and self-efficacy theories to improve information competence,
health care participation, and social support among cancer
patients [35,37]. The CHESS module used in this study was
designed specifically for asthma.

The project was carried out with a University of
Wisconsin-based team of educators, pharmacists, and nurse
practitioners specializing in asthma rather than with staff from
the five managed care organizations (MCOs) from which
participants were recruited. University of Wisconsin-based nurse
practitioners also monitored the progress of recruitment. The
project director monitored the discussion group within CHESS
to ensure that calls for help were rapidly addressed and that
inaccurate information was not shared. The full trial protocol
is available at http://www.webcitation.org/69E2cXZbo.

As Figure 1 shows, CHESS for asthma had three audiences:
parents, children, and case managers. Parents received
comprehensive information based on the National Asthma
Education and Prevention Program guidelines [21,22,38], a peer
discussion group, case manager email, and the Asthma Coach,
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which assesses the child’s asthma and the parent’s and child’s
well-being. CHESS provided tailored feedback and links to
salient CHESS content and other interactive tools. Children
received simplified information in game and audiovisual
formats, as well as social support via a peer discussion group
and personal stories. No major bug fixes or downtimes occurred.
Asthma-related content was updated annually over the course
of the study. Otherwise, no major modifications were made to
the system. No significant secular events took place during the
study period.

The case manager received tools to schedule monthly phone
calls with the parent, view parents’Asthma Coach entries, enter
phone call notes, and send and receive case management mail
to and from the parent, as well as a “prescription pad” to place

CHESS resources on the parent’s home page [21]. Monthly
case management calls to the parent assessed the child’s asthma,
medication adherence, and psychosocial challenges, and
provided relevant education and support. On completing a call,
the case manager entered notes in the case management toolbox
and then sent the parent a summary via case manager email with
links to salient CHESS resources, which appeared on the
parents’ CHESS home page, as shown in Figure 2 [21]. These
features were designed with user input for content and usability.
For a more complete description of the CHESS asthma module
and its development, see Wise et al [21]. The module is available
at https://chess.wisc.edu/asthmamobile/. The code name is
uwmadison and the password is testing. Screenshots of the
program are available on request.

Figure 1. Comprehensive Health Enhancement Support System (CHESS) services for parent, case manager, and child. CM = case management.
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Figure 2. Parent’s home page of the Comprehensive Health Enhancement Support System (CHESS) asthma module.

Invitation and Recruitment
Eligible participants were parents or other adults functioning
as parents, such as grandmothers, who were able to read at a
sixth-grade level and had children ages 4–12 years with a
diagnosis of asthma (International Classification of Diseases,
9th revision code 493) or wheezing (code 786.07); a prescribed
asthma controller medication; and poor medication adherence,
defined as having missed more than one medication refill or
having an emergency department visit or hospitalization because
of poor asthma control. Originally children were identified
through the health care utilization and pharmacy claim databases
at four MCOs (MCOs 1–4) and the Wisconsin Medicaid
Program from one urban–rural county (Dane County, which is
also the home of the University of Wisconsin-Madison) and
seven surrounding rural counties (Columbia, Dodge, Green,
Iowa, Jefferson, Rock, and Sauk). MCO 5 in Milwaukee was
added after it became clear that MCOs 1–4 could not produce
enough participants with poorly controlled asthma. MCO 5
served an entirely Medicaid population in Milwaukee County
and had the state’s highest rates of asthma-related emergency
department visits and overnight hospital stays [39].

All research materials and procedures were approved by the
University of Wisconsin’s Health Sciences Review Board, as
well as by the ethics and review boards for each of the five
MCOs. Recruitment was initiated by a letter from the MCO or
Wisconsin Medicaid Program to parents of study-eligible
patients with an opt-in or an opt-out card regarding a phone call
from the study nurse, depending on the organization’s
institutional review board policies [40]. Recruiters screened for

eligibility, described the study (as a comparison of two
approaches to asthma control) and its risks and benefits, and
scheduled an intake interview for people who agreed to
participate.

The study had four key risks. (1) The key risk for participants
was the possibility of their replacing effective medical care with
unproven treatments. To reduce this risk, each survey asked
whether parts of the child’s medical treatment had been
abandoned against medical advice. In addition, we scanned
discussion group entries in CHESS. If we found indications of
abandonment, we contacted parents to express our concern about
potential risks. (2) Participants’ misinterpreting information in
CHESS posed another risk. The information was presented at
a sixth-grade reading level and screened by asthma experts to
reduce this risk. Disclaimers also cautioned that the computer
is not a substitute for seeking medical attention and that
comments in the social media may not be factual. (3) To reduce
the risk of anonymity being breached, participants were assigned
a blind code number. All data had names removed and code
numbers attached. (4) Participants’ divulging confidential
information was another risk in the study. We frequently warned
users about this, and we used digital signatures to warn users
if CHESS was altered.

Enrollment
Parents and children participated in a prerandomization intake
appointment with a study case manager at asthma clinics
associated with MCOs 1–4 and, in MCO 5, at a community
center. The study team traveled twice a month to the community
center to conduct intakes after school and into the early evening
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[40]. At all locations, childcare, snacks, and transportation were
provided as needed. Parents were asked to bring the child’s
medications to the intake interviews. Intakes lasted 45–90
minutes. Potential participants were informed of (1) the nature
and purpose of the study, (2) the financial compensation offered
(US $35 for completing each of four surveys and providing 2
spirometry readings), (3) the types of data to be collected from
claims records, surveys, and computer-use tracking, (4) the
intervention to be given to the experimental group, (5) the nature
and reasons for random assignment, (6) the measures used to
insure the confidentiality of data collected, (7) the timeline of
the study, (8) the duration of the study (12 months, to capture
the seasonality of asthma), and (9) the University of
Wisconsin-Madison being the research organization for the
project. Consent was documented by obtaining signed,
institutional review board-approved consent forms containing
all of the above information. The consent forms were kept in a
locked file at CHESS. Intake appointments assessed parental
ability to read at a sixth-grade level by asking parents to read
aloud the consent letter. The appointments also included
recording medications and doses, a spirometry test, and the
child’s asthma history. A researcher administered a pretest
survey with training on completing the asthma diary and
provided individualized asthma education as needed. Regardless
of study arm, case managers notified MCO staff about children
with uncontrolled asthma for further evaluation.

Randomization
Researchers at the University of Wisconsin generated the
random allocation sequence. Nurses conducting consent, assent,
and pretests were given sequentially numbered envelopes
containing the random assignment for each participants. It was
not possible to blind participants or outcome assessors. We did
blind those analyzing the data.

Participants were equally randomized according to their MCO
and then blocked by severity and by Medicaid status.
Randomization occurred upon receipt of the run in diaries for
MCO 1-4 subject and after just the intake for MCO 5
participants [40]. The CHESS+CM group received a 45-minute
training session. Laptop computers, land phone lines, and
Internet service were provided, as needed. MCOs 1–4 and
Wisconsin Medicaid Program participants received one-on-one
training at home on an Internet-enabled computer with the live
CHESS program. MCO 5 participants received group training
at the community center where they had had their intake
interview. Because that center lacked Internet access and most
participants borrowed study laptops, training on using the laptop
and CHESS was guided by an interactive compact disc. All
users were instructed to use CHESS whenever they wished. No
minimum expectations were placed on users.

All participants, regardless of study condition, received a call
from the project manager 1 week after randomization to see
how things were going. They also received with their mailed
surveys at 3, 6, 9, and 12 months a packet of educational
materials about asthma control, child development, parenting,
and community resources. Parents and children returned to the
clinic or community center for an exit interview that included
taking the same measures used at the intake appointment. Exit

interviews were conducted at home for 40 difficult-to-reach
MCO 5 parents.

Measures
Asthma control was measured via two self-reports collected at
baseline and at 3, 6, 9, and 12 months. Juniper and colleagues’
Asthma Control Questionnaire (ACQ) was administered orally
at the intake and exit interviews and self-administered via mailed
surveys at the intervening time points [41]. This well-validated,
6-item, 7-point Likert scale measured daytime and nocturnal
symptoms, missed school, and rescue medication use over the
previous 7 days [41]. Lower scores indicated better asthma
control. Scales were created as a mean of all items. Surveys
with missing ACQ items were not calculated and counted as
missing data. Symptom-free days were calculated from 2-week
diaries as the absence of asthma-related nighttime awakenings,
daytime symptoms, bronchodilator use, unscheduled physician
visits, or school absences [42]. The study included a run-in
period of 3 weeks before randomization during which
participants kept asthma diaries that were used to collect baseline
data on symptom-free days.

Adherence to asthma controller medications was measured as
the mean composite score from self-reported 2-week asthma
diaries at baseline and 3, 6, 9, and 12 months [42]. The ratio of
medication to possession was calculated from MCO and
Wisconsin Medicaid Program pharmacy claims data as the
actual versus expected prescription refill rate for each
participant’s prescription.

Social support, self-efficacy, and information competence were
adapted from 5-point Likert scales used successfully in prior
CHESS studies [35]. The 6-item social-support scale assessed
the availability and reliability of social, emotional, and
instrumental support. The 6-item self-efficacy scale assessed
asthma problem-solving skills and strategies, along with
perceived competence, goal attainment, and comparison with
others’skills. The 4-item information competence scale assessed
parents’ understanding of asthma information needs, difficulty
in obtaining such information, satisfaction with their strategies,
and level of control using the information. Scales were created
as a mean of all items. If more than 1 item was missing, the
scale score was not computed.

Statistical Analysis
Our study was powered based on an expected 320 dyads
completing the trial; 259 completed the study. We anticipated
a dropout rate of 20% but had a rate of 14% (42/301).

Descriptive statistics established baseline characteristics for the
CHESS+CM and control groups and for participants with
missing data. We used 1-way analysis of variance to compare
differences between the CHESS+CM and control groups and
between dropouts and those who completed the study. For
missing 3-, 6-, 9-, and 12-month posttest data, we used a general
linear model procedure to test for equality of mean scores
meeting the baseline criteria followed by a 1-way analysis of
variance to determine the P value for the general linear model.
Scores for outcome variables with no significant mean
differences between 3, 6, 9, and 12 months were averaged to
create a score for the entire intervention time [43].
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Main outcomes were an intent-to-treat analysis with a
repeated-measures, mixed model to account for the correlation
between the five time points within participants, and to analyze
the differences between the time points and baseline within and
between the control and CHESS+CM groups. A Bonferroni
adjustment for multiple comparisons yielded adjusted P values
and confidence limits for mean estimates within each set of
comparisons at the four time periods. Finding no significant
differences, we averaged participants’ 3-, 6-, 9-, and 12-month
data to create a score for the whole intervention time following
the procedure described above. Comparisons of the change from
baseline were made over the average of all posttest time points
within the CHESS+CM group and the control group and
between the two groups.

A multiple regression model, as described by MacKinnon [44],
was used to analyze mediators for outcome variables that
showed significant difference between the CHESS+CM and
control groups.

Step 1 determined significant covariates by loading candidate
variables for their premediated effects of the intervention tau
on the outcome variable. Covariates included the outcome
variable’s pretest score, Medicaid status, age, time since
diagnosis, and asthma severity, as well as the parent’s age and
education level and whether help with parenting was available
from another adult. Covariates in step 2 included the pretest
scores for the outcome and mediator variables and any
significant covariate.

Step 2 used a multiple regression model for each mediator,
whereby alpha = CHESS+CM’s effect on the mediator, beta =

mediator’s effect on the dependent variable, and tau1 =
CHESS+CM’s effect on the dependent variable after the
mediational test.

Results

Recruitment and Enrollment
As Figure 3 shows, a total of 1988 invitation letters were mailed,
702 recruitment or eligibility screening calls were completed,
and 305 parent–child dyads enrolled in the study. The enrollees
accounted for 15.34% of the 1988 letters sent and 43.5% of the
702 completed phone calls. Data were collected from August
2, 2004 through August 16, 2007.

Reasons for nonenrollment were unable to be reached by phone,
not eligible, did not have moderate to severe asthma, and too
busy. Up to 3 did not come for their scheduled intake
appointments. A total of 4 dyads dropped out after the intake
but before randomization; thus, 301 were randomly assigned:

153 to the control group and 148 to the CHESS+CM group.
Finally, 259 dyads (86.1%) completed the study. After
randomization, 42 dropped out: 26 (17%) from the control group
and 16 (11%) from the CHESS+CM group. The between-group
dropout rate was not significant (P = .12). However, participants
who dropped out were significantly less likely to be white or
married, and more likely to be significantly younger, have lower
asthma quality of life, and have less education. Children of
dropouts had no significant differences in baseline ACQ scores,
but had significantly lower pharmacy refill rates and more
asthma-related school absences.

Response Rates and Data Availability
Available data rates, shown in Table 1, were highest for
self-reported data at baseline and 12 months, which involved
direct interaction with a researcher. For example, the ACQ
response rate was 98.7% at baseline and 82.7% at 12 months,
but 58.1%, 52.8%, and 49.5% at the intervening time points.
Missing pharmacy refill data, however, were highest at 12
months.

Baseline Characteristics of Control and Intervention
Groups
Table 2 shows no significant differences at baseline between
the control and CHESS+CM groups for demographics, asthma
status, Web use, or the mean outcome and mediator scores.

Intervention Effects on Main Outcomes
Table 3 shows the mean difference in scores for the outcome
variables between baseline and the mean scores measured at 3,
6, 9, and 12 months for the control group, the CHESS+CM
group, and the difference between the CHESS+CM and the
control group.

Symptom-free days as measured from asthma diaries improved
significantly for the CHESS+CM group (odds ratio 1.38, P =
.01) and less so for the control group (odds ratio 1.20, P = .29),
but there were no significant between-group differences (odds
ratio 0.18, P = 1.00). Asthma control as measured on the ACQ
improved significantly for CHESS+CM (–0.42 on a 7-point
Likert scale with lower scores indicating better control, P =
.001) and not significantly for the control group (–0.11, P =
.22). The between-group difference (–0.31) was significant (P
= .01). The composite medication adherence score did not
change significantly either within group or between the groups,
with a 0.58% increase (P = .87) for the control group and 2.06%
increase (P = .55) for the CHESS+CM group, and a 1.48%
between-group difference (P = .76). Both groups reported
declining adherence from diaries and had significant
improvements in medication refills.
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Figure 3. CONSORT diagram of sample pool, recruitment, and participation.
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Table 1. Response rate and available data at study time points.

Total

(n = 301)

Control

(n = 153)

CHESS+CMa

(n = 148)Measure

Asthma Control Questionnaire

297 (98.7%)152 (99.3%)145 (98.0%)Baseline

175 (58.1%)81 (53%)94 (64%)3 months

159 (52.8%)74 (48%)85 (57%)6 months

149 (49.5%)63 (41%)86 (58%)9 months

249 (82.7%)121 (79.1%)128 (86.5%)12 months

Diary data b

251 (83.4%)123 (80.4%)128 (86.5%)Baseline

170 (56.5%)79 (52%)91 (61%)3 months

157 (52.2%)73 (48%)84 (57%)6 months

149 (49.5%)65 (42%)84 (57%)9 months

218 (72.4%)110 (72.9%)108 (73.0%)12 months

Pharmacy claims data

205 (68.1%)102 (66.7%)103 (69.6%)Baseline

128 (42.5%)64 (42%)64 (43%)3 months

153 (50.8%)75 (49%)78 (53%)6 months

155 (48.8%)77 (50%)70 (47%)9 months

119 (39.5%)60 (39%)59 (40%)12 months

a Comprehensive Health Enhancement Support System plus monthly nurse case management.
b Diary data measured symptom-free days and self-reported medication adherence.
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Table 2. Mean baseline values for demographics and main outcome and mediator measures.

P value

CHESS+CMa

(n = 148)

Control

(n = 153)Characteristic

.1216 (11%)26 (17%)Dropout, n (%)

Children’s characteristics

.1297 (66%)87 (57%)Male gender, n (%)

.117.65 (2.61)8.18 (2.45)Mean age (years), mean (SD)

.212.79 (2.45)3.16 (2.57)Mean age at first asthma diagnosis (years), mean (SD)

.3987 (59%)84 (55%)African American, n (%)

.6974 (50%)80 (52%)Medicaid, n (%)

Yes to: n (%)

.33101 (68%)96 (63%)Prednisone at least onceb

.5122 (15%)28 (18%)Hospital stays for asthmab

.3784 (57%)78 (51%)Emergency department for asthmab

.71110 (74.3%)116 (75.8%)Unplanned clinic visitb

.394 (3%)8 (5%)Intensive care unit for asthmab

.8984 (57%)87 (57%)Asthma specialistb

.2287 (59%)78 (51%)Asthma action plan

Parents’ characteristics

.9238.03 (9.81)37.94 (8.06)Mean age (years), mean (SD)

.59138 (93.2%)145 (94.8%)Female gender, n (%)

.2578 (53%)72 (47%)African American, n (%)

.8273 (49%)73 (48%)Marital status: with partner, n (%)

.6747 (32%)49 (32%)Highest level of education: high school or less

Outcome variables

.212.49 (1.26)2.32 (1.11)ACQc, mean (SD) score

.750.47 (0.38)0.45 (0.39)Symptom-free days, odds ratio (SD)

.4369.80 (26.96)73.54 (47.81)Composite adherence score, mean (SD) %

.6758.44 (26.68)56.86 (27.14)Pharmacy refill possession ratio, mean (SD)

.3082.92 (27.09)88.80 (51.4)Self-report 1, mean (SD) %

.4887.10 (26.99)89.97 (32.11)Self-report 2, mean (SD) %

Mediator variables

.133.54 (0.71)3.42 (0.73)Social supportd, mean (SD) score

.253.67 (0.62)3.58 (0.67)Self-efficacyd, mean (SD) score

.593.25 (0.63)3.13 (0.55)Information competenced, mean (SD) score

a Comprehensive Health Enhancement Support System plus monthly nurse case management.
b In the past year.
c Asthma Control Questionnaire, response scale: 1 = excellent asthma control; 7 = very poor asthma control.
d Response scale: 1–5.
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Table 3. Intervention effects: baseline compared with mean of 3-, 6-, 9-, and 12-month scores.

CHESS+CM – ControlWithin-CHESS+CMaWithin-controlOutcome

Asthma control

Symptom-free days odds ratiob

0.181.381.20Difference

-0.88, 1.601.12, 1.710.98, 1.6195% CLc

1.00.01.29P value

Asthma Control Questionnaired

–0.31–0.42–0.11Differenced

–0.56, –0.06–0.60, –0.25–0.29, 0.0795% CL

.01.001b.22P value

Adherence

Composite adherence scorese

1.48%2.06%0.58%Difference

–8.15, 11.11–4.74, 8.86–6.24, 7.4095% CL

.76.55.87P value

Pharmacy refill possession ratio

–3.95%13.76%17.7%Difference

–12.33, 4.437.83, 19.6811.78, 23.6295% CL

.35.001b.001bP value

Self-report controller 1: inhaled corticosteroidb

11.64%–1.78%–13.42%Difference

–8.65, 13.93–18.67, –2.88–21.49, –5.3595% CL

.65.008.001bP value

Self-report controller 2: anticholingericsb

2.81%0.95%–1.85%Difference

–11.26, 16.87–8.73, 1.64–12.05, 8.3495% CL

.69.85.72P value

a Comprehensive Health Enhancement Support System plus monthly nurse case management.
b P< .01.
c Confidence limits.
d P ≤ .001.
e Sum of self-reported adherence data and pharmacy refill data.

Mechanisms of CHESS+CM Effect on Asthma Control
Figure 4 shows the prespecified secondary mediational analyses.
Part a, which shows the premediated effect of CHESS+CM on
the ACQ with all covariates entered into the model, was
significant at tau = –.22, P = .03. Only Medicaid was a
significant covariate. Therefore, we entered three covariates
into each mediator model: Medicaid, pretest score from the
ACQ, and mediator.

Figure 4 part b shows that CHESS+CM had a significant effect
on social support at alpha = .200, P = .01, and social support
had a significant effect on ACQ at beta = .210, P = .03. After

mediation, the CHESS+CM effect on ACQ was no longer

significant at tau1 = –.174; P = .09, as hypothesized.

Figure 4 part c shows that CHESS+CM had a positive but
nonsignificant effect on self-efficacy at alpha = .080, P = .14.
Self-efficacy had a significant effect on ACQ at beta = .476, P
= .01. After mediation, CHESS+CM no longer had a significant

effect on ACQ at tau1 = –.182, P = .07.

Figure 4 part d shows that CHESS+CM had a marginally
significant positive effect on information competence at alpha
= .079, P = .09; information competence had a positive but
nonsignificant effect on ACQ at beta = .063, P = .64. After the
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mediational analysis, CHESS+CM’s effect on ACQ remained

significant at tau1 = –.235; P = .02. Information competence,
therefore, was not a significant mediator.

In sum, only social support was the only significant mediator
for CHESS+CM’s effect on asthma control.

Figure 4. Mediational analyses. CHESS+CM = Comprehensive Health Enhancement Support System plus monthly nurse case management.
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CHESS Use
Table 4 and Table 5 present the number of logins, pages viewed,
and time spent on the site. Table 4 is based on the total number
of potential users (146); Table 5 is based on the number of actual
users during each month of access. Figure 5 shows the
percentage of potential users that actually used CHESS each

month. Figure 5 shows a sharp drop-off from the first to the
second month and then small declines in most other months.
The same can be said for the extent of use. In the last month,
usage rates moved up again, possibly because participants knew
that the study was coming to an end. This may have led people
to employ their last opportunity to use CHESS or it may reflect
users wanting to prepare for the exit interview.

Table 4. Logins, pages viewed, and time spent for the 146 potential users.

MonthMeasure

121110987654321

Logins

146146146146146146146146146146146146No.

2.881.402.233.052.602.452.523.122.663.574.1510.64Mean

10.725.177.2511.588.738.339.9412.596.917.0910.2416.72SD

000000000000Minimum

814656807364107126554389116Maximum

Pages viewed

146146146146146146146146146146146146No.

16.476.997.579.568.759.5112.0813.6515.1524.1229.2287.64Mean

49.1023.6622.2930.3520.0822.3741.1438.7532.2740.5461.29111.84SD

000000000000Minimum

288155193241105167429307231242551649Maximum

Time (minutes)

146146146146146146146146146146146146No.

19.508.018.8610.259.708.719.2112.2113.4919.5225.8082.92Mean

90.7840.2346.9447.8733.0334.7334.6351.4548.1547.3668.01131.34SD

000000000000Minimum

777403517471265354365524533450700760Maximum
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Table 5. Logins, pages viewed, and time spent for actual users who logged into the Comprehensive Health Enhancement Support System (CHESS)
each month.

MonthMeasure

121110987654321

Logins

4231404247474953638580127No.

10.026.618.1310.628.097.607.518.606.176.137.5812.24Mean

18.259.6812.1019.7913.9713.3716.1219.859.478.4112.9017.38SD

111111111111Minimum

814656807364107126554389116Maximum

Pages viewed

4231404247474953638580127No.

57.2432.9027.6333.2427.1929.5336.0037.6035.1141.4453.33100.76Mean

78.3242.7235.7549.5227.5531.1965.0857.1841.5145.9574.79114.29SD

000000000000Minimum

288155193241105167429307231242551649Maximum

Time (minutes)

4231404247474953638580127No.

67.7937.7132.3335.6230.1327.0627.4533.6231.2533.5347.0995.33Mean

160.6181.6486.1084.7353.0257.3955.7881.5369.6958.2886.45136.60SD

000000000000Minimum

777403517471265354365524533450700760Maximum

Figure 5. Percentage of active Comprehensive Health Enhancement Support System (CHESS) users by month.

Discussion

Summary of Primary Outcomes
We report on a randomized controlled trial that integrated an
asthma eHealth program called CHESS with case management
from a monthly telephone call from an asthma nurse. The study

enrolled 305 parent–child dyads and randomized 301 dyads.
Half of our sample were African American and had a low
income. Despite the digital divide, the intervention showed
significant improvement on pediatric asthma control when
measured by the ACQ, but not when measured as symptom-free
days from asthma diaries. The intervention did not have a
significant effect on adherence to asthma controller medications.
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Pharmacy refill rates improved for both groups, yet self-reported
adherence declined in both groups. Social support mediated
CHESS+CM’s effect on the ACQ. Despite positive trends, we
found no significant effects for self-efficacy or information
competence. Still, the study has important implications because
of its focus on (1) low-income, high-risk populations (often
African American), (2) an integrated system of nurse case
management and eHealth, and (3) mediation analysis to identify
the mechanisms of the effect of eHealth systems.

Mediational Effects of Social Support Versus
Information
Of the three mediational analyses, social support was the only
factor that significantly mediated the CHESS+CM effect on
asthma control. CHESS+CM had a marginally significant impact
on information competence (P = .09), but information
competence had no impact on asthma control (P = .64).
Conversely, CHESS+CM had a nonsignificant but promising
trend (P = .14) toward improving self-efficacy. The trend was
strongly associated with improvements in asthma control (P =
.01).

These mediational analyses raise an intriguing question about
the relative contribution of social support and information in
pediatric asthma management and, as a result, the relative effort
that should be spent in developing eHealth technologies, at least
for asthma. CHESS+CM’s modest improvements in information
competence but lack of mediational effect for the ACQ may
result from an insensitive measure or inadequate presentation
of information about or the nature of asthma care, or may
indicate that knowledge may not be as important as motivation.
On the other hand, an exploratory study of a Web portal for
pediatric diabetes patients and their parents reported that users
put great value on obtaining information from the site [45]. It
might be that, for this largely low-income and minority sample
of parents, communicating specific asthma information by phone
and case manager email with trusted, caring case managers is
a more effective way to encourage asthma management than is
reading information in the CHESS program. While these results
may not hold for other chronic diseases, we encourage future
researchers to consider the relative effects of social support and
health information, and possible ways to deliver health
information in a supportive manner. Interventions themselves
may benefit from being simplified, leading to a more extensive
adoption and use of eHealth systems.

Challenges of Measuring Medication Adherence
These results confirm other study results that show asthma diary
data are unreliable because of lapses in daily record keeping
and overreporting of adherence [46]. The self-reported decline
in adherence over time in both groups, however, is puzzling
and raises questions about whether participation in the study
encouraged more candid responses. This might be interpreted
as increasing levels of realistic self-evaluation. Missing data
about pharmacy refills were high and may stem from
administrative errors and a highly mobile Medicaid population.
This research might have benefited from the use of electronic
medication measurement devices [47], but these are costly,
allow for dumping doses, and may augment adherence and thus
reduce generalizability [48].

Limitations
Somewhat surprising was the control group’s significant and
sustained improvements in refilling asthma controller
medications. Control group placebo effects are widely
recognized, but primarily for double-blind medication trials
rather than health education interventions. Notably, our control
group received a welcoming and thorough nurse-led, hour-long
intake that was, for many parents and children, their first
asthma-focused clinical appointment. This intake included an
assessment of the child’s asthma and parent’s well-being, asthma
education as needed, and a warm handoff rather than a referral
to follow-up care. Control group participants also received four
quarterly mailings with seasonally tailored asthma information,
as well as parenting and community resources [49].

In a routine application setting, the case managers would have
been employed by the MCO (possibly making our results more
optimistic) and the control group would not have received the
extensive attention provided in this study (possibly making our
results more conservative).

Participants in this eHealth trial were not blinded. This research
examined several outcomes of interest (asthma control,
symptom-free days, and medication adherence), thus increasing
the risk for a type I error. While we did use a Bonferroni
correction, we did not use such a correction in the mediation
analysis. We do not report analyses comparing users with
nonusers of CHESS. Doing so would have increased the length
of an already complex paper, shifted attention away from the
primary analyses, and introduced substantial biases in research
reporting. Finally, eligibility requirements and informed consent
limited generalizability of the results. Specifically, we required
a level of literacy beyond that possessed by many low-income
people.

When this study was initiated, smartphones were just becoming
powerful vehicles for change. If we were to do this study over
today, we would make several changes. We would use global
positioning system tracking to identify when the child entered
a prespecified high-risk location, such as a smoker’s home. We
would install more reminders to both parents and children. Our
social media would have included a service in which parents
could exchange tips on how best to promote adherence. We
would have added a panic button and services to offer help if a
child entered an asthma attack. We would have explored the
addition of other sensors, such as a peak flowmeter attached to
the smartphone. In a second study, we would compare CHESS
alone versus CHESS+CM versus control.

Comparison with Prior Work
A 2011 Cochrane review of 21 randomized studies found that
asthma telehealth care interventions did not show a clinically
significant improvement in patients’ quality of life or in the
number of emergency department visits, but did show a
significant reduction in the number of asthma-related
hospitalizations [50]. Most interventions used telephones, and
none combined telephone case management with self-guided
Web-based education—and none measured the effects on asthma
control. Like other pediatric asthma intervention studies with
samples, the authors noted that an “active” control group may
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have reduced the effects on the primary outcomes [51]. Other
interventions have improved pediatric asthma outcomes and
cognitive learning processes [52,53]. An interactive game that
improved children’s asthma knowledge, self-management, and
clinical outcomes did not significantly improve self-efficacy
but found higher scores correlated with better self-management
[53]. A school-based intervention improved asthma self-efficacy,
knowledge, and asthma management activities as outcomes,
but not asthma control [53]. An eHealth program improved
asthma knowledge, which correlated with reduced use of rescue
medicine and emergency department visits [54]. However, this
is the first study to our knowledge that tested the mediational
effects of cognitive learning factors on asthma control.

Similarly to the present study, others have found significant
effects from brief asthma educational interventions analogous
to our active control condition. A single, brief pediatric asthma
educational intervention improved asthma outcomes—at least
in the short term [55]. An evaluation of self-management support
provided by in-home community health workers compared with
an active control of three clinic-based pediatric asthma nurse
education sessions found modest significant improvements in
symptom-free days [56].

This is one of very few eHealth studies that have shown an
effect on pediatric asthma caregivers. This is significant because
it confirms the family’s critical role in disease management
[57].

Conclusion and Implications for Further Research
CHESS+CM provided information, social support, and
interactive tools to help parents overcome barriers to managing
their child’s asthma, and secondarily to help the child participate
in his or her asthma management [35]. The present study,
however, could not identify whether the relative impact of the

CHESS eHealth program or monthly phone conversations with
the case manager affected these outcomes. Further analyses are
needed to identify the specific effects for the separate
components of CHESS and case management for different
participant profiles and to provide important clues about how
asthma education can be tailored better to meet the complex
needs of managing pediatric asthma within the family context.

From an eHealth development perspective, more research is
needed into the conditions under which it makes sense to invest
heavily in various aspects of disease management [58], such as
information versus social support. In the present study, the case
manager provided asthma information in a supportive and
encouraging manner during the monthly phone call—perhaps
conflating the relative contribution of information and social
support in improving asthma control. In sum, continuous
condition-specific and population-specific research and
refinement are needed to develop and implement effective
eHealth programs.

Finally, information and communication technologies like the
one used here might be cost beneficial in disease management
[59]. Efficacy studies of information and communication
technologies in chronic disease self-management are promising
[60,61]. People with addictions tend to view information and
communication technologies favorably [62]. They acknowledge
more drug use and psychiatric symptoms online than in
face-to-face interviews [63]. Computerized screening and brief
interventions have been shown to reduce problem drinking
[64-66]. A recent review [67] found positive outcomes in 29 of
32 randomized trials of personal computer interventions offering
a single service, such as texting and giving reminders, for
various chronic diseases. Randomized controlled trials of
smartphone systems are just beginning to appear.
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Abstract

Background: The effectiveness of eHealth interventions in terms of reach and outcomes is now well documented. However,
there is a need to understand not only whether eHealth interventions work, but also what kind of functions and mechanisms
enhance their effectiveness. The present investigation contributes to tackling these challenges by investigating the role played by
functional interactivity on patients’ knowledge, empowerment, and health outcomes.

Objectives: To test whether health knowledge and empowerment mediate a possible relationship between the availability of
interactive features on an eHealth application and individuals’health outcomes. We present an empirical, model-driven evaluation
of the effects of functional interactivity implemented in an eHealth application, based on a brief theoretical review of the constructs
of interactivity, health knowledge, empowerment, and health outcomes. We merged these constructs into a theoretical model of
interactivity effects that we tested on an eHealth application for patients with fibromyalgia syndrome (FMS).

Methods: This study used a pretest–posttest experimental design. We recruited 165 patients and randomly assigned them to
three study groups, corresponding to different levels of functional interactivity. Eligibility to participate in the study required that
patients (1) be fluent in Italian, (2) have access to the Internet, (3) report confidence in how to use a computer, and (4) have
received a diagnosis of FMS from a doctor. We used structural equation modeling techniques to analyze changes between the
pretest and the posttest results.

Results: The main finding was that functional interactivity had no impact on empowerment dimensions, nor direct observable
effects on knowledge. However, knowledge positively affected health outcomes (b = –.12, P = .02), as did the empowerment
dimensions of meaning (b = –.49, P < .001) and impact (b = –.25, P < .001).

Conclusion: The theoretical model was partially confirmed, but only as far as the effects of knowledge and empowerment were
concerned. The differential effect of interactive functions was by far weaker than expected. The strong impact of knowledge and
empowerment on health outcomes suggests that these constructs should be targeted and enhanced by eHealth applications.

(J Med Internet Res 2012;14(4):e105)   doi:10.2196/jmir.1953

KEYWORDS

Interactivity; health literacy; patient empowerment; fibromyalgia; Internet intervention

Introduction

The effectiveness of eHealth interventions in terms of reach and
outcomes is now well documented. Several reviews and

meta-analyses showed the benefits of designing, implementing,
delivering, and maintaining health programs on the Internet
[1-7]. Still, Bennett and Glasgow [8] pointed out that one of the
major challenges for eHealth research is to evaluate the
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differential effects of the enabling functions implemented in
the applications, rather than consider them as black boxes [8].
In other words, there is a need not only to know whether eHealth
interventions work, but also to understand how they achieve
their effectiveness.

The question of how eHealth interventions work has at least
two aspects. The first is to identify the effective elements in
these interventions; this comes down to achieving a more precise
understanding of the independent variable. As it is among the
prime features that distinguish Internet interventions from other
mediated communication interventions, an obvious subject to
turn to is the role played by interactivity for the outcome of
eHealth interventions. Indeed, in the health care domain,
interactive applications are favored, and optimistic claims on
their effectiveness abound [9-16]. However, the body of
evidence on the effects of interactivity on behavioral and health
outcomes is not very broad. This is perhaps linked to the fact
that the definition and operationalization of interactivity have
always been difficult [15]. According to Rafaeli and Ariel [15]
and Rafaeli [17], a rough distinction can be made between the
conceptualizations focused on functions of features and those
focused on users.

Interactivity as an attribute of technology (eg, [18]) can be
defined as “the extent to which users can participate in
modifying the form and content of a mediated environment in
real time” [19,20]. In this sense, traditional media are low in
terms of interactivity, while new technologies, such as the
Internet, share a high level of interactivity. This perspective is
known as functional interactivity and offers a theoretically
robust way to operationalize an eHealth intervention in terms
of its enabling functions.

The second aspect is to better understand the process that creates
the effect. This means to find intervening variables that mediate
or moderate the effect of eHealth interventions. As eHealth
interventions mostly aim at improving self-management and
self-help capabilities, approaches from the larger field of patient
autonomy come into focus: health literacy (or rather one of its
elements, patient knowledge) and patient or health
empowerment. Both are assumed or have been shown to affect
health outcomes.

In its original definition, health literacy was conceived as “the
ability to read and comprehend prescription bottles, appointment
slips, and other essential health-related material” [21]. Reading
and numeracy are considered essential skills an individual
should possess in order to navigate the health care system
[22,23]. This functional perspective, however, has been
criticized for being too narrow and missing much of the richness
of the deeper meaning and purpose of literacy for people (eg,
[24]). As a consequence, broader definitions have been proposed
[24,25]. For this study, we adopted the critical perspective on
health literacy and health knowledge proposed by Schulz and
Nakamoto [26]. These authors conceived health literacy and
knowledge as a function of basic reading and writing skills,
declarative knowledge, procedural knowledge, and judgmental
skills.

Patient or health empowerment, in turn, was theorized as the
process by which people, organizations, and communities gain

mastery over issues of concern to them [27-39]. Thomas and
Velthouse [40], building on the psychological and organizational
literature [41-43], proposed a model of empowerment as a
multidimensional construct, composed of four cognitive
variables (or task assessments): impact (or the degree to which
behavior is seen as “making a difference”), competence (or the
degree to which a person can perform task activities skillfully),
meaningfulness (or the individual’s intrinsic caring about a
given task), and choice (or weather a person’s behavior is
perceived as self-determined). In the health care domain,
powerlessness has been associated with ill health [44], whereas
empowerment is considered a determinant of improved health
status [45-47] and eHealth interventions, especially online
support groups, are considered an effective empowering tool
[48-50]. A recent review and meta-analysis of the effectiveness
of Web-based interventions on patient empowerment showed
that eHealth significantly contributes to increased empowerment,
even when compared with face-to-face consultations or usual
care [51].

Links between eHealth interactivity on the one hand, and health
literacy and empowerment on the other, are plausible to assume,
for it takes knowledge and literacy to benefit from eHealth
applications, and bringing them up in medical consultation gives
a more active role to patients, who thus claim autonomy.
Knowledge and empowerment can also be assumed to be
affected by eHealth interventions and their qualities. In a sense,
such links are obvious to assume, but they are largely unexplored
by research and therefore not established at all [52]. Our research
aimed at contributing to this area, resting on the assumption
that eHealth fosters patient autonomy. In particular, we
hypothesized that the availability of interactive functions in
eHealth interventions would positively affect users’ knowledge
and their empowerment, and further that knowledge and
empowerment would positively affect health outcomes.

The main aim of this study was to test whether health knowledge
and empowerment mediate a possible relationship between the
availability of interactive features on an eHealth application
and individuals’health outcomes. We expected that interactivity
increases knowledge and empowerment, which in turn improve
patient assessment of fibromyalgia impact, our health outcome
measure. Similar assumptions for other interventions and
conditions were already tested—and partially confirmed—in
other studies relating interactive eHealth applications with
knowledge or empowerment, or both [10,53-56]. Therefore,
this study tested a specific model that conceives aspects of
patient autonomy as mediating a possible influence of
interactivity on assessment of impact. To keep a confirmatory
rather than an exploratory approach to these relationships, we
did not directly test alternative models (eg, that knowledge and
empowerment could also moderate the effect of interactivity).
Figure 1 illustrates our model of interactivity effects on patients’
assessment of fibromyalgia impact.

Each arrow in Figure 1 represents a hypothesis, all of which are
a specification of the general mediator hypothesis mentioned.

Specifically, patients who use an application that offers
interactive functions become more knowledgeable (H1) and
achieve a higher score on the empowerment dimensions of
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meaning (H2), competence (H3), self-determination (H4), and
impact (H5) than patients not offered these functions. In turn,
the higher the level of knowledge (H6), meaning (H7),
competence (H8), self-determination (H9), and impact (H10),
the better (ie, lower) the patients assess their fibromyalgia
impact.

The mediator analysis rests on the existence of an influence of
interactivity condition on outcome, in the sense that patients
who are offered interactive function will assess fibromyalgia
impact better. We also tested this.

Figure 1. A model of functional interactivity effects on knowledge, empowerment, and health outcomes. Arrows indicate directional effects. H1-H10
= main hypotheses.

Methods

Reference Population
The reference population in this study consisted of patients with
fibromyalgia syndrome (FMS). According to the American
College of Rheumatology [57], FMS is a condition characterized
by chronic widespread pain and tenderness in 11 or more of the
18 specific tender point sites. Although the medical evidence
is still lacking for precise diagnostic criteria for FMS, there are
three major symptoms that are usually associated with the
disease: pain, sleep disorders, and fatigue [58-60]. Alongside
these somatic factors are many other psychological dimensions
observed in FMS patients, such as anxiety, stress, and depression
[61-63]. People with FMS usually have other concurrent
conditions, including diabetes, high blood pressure, and back
pain. FMS outcomes are generally measured with the
Fibromyalgia Impact Questionnaire (FIQ) [64-66] or the
Fibromyalgia Assessment Status (FAS) [67]. The FIQ includes
items covering all the disease-specific domains, accounting for
functional disability, job ability, pain intensity, sleep function,

stiffness, anxiety, depression, and the overall sense of wellbeing.
The FAS focuses on the three main characteristics of FMS:
fatigue, sleep disturbances, and pain. Both of these measures
have good psychometric properties, in terms of reliability and
validity. For this study, we used the FIQ, as the FAS was still
under development and testing. In other words, our health
outcome variable was patients’ assessment of fibromyalgia
impact.

The eHealth Intervention
To test our hypotheses, we developed a Web-based eHealth
intervention for patients with FMS. This application, called
ONESELF, was developed in collaboration with health
professionals (rheumatologists, physiotherapists, and general
practitioners), and it is fully compliant with the Health On the
Net Foundation guidelines (HONcode). The HONcode
prescribes guidelines on the quality of the contents and the
overall usability of an application. Indeed, these intrinsic factors
can play a decisive role in the ultimate effects of an online
intervention, and compliance with these guidelines helps to
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temper—and to some extent rule out—potential biases caused
by usability issues.

The application enabled asynchronous and synchronous
interactions with health professionals and laypeople. The system
also included static informative sections in a virtual library that
provided users with relevant information on the disease. First
aid and frequently asked questions sections provided brief and
practical information on syndrome management. A virtual
gymnasium provided patients with tailored multimedia contents
on several physical exercises that constitute the wider part of
the nonpharmacological treatment of FMS. Later, a section with
testimonies, where patients could post their stories and read
stories of other people with the same health condition, enhanced
the dimension of social support. We also designed and
implemented synchronous interaction via a chat room and
asynchronous interaction in an online forum. Patients used these
tools to communicate with the physicians and among
themselves. A more detailed description of the design of the
application is presented elsewhere [68,69], together with
qualitative insights on the user experience with the system,
which was generally considered useful, usable, and
comprehensible. Since the first release of ONESELF in June
2008, more than 600 FMS patients, mostly from Switzerland
and Italy (the site language being Italian), have registered.

Study Design and Procedure
This study used a pretest–posttest experimental design. Patients
were contacted by two means: a list of patients who were
members of the Associazione Fibromialgici Svizzeri Sezione
Ticino (Ticino Fibromyalgia Patients Association) and patients
visiting health professionals (rheumatologists and
physiotherapists). Health professionals were involved in the
recruitment to assure that patients received a diagnosis of FMS
from a doctor. To be eligible for the study, patients had to meet
a set of inclusion criteria: (1) be fluent in Italian, (2) have access
to the Internet, (3) be confident in using a computer, and (4)
have received a diagnosis of FMS from a doctor. Every patient
who matched these criteria was given a letter briefly describing
the aims of the study, together with a contact form. If interested
in the study, patients had to send the form back to the research

team, filled in with contact details. The research team contacted
the patients by phone and email. Patients were introduced to
the study and asked to register on the ONESELF website. After
registration, they had to accept an informed consent statement
and, finally, complete the first questionnaire. After completing
the questionnaire, patients could access the website and start
the navigation. After 5 months of access to the site, a second
questionnaire was presented and completed. A maximum of
three reminders were used to maximize response rate. By the
end of the recruitment process, a total of 165 patients had agreed
to participate in the study (Figure 2).

To investigate the effect of functional interactivity, we created
three different versions of the ONESELF application, each
implementing different enabling functions. Patients were
randomly assigned to one of the three versions and blinded to
the others, using a computer utility that assigned them to a
randomly selected experimental condition until the conditions
were equally filled. Patients in group 1 (n = 55) were given a
static version of ONESELF, including only the library, the
virtual gymnasium, the testimonials, and the generic sections
such as the first aid, the frequently asked questions, and other
common contents (eg, contacts, legal notices, and ownership
disclosure). No interactive enabling tools such as the Web forum
or the chat room were present in this version. This group was
considered as the reference or control group. Patients in group
2 (n = 55) were given an interactive-only version of ONESELF,
including the Web forum, the chat room, and the generic
sections. Static sections were not implemented in this version.
Patients in group 3 (n = 55) were given the full version of
ONESELF, including both static and interactive components.

The rationale behind this choice goes back to the functional
approach to interactivity. While the library, the virtual
gymnasium, and the testimonials did not allow any input from
the user other than traditional hypertextual navigation, the Web
forum and the chat room enabled synchronous and asynchronous
interactions. Although this kind of approach has been criticized
for being too generic [15], it is useful to capture the contribution
of different enabling functions [70], and it was adopted in other
studies on interactivity as well (eg, [53,71-73]).
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Figure 2. Attrition flow from the initial recruitment phase. G1 = static-only study group; G2 = interactive-only study group; G3 = full application study
group.

Measurements
Each construct of the eHealth intervention effect model was
translated into operational measures. The assessments were
conducted using standardized online questionnaires. The
questionnaires were pretested for face and content validity with
two focus groups, with 4 health professionals and 4 patients
respectively. The measures used in the study were as follows.

Demographic Characteristics
Demographics in the questionnaires included age, gender, and
level of education. We used age as an exogenous covariate in
the model analysis, since it can discriminate other focal
constructs (eg, level of pain varies with age). Gender was
measured but was not controlled for, since the large majority
of FMS patients are female and our sample reflected this [74].

Knowledge
Knowledge was measured following the approach of critical or
integrative models of health literacy. Thus, we assessed
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knowledge with 10 multiple choice questions adapted from the
Mayo Clinic website relating to FMS symptoms, etiology,
treatments, and management. Each answer was coded 1 when
correct and 0 when incorrect. The final measure of knowledge
was obtained by a mean score calculation of the 10 items, with
a theoretical range from 0 (no correct responses) to 1 (all correct
responses).

Empowerment
Empowerment was measured according to the scale proposed
by Spreitzer [75] but adapted to the FMS domain. This measure
reflects the multidimensionality of the construct of
empowerment, which is a combination of meaning, competence,
self-determination, and impact. Each one of the subdimensions
is treated as a latent construct with three observed indicators.
Each indicator was measured on a 7-point Likert scale.

Health Outcomes
Health outcomes were measured with the FIQ [64,65] in its
Italian version [76]. The FIQ is a validated questionnaire that
consists of 20 indicators to assess patients’ disability to carry
out everyday activities, patients’ intensity of pain, and the
interference of FMS with patients’ sleep and emotional state.
The FIQ provides a single score ranging from 0 to 100, where
a higher score indicates a greater impact of FMS on the patient.
For this reason, it should be considered a measure of negative
health outcomes. According to Bennett [65], the average FMS
patient scores about 50. Because of the high theoretical variance
of this measure compared with the others’, we transformed the
FIQ raw score on a 0–10 scale and used the result as a single
manifest indicator throughout the analyses.

Additional Covariates
The number of years since the first diagnosis was measured as
a single additional covariate. By doing so, it is possible to
control for potential differences that are due to the illness
experience accumulated over time.

In addition to this set of self-report measures, we operationalized
functional interactivity by delivering different versions of
ONESELF to the three groups of patients, as explained above.

Analyses
The main analyses were conducted using structural equation
modeling techniques [77]. SPSS AMOS 18 (IBM Corporation,
Somers, NY, USA) was used for the analyses. Specifically, we
examined the effect of interactivity on knowledge, meaning,
competence, self-determination, and impact. Because of the
relatively small sample size, it was not advisable to run a test
on a model including the five focal dependent variables at the
same time. Thus, a structural equation model reflecting an
analysis of covariance for the analysis of change was
implemented and tested five times, varying the five focal
dependent variables. Additionally, to determine whether a
mediating effect existed, we ran an analysis of variance with
the fibromyalgia impact as dependent variable and study
condition as factor.

The model accounts for autoregressive effects of the focal
dependent variables (knowledge and the four empowerment
dimensions) at time 1 on the same variable at time 2, as well as
outcomes at time 1 on outcomes at time 2. This strategy allows
controlling for pretest scores and adjustment for measurement
errors. To reduce sampling error, we included age and years
since first diagnosis in the model as additional covariates, as
well as the initial score on health outcomes. The main
endogenous variable was the patients’ assessment of
fibromyalgia impact.

Results

Sample Characteristics and Application Usage
The sample included 165 patients with FMS. Age ranged from
27 to 72 (mean 49.93, SD 9.93) years. Most patients were female
(157, 95.2% women; 8, 4.8% men). The modal educational
level was high school (63.6%); 43 (26.1%) had a lower
educational level and 17 (10.3%), a higher. The mean time since
first diagnosis was 5.7 (SD 4.8) years. At baseline, the average
FIQ score was 5.98 (SD 1.82). Table 1 presents descriptive
sample characteristics.

Table 2 reports the mean values of the relevant constructs of
the model, as measured at pretest (T1) and posttest (T2).
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Table 1. Descriptive sample characteristics.

%nRangeCategorical or dichotomous variable

Gender, n (%)

95.2%157Female

4.8%8Male

Level of education, n (%)

2.4%4None

5.5%9Elementary school

18.2%30Middle school

63.6%105High school

10.3%17University

SDMeanContinuous variables, mean (SD)

9.9349.9327–72Age (years)

4.85.70–40Years since first diagnosis

1.825.980.73–9.07Health outcomes (FIQa) at baseline

a Fibromyalgia Impact Questionnaire, score transformed on a scale of 0 to 10.

Table 2. Descriptive statistics (mean, SD) for experimental measures for study groups 1–3 at time 1 (pretest) and time 2 (posttest)a.

Time 2Time 1Variable name

Group 3

(n = 50)

Group 2

(n = 51)

Group 1

(n = 50)

Group 3

(n = 55)

Group 2

(n = 55)

Group 1

(n = 55)

5.8 (1.8)6.0 (1.5)5.9 (1.7)5.9 (1.8)6.1 (1.7)5.9 (1.7)Health outcomes

6.4 (1.6)6.1 (1.7)6.4 (1.9)5.9 (1.6)5.6 (1.9)6.1 (1.8)Knowledge

6.4 (1.0)6.3 (1.3)6.6 (0.8)6.5 (0.9)6.4 (1.3)6.3 (1.4)Meaning-1

5.8 (1.5)6.1 (1.3)6.2 (1.3)5.9 (1.5)6.1 (1.2)6.0 (1.6)Meaning-2

5.9 (1.4)6.3 (1.0)6.4 (1.0)6.2 (1.2)6.2 (1.2)6.3 (1.2)Meaning-3

5.3 (1.7)5.5 (1.4)5.6 (1.4)5.2 (1.7)5.1 (1.8)5.3 (1.6)Competence-1

4.8 (1.9)4.8 (1.8)5.0 (1.6)4.6 (1.9)4.4 (2.0)4.5 (1.8)Competence-2

5.5 (1.4)4.9 (1.5)5.3 (1.4)5.7 (1.3)5.0 (1.9)5.3 (1.8)Competence-3

5.1 (1.8)4.9 (1.6)4.7 (1.7)4.6 (2.0)4.2 (1.9)4.3 (1.9)Self-determination-1

4.5 (2.0)4.1 (2.0)3.7 (1.9)4.2 (2.2)3.5 (1.9)3.5 (2.3)Self-determination-2

4.5 (2.0)4.5 (1.9)4.1 (2.0)4.1 (2.0)4.0 (1.9)4.0 (2.3)Self-determination-3

4.8 (1.8)5.1 (1.7)5.3 (1.4)4.2 (2.2)4.4 (1.9)4.4 (2.0)Impact-1

4.2 (1.8)4.5 (1.7)4.2 (1.7)3.8 (2.1)3.6 (2.0)3.5 (1.8)Impact-2

4.1 (1.9)5.0 (1.5)4.5 (1.8)4.0 (1.9)4.3 (2.0)3.7 (2.0)Impact-3

a Three items compose each empowerment construct.

Regarding usage of the application, the mean number of visits
as recorded by a log file analyzer was 13.27 (SD 6.68). The
mean time spend on the website was 4.8 (SD 3.2) minutes per
visit. Table 3 reports some usage data related to the main
features implemented in the experimental conditions. Given
that these figures suggest that the application was not used very
often, in a preliminary phase of the analysis, we introduced the
number of visits and the time spent on the application as
potential moderators of the relationships implied by the
theoretical model. For the sake of brevity, we cannot report the

whole preliminary evaluation, but the main result was that, at
the observed level of usage, we found no significant moderating
effect. Although this result does not exclude the presence of a
trend (ie, that running the study for a longer period would
generate significant interaction effects), it suggests that usage
of the application had no strong influence on the relationships
investigated in the present analysis. It must be acknowledged,
however, that the scant usage of the system may understate the
results of the present analysis. Under the assumption that more
frequent usage should lead to larger effects, the differential
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impact of some features that were seldom used (eg, the chat
room) might stay covered. We accounted for this in the power

and effect size considerations that are detailed in Multimedia
Appendix 1 [78-82].

Table 3. Usage data (mean, SD) across experimental conditions.

Group 3Group 2Group 1Variable

5.4 (13.2)4.8 (16.4)4.2 (10.2)Time per visit (minutes)

7.6 (3.5)NAa8.13 (3.5)Number of visits to library

10.2 (0.6)NA9.0 (3.1)Number of visits to virtual gymnasium

11.4 (1.2)NA12.9 (2.5)Number of visits to testimonials

8.5 (8.1)10.5 (22.1)NANumber of visits to Web forum

1.8 (4.3)2.1 (1.3)NANumber of visits to chat room

a Not applicable.

Testing Hypotheses
Our hypotheses detailed the role of knowledge and patient
empowerment as mediating variables of a possible effect of the
availability of interactive elements in an eHealth intervention.
Results on the differences between the three study groups
indicate no significant difference in fibromyalgia impact (F2,148

= 0.824, P = .44). This means that the two groups who were
offered interactive elements did not benefit more from the
website than the group offered only static elements. The absence
of a difference renders the question of mediating variables
obsolete. However, we did compute the model (and report it
here) to determine at what stage the hypothesized relationships
failed to emerge.

The following five steps address one of the five focal dependent
variables (knowledge, and the four dimensions of
empowerment). Each section first reports the results of the
effects of one of the focal dependent variables on the
endogenous variable, health outcomes (operationalized as patient
assessment of fibromyalgia impact), and then the effects of the
main independent variable on the focal dependent variable. This
means that hypotheses 1 and 6 are treated in one step, as are
hypotheses 2 and 7, 3 and 8, an so on. To make the presentation
clearer, we summarize the results in Figure 3. All five models
are available in Multimedia Appendix 2, Multimedia Appendix
3, Multimedia Appendix 4, Multimedia Appendix 5, and
Multimedia Appendix 6. The five steps do not mention the
autoregressive effects of the focal dependent variables at time
1 on time 2 and the endogenous variable at time 1 on time 2.
All these effects were highly significant.
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Figure 3. Overall model results. G1 = static-only study group; G2 = interactive-only study group; G3 = full application study group. Standardized
coefficients are in parentheses (see Multimedia Appendix 2-7 for details).

The Role of Knowledge
As predicted by the hypothesized model (hypothesis 6),
knowledge at posttest significantly predicted health outcomes
at posttest. On average, for every 1 unit that knowledge
increased, negative health outcomes were predicted to decrease
by 1.3 units, everything else being equal. We further
hypothesized that interactivity enabled in the application
increases patients’knowledge (hypothesis 1). This result should
reflect a significant difference between groups 2 and 3 (higher
score) and group 1 (lower score). Despite the significant effect
of knowledge on patient assessment of fibromyalgia impact,
interactivity did not have any impact on knowledge, as the
absence of significant differences between the study groups
testifies. Given this result, hypothesis 1 was not confirmed.

The Role of Meaning
As predicted by the hypothesized model (hypothesis 7), meaning
at posttest significantly predicted assessment of impact at
posttest. On average, for every 1 unit that meaning increased,
negative assessments were predicted to decrease by 0.49 units,
everything else being equal. We further hypothesized that
interactivity enabled in the application should increase the
patients’ meaning score (hypothesis 2). There should be a

significant difference between the groups with (higher score)
and without (lower score) interactivity. The only direct effect
of functional interactivity on meaning can be observed in the
significant difference between group 1 (ie, patients provided
with the static version of the tool) and group 3 (ie, patients
provided with the full-fledged application). However, the
direction of the effect is not in as expected. Patients who had
access to both static and interactive elements on the site scored
significantly lower in meaning than did people with the static
version only. Therefore, hypothesis 2 was not supported.

The Role of Competence
Contrary to the eHealth effect model prediction (hypothesis 8),
competence at posttest did not significantly predict patient
assessment of fibromyalgia impact at posttest. We also
hypothesized that the interactivity enabled in the application
should increase the patients’ competence score (hypothesis 3).
However, interactivity did not have any such impact on
competence, as testified by the absence of significant differences
between the study groups. Given this result, hypothesis 3 was
not confirmed.
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The Role of Self-determination
Contrary to the eHealth effect model prediction,
self-determination at posttest did not significantly predict patient
assessment of fibromyalgia impact at posttest. Thus, hypothesis
9 was not supported. We also hypothesized that the interactivity
enabled in the application should increase the patients’
self-determination score (hypothesis 4). No significant direct
effect of functional interactivity was observed, as indicated by
the absence of significant differences between the study groups.
Therefore, hypothesis 4 was not confirmed.

The Role of Impact
In accordance with the eHealth effect model prediction
(hypothesis 10), impact at posttest significantly predicted health
outcomes at posttest. The impact of the syndrome as perceived
by the patient appears to make the largest difference in health
outcomes. From this experimental data, we observed that for
every 1 unit impact score increased, negative health outcomes
were predicted to decrease on average by 3.4 units (or a quarter
of a standard deviation), which is indeed a relevant finding.
Given this result, hypothesis 10 was confirmed. We also
hypothesized that the interactivity enabled in the application
should increase the patients’ impact score (hypothesis 5). This
result should reflect a significant difference between groups 2
and 3 (higher scores) and group 1 (lower score). The only
significant difference, though, was found between groups 2 and
3. Patients provided with the interactive-only application (group
2) scored significantly higher on impact than did patients who
had access to both the interactive and the static elements (group
3). Hypothesis 5, consequently, was not confirmed.

Although not of primary relevance in this analysis, it is also
interesting that the number of years that patients had FMS
influenced their impact score. On average, for every 1 additional
year of illness experience, the patients’ impact score was
predicted to decrease by 0.04 units. The total effect of years of
illness experience on health outcomes was 0.07, meaning that
an additional year of FMS on average increased negative health
outcomes by 0.07 units, and did so by decreasing the impact
that patients perceived the syndrome to have on them. In other
words, the lower a patient’s experienced control over the
syndrome (impact score), the worse the health outcomes score
will be.

Discussion

In summary, the presence of interactive elements in our eHealth
intervention did not affect knowledge, did not affect patient
empowerment in the expected direction (but reduced the
empowerment dimension of meaning), and did not improve the
health outcome of perceived fibromyalgia impact. In contrast
to other studies, ours did not find beneficial effects of functional
interactivity. However, knowledge and two dimensions of
empowerment (meaning and self-determination) did affect health
outcomes. Overall, the experimental findings suggest that only
some of the hypothesized relationships held true (see Figure 3
and Multimedia Appendix 7).

The strongest relationships concern the effects of knowledge,
meaning, and impact on health outcomes. These results show

that cognition and empowerment, at least in some of its
dimensions, are strong predictors of health outcomes, and
eHealth applications should try to target and enhance these
individual characteristics.

The relationships between functional interactivity and
knowledge, empowerment, and health outcomes was not
supported. Indeed, functional interactivity had an impact on
two empowerment dimensions (meaning and impact), but in
both cases the effect was not in line with the original predictions.
In all cases, patients provided with the less complete version of
the eHealth application reported higher scores on these
dimensions of empowerment than did those exposed to the full
application. This unexpected result may be due to the possibility
that viewing static information helped individuals in group 1
make more sense of their condition than did a combination of
static and interactive features. An alternative explanation is that
patients provided with the full-featured application were
overloaded by the functions and this badly affected their ability
to understand their health condition.

Both unexpected results may also be unintended consequences
of item wording. The empowerment dimension of impact was
measured with items that varied the notion of control and
influence over a person’s quality of life and health status in
general, while all items used for the other three dimensions
specifically referred to FMS. Adding interactive to static features
may have increased (or, given the other results, more likely not
affected) a sense of impact related specifically to FMS (which
was hypothesized), but at the same time reduced a sense of
general impact (which is closer to what was actually measured).
This highlights the general possibility that condition-specific
eHealth applications, along with their intended effects on
condition-specific empowerment, may have adverse effects on
a general sense of empowerment. Or, in plain words: patients
who are effectively being told their condition is manageable
and controllable may get the impression that other conditions
are not. This has implications for the conceptualization and
measurement of empowerment as well as for the design of
eHealth applications.

The empowerment dimension of meaning was measured with
items varying the notion of the importance of coping with FMS.
The finding that the scores decreased when interactive features
were added to static ones can be interpreted in two ways,
depending on how respondents may have understood the term
importance. If importance was understood as relevance, the
unexpected finding could be interpreted as an undesirable
distraction from actually important matters, caused by the
interactive elements. If, however, importance was understood
as urgency, the result could indicate a desirable effect: as
patients improved their ways of coping (not least by the eHealth
application), the subject of coping became less urgent to think
about. Methodologically, this would imply that the measure
used for this dimension needs to be revised.

The relationships between interactivity and knowledge,
self-determination, or competence were not confirmed.
Regarding knowledge, a plausible explanation is that the patients
were generally knowledgeable about the condition even before
the pretest (indeed, the mean score at pretest was 0.60, SD 0.2).
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Because of this, the application did not make a significant
difference with regard to this construct. The same holds true
for competence, for which initial score was relatively high across
the study groups (5.25, SD 1.7). Regarding self-determination,
at least two interpretations seem reasonable. First, while
self-determination is a construct referring to individuals’
autonomy, the application was not meant to increase
independence in facing the condition, but rather to support
embeddedness within a community of patients. Second,
interactivity is only one of the factors that may contribute to
increase the overall sense of autonomy of a patient with a
chronic condition. Although it is theoretically reasonable to
include this dimension as part of empowerment, the specific
context of investigation may not fully reflect its relevance.
Further theoretical work is needed to expand this issue.

It is difficult to relate these results to the empirical literature,
which is scarce. Empirical studies that are concerned with
interactivity in health applications, if they exist at all, address
the effects on quite different dependent variables, such as
attitudes to and satisfaction with the application [53], efficiency
of professional learning [54], risk assessments [56], and, for
political campaign websites, amount of time spent on the site
and content recall [73]. Warnick et al [73] pointed out, quite in
line with our results, that too much interactivity can decrease
content recall. Neither empowerment nor health outcomes have,
to our knowledge, been empirically related to interactivity, and
of course the application we used has not been studied, nor has
our measure of empowerment been used, as it was developed
for this study. Hopeful expectations for a beneficial impact of
eHealth interactivity (eg, [10]) should be tempered unless other
empirical research supports them.

Generally, support for the mediator perspective on interactivity
effects (with knowledge and empowerment functioning as
mediators) was weak because the hypothesized effects of
interactivity on knowledge and empowerment could not be
established.

Study Limitations
Some limitations of this study should be acknowledged. In
respect to interactivity, the preferred approach mostly relied on
the functional perspective [18]. This choice allowed testing for
the different enabling functions implemented in the eHealth
intervention. However, the dimension of perceived interactivity
[15,17] may play a major role as well. In this study, we assumed
that the chosen functions had a different degree of interactivity
without considering whether the patients perceived this
difference. Ideally, both functional and perceived interactivity
must be considered in an integrated and holistic model, as shown
in a recent contribution to the study of this construct [83].

The construct of knowledge was largely based on the critical
and integrative perspective on health literacy. However, the
aggregate average score provided by the knowledge test may
not fully capture its theoretical complexity. For example, in
Schulz and Nakamoto’s conception, individual judgment skills
should ideally be included in a full measure of integrative health
literacy [26].

Regarding our methods, an objection can be advanced for the
lack of a pure control group in the study phase. Patients provided
with the static version of the application were used as a baseline,
but we did not include patients who were not exposed to the
application. This limitation was mainly linked to feasibility
issues in reaching a sufficiently large number of FMS patients.
In addition, it is not uncommon to provide people in the control
group with some kind of neutral intervention, and this principle
was applied in the study.

Implications and Future Directions
Despite these limitations, this study provided interesting insights
into the differential effect of enabling functions implemented
in eHealth interventions, providing some evidence of the impact
of interactivity in the health context.

First, the combination of interactive and static features is not
necessarily a turnkey solution to enhance patients’ knowledge
and empowerment. For example, the presence of interactive
features did not significantly improve the individual level of
knowledge. When tested as stand-alone feature, however [84],
the library of information as implemented in ONESELF had an
impact on patients’ knowledge. Given that we measured
knowledge in relation to FMS, however, this result is hardly
generalizable to other health conditions. More holistic and
comprehensive measures of individual knowledge would help
in comparing results on this construct.

A second consideration relates to other studies [56,70,73], which
found that interactivity can enhance individual efficacy and
self-determination. The present study rejected this claim by
testing the effects of this construct on a more holistic
conceptualization of empowerment.

A third, more methodological observation is that testing
individual features separately or grouped into clusters decreases
the effect size of the overall application. The present analysis
is not suggesting that one should limit an eHealth intervention
to some functions, but rather that the choice of these features
should be theory or goal driven. This is even more important
considering that our results showed that the effect of the
full-fledged application was generally weaker than a more
focused version. It is possible that patients provided with the
more complex application needed more time before mastering
the system and the impact was somehow delayed. A longitudinal
evaluation may provide further insights into this hypothesis.
Indeed, the stability of a certain effect is rarely tested in eHealth
studies [85]. This is partly due to the costs associated with
longitudinal evaluations and partly linked to the high level of
attrition [82] between pretest and posttest.

At the time of writing this paper, research on health
communication and the Internet is rapidly evolving. While the
debate on the theories and constructs that must be considered
in the design and evaluation of eHealth applications is lively,
several efforts are being made to define standard procedures to
conduct and report empirical studies on eHealth interventions
[86]. In line with the scientific debate around eHealth, an
underlying theme reappeared throughout this work: the need to
integrate a theory-driven approach into eHealth research. The
model of eHealth effects defined and tested in this study is a
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first step on this route, but is far from complete, especially as
the model did not hold. Future directions of this endeavor should
focus on adapting, complementing, and refining the model and
its evaluation. The constructs included in the model of eHealth
effects posited some limitations at the theoretical level. For
example, the construct of interactivity should be refined to
include both functional and perceived perspectives. Although
Rafaeli and Ariel [15] argued that interactivity is primarily a
subjective construct, exclusion of interactivity at the functional
level would not provide any insight into the mechanisms that
occur within eHealth applications. A more integrative
perspective such as the one recently proposed by Yoo [83], who
combined medium and audience interactivity, is preferable and
should be pursued to refine the model.

Along the same lines, while the general validity of the model
of empowerment as proposed by Thomas and Velthouse [40]
and Spreitzer [75] was assessed in the health care setting, other
models of empowerment (eg, [87]) might be considered and
integrated to develop an improved measure of this construct.

In general terms, a model should be as predictive and
explanatory as it is parsimonious. Without overexpanding the
eHealth effects model, there are some constructs that should be
considered for its improvement.

The first two of these constructs relate to the literacy and
knowledge dimensions. According to Schulz and Nakamoto
[26], the construct of judgment skills as the ability to integrate

procedural and declarative knowledge into one’s own experience
should be included in the model to complement the construct
of knowledge. Before integrating the judgment dimension,
however, further effort should be put into translating it into
operational measures. Additionally, the construct of media
literacy [88] can further improve the cognitive component of
the model. Rosenbaum and colleagues [89] defined media
literacy as the understanding of the influences that occur
between the media, producers, and users. Thus, media literacy
can be considered a mediator between exposure to a certain
medium and its effects on opinions and behavior. As such,
together with health literacy, it can make a significant difference
in the effects of eHealth interventions.

Eventually, an important construct that should be included in
the model is computer self-efficacy, or one’s confidence in using
a computer and gaining benefits from it [90,91]. Studies on
eHealth often have generalizability issues because the reference
population is composed of people who are implicitly considered
skilled in using a computer. The CONSORT-EHEALTH
guidelines for conducting research on eHealth stress the need
to avoid this assumption and urge systematically testing
individuals’ ability and confidence in using technology [86].
The construct of computer self-efficacy and its measurement
can serve to control for this aspect, while providing further
insights into the mechanisms that determine the effectiveness
of eHealth interventions.
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Abstract

Background: Self-monitoring is a key behavior change mechanism associated with sustained health behavior change. Although
Web-based interventions can offer user-friendly approaches for self-monitoring, engagement with these tools is suboptimal.
Increased use could encourage, promote, and sustain behavior change.

Objective: To determine whether email prompts or email plus telephone prompts increase self-monitoring of behaviors on a
website created for a multiple cancer risk reduction program.

Methods: We recruited and enrolled participants (N = 100) in a Web-based intervention during a primary care well visit at an
urban primary care health center. The frequency of daily self-monitoring was tracked on the study website. Participants who
tracked at least one behavior 3 or more times during week 1 were classified as meeting the tracking threshold and were assigned
to the observation-only group (OO, n = 14). This group was followed but did not receive prompts. Participants who did not meet
the threshold during week 1 were randomly assigned to one of 2 prompting conditions: automated assistance (AA, n = 36) or
automated assistance + calls (AAC, n = 50). During prompting periods (weeks 2–3), participants in the AA and AAC conditions
received daily automated emails that encouraged tracking and two tailored self-monitoring reports (end of week 2, end of week
3) that provided feedback on tracking frequency. Individuals in the AAC condition also received two technical assistance calls
from trained study staff. Frequency of self-monitoring was tracked from week 2 through week 17.

Results: Self-monitoring rates increased in both intervention conditions during prompting and declined when prompting ceased.
Over the 16 weeks of observation, there was a significant between-group difference in the percentage who met the self-monitoring
threshold each week, with better maintenance in the AAC than in the AA condition (P < .001). Self-monitoring rates were greater
in the OO group than in either the AA or AAC condition (P < .001).

Conclusions: Prompting can increase self-monitoring rates. The decrease in self-monitoring after the promoting period suggests
that additional reminder prompts would be useful. The use of technical assistance calls appeared to have a greater effect in
promoting self-monitoring at a therapeutic threshold than email reminders and the tailored self-monitoring reports alone.

Trial Registration: ClinicalTrials.gov NCT01415492; http://clinicaltrials.gov/ct2/show/NCT01415492 (Archived by WebCite
at http://www.webcitation.org/68LOXOMe2)
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Introduction

Self-monitoring of behaviors and health measures such as diet,
smoking, physical activity, and weight is a key behavior change
mechanism. Adherence to self-monitoring regimens is associated
with greater behavior change [1-6], weight loss [5,7-10], and
long-term maintenance of weight loss [11,12]. However, a major
challenge has been initiating and maintaining use of
self-monitoring tools. Prior to the widespread availability of
personal computers and mobile devices, most self-monitoring
was done with paper and pencil. Technology offers excellent
potential for increasing the ease and engagement of
self-monitoring.

Participants in Web-based interventions who self-monitored
their weight or physical activity, or both, have been shown to
have greater success than those who do not [5,13,14]. However,
the use of self-monitoring tools has been suboptimal. For
example, in a Web-based worksite behavior change intervention,
only 11% of participants (41/378 participants) used the
self-monitoring tools [15]. Limited use and attrition are concerns
in Web-based intervention studies requiring participant
enrollment [16,17], as many of these interventions are designed
for multiple visits and consistent use. Previous research suggests
that email or telephone prompts may promote website use
[15,18-20].

Despite its importance, there is limited information about the
frequency of self-monitoring in Web-based interventions. This
may be because process data are seldom reported [14,21].
Nonetheless, the current literature indicates that self-monitoring
rates in Web-based interventions are low [14,22]. An evaluation
of the HealthPartners 10,000 Steps online program, which
included six promotional activities, found that although 74%
of participants tracked their behavior at least once, only 9%
tracked their steps weekly throughout the 21-week intervention
[23]. Notably higher rates of self-monitoring have been reported
in interventions that included in-person meetings with study
staff or group sessions, or both [5,18,24,25], but the costs
associated with in-person meetings substantially reduce the
possibility of the intervention being sustained. Thus, the purpose
of this study was to examine the feasibility of implementing a
prompting intervention in a Web-based health promotion
intervention.

Methods

Healthy Directions 2
The prompting study (hereafter referred to as substudy)
described in this paper was a substudy of Healthy Directions 2,
a randomized controlled trial of a multiple risk factor cancer
prevention intervention conducted in two urban primary care
health centers located in metropolitan Boston, USA. In Healthy
Directions 2, patients from 33 participating providers were
recruited and randomly assigned to study arms at the provider

level. Enrollment eligibility included being a health center
patient, being 18+ years of age, having a scheduled well visit
or chronic disease management appointment, and being able to
read English. Patients were ineligible if they had undergone
cancer treatment in the previous year or had a diagnosis of
dementia, blindness, neurodegenerative disease, or psychiatric
illness (including substance abuse, psychosis, or schizophrenia
in the previous 5 years).

The Healthy Directions 2 intervention targeted multiple cancer
risk factors and was designed to (1) promote physical activity,
(2) reduce red meat intake, (3) increase fruit and vegetable
consumption, (4) promote daily multivitamin use, and (5)
promote smoking cessation, as applicable. Intervention
components included an endorsement of behavior change by
the participant’s health care provider; materials delivered
through the study website or in print, based on participant
preference; intervention materials for participants’ friends and
family members; and links to community-based resources. The
materials emphasized the importance of consistent and continued
tracking of health behaviors. The website included a
user-friendly section where patients could self-monitor all
targeted behaviors at once. Although daily self-monitoring was
encouraged, the website allowed participants to enter data for
the day they logged into the website and for the 2 days prior.
After entering data, participants received immediate feedback
in the form of graphs and descriptive text. Participants could
also view their data over time, to assess overall progress.
Intervention materials were available via the Web or as a print
packet. When joining the study, each participant randomly
assigned to the intervention received a bottle of multivitamins,
a pedometer, intervention materials or logon information for
the study website, and a US $5 gift card. The Healthy Directions
2 study was approved by the institutional review board at
Harvard Vanguard Medical Associates.

Recruitment
After completing recruitment for the parent study, we recruited
an additional 100 participants for the substudy. This substudy
was separate from the parent study. Eligibility requirements
were the same as those for the parent study, plus the following
additional criteria: (1) having an email address, (2) having the
ability to access the Internet daily, and (3) being willing to
receive the Healthy Directions 2 intervention via the Web only.

Recruitment for both the parent study and the substudy was the
same. Eligible patients were sent an introductory letter that
outlined the study and let them know that they may be
approached and invited to join the study at their upcoming
appointment. At check-in, study staff met the patient and
verbally introduced the study, and interested individuals
provided written informed consent and completed a
self-administered baseline survey.

During recruitment for the substudy, eligible participants were
made aware that they may receive an additional intervention
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that would include emails and possibly two technical assistance
calls. After completing the survey, each substudy participant
received a bottle of multivitamins, a pedometer, login
information for the study website, and a US $5 gift card for
completing the survey. Recruitment for the substudy was limited
to one site (8 providers) and took place in March 2010. As

Figure 1 shows, 224 people were approached to join the
substudy, 28 were ineligible, and 100 enrolled (96 declined;
response rate: 51%). The substudy was approved by the
institutional review board at Harvard Vanguard Medical
Associates.

Figure 1. Flow of participants through the substudy.

Prompting Conditions
We set a minimum threshold of self-monitoring at least one
behavior 3 or more times per week [13]. Participants who met
this threshold during week 1 did not receive prompts
(observation-only group [OO]; n = 14) but were followed
throughout the study as a comparison group with the two
prompting conditions. Participants who did not meet the
self-monitoring threshold during week 1 were randomly
assigned, based on primary care physician, following the
randomization scheme of the parent study to receive one of 2
prompting interventions: automated assistance (AA) or
automated assistance + calls (AAC). Participants were actively

prompted during weeks 2 and 3, and frequency of
self-monitoring was tracked from week 2 through week 17.

Automated Assistance
Participants assigned to the AA condition (n = 36) received 2
weeks of daily emails during the prompting period (weeks 2
and 3) that encouraged them to track their behaviors via the
study website. Email messages changed daily and included a
brief message about the benefits of self-monitoring and a
hyperlink to the study website. Participants could choose to
respond directly to the email with their tracking information
instead of logging into the website; study staff uploaded emailed
self-monitoring data to the study website. Participants also
received two tailored self-monitoring reports: the first at the
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end of week 2 and the second at the end of week 3. Reports
provided feedback to the individual about his or her frequency
of tracking for each of the behaviors during the previous week.
The reports mirrored the self-monitoring graphs available on
the website; we hoped that seeing the graphs would encourage
individuals who had not self-monitored to visit the website and
track their behaviors. Reports were viewed as part of the
prompting intervention. If participants did not self-monitor,
their reports reiterated the information on the benefits of
self-monitoring that was included on the daily emails and
encouraged self-monitoring via the study website.

Automated Assistance + Calls
Participants randomly assigned to the AAC condition (n = 50)
were sent the emails and tailored self-monitoring reports,
detailed above, and received two technical assistance calls. The
first call was made at the end of the first week of prompting
(week 2) and the second call took place at the end of the second
week of prompting (week 3). The calls, conducted by a trained
health coach, were designed to be brief (less than 5 minutes)
and focused on troubleshooting technical questions (eg, trouble
logging in or how to self-monitor on the website).

Measures

Tracking Measures
We created two categories of tracking measures. The first,
self-monitoring measures, focused on the frequency of
monitoring. We created the second, threshold measures, to
examine the minimum weekly therapeutic threshold of
self-monitoring 3 or more times per week. We used multiple
measures to attempt to fully capture participants’ interaction
with monitoring.

Self-monitoring Measures

We determined the total number of self-monitoring events (range
0–112). We then determined the total number of weeks during
which participants self-monitored at least once (range 0–16),
the greatest number of continuous weeks in which participants
self-monitored (range 0–16), and the frequency with which
participants self-monitored each week (range 0–7).

Threshold Measures

Using the frequency of self-monitoring each week, we
determined whether participants met the weekly threshold each
week (yes or no), total number of weeks during which
participants met the threshold (range 0–16), and the greatest
number of continuous weeks in which participants met the
threshold (range 0–16).

Demographic Measures
The baseline survey included items to assess race, Latino
ethnicity, marital status, frequency of Internet use, comfort level
in using computers, and participants’ financial situation by
asking participants to rate the “money situation” in their
household (comfortable with extras, enough but no extras, have
to cut back, and can’t make ends meet). Age, sex, and primary

care provider was determined by data obtained from
participants’ electronic medical records.

Behavioral Variables
All behaviors were assessed using validated measures [26-28].
The outcomes were dichotomized as to whether the participant
met the recommendation for that specific behavior (75+ minutes
of vigorous or 150+ minutes of moderate physical activity/week;
3 or fewer servings of red meat/week; 5+ servings of fruits and
vegetables/day; a multivitamin 6–7 times/week; and not
smoking).

Analysis
We obtained descriptive statistics for key variables (using SAS
version 9.1; SAS Institute, Cary, NC, USA). We used chi-square
statistics and analysis of variance to assess differences in
demographics and in meeting the behavioral recommendations
between those who met and those who did not meet the weekly
self-monitoring threshold of tracking at least one behavior 3 or
more times during week 1 (OO vs AA and AAC). We used
analyses of variance to assess differences between the three
groups (OO, AA, and AAC) and the self-monitoring variables
and the threshold variables.

To examine the impact of the prompting conditions from
baseline through the prompting period, we tested a series of 2
(group: prompting conditions) × 3 (time: weeks 1–3)
repeated-measures models. Separate models were used for each
dependent variable (eg, self-monitored each week, met weekly
threshold of tracking at least one behavior 3 or more times/week,
or frequency of self-monitoring each week). We used binomial
repeated-measures models for the dichotomous outcomes and
general liner models for the continuous outcomes. The models
were specified with a within-group factor of time and a
between-group factor of prompting condition. We conducted
similar analyses to examine the impact of the prompting
conditions over the 16 observational weeks. We then included
the OO group in the analyses and conducted repeated-measures
models with 3 (group: OO, AA, and AAC) × 16 (time: weeks
2–17) and post hoc tests to explore any differences between the
groups.

Results

Participants
The sample (N = 100) was 53% (53/100) male, with a mean
age of 45.6 years, and was racially and ethnically diverse, with
37% (37/100) of the sample being black and 8% (8/100) being
Latino or Latina. Most participants were college graduates
(70/100, 70%) and reported frequent Internet use (see Table 1).
Demographic or behavioral variables did not differ between the
OO group and the combined AA and AAC conditions. Among
participants in the AAC condition, 80% (40/50 participants)
completed call 1 and 70% (35/50 participants) completed call
2. In total, 6 participants required technical assistance (needed
a user name or password, had emails going to their spam filter,
or were not sure what to do).
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Table 1. Demographic characteristics of the study sample (N = 100).

DataCharacteristic

Age (years)

45.6 (14.9)Mean (SD)

21–84Range

Race/ethnicity, n (%) a

52 (52%)White

8 (8%)Hispanic

37 (37%)Black

3 (3%)Other

Sex, n (%) a

53 (53%)Male

47 (47%)Female

Education, n (%) a

5 (5%)High school diploma or less

24 (24%)Some college

70 (70%)College graduate or more

63 (63%)Married, n (%)

Self-rated health status, n (%) a

7 (7%)Fair/poor

44 (44%)Good

47 (47%)Excellent/very good

Household financial situation, n (%) a

49 (49%)Comfortable, with some extras

32 (32%)Enough, but no extras

15 (15%)Have to cut back

4 (4%)Cannot make ends meet

Frequency of Internet use (/week), n (%) a

5 (5%)  once

14 (14%)2–4 times

80 (80%)5+ times

Comfort level using a computer, n (%) a

7 (7%)Very uncomfortable/uncomfortable

91 (91%)Comfortable/very comfortable

a Due to missing values, percentages may not total 100%.

Self-Monitoring Rates
Overall, 99.92% of participants who self-monitored, regardless
of prompting condition and frequency of self-monitoring,
tracked all four (nonsmokers) or five (smokers) of the targeted
behaviors each time that they self-monitored (1219 of 1220
times tracked). In addition, during 76.8% (205/267) of the weeks
when participants self-monitored at least once, they met the
weekly threshold for self-monitoring during that week (tracking

1 or more behaviors 3 or more times). In all conditions,
self-monitoring rates decreased over time.

Self-Monitoring in the Observation-Only Group
The OO group consisted of study participants who met the
weekly self-monitoring threshold (tracking 1 or more behaviors
3 or more times) during week 1 and therefore did not receive
prompts. Within this group, some self-monitoring occurred in
100% of the observational weeks.
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Figure 2 shows the percentage of participants within each group
(OO, AA, and AAC) who self-monitored at least once during
a week. As seen, the OO group had a greater percentage of
people self-monitoring at least once per week than either the
AA or AAC group. However, self-monitoring rates for all groups
declined over time.

Figure 3 shows the percentage of participants within each group
(OO, AA, and AAC) who met the self-monitoring threshold

during a week. As shown, between 21% (3/14) and 86% (12/14)
of participants in the OO group met the threshold each week.
The OO group had a greater percentage of participants who met
the self-monitoring threshold each week than either the AA or
AAC group. Self-monitoring in the OO group dropped most
precipitously during the first 6 weeks; rates then stabilized, with
around 30%–40% of this group continuing to track in the
remaining weeks and a slightly smaller percentage meeting the
weekly threshold.

Figure 2. Percentage of participants, by group, self-monitoring 1 or more times per week (N = 100). The prompting intervention occurred during weeks
2 and 3. AA = automated assistance group, AAC = automated assistance + calls group, OO = observation-only group.
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Figure 3. Percentage of participants, by group, meeting the self-monitoring threshold by week (N = 100). The prompting intervention occurred during
weeks 2 and 3. The weekly threshold for self-monitoring was defined as tracking 1 or more behaviors 3 or more times during a week. AA = automated
assistance group, AAC = automated assistance + calls group, OO = observation-only group.

Impact of the Prompting Interventions

During the Prompting Period

Time had a within-group effect on whether self-monitoring
occurred each week (P < .001), on whether the threshold was
met each week (P = .006), and on frequency of self-monitoring
each week (P < .001). The between-group differences and
group-by-time interactions were not significant.

Over the Course of the Observation Period

The repeated-measures models examining whether
self-monitoring occurred each week revealed a within-group
effect for time (P < .001) but not a between-group effect. The
analyses examining whether the threshold was met each week
revealed a within-group effect (P < .001) and a between-group
effect (P = .009). The AA condition was less likely than the
AAC condition to meet the threshold each week (odds ratio
0.27, 95% confidence interval 0.09–0.72). The group-by-time
interaction was not significant. The analyses examining
frequency of self-monitoring each week determined that there
was a within-group effect (P < .001) but not a between-group
effect.

In the AAC condition, there were more weeks when people
self-monitored their behaviors at least once than in the AA
condition (16/16, 100% vs 10/16, 63% weeks, Figure 2).
Similarly, in the AAC condition at least one participant met the
weekly threshold during a greater number of weeks than in the
AA condition (16/16, 100% vs 6/16, 31% weeks, Figure 3). In
addition, there was a significant difference between the AA and
AAC conditions in the mean number of weeks during which
participants met the threshold (AAC: mean 1.8, SD 3.9 weeks;
AA: mean 0.4, SD 0.8 weeks; P = .04). There were, however,
no significant differences between the two prompting conditions
in the self-monitoring variables (frequency of self-monitoring,

total number of weeks self-monitored, and greatest number of
continuous weeks self-monitored) or in the greatest number of
continuous weeks when the participants met the threshold.

Differences Between the OO and the Prompting
Conditions
The results of the repeated-measures models and post hoc
analyses examining the three self-monitoring outcomes
determined that the OO group was significantly different from
both of the prompting conditions on all outcomes (P < .001),
with results favoring the OO group.

Response to Email Prompts
Only a small percentage of participants (9/86, 10%) replied to
the tracking reminder emails with their tracking information,
but of those who responded, 67% (6/9) replied multiple times.

Discussion

Consistent and continued self-monitoring is an instrumental
strategy for initiating and maintaining behavior change
[1-5,7-12], and technology provides a platform that enables
participants to receive immediate, tailored feedback. Data show
that 78.3% of the US population have access to the Internet
[29], and that the use of Web-based interventions is increasing
[17]. The Internet and Web-based interventions provide the
opportunity to develop and implement behavior change
interventions that actively promote self-monitoring. Nonetheless,
self-monitoring rates remain low, and the potential for
Web-based self-monitoring has not yet been realized,
particularly in interventions that do not include in-person
interaction with study staff (eg, health coaches). Providing
assistance or prompts to encourage self-monitoring could be a
key strategy leading to consistent and sustained self-monitoring
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[4,18]. Testing and developing sustainable strategies to initiate
self-monitoring and to support consistent tracking is warranted.

The purpose of this study was to examine the effect of two
limited prompting interventions on increasing participants’ use
of self-monitoring tools available on the study website. In this
study, participants who did not meet the self-monitoring
threshold of tracking at least one behavior 3 or more times
during the first week of the study were enrolled in one of two
prompting conditions. Both prompting conditions yielded a
modest but significant increase in self-monitoring each week
(yes vs no), meeting the weekly threshold (yes vs no), and
frequency of self-monitoring/week during the prompting period.
After prompting ceased, self-monitoring rates decreased in both
prompting conditions. Although the significant within-group
effect remained throughout the observation period, the increased
self-monitoring during the prompting period coupled with the
subsequent decline suggest that reminder emails can increase
prompting, but that additional subsequent email reminders may
be useful to help sustain this increase. Future research is needed
to examine the effectiveness for different prompting intervals
[30].

Over the course of the study, a greater percentage of participants
in AAC, the group that received technical assistance calls, met
the weekly self-monitoring threshold, suggesting that brief
contact, even in the context of technical assistance calls, may
be beneficial for promoting and sustaining tracking. This limited
contact with study staff may have increased motivation to track
by removing technical barriers, or simply served as a gentle
push to self-monitor. In total, 80% of participants in the AAC
condition completed call 1, and 70% completed call 2; higher
completion rates may have resulted in the AAC prompting
intervention having a greater impact on self-monitoring. Future
research is needed to explore the nature of interactions with
staff that prompt higher levels of engagement (modality,
frequency, content, etc), and whether a more explicit focus on
enhancing motivation to track may yield greater self-monitoring.

Over the course of the study, the OO group had the highest rates
of self-monitoring each week. However, even with this group’s
strong start, their self-monitoring during weeks 3–5 declined
precipitously, suggesting that this may be a critical time to
intervene. Beginning with week 4, when prompting ended,
self-monitoring rates decreased in both the AA and AAC groups.
This general across-the-board attrition is similar to those seen
in other studies [31,32] and is of concern.

It is noteworthy that participants who self-monitored chose to
track multiple behaviors simultaneously 99.9% of the time. This
is encouraging and suggests that tracking multiple behaviors is
not burdensome. The willingness to track multiple behaviors
in this study may have been due, in part, to the beta testing of
the website that was conducted to inform a user-friendly design.
The website was specifically structured so that all tracking could
be completed on one page, thus making it easy to track all
behaviors at the same time. In addition, it is striking that in
76.8% (205/267) of the weeks when participants self-monitored
they met the threshold for that week, suggesting that specific
strategies could be helpful for individuals who are willing to
self-monitor but do not reach a weekly therapeutic threshold.

The response rate to the tracking emails was low. It is possible
that participants who were motivated to track simply logged in
to the website and recorded their self-monitoring data
themselves without assistance. It also could be that participants
found it difficult to respond to the emails because of the timing
of the sent messages (ie, unable to respond to the email during
the workday). One Web-based study found that participants
who actively responded to emails had a greater increase in fruit
and vegetable intake than did participants who did not reply to
emails [20].

Most often tracking has been limited to pencil and paper. Burke
and colleagues reported that participants found self-monitoring
via a personal digital assistant to be more socially acceptable
than monitoring in paper logs [30]. The Healthy Directions 2
website was designed to be accessed via a computer, and if
accessed via a smart phone, the user was required to login and
would need to use the zoom capacity to clearly read text and
enter self-monitoring data. Future Web-based interventions may
want to consider ways that smart phones and other electronic
devices can be used to allow participants to easily enter
self-monitoring data that are uploaded to the study website.

Study limitations include a modest sample size; a largely
well-educated sample, which may limit generalizability; and
the lack of a nonprompting control group that included only
participants who did not self-monitor during the first week of
the study. Study strengths include having a diverse racial and
ethnic sample and a design that allowed comparison with a
group already motivated to record their behavior.

It would be helpful if interventions that include self-monitoring
provided information about these rates or used consistent
definitions of self-monitoring. But, to date, the literature has
not provided either, making it difficult to compare adherence
across studies [33]. In addition, research is needed to understand
what external factors or personal attributes and characteristics
motivate initial self-monitoring without prompting. Better
understanding and use of these elements in interventions could
be used to improve participation by less self-motivated
populations. A 2009 literature review on the use of prompts in
behavior change interventions concluded that tailoring of
periodic prompts through regular contact with a counselor was
associated with positive behavior change [29]. It may be that
prompting interventions, including the prompting strategy, the
frequency of contact, and the content of the message, should be
individually tailored based on individual characteristics and
behaviors that are assessed at baseline and throughout the
intervention period. This will be an important area for future
research.

The 2010 US Affordable Care Act emphasizes prevention and
engaging patients as active participants in their health care
[34,35]. Encouraging self-monitoring could play an important
role in this effort, and comparing different prompting
intervention to determine the most effective intervention is
important. The use of technology-based tools that include
feedback on progress and goals could make self-monitoring
more accessible. However, little information is available about
factors associated with self-monitoring, particularly
self-monitoring conducted via personal computers and mobile
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devises, and less is known about best practices of using prompts
to increase self-monitoring. Research is needed to understand
what mechanisms can be used to increase use of self-monitoring
tools to therapeutic levels. Different strategies may be needed

to help individuals initiate and develop a strong foundation of
self-monitoring and to maintain their motivation to continue
tracking over long periods of time.
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Abstract

Background: Web-based computer-tailored approaches have the potential to be successful in supporting smoking cessation.
However, the potential effects of such approaches for relapse prevention and the value of incorporating action planning strategies
to effectively prevent smoking relapse have not been fully explored. The Stay Quit for You (SQ4U) study compared two Web-based
computer-tailored smoking relapse prevention programs with different types of planning strategies versus a control group.

Objectives: To assess the efficacy of two Web-based computer-tailored programs in preventing smoking relapse compared
with a control group. The action planning (AP) program provided tailored feedback at baseline and invited respondents to do 6
preparatory and coping planning assignments (the first 3 assignments prior to quit date and the final 3 assignments after quit
date). The action planning plus (AP+) program was an extended version of the AP program that also provided tailored feedback
at 11 time points after the quit attempt. Respondents in the control group only filled out questionnaires. The study also assessed
possible dose–response relationships between abstinence and adherence to the programs.

Methods: The study was a randomized controlled trial with three conditions: the control group, the AP program, and the AP+
program. Respondents were daily smokers (N = 2031), aged 18 to 65 years, who were motivated and willing to quit smoking
within 1 month. The primary outcome was self-reported continued abstinence 12 months after baseline. Logistic regression
analyses were conducted using three samples: (1) all respondents as randomly assigned, (2) a modified sample that excluded
respondents who did not make a quit attempt in conformance with the program protocol, and (3) a minimum dose sample that
also excluded respondents who did not adhere to at least one of the intervention elements. Observed case analyses and conservative
analyses were conducted.

Results: In the observed case analysis of the randomized sample, abstinence rates were 22% (45/202) in the control group versus
33% (63/190) in the AP program and 31% (53/174) in the AP+ program. The AP program (odds ratio 1.95, P = .005) and the
AP+ program (odds ratio 1.61, P = .049) were significantly more effective than the control condition. Abstinence rates and effects
differed per sample. Finally, the results suggest a dose–response relationship between abstinence and the number of program
elements completed by the respondents.

Conclusion: Despite the differences in results caused by the variation in our analysis approaches, we can conclude that Web-based
computer-tailored programs combined with planning strategy assignments and feedback after the quit attempt can be effective
in preventing relapse 12 months after baseline. However, adherence to the intervention seems critical for effectiveness. Finally,
our results also suggest that more research is needed to assess the optimum intervention dose.
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Trial Registration: Dutch Trial Register: NTR1892; http://www.trialregister.nl/trialreg/admin/rctview.asp?TC=1892 (Archived
by WebCite at http://www.webcitation.org/693S6uuPM)

(J Med Internet Res 2012;14(4):e109)   doi:10.2196/jmir.2057
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Introduction

Smoking relapse rates can be extremely high (up to 90% in the
first 3 months), and only 3%-5% of quitters maintain their quit
attempt for 6 months or longer [1]. The role of risk factors for
relapse (eg, low self-efficacy, the expectation of negative
outcomes from quitting, negative affect, stress, and physical
dependence) is quite well documented (see for examples [2-6]).
However, a Cochrane review concluded that current smoking
relapse prevention programs are not effective [7]. This
ineffectiveness, combined with the alarming relapse rates,
underlines the need for new, effective smoking relapse
prevention strategies and programs. One potential explanation
for these programs’ lack of effectiveness is that quitters are not
fully prepared for their cessation attempt and lack sufficient
coping strategies to maintain their attempts successfully [8-10].

Adding action planning components to programs may be a
promising strategy for improving smoking relapse prevention
programs [8-12]. Planning strategies are already incorporated
into many face-to-face and telephone smoking cessation
counseling sessions (eg, smoking cessation courses provided
by the Dutch Foundation for a Smoke-free Future in the
Netherlands) [13]. Furthermore, the role of action planning
strategies is acknowledged by integrative social cognitive
models, such as the Integrated Change (I-Change) Model
[14,15]. The I-Change Model distinguishes between two
essential planning components: (1) preparatory plans as actions
designed to prepare for the behavior change, and (2) coping
plans as actions designed to maintain the new behavior by
coping with challenging or difficult situations. Yet, as far as we
know, these planning strategies have received little emphasis
in Web-based prevention programs.

The Internet has proven to be a promising delivery mode for
health-promoting and lifestyle-changing interventions (for
instance, [12,16-18]). Since 91% of Dutch households have
access to the Internet, it could potentially be used to reach large
numbers of people [19]. Additionally, interactive, personalized
Internet-based delivery modes, such as computer tailoring, have
already demonstrated their potential to support smoking
cessation [12,20-23]. These highly personalized approaches are
assessment based and adapt their messages to the needs of the
respondent [24,25]. Compared with nontailored messages,
tailored messages are evaluated more positively, attract more
attention, and are more likely to be read [12,16,24,26].
Computer-tailored health programs have shown to be promising
tools for promoting healthy behavior in general [27-32] and
smoking cessation specifically [12,20-23], with multiple
tailoring moments being more effective than a single tailoring
moment [32-34]. Few computer-tailored programs have
explicitly targeted smoking relapse (see Borland et al [35] for

an example). In line with earlier studies [31,33,34], Borland’s
study also indicated the surplus value of multiple tailoring
moments and suggested a dose-response relationship between
the number of feedback letters and smoking abstinence.
Moreover, no studies have assessed the effects of using planning
strategies in combination with multiple tailored feedback time
points after the quit attempt.

In sum, the main goal of the Stay Quit for You (SQ4U) study
was to assess the efficacy of two relapse prevention programs:
(1) an action planning (AP) program that provided tailored
feedback based on the baseline questionnaire and 6 preparatory
and coping planning assignments, and (2) an action planning
plus (AP+) program that extended the AP program by providing
tailored feedback at 11 time points after the quit date. The
efficacy of the programs was compared with that of a control
group (with no intervention). Moreover, we aimed to assess
possible dose–response relationships between abstinence and
adherence to the number of program elements. First, we
expected both programs to be more effective than the control
condition in fostering continued abstinence 12 months after the
start of the study (hypothesis 1). We expected the AP+ program
to be the most effective. Moreover, we expected to find a
dose–response relationship between continued abstinence and
intervention dose (hypothesis 2). Finally, we will provide an
overview of the respondents’ program evaluations.

Methods

Ethics approval was obtained from the Medical Ethics
Committee of Maastricht Academic Hospital and Maastricht
University (MEC 08-3-003; NL21414.068.08). The study is
registered with the Dutch Trial Register (NTR1892).

Respondents and Recruitment
We recruited smokers by placing ads in local newspapers,
distributing 10,000 flyers in the city of Maastricht, and placing
online ads on the websites of national health funds, a national
news page, and the Dutch Foundation for a Smoke-free Future.
The ads referred the respondents to our research website for
more information. All data were gathered via the Web and there
was no face-to-face contact between respondents and the study
team. A software program randomly assigned a total of 2681
respondents to one of the three conditions using a simple
randomization type (see design below). The enrollment and
inclusion of respondents is presented in Figure 1. Respondents
were eligible for participation when they met the baseline
inclusion criteria (aged 18–65 years, smoked daily, willing to
set a quit date within 1 month, and motivated to quit smoking)
and agreed with the informed consent. The final sample
consisted of 2031 respondents, of whom 566 (27.98%)
responded to the 12-month follow-up measurement.
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Figure 1. Enrollment and inclusion of respondents. NA = not applicable. a All respondents as randomly assigned, b modified sample excluding
respondents who indicated after their quit date as well as at follow-up that they did not make a quit attempt during the study and respondents who quit

too close to follow-up (see Analyses section in the Methods), c minimum dose sample additionally excluding respondents who did not adhere to at least
one intervention element.
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Design and Procedure
The SQ4U study was a randomized controlled study with a
control condition and two experimental conditions. Respondents
registered via the research website and made their own login
account (each time they were invited for participation they
received this account in the invitation mail). After registration,
respondents were randomly assigned to one of the three
programs outlined in the Introduction. Respondents in the
intervention groups were invited by email or text message
(optional) to perform intervention tasks (eg, filling out a
planning assignment). The same procedure was used to invite
all respondents for the 12-month follow-up measurement.
Reminder emails were sent when respondents did not respond
to the follow-up measurement, which asked them to report on
their smoking behavior using self-assessed questionnaires.
Respondents who reported that they were abstinent were asked
to take biochemical validation tests (see below). Respondents
who completed all parts of their assigned SQ4U variant
(including those in the control group) were eligible to win 1 of
20 prizes of €250. A more detailed description of the
development, design, study course, biochemical validation, and
intervention elements can be found elsewhere [36].

Biochemical Validation
We used cotinine assessments to validate reports of abstinence
in a subsample (n = 70) of the respondents. This verified the
nonsmoking status self-reported by respondents at the 12-month
follow-up measurement. Only 1 (1%) respondent showed
positive cotinine results and admitted to having smoked. Another
respondent admitted to smoking when invited for biochemical
validation. The smoking status for these 2 (3%) respondents
was changed to relapse.

Intervention Materials

Baseline Computer-Tailored Feedback Before the Quit
Attempt (AP and AP+ programs)
Feedback focused on respondents’ perceptions of smoking and
quitting and was based on previously tested effective computer
tailoring programs that used the I-Change Model [12,20]. The
feedback was intended to increase the respondents’ motivation
to quit smoking and to prepare them for the period after the quit
attempt. It targeted the pros and cons of not smoking and
relapses, provided tips to enhance or increase self-efficacy,
offered suggestions for dealing with social influences, explained
the importance of preparatory planning, and gave ideas for
preparing for the quit attempt and dealing with stress.

Planning Strategy Assignments Before and After the
Quit Attempt (AP and AP+ programs)
Since planning assignments have proven to be promising
strategies to foster cessation and prevent relapse, the SQ4U
programs incorporated assignments designed to motivate
respondents to use these strategies to make a quit attempt (first
3 assignments, prior to quit date) and to prevent relapse (final
3 assignments, after quit date). Two assignments focused on
making and carrying out preparatory plans; 2 more assignments
addressed coping planning. Finally, 1 assignment focused on a
specific coping plan (making an emergency plan for coping in

case of a lapse) and 1 assignment required making a specific
preparatory plan (planning a reward for abstaining from smoking
for some time).

Tailored Feedback After the Quit Attempt (AP+ program
only)
Studies that use ecological momentary assessments to gain
in-depth, day-to-day information on the process of quitting have
noted that low self-efficacy and negative affect preceded lapsing
[37-40]. Therefore, we targeted self-efficacy, recovery
self-efficacy, and negative affect in the feedback moments after
the quit attempt. We also included feedback about the level of
planning. Each measurement after the quit attempt targeted two
of the four concepts mentioned. Tailored feedback about each
of the four concepts was provided daily during the first 3 days
(after the quit date), once a week during the rest of the first
month, and once every 2 weeks until the third month. The
feedback not only addressed the respondents’ present state but
was also ipsative, referring to earlier states (reporting changes
in a positive or negative direction). Finally, all feedback targeted
self-reported smoking behavior for the last three measurements
and reported the progress of maintenance or decline over those
three measurements.

Baseline Questionnaire
The following basic information was collected about each
respondent:

• Demographic variables assessed age, gender, and
educational level (1 = low [no education or only primary
or primary-level vocational education], 2 = medium
[secondary or secondary-level vocational education], and
3 = high [higher education]).

• Perceived stress was assessed by 5 items based on the
Perceived Stress Scale [41] and was rated on a 5-point scale
(1 = never, 5 = very often). The mean scale score was
included in the analyses (Cronbach alpha = .75).

• Level of depression was measured by 10 items (eg, “I feel
anxious”) using the Center for Epidemiologic Studies
Depression scale [42]. The answers were given on a 4-point
scale (1 = never, 4 = all the time). The mean scale score
was included in the analyses (alpha = .83).

• Level of dependence was assessed by 5 items (eg, the time
when tobacco is smoked after awakening) based on an
abbreviated Fagerström test [43,44]. The sum score was
used in the analyses (0 = not dependent, 9 = very
dependent).

The following questions about intention and motivational factors
were based on questions used in previous studies
[9,12,20,45-47]:

o Attitudes were measured on a 4-point scale (1 = no, 2 = yes,
a bit, 3 = yes, 4 = yes, a lot/very) with four subscales measuring
the following: (1) pros of not smoking, expressed by 9
statements representing positive expected outcomes (eg, “not
smoking will save me money”) (alpha = .73), (2) cons of not
smoking, expressed by 9 statements representing negative
expected outcomes (eg, “not smoking will cause me more
stress”) (alpha = .71), (3) pros of relapse, expressed by 4
statements representing positive expected outcomes (eg, “relapse
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will make me feel relieved”) (alpha = .82), and (4) cons of
relapse, expressed by 6 statements representing negative
expected outcomes (eg, “relapse will make me feel weak”)
(alpha = .85).

o Social support was measured by 5 items that asked about the
support received from significant others (partner, children, other
family members, friends, or colleagues) on a 4-point scale (1 =
no, 2 = yes, some, 3 = yes, moderate, and 4 = yes, a lot). A “not
applicable” response was coded as missing. We created an index
and used these scores in the analyses.

o Modeling was assessed by 5 items that measured the smoking
status of the partner (yes, no, not applicable) and residential
children, parents, colleagues, and friends (all, the majority, half,
a minority, none, not applicable). The items were coded into
three category scales (–1 = not smoking, 0 = not applicable, 1
= smoking). The items were summed and formed an index that
we used in the analyses; smoking status of the partner was
included separately in the analyses.

o Self-efficacy was assessed by 13 items that asked whether
respondents thought they would be able to refrain from smoking
in various smoking-related high-risk situations such as parties
(alpha = .88). Recovery self-efficacy was assessed by 7 items
that asked whether respondents thought they would be able to
resume a smoking cessation program after a lapse (eg, after a
week of abstinence) (alpha = .92). Answers were given on a
5-point scale (1 = totally disagree, 5 = totally agree) and the
mean score was used in the analyses.

o Preparatory planning was assessed by 12 items (based on
previous studies [8,9,12,46]) asking respondents to indicate
whether they had plans to perform preparatory behaviors, such
as removing all smoking materials, on a 5-point scale (1 = totally
disagree, 5 = totally agree) (alpha = .72). The mean scale scores
were used in the analyses.

Follow-up Measurements
Continued abstinence at 12 months after baseline was the
primary outcome. In line with the definitions provided by
Hughes et al [48], we defined continued abstinence as not
smoking at all after the quit attempt. We measured it by asking
whether the respondent had smoked since the quit date.
Continued abstinence was coded as 0 = relapse and nonsmoking
as 1 = abstinence.

Analyses
The most common approach to analyzing the effects of
interventions is to include all respondents randomly assigned
to the programs. The advantage to this approach is that it reflects
the situation as it is likely to occur in practice (where low
adherence levels and not following program protocols will also
be common). This strategy also maintains the balance between
randomly assigned groups and preserves sample sizes [49,50].
On the other hand, including all randomly assigned respondents
is a very conservative approach that may be susceptible to type
II errors [49,50] and may say little about the efficacy of a
treatment, since respondents who did not receive the treatment
or did not follow the protocol are still included [49,51]. A
modified approach (which has been used more frequently in the

last decades [52]) seems to be more suitable for gaining insight
into the effects of programs among those who actually followed
them. However, excluding respondents after randomization may
threaten the randomization balance and neglect the fact that
nonadherence (and even making or not making a quit attempt)
may also be a result of the treatment [50]. Therefore, both
approaches have their advantages and disadvantages. To provide
a complete overview of our results, we analyzed three samples
and report on the above-mentioned modified approach. This
resulted in three different analytic approaches with three
different samples:

• Sample 1 is the sample as randomized, including all
respondents. Since this study focused on relapse prevention
and therefore on continued abstinence, we also report on
smaller samples:

• Sample 2, referred to as the modified sample, excluded
respondents who indicated after their quit date as well as
at follow-up that they did not make a quit attempt, and those
who reported that they had quit less than 320 days before
the follow-up measurement (this is after about 2 weeks after
the first month in which they were supposed to make an
attempt). We excluded the latter group because one of the
inclusion criteria was that respondents needed to set a quit
date within 1 month after inclusion. Including respondents
who explicitly stated that they made their quit attempt much
later or even too close to the follow-up measurement would
result in differences between respondents in the time frame
from the quit attempt to the follow-up measurement.

• Sample 3, referred to as the minimum dose sample, excluded
respondents who did not adhere to at least one element of
the program they were assigned to (ie, did not complete the
prequit and postquit assignments) in addition to meeting
the exclusion criteria in the modified sample.

For all three samples, we conducted an observed case analysis
(only including respondents with follow-up data) and a
conservative analysis in which we assumed that participants
missing at follow-up had relapsed to smoking. We used a logistic
regression analysis to compare the efficacy of the control
condition and the SQ4U programs to foster continued smoking
abstinence after 12 months. Differences in baseline factors
(demographics, smoking-related factors, perceived stress,
depression, intention strength, social influence, attitude,
self-efficacy, recovery self-efficacy, and preparatory planning)
were assessed using chi-square tests for categorical variables
and analysis of variance for continuous variables. Attrition was
analyzed by logistic regression and included baseline factors.
To preserve power, we included only baseline factors on which
the three conditions significantly differed at baseline as well as
the factors that significantly predicted dropout at follow-up as
covariates in the effect analyses. Listwise deletion with regard
to missing values was used. Finally, chi-square tests were used
to assess the existence of dose-response relationships within
the SQ4U programs using the observed cases in sample 2 (the
modified sample) to conform to the methods used by Borland
et al [35].
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Results

Sample Characteristics and Attrition Check
Table 1 presents the demographic and smoking-related
characteristics at baseline and shows no significant differences
between these variables in the three conditions. The mean age
of the respondents was 41 (SD 11.80) years, and 1265 of the
2031 (62.28%) respondents were female. On average,
respondents smoked 20 (SD 8.73) cigarettes per day, and 1887
(92.91%) had made previous attempts to quit. Furthermore, we
found no significant (P > .05) differences between the three
conditions on the baseline measurements of perceived stress,
depression, intention strength, social influence, attitude,
self-efficacy and recovery self-efficacy, and preparatory

planning. (Table 1 shows only demographics and
smoking-related factors.)

In the control condition, 434 of 636 (68.2%) were lost to
follow-up versus 508 of 698 (72.8%) in the AP program and
523 of 697 (75.0%) in the AP+ program (Figure 1). Attrition
analysis proved that dropout was more likely among respondents
in the AP (odds ratio [OR] 1.26, P = .06) and AP+ (OR 1.44,
P = .004) programs and respondents who were younger (OR
0.98, P < .001, 95% confidence interval [CI] 0.97–0.99), were
male (OR 1.32, P = .02, 95% CI 1.05–1.66), had a lower
education level (OR 2.00, P = .001, 95% CI 1.33–3.00),
perceived fewer advantages to relapse (OR 0.80, P = .02, 95%
CI 0.67–0.97), and had low levels of self-efficacy (OR 0.78, P
= .001, 95% CI 0.67–0.91).

Table 1. Means and baseline differences between the three programs in demographic and smoking-related variables.

P valueF value/χ2
AP+b

(n = 697)

APa

(n = 698)

Control

(n = 636)

Overall

(N = 2031)Characteristic

.332.2442 (63.4%)442 (63.3%)381 (59.9%)1265 (62.3%)Female gender, n (%)

.700.3641.18 (12.12)40.75 (11.48)40.68 (11.81)40.88 (11.80)Age (years), mean (SD)

.176.4Educational level, n (%)

64 (9%)86 (12%)57 (9%)207 (10.2%)Low

402 (57.7%)371 (53.2%)357 (56.1%)1130 (55.6%)Medium

231 (33.1%)241 (34.5%)222 (34.9%)694 (34.2%)High

.980.0219.80 (8.41)19.89 (9.36)19.85 (8.39)19.85 (8.73)Cigarettes smoked per day, mean
(SD)

.830.1925.01 (12.41)24.79 (11.58)24.61 (11.90)24.81 (11.96)Smoking duration (years), mean
(SD)

.611.0645 (92.5%)654 (93.7%)588 (92.5%)1887 (92.9%)Previous quit attempts (yes), n (%)

.770.264.55 (2.19)4.48 (2.13)4.57 (2.21)4.53 (2.18)Nicotine dependence, mean (SD)d

a Action planning.
b Action planning plus.
c Degrees of freedom (DF) = 2 for all except for educational level (DF = 4).
d Sum score of abbreviated Fagerström test (0 = not dependent, 9 = very dependent).

Abstinence Rates 12 Months After Baseline
Table 2 presents the abstinence rates for samples 1, 2, and 3
when using observed cases alone, as well as when conducting
conservative analyses and considering dropouts as relapsers.
When using the observed case analysis strategy on sample 1,
abstinence rates in the control group, the AP program, and the
AP+ program were 22%, 33%, and 31%, respectively (see Table

2). In the sample where those who did not make a quit attempt
conforming to the study protocol were excluded (sample 2), we
found abstinence rates of 34%, 44%, and 37%, respectively.
Finally, abstinence rates among only those who adhered to at
least one of the intervention elements from the program they
were assigned to (sample 3) showed abstinence rates of 34%,
46%, and 39%, respectively.
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Table 2. 12-month abstinence rates per program for the three samples using observed and conservative analyses.

ConservativeObservedSample

n (%) abstinentnn (%) abstinentn

AP+APControlTotalAP+bAPaControlTotal

53 (8%)63 (9%)45 (7%)203153 (31%)63 (33%)45 (22%)5661c

53 (8%)63 (10%)45 (8%)181253 (37%)63 (44%)45 (34%)4182d

49 (15%)60 (14%)45 (8%)132449 (39%)60 (46%)45 (34%)3893e

a Action planning.
b Action planning plus.
c Including all respondents as randomly assigned.
d Modified sample excluding respondents who indicated after their quit date as well as at follow-up that they did not make a quit attempt during the
study and respondents who quit too close to follow-up (see Analyses section in the Methods).
e Minimum dose sample additionally excluding those who adhered to none of the intervention elements of their SQ4U variant.

Main Effects of the AP and AP+ Programs With
Correction for Covariates
Table 3 presents the main effects of the AP and AP+ programs
compared with the control condition, while controlling for
covariates (factors that predicted dropout according to the
attrition analysis). The table shows these findings for observed
case analyses as well as conservative analyses for sample 1
(including all respondents as randomly assigned), sample 2
(modified sample), and sample 3 (minimum dose sample). The

AP program was significantly more effective in fostering
abstinence than was the control condition in sample 1 (OR 1.95,
P = .005), sample 2 (OR 1.71, P = .04), and sample 3 (OR 1.84,
P = .02) when including observed cases only. The AP+ program
was, however, only significant in sample 1 (OR 1.61, P =.049).
In the conservative analyses, both programs were significantly
more effective than the control condition only in sample 3 (AP:
OR 1.72, P = .01; AP+: OR 1.76, P = .01). Finally, having high
levels of self-efficacy was the only consistent predictor of
continued abstinence in all these analyses.
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Table 3. Regression 12-month continued abstinence on the APa and AP+b program in sample 1 (observed cases, n = 559; conservative analysis, n =
1974), sample 2 (observed cases, n = 412; conservative analysis, n = 1757), and sample 3 (observed cases, n = 383; conservative analysis, n = 1297).

Conservative analysisdObserved case analysisc

Variable

P

value95% CIOR

P

value95% CIfORe

Sample 1 g

.590.64–1.29.91.500.77–1.711.15Gender

.0021.01–1.041.02.260.99–1.031.01Age

.400.40–1.43.76.220.75–3.431.61Low education level (highh)

.980.76–1.321.00.390.63–1.200.87Pros of relapse

<.0011.29–2.071.64.0041.14–1.991.51Self-efficacy

.120.92–2.081.38.0051.23–3.111.95AP program (controlh)

.610.73–1.701.12.0491.00–2.601.61AP+ program (controlh)

Sample 2 i

.480.62–1.25.88.590.73–1.731.12Gender

.0011.01–1.041.03.280.99–1.031.01Age

.290.37–1.34.71.220.73–3.951.69Low education level (highh)

.990.76–1.321.00.230.57–1.150.81Pros of relapse

<.0011.28–2.061.62.031.03–1.891.39Self-efficacy

.230.86–1.951.29.041.03–2.831.71AP program (controlh)

.980.65–1.52.99.440.73–2.031.22AP+ program (controlh)

Sample 3 j

.470.61–1.26.87.490.75–1.831.17Gender

.0051.01–1.041.02.310.99–1.031.01Age

.680.45–1.68.87.140.81–4.721.95Low education level (highh)

.680.80–1.421.06.410.60–1.230.86Pros of relapse

.0011.19–1.971.53.031.04–1.961.43Self-efficacy

.011.13–2.611.72.021.10–3.071.84AP program (controlh)

.011.13-2.731.76.260.80–2.291.36AP+ program (controlh)

a Action planning.
b Action planning plus.
c Sample including only respondents with follow-up data.
d Sample including missing data at follow-up as treatment failures.
e Odds ratio.
f Confidence interval.
g Including all respondents as randomly assigned.
h Reference category.
i Modified sample excluding respondents who indicated after their quit date as well as at follow-up that they did not make a quit attempt during the
study and respondents who quit too close to follow-up (see Analyses section in the Methods).
j Minimum dose sample excluding those who did not adhere to at least one of the SQ4U elements.

Abstinence Rates per Program Stratified to
Intervention Dose
Table 4 shows the 12-month continued abstinence rates per
intervention dose for the modified sample (sample 2). As posed

in hypothesis 2, the results revealed significant relationships
between abstinence and the number of planning assignments

using linear by linear association chi-square tests (AP: χ2
1 =

7.4, P < .007; AP+: χ2
1 = 14.7, P < .001) and feedback moments
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(AP+: χ2
1 = 24.5, P < .001) and confirmed higher abstinence

rates when more planning assignments or questionnaires after

the quit attempt were completed. On average, respondents in
the program groups adhered to 4 out of 6 planning assignments
and 6 out of 11 feedback questionnaires.

Table 4. 12-month continued abstinence rates stratified by the number of planning assignments and feedback moments in the modified sample (sample
2).

AP+bAPa

DoseStratification

n (%)

abstinentnc
n (%)

abstinentnc

4 (17%)236 (22%)270–1Per number of assignments

13 (27%)4924 (45%)532–4

36 (51%)7033 (53%)625–6

3.95 (1.93)3.71 (2.00)Total, mean (SD)

14.77.4χ2
1

<.001.007P value

10 (15%)66NANAd0–5Per number of feedback moments

4 (33%)12NANA6–7

19 (61%)31NANA8–9

20 (61%)33NANA10–11

5.77 (3.83)NATotal, mean (SD)

24.5NAχ2
1

<.001NAP value

a Action planning.
b Action planning plus.
c Only complete cases.
d Not applicable, as the AP program did not provide tailored feedback after the quit date.

Program Evaluation of the AP and AP+ Programs
Table 5 presents the program evaluation that was conducted 6
months after baseline. Respondents from the AP and AP+
programs gave the baseline-tailored feedback a positive
evaluation. However, significantly more respondents in the AP+
program remembered the content of the baseline-tailored
feedback and perceived the feedback as relevant and helpful
for making the quit attempt. The planning assignments were

perceived as useful by 87 of 164 (53%) respondents. Moreover,
724 (44%) of the respondents rated them as helpful for making
a quit attempt and 51 (31%) agreed they were helpful in
maintaining a quit attempt. Respondents from the AP and AP+
programs did not differ significantly on the evaluation of the
planning assignments. The feedback after the quit attempt (short
feedback moments) was rated as useful by 66 of 104 (63%)
respondents, as helpful for making a quit attempt by 49 (47%),
and as helpful for maintaining the quit attempt by 50 (48%).
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Table 5. Program evaluation (conducted 6 months after baseline) by respondents from the APa and the AP+b programs.

P valueχ2
2

AP+

(n = 111)

AP

(n = 137)

Total

(n = 248)Evaluation item

Baseline feedback

.0089.7Remembered the content

70 (63%)72 (53%)142 (57.3%)Yes

31 (28%)32 (23%)63 (25%)Neutral

10 (9%)33 (24%)43 (17%)No

.1114.4Perceived feedback as useful

77 (69%)79 (58%)156 (62.9%)Yes

27 (24%)41 (30%)68 (27%)Neutral

7 (6%)17 (12%)24 (10%)No

.0128.8Perceived feedback as relevant

65 (59%)56 (41%)121 (48.8%)Yes

38 (34%)60 (44%)98 (40%)Neutral

8 (7%)21 (15%)29 (12%)No

.1523.8Perceived feedback as understandable

98 (88%)110 (80.3%)208 (83.9%)Yes

10 (9%)24 (18%)34 (14%)Neutral

3 (3%)3 (2%)6 (2%)No

.920.2Recognized own situation in feedback

54 (49%)63 (46%)117 (47.2%)Yes

44 (40%)57 (42%)101 (40.7%)Neutral

13 (12%)17 (12%)30 (12%)No

.163.6Perceived feedback as credible

83 (75%)87 (64%)170 (68.5%)Yes

24 (22%)43 (31%)67 (27%)Neutral

4 (4%)7 (5%)11 (4%)No

.046.7Feedback helped to make a quit attempt

56 (50%)51 (37%)107 (43.1%)Yes

24 (22%)49 (36%)73 (29%)Neutral

31 (28%)37 (27%)68 (27%)No

.163.7Feedback helped to maintain quit attempt

39 (35%)33 (24%)72 (29%)Yes

27 (24%)38 (28%)65 (26%)Neutral

45 (41%)66 (48%)111 (44.8%)No

n = 71n = 93n = 164Planning assignments

.144.0Perceived feedback as useful

38 (54%)49 (53%)87 (53%)Yes

30 (42%)32 (34%)62 (38%)Neutral

3 (4%)12 (13%)15 (9%)No

.065.6Feedback helped to make a quit attempt

35 (49%)37 (40%)72 (44%Yes

27 (38%)30 (32%)57 (35%)Neutral
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P valueχ2
2

AP+

(n = 111)

AP

(n = 137)

Total

(n = 248)Evaluation item

9 (13%)26 (28%)35 (21%)No

.085.1Feedback helped to maintain quit attempt

24 (34%)27 (29%)51 (31%)Yes

29 (41%)27 (29%)56 (34%Neutral

18 (25%)39 (42%)57 (35%)No

Feedback moments after quit attempt (n = 104)

Perceived feedback as useful

66 (63%)NAc66 (63%)Yes

26 (25%)NA26 (25%)Neutral

12 (12%)NA12 (12%)No

Feedback helped to make a quit attempt

49 (47%)NA49 (47%)Yes

32 (31%)NA32 (31%)Neutral

23 (22%)NA23 (22%)No

Feedback helped to maintain quit attempt

50 (48%)NA50 (48%)Yes

54 (52%)NA54 (52%)No

a Action planning.
b Action planning plus.
c Not applicable.

Discussion

The main goal of this study was to evaluate the efficacy of two
Web-based smoking relapse prevention programs (AP and AP+)
in the SQ4U study with regard to 12-month continued smoking
abstinence. Furthermore, we aimed to assess dose-response
associations. Despite the potential of the Internet, a recurrent
problem in Internet trials is low adherence to the programs [53].
These low levels of adherence may lead to underestimations of
intervention effects. This impression is strengthened by the fact
that most studies of Internet interventions have shown
dose-response relationships (see, for instance, [35,54-58]).
Hence, an alternative strategy in which nonadherent respondents
are excluded may be needed. Recently, a systematic review has
discussed an increase in the literature of randomized controlled
trials that report on a modified strategy [52]. To provide a
complete overview of our results, we employed both approaches
and reported on three samples: (1) the sample as randomly
assigned, including all respondents, (2) a sample excluding
those who did not make a quit attempt (modified sample), and
(3) a sample additionally excluding those who did not adhere
to at least one of the intervention elements (minimum dose
sample). Observed case analyses (only including respondents
with follow-up data) and conservative analyses (including all
cases and coding respondents who were missing at follow-up
as smoking relapsers) were conducted on all samples.

The results of all three observed case analyses (samples 1, 2,
and 3) revealed significant effects in favor of the AP program.

We can conclude that most of the analyses support our first
hypothesis that planning strategies can be effective in preventing
relapse among smokers who are motivated to quit smoking. The
AP+ program, on the other hand, only proved to be significantly
more effective than the control condition in the randomized
sample (sample 1). The approach for sample 2 seems to have
created a bias against the AP+ program by excluding
respondents who did not make a quit attempt during the study,
which resulted in more exclusions of relapsers (since nonquitters
cannot be considered to be continued abstinent at follow-up) in
the control condition than in the AP+ program (which consisted
of elements designed to foster making a quit attempt). This
approach may therefore have been too conservative.
Furthermore, additional power analyses showed that 2623
respondents would have been needed to find significant
differences in abstinence rate between the control group (45/134,
34%) and the AP+ program group (53/142, 37%). Therefore,
the lack of significance in sample 2 may be due to power issues.
Another possible explanation for lack of significant effect for
the AP+ program in sample 2 and sample 3 may be that the
program was too intensive and therefore resulted in an overload
for the respondents that negatively influenced its efficacy. A
comparable result was found in an earlier study conducted
among vocational students, which tested the efficacy of a
standard in-school program, a computer-tailored program, and
a combined program [59]. This study found that the combined
strategy did not have a surplus value. The authors suggested
that combining strategies may lead to an overload of
information, which may produce more negative effects.
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Although this may also account for our findings, program
evaluation data do not support this suggestion because the AP+
and AP programs both received a positive evaluation. A final
explanation may be that the planning assignments and the
feedback provided after the quit attempt may not have been an
ideal combination to foster abstinence after all.

When conducting conservative analyses, we found the AP and
AP+ programs to be significantly more effective than the control
condition in the minimum dose sample (sample 3). However,
given the large dropout rate, this conservative approach (coding
missing participants as relapsers) may be too conservative.
Additional descriptive analyses indicated that about 60% of the
respondents who dropped out at follow-up were nonsmokers at
their last visit, indicating that interpreting all missing cases as
treatment failures may be too conservative, a finding also
supported by others [60]. Finally, conservative analyses in the
minimum dose sample (sample 3) may have biased the results
in favor of the experimental conditions by excluding
nonadherers (whose follow-up data are generally missing).
Excluding these nonadherers results in fewer imputations of
relapsers in the experimental conditions than in the control
condition, as these respondents are already excluded because
they did not adhere to the programs.

The abstinence rate of 22% in the control group is another
notable finding, since self-quitters generally reach abstinence
rates of only 3%-5% [1]. A possible explanation for this high
abstinence rate may be that respondents in our control condition,
who were highly motivated to quit smoking, sought additional
help themselves when they did not receive the help they
expected from our program. Since not all respondents reported
on their use of additional help, we were not able to test this
assumption with the available data. Moreover, the high
motivation of these respondents may have played a role in their
high abstinence rates.

Finally, the dose-response relationship between abstinence and
the number of program elements suggests that a dose-response
association may exist. This is because abstinence rates increased
by up to 53% (33/62) in the AP program and 51% (36/70) in
the AP+ program when doing 5 to 6 planning assignments, and
up to 61% (20/33) in the AP+ program when filling out 10-11
feedback questionnaires (on which feedback was provided).
These findings suggest, in line with hypothesis 2, that the
efficacy of the programs depends on adherence to the program,
also found in previous studies [35,61]. Our findings regarding
dose-response relationships may, however, be attributed to the
fact that respondents who relapsed after a few sessions
discontinued the program, resulting in the finding that those
who continued with the program were more successful. Caution
is, therefore, needed when interpreting dose-response
relationships: these relationships can be subject to selection
biases, since the respondents are not randomly assigned to
different doses [62]. Additional research that tests the
assumption of a dose-response relationship in this context is
needed in the form of an experimental design in which

respondents are randomly assigned to groups with different
doses.

The SQ4U study was subject to limitations. The first limitation
is that the planning assignments and feedback moments were
provided at fixed times, while the varying levels of adherence
found in our study suggest that programs should perhaps provide
support when the respondent needs it most (ie, by real-time
support in difficult situations). Research is needed to explore
the potential additional efficacy of such an approach. Second,
the cut-off point for the minimum dose sample (sample 3) is
not based on empirical findings and needs to be explored in
additional studies. Third, because of medical ethics guidelines,
we could not prevent respondents from using additional help
to quit smoking. The use of additional help, however, may
interfere with the effects of the programs and may be beneficial
or counterproductive. Further research is needed to explore
which additional aids may have positive or negative effects.
Fourth, our study had a high rate of loss to follow-up
(1465/2031, 72.1%), an issue that is very common in comparable
studies [12,21,63,64]. Attrition may have been caused by factors
such as spam filters or invalid email accounts or because people
who have quit smoking do not want to be reminded of their past
smoking behavior [65]. The latter is partly supported by our
data, which showed that about 60% of the respondents who
dropped out of the experimental programs were nonsmokers at
their last visit. Finally, the conservative analyses (in which
missing answers at follow-up were regarded as relapse) may be
too conservative, as our data showed that about 60% of the
respondents who dropped out of the experimental programs
were nonsmokers at their last visit. Furthermore, attrition
analyses indicated that dropout was more likely in the
experimental programs. Consequently, the conservative analyses
can be subject to biases strengthening the relation between the
experimental programs and relapse, while the actual relation is
one between the programs and dropout. Therefore, caution is
needed with interpreting these results.

Aside from these limitations, our SQ4U study is the first to test
the efficacy of incorporating planning assignments in a
Web-based computer-tailored relapse prevention program and
of combining planning assignments with multiple tailored
feedback moments after the quit date. The study reflected on
the findings from different samples, and the results pointed out
the importance of using planning strategies and tailored feedback
moments after the quit date for smokers who are motivated to
quit. Previous studies indicated that a lack of preparatory
planning is associated with smoking relapse [8,9]. Our current
study further illuminates the role of planning by showing that
managing behavior using action planning strategies in relapse
prevention programs fosters abstinence. Additional research is
needed to determine the optimum dose for reaching best effects
and which planning strategies are most effective for which
groups. Since some of the respondents in the experimental
programs did not adhere to even one intervention element,
insight into the predictors of adherence and into strategies to
facilitate adherence are also needed.
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Abstract

Background: Cell phone text messaging is gaining increasing recognition as an important tool that can be harnessed for
prevention and intervention programs across a wide variety of health research applications. Despite the growing body of literature
reporting positive outcomes, very little is available about the design decisions that scaffold the development of text messaging-based
health interventions. What seems to be missing is documentation of the thought process of investigators in the initial stages of
protocol and content development. This omission is of particular concern because many researchers seem to view text messaging
as the intervention itself instead of simply a delivery mechanism. Certainly, aspects of this technology may increase participant
engagement. Like other interventions, however, the content is a central driver of the behavior change.

Objective: To address this noted gap in the literature, we discuss the protocol decisions and content development for SMS
Turkey (or Cebiniz birakin diyor in Turkish), a smoking cessation text messaging program for adult smokers in Turkey.

Methods: Content was developed in English and translated into Turkish. Efforts were made to ensure that the protocol and
content were grounded in evidence-based smoking cessation theory, while also reflective of the cultural aspects of smoking and
quitting in Turkey.

Results: Methodological considerations included whether to provide cell phones and whether to reimburse participants for
texting costs; whether to include supplementary intervention resources (eg, personal contact); and whether to utilize unidirectional
versus bidirectional messaging. Program design considerations included how messages were tailored to the quitting curve and
one’s smoking status after one’s quit date, the number of messages participants received per day, and over what period of time
the intervention lasted.

Conclusion: The content and methods of effective smoking cessation quitline programs were a useful guide in developing SMS
Turkey. Proposed guidelines in developing text messaging-based behavior change programs are offered.

(J Med Internet Res 2012;14(4):e103)   doi:10.2196/jmir.2061

KEYWORDS

Smoking cessation; mHealth; text messaging

Introduction

Cell phone text messaging is gaining increasing recognition as
an important tool with a wide variety of health research

applications. A search on the US Department of Health and
Human Services’ Research Portfolio Online Reporting Tools
(RePORT) website [1] using the keyword text messaging reveals
over 40 studies currently funded that have a text messaging
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component. Surely, this is just a subset of the larger field of text
messaging-based health programming, funded both privately
and publicly, across the world, yet it demonstrates the public
health field’s enthusiasm for this new technology.

Research studies have used text messaging as a data collection
tool (eg, principal investigator [PI]: Boushey, 5U01CA130784
[2]; PI: Mundt, 1R43MH086152 [3]) and as a medication
adherence enhancer (eg, PI: Belzer, 5U01HD040463 [4]).
Perhaps the most interactive application of text messaging in
the health arena is to change health behavior. Text messaging
has been tested as the delivery mechanism for the main
intervention content (eg, PI: Bull, 1R21MH083318 [5]; PI:
Olson, 1R21HS018214 [6]) or for booster content that enhances
content delivered online (eg, PI: Cornelius, 5R21NR011021
[7]). Data are still emerging and, at this stage, are preliminary.
Nonetheless, reviews of the available literature find reason for
optimism. A recent review reported 16 randomized controlled
trials that involved text messaging, 10 of which reported
significant improvement in their outcome measures; the
remaining 6 reported positive trends [8]. Strong acceptability
among intervention participants also was noted. Another recent
review, focused specifically on health behavior change
interventions, reported 9 sufficiently powered studies. Of these,
8 reported results supportive of a conclusion that text messaging
can deliver content that affects behavior change [9].

Despite the growing body of literature documenting the
outcomes of text messaging-based (sometimes also called mobile
health or mHealth) interventions, very little is available about
the development of these interventions. Owens and colleagues
reported their experience developing a self-harm intervention
to be delivered via text messaging. Based on feedback from
service users and providers, the researchers chose a model
whereby the participants created their own content, which then
could be sent on demand in times of crisis [10]. Whittaker and
colleagues reported the steps they followed to develop a
multimedia smoking cessation program, including intensive
focus group testing and pilot testing [11]. This latter study is a
particularly useful guide in how to engage one’s user audience
during the intervention development stage. What seems to be
missing, however, are scientific papers that describe the practical
decisions taken in developing the first drafts of the content of
a text messaging program. As Cole-Lewis and Kershaw noted
[9], many researchers seem to view text messaging as the
intervention, yet it is simply the delivery mechanism. Certainly,
there are benefits of text messaging communication that may
increase the engagement and salience of the program content
for participants. Like other interventions, however, it is the
content, not the delivery mechanisms (eg, Internet, in-person),
that is the central driver of behavior change.

Methods

To address this noted gap in the literature, we describe the
program development for SMS Turkey. Compared with the
United States, where 23% of men and 18% of women are current
smokers [12], an estimated 44% of men and 12% of women
smoke daily in Turkey [13]. Despite Turkey’s high smoking
prevalence rate, over half of smokers report a desire to quit, and

45% have made a quit attempt in the past year. To invigorate
cessation rates, smoking cessation programs need to be easily
accessible and have high reach. With an estimated 62 million
cell phones in Turkey [14], there is sufficient reason for
optimism about the feasibility of a text messaging-based
smoking cessation program in this setting. We were funded by
the US National Institutes of Health’s Fogarty International
Center (R01TW007918) to develop and test SMS Turkey, a
smoking cessation program delivered via text messaging. The
program was designed in 2007–2008 and was created for adults
seriously thinking about quitting smoking and living in Ankara,
Turkey. Here, we describe the initial content and protocol
development. Findings not only document the methodological
development of SMS Turkey, but also provide direction for
other researchers endeavoring to create mHealth behavior
change programs.

Results

Methodological Considerations
Prior to developing the content, there are several methodological
decisions to be made, many of which are determined by timeline
and budget. One consideration is whether the program will
include bidirectional messaging, whereby the participant
provides input via text messaging that is then captured by the
intervention software and responded to [9]. This can increase
participants’ commitment to the study, and feelings that they
are playing an active role in the intervention rather than
passively receiving messages. It also can serve as an opportunity
to tailor messaging or collect real-time data about the
participant’s status (eg, current smoking behavior, level of
cravings). On the other hand, the programming of the software
to receive messages is much more complicated and therefore
more costly and time intensive to develop than a unidirectional
program that sends but does not receive and respond to
participant messages. For pilot projects, it may be best to
develop a unidirectional program and have research staff execute
any bidirectional messaging through manual means. Once
feasibility is determined, then a more complicated and costly
program can be developed at the next stage. In the case of SMS
Turkey, we chose to develop a unidirectional software program
because of the intervention’s pilot nature.

Another important consideration is whether the research program
will provide phones or text messaging plans for participants; or
reimburse participants’ costs associated with receiving text
messages. This decision should be based on the study goals.
Some studies are aimed at harnessing the mobility of technology:
for example, using cell phones to consistently reach unstable
populations (eg, the marginally housed). In this case, it may be
appropriate to give participants phones. In other studies, the
motivation is to take advantage of the explosive increase in text
messaging among adolescents and adults [15]. In this case,
researchers need to be clear that the intervention is not intended
for everyone (indeed, it is unlikely that there is one unique
program that will address the needs and interests of all people
at risk for a particular outcome), but rather for those who have
adopted text messaging. In this case, the eligibility criteria
should include having a text-capable phone, as well as an
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unlimited text messaging plan. If the target population is not
using text messaging, then this mode may not be the best way
to reach and engage the population.

In SMS Turkey, participants were required to have a cell phone
and have used text messaging in the past year. It is free to
receive text messages in Turkey; otherwise, we also would have
required participants to be enrolled in an unlimited text
messaging plan. If we had instead given participants cell phones
or reimbursed them for costs associated with receiving program
messages, we believe the findings had the potential to be
adversely affected in three important ways. First, feedback from
the participants about their study experience might not have
reflected the views of the intended audience. Second, a study
focus would necessarily have become management of the phones
themselves. Third, the resulting data would have been less
informative for potential scale-up of the intervention because
agencies that might adopt the intervention are not likely to have
resources to provide cell phones.

Design Considerations
Although text messaging interventions are relatively new,
effective interventions using other modalities likely exist that
can be used to guide the design. In smoking cessation, quitlines
(ie, cessation counseling delivered via telephone) are widely
available and known to be an effective method of counseling
that reaches many smokers [16-18]. Quitlines were an especially
amenable guide for SMS Turkey because they are grounded in
behavior change theory and use ongoing contact between an
interventionist (phone counselor) and participant (smoker),
similar to how participants may interact with the information
received through the text messages in an ongoing fashion to
affect behavior change. Also, the proactive nature of the
counselor calling the participant is more similar to text
messaging-based communication compared with the reactive
nature of most Internet-based interventions that rely on
participants to log on to a website for information [19].

Another early decision that needs to be made is the overall study
length: over what period of time will messages be sent? The
intervention needs to be long enough to affect behavior change
without being so long as to cause participants to lose interest
and drop out. SMS Turkey was developed to be a 6-week
program: 2 weeks of prequit and 4 weeks of postquit messages.
This was based on the length of most quitline programs [20-22]
and on successful implementation of a text messaging-based
smoking cessation program in New Zealand of similar length
[23]. Future interventions may explore longer program periods.

Another decision is the number of messages that will be sent
per day or per week. This should be based on the target
population (eg, how many messages do they receive in a typical
day?) and on the literature associated with the target behavior.
Similar to the overall intervention length, it is important to
deliver a sufficient intensity of messages to affect behavior
change, while not overwhelming participants to the point where
they no longer read the messages. Our development survey
suggested that almost half of adult smokers in our target
population texted daily [24]. Therefore, we felt comfortable that
a daily schedule that fluctuated based on the quitting curve
would be appropriate. For smoking cessation, telephone-based

programs’ sessions increase in frequency around the quit date,
and then gradually reduce in frequency as the participant gets
further along the relapse curve associated with cessation [25].
We tried to create a similar experience in SMS Turkey: for the
first 2 weeks leading into cessation, participants received three
messages per day. As participants got closer to the quit day, we
sent five messages per day. On the quit day and the following
day, we sent eight messages each day. For the next 2 days, six
messages were sent; this was reduced to five messages on the
next day. We sent four messages on each of the last 2 days of
their first postquit week. For the next 2 weeks, participants
received two messages per day. In the final week, messages
were pared down to one message per day.

Decisions about tailoring also need to be made at this stage.
Tailoring uses information that an individual has provided about
his or her circumstances to personalize the information that the
participant receives to affect behavior change [26]. Tailoring
increases the self-relevance of material, thereby increasing the
likelihood that participants will be motivated to act on the
material [27-30]. A recent review of computer-based health
behavior change interventions suggests that the more
dynamically the program is tailored, the stronger the efficacy
data are likely to be [31]. Each point of tailoring results in more
content needing to be written, however, so the number of points
the program is tailored on should be weighed against the amount
of time and budget the research team has. For researchers who
are interested in concrete examples of how tailoring may be
applicable to their program, Strecher and colleagues provide
useful direction on their website [32].

In SMS Turkey, we chose to create different content paths for
participants based on their progress along the quitting curve
[16,21]. Previous data suggest that most smokers who relapse
will do so within the first 2 days after quitting; at 7 days, the
relapse curve begins to bottom out [25]. Therefore, we created
paths for participants who were quit 2 days after quit day versus
those who were smoking; and for those who were quit 7 days
after quit day versus those who were smoking. The pathing
could be done manually by research staff or automatically by
the software program using a bidirectional data collection and
response system. Due to time and financial constraints in the
pilot study, research staff contacted participants at each time
point and then manually pathed the participant to the applicable
messages based on his or her response.

Researchers also will need to decide whether the program will
have unique messages throughout the program or whether some
messages will be repeated. This is particularly relevant if the
intervention has a relapse path for those who are unsuccessful
in enacting the targeted behavior change: do these participants
repeat the previous content, or do they receive a different set of
messages? In SMS Turkey, we decided to create unique
messages such that participants would receive new messages
across the program and paths.

A last decision is whether to enhance the text messaging
program with other outreach efforts: this might include
telephone calls from a counselor or an interactive website that
reinforces important concepts. The interactive website option
may be particularly important if the intervention is trying to
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demonstrate a new skill, such as how to use a condom in a
sexual health intervention. The potential benefits need to be
weighed against potential costs and how additional components
may affect the potential scale-up of the program. Given the
resource-limited setting in Turkey, we wanted to develop a
stand-alone program that did not require the funding of in-person
support. Because comparatively fewer people had access to the
Internet than to text messaging [24], we also decided that an
online add-on would not be useful. Therefore, we decided that
the SMS Turkey program would rely solely on the text
messaging content.

Drafting the Content
The content should be guided by experts in the field and
grounded in a theoretical model. Ideally too, formative research
should be conducted within the target population to identify
any unique challenges they face, as well as to gather feedback
about the content as it is being developed. In SMS Turkey, we
conducted a quantitative survey among 150 adult smokers living
in Ankara to better understand the technology use and smoking
experiences of adults who were seriously thinking about quitting
smoking in the next 30 days and living in Turkey’s capital city
[24].

Smoking cessation quitlines rely heavily on cognitive behavioral
therapy [33,34]. Cognitive behavioral therapy focuses on altering
the individual’s way of thinking (cognitive processes) and acting
(behavioral actions). Components include identifying new
behaviors to be substituted for smoking-related activities,
making a commitment to quitting, considering consequences
of continued smoking, seeking information about smoking,
controlling cues that may trigger the urge to smoke, and
rewarding oneself for not smoking [35]. Additional program
components include self-efficacy [36-39] (eg, reinforcing beliefs
that the person is capable of quitting, while also teaching the
person how to set goals to master quitting) and relapse
prevention [40-45] (eg, helping participants identify potential
triggers and coping strategies). Smoking cessation guidelines
also recommend a combination of pharmacotherapy and
behavioral strategies [33,46,47]. In SMS Turkey, the content
provided cognitive and behavioral strategies. Instead of also
providing pharmacotherapy, however, the program encouraged
participants who smoked 10 or more cigarettes a day to
separately talk with their health care provider.

Once the literature has been consulted and formative research
conducted, a content map needs to be drafted. For SMS Turkey,
five stages of messages emerged from the quantitative survey,
a review of the literature, and the research team’s clinical
experiences [16,17,24,25,41,42,48-50]. The content aim for
each stage was as follows. (1) Prequit messages: clarify reasons
for quitting; understand smoking patterns and tempting
situations, triggers, and urges; practice altering smoking patterns;

learn about pharmacotherapy options and obtain prescription
or medication; prepare to quit (eg, preparing environment,
seeking support). (2) Early quit: identify common difficulties
and discomforts (eg, what to expect and how to deal with them);
emphasize use of coping strategies and to not over-think the
decision to quit; emphasize self-identified reasons for and
benefits of quitting; manage issues and side effects of
medication; increasing pleasurable and other activities. (3) Late
quit: become vigilant to recognize relapse in a different way
(eg, situations, confidence); learn how to deal with issues that
arise as a nonsmoker (eg, handle stress, moods); learn about
weight gain and preventing weight gain; learn to reward and
care for oneself; learn how to think of oneself as a nonsmoker;
learn the benefits of a nonsmoking lifestyle. (4) Slip/relapse:
know that many slip and how to get back on track; clarify
reasons for quitting and recommit; learn about what didn’t work
and new strategies. (5) Encouragement: encourage those unable
to quit with this attempt to try quitting again in the future; learn
the norms of quitting and the quitting process.

As shown in Figure 1, all participants received the prequit and
early quit messages. According to our tailoring plan, at day 2
postquit, participants were pathed to more early quit messages
if they continued to be quit, or pathed into slip/relapse messages
if they were smoking. Participants who spontaneously shared
that they had tried but just cannot quit at day 2 were given the
option to opt-out and end the program immediately, or to be
pathed to the Encouragement arm. Content was tailored again
at day 7. Participants who were quit at day 2 and continued to
be quit at day 7 moved into late quit messages; participants who
were quit at day 2 but were then smoking at day 7 were moved
into slip/relapse and then moved into late quit; those who were
smoking at both day 2 and day 7 were moved into
encouragement messages. We included this last, abbreviated
arm for people who continued to struggle with quitting in order
to be respectful of the participant’s individual quitting processes.
If participants are finding it extremely difficult to quit, sending
them text messages about how well they are doing with quitting,
or even how they should “not quit quitting” might be perceived
as shaming and may disenfranchise them during what might be
a teachable moment. Instead, we tried to capitalize on this
opportunity by helping participants frame their quitting attempt
as a positive step forward in the sometimes long quitting process.

As shown in Table 1, we crafted eight different message types.
Participants need to receive messages that provide specific and
actionable strategies to cope with the discomfort of quitting. It
also is important to educate smokers about the benefits of
quitting to motivate them through difficult periods. We created
an algorithm for each message type across each of the program
stages (see Table 2). Armed with this guide for message
creation, we produced a draft and then iterated the program
content.
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Table 1. Quit message types.

DescriptionMessage type

Describes steps to take in preparing to quit smoking, including preparing oneself mentally and
physically, and preparing one’s own and others’ environment

Preparing to quit

Describes the health-related, social, and financial benefits of becoming a nonsmokerBenefits of quitting

Describes and encourages the effectiveness and use of cognitive and behavioral strategies to avoid
smoking during a craving or impulse to smoke

Coping and coping strategies

Discusses discomfort associated with the quitting process and how the participant may see his or
her discomfort as normal and how to cope with such discomfort

Discomfort and difficulties

Offers motivation and support to the participant to continue with quittingEncouragement

Encourages consideration and proper use of pharmacotherapy aids for use with the program in
quitting smoking, such as nicotine replacement and other medications

Nicotine replacement therapy and pharmacother-
apy

Teaches specific skills to aid in the quitting processQuitting skills

Discusses the norms of slipping and how to get back on track; Clarifies reasons for quitting and
to recommit; Teaches the participant to learn about what didn't work and new strategies

Relapse

Table 2. Algorithm for cessation messages.

Number of messages per quitting stageMessage type

Encouragement

to try quitting

again later

RelapseLate quitEarly quitQuit day

and day 2

Prequit

0000017Preparing to quit

2319324Benefits of quitting

17611414Coping and coping strategies

021361Discomfort and difficulties

253523Encouragement

121223Nicotine replacement therapy and pharma-
cotherapy

006002Quitting skills

050000Relapse
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Figure 1. SMS Turkey text messaging program flow.

We developed the content using the following guidelines.

Guideline 1
Write the messages to flow like a discussion across the day. For
example, in the prequit stage, we encouraged people to start a
smoking diary. The following are three messages that followed
each other consecutively across the day:

Message 1: When and why do you smoke? Start a smoking diary.
Keep track of when you smoke, what you’re doing (the activity),
how you’re feeling, and your craving (from 1 to 3).

Message 2: Write down a list of reasons why you want to quit
smoking. Put it where you can see it.

Message 3: How is your smoking diary going? Put the “diary”
paper on your cigarette pack with a rubber band. Every time
you have a cigarette, fill out 1 line.

The content of each new message builds on the previous
message just as a conversation would.

Similarly, messages across days can refer to each other. For
example, in the prequit stage, we tell participants to make a plan
to reward themselves for quitting:

Write down a list of rewards for yourself—plan what
you are going to do for yourself after you’ve quit for
1 week, for 2 weeks, for a whole month.

Two days before their 1-week quit anniversary, participants
receive the following message:

Have you been rewarding yourself for not smoking?
Look back at your Rewards List—what did you write
down on your list for your 1-week special reward?
Too fun!

Guideline 2
In the initial stages of message creation, the number of
characters is not important. Certainly, brevity is the aim, but it
is not useful to keep vigilant and stay below 160 characters (the
limit for one text message), as the content itself is changing.
This can be the last step before finalizing the content.

Guideline 3
Color-coding the messages in a spreadsheet program provides
a useful visual cue to ensure that the message types are well
spaced across days.

A Example of the Finished Product
To provide a concrete example of a finalized pool of text
messages that are ready for subsequent testing, we show
messages in the encouragement path in Table 3.
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Table 3. Example of SMS Turkey content: the encouragement path.

Message textTiming

Most smokers try to quit 6–7 times before they quit for good. Don’t quit quitting!Day 1a

It’s a great thing that you’ve tried to quit smoking. You learned some things that you can apply to the next time you try to quit. What
worked? What didn’t?

Day 1b

Quitting smoking is the single most important step you can take to improve your health.Day 2a

Medicines that treat craving can double your success. Try medicine next time you quit. If you used medicine, try a different one next
time. Ask your doctor.

Day 2b

Smokers live an average of 7–12 years less than nonsmokers. Consider quitting again!Day 3a

Whatever you decide about smoking, believe in yourself. You CAN quit smoking if you put your mind to it and have a plan for success.Day 3b

Cultural and Cost Considerations
As mHealth research begins to extend beyond developed
countries, cultural considerations in designing content and
programming should be taken into account. The team leading
the content development resided in the United States. The
messages, therefore, were originally written in English. To
ensure that the messages were culturally relevant and salient, a
bilingual person translated the SMS Turkey messages from
English into Turkish, paying particular attention to capturing
cultural meaning and context. Then, a separate team member
back-translated the messages into English. This typical
procedure for translation and back-translation helps to ensure
that the essence of the content is captured in the translation. The
messages also were reviewed by students at Hacettepe
University for understandability and credibility.

As noted above, a consideration during the protocol development
stage is whether and how to reimburse costs that the participant
may incur as a result of participating in the intervention. In
Turkey, and most countries aside from the United States,
receiving text messages is free. Thus, participants can take part
in the program and receive as many text messages as possible
without incurring a cost. As such, text messaging-based health
programs are as free to participants as web-based health
programs in countries such as Turkey.

Discussion

As text messaging becomes more common in research and
intervention delivery, it will be important to document not only
outcomes, but also content and protocol development
procedures. This is particularly true as researchers struggle to
see text messaging as the delivery mechanism, rather than the
intervention itself [9]. For this reason, this paper focuses
specifically on the development plan of SMS Turkey (called
Cebiniz birakin diyor in Turkey).

Program development includes careful attention to not only the
theoretical underpinnings of the behavior change strategy and

associated content, but also the design, including how messages
will be tailored, how participants may be pathed to different
content based on their smoking status, and the number of
messages participants will receive per day. The program must
also attend to the technology use of the target population by
including elements that fit that group. If the target population
is not using text messaging, alternative delivery modes should
be considered instead.

Effective health behavior change programs are guided by strong
theoretical models [20,51,52]. Recent reviews have suggested,
however, that many available text messaging-based behavior
change programs may not be using theoretically based
intervention strategies that have proven utility in producing
behavior change [53]. Even though the technology is new,
existing programs developed for more traditional environments
can likely serve as an applicable guide when designing the
content. In this study, we found that the theory and protocols
underpinning telephone-based smoking cessation programs
were useful guides for developing similar SMS Turkey program
components. Indeed, this previous work in the field of smoking
cessation informed the SMS Turkey content map, which guided
the tone of the messages, and stage (eg, prequit versus early
quit) and type of messages (eg, coping strategies, relapse)
delivered over the course of the program and the participant’s
quit progress.

Although the intervention context behavior was smoking
cessation, this development strategy is generalizable to other
text messaging-based behavior change interventions. It should
be noted that, as with many pilot projects, budget and timeline
restrictions limited exploring all possible aspects of program
development and tailoring. Certainly too, although we used
theoretical models in developing the intervention, we based the
program more generally on the key areas of behavior change
found to be effective in quitline counseling. Our intent was to
adapt successful quitline interventions to this new modality
rather than start anew and develop a completely new theoretical
perspective.
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Abstract

Background: Only 17% of Norwegian children and adolescents with diabetes achieve international treatment goals measured
by glycated hemoglobin (HbA1c). Classic patient–physician consultations seem to be poorly adapted to young children. New
strategies that are better attuned to young people to improve support of adolescents’ self-management of diabetes need to be
tested and evaluated.

Objective: (1) To explore how applications for mobile phones can be used in follow-up of adolescents with type 1 diabetes,
and (2) to use the findings to guide further development of the applications and as a basis for future studies.

Method: We pilot tested two mobile phone applications: (1) an application that contained a picture-based diabetes diary to
record physical activity and photos taken with the phone camera of food eaten, where the phone also communicated with the
glucometer by Bluetooth technology to capture blood glucose values, and (2) a Web-based, password-secured and encrypted
short message service (SMS), based on access using login passwords received via SMS to be used by participants to send messages
to their providers when they faced obstacles in everyday life, and to send educational messages to the participants. At the end of
the 3-month pilot study, 12 participants (7 girls and 5 boys ) aged 13–19 years completed semistructured interviews. The participants

had a mean HbA1c value of 8.3 (SD 0.3), mean age of 16.2 (SD 1.7) years, mean body mass index of 23.3 (SD 3.2) kg/m2, and
mean diabetes duration of 7.5 (SD 4.6) years. We applied three additional measurements: change in metabolic control as measured
by HbA1c, the System Usability Scale, and diabetes knowledge.

Results: From the interviews, three main categories emerged: visualization, access, and software changes. Participants appreciated
the picture-based diary more than the SMS solution. Visualization of cornerstones in diabetes self-care (ie, diet, insulin dosage,
physical activity, and pre- and postprandial glucose measurements all transformed into one picture) in the mobile diary was found
to be an important educational tool through reflections in action. This led to a change in participants’ applied knowledge about
the management of their disease. Additional measurements supplemented and supported the qualitative findings. However,
changes in HbA1c and participants’ theoretical knowledge as tested by a 27-item questionnaire, based on a national health
informatics’ diabetes quiz, before and after the intervention were not statistically significant (P = .38 and P = .82, respectively,
paired-samples t test). Participants suggested additional functionality, and we will implement this in the design of the next software
generation.

Conclusion: Participants reported an increased understanding of applied knowledge, which seem to positively affect diabetes
self-care. Visual impressions seem well adapted to the maturation of the adolescent brain, facilitating the link between theoretical
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knowledge and executive functions. SMS gave the adolescents a feeling of increased access and security. Participants gave
valuable input for further development of these applications.

(J Med Internet Res 2012;14(4):e111)   doi:10.2196/jmir.2155

KEYWORDS

Diabetes; adolescents; user-centered design; education; eHealth; mHealth; mobile phones; short message service; SMS; qualitative
research; triangulation of methods

Introduction

Diabetes
Type 1 diabetes is one of the most common chronic illnesses
of childhood. The incidence of diabetes in Norway is one of the
highest in the world, reported as 32 new cases per 100,000
person-years [1]. Type 1 diabetes often requires rigorous daily
routines and a high level of self-management, which is seen as
a complex task. Treatment goals might be achieved through
frequent blood glucose measurements as well as through insulin
medication tailored to food intake and physical activity. These
elements are often described as the cornerstones of diabetes
treatment. A significant increase in blood glucose measurement
was found in a study using reminders and cueing, social media
communication, and gamification [2]. However, in a review of
telemedicine, Farmer et al concluded that intervention “with or
without telemedicine is only likely to be helpful when test results
are linked to educational or behavioral advice and changes in
clinical management” [3]. Clinical guidelines highlight the
importance of education; nevertheless, this seems to be a missing
functionality in most telemedicine interventions [4].

Adolescence and Diabetes
Adolescence as a transitional phase in human life challenges
both young people and their caregivers [5]. Physicians and
caregivers as well as adolescents with diabetes often experience
frustration and powerlessness when the adolescents repeatedly
return to their clinics with poor metabolic control.

Only 17% of Norwegian children and adolescents with diabetes
achieve international treatment goals measured by glycated
hemoglobin (HbA1c) [6]. As researchers, we need to uncover
the reasons behind such treatment results and explore ways to
improve them. One approach is to develop developmentally
appropriate means of supporting adolescents’ self-management
of diabetes. Consequently, we developed two mobile phone
applications as tools for diabetes self-management. The research
described in this paper is an evaluation of these tools.

Education
The development of competence (ie, knowledge and skills)
among people living with diabetes is integral to their effective
management of the disease. In modern health care, providers
are advised to use new technology and educational models based
on learning theory, health models, and instructional design
theory when delivering patient education [7]. Diabetes self-care
is highly dependent on coordination of thoughts and
behavior—that is, executive functions. Skills necessary for such
coordination are selective attention, decision making, voluntary
response, inhibition, and working memory [8]. Motor and

sensory brain areas mature first; the primary visual cortex
matures early, while areas involved in executive functions
mature later. These development patterns might facilitate the
application of modern technology using visual imaging in this
particular patient group [9]. Visual impressions have been shown
to improve understanding and self-management in patients with
chronic diseases [10,11].

Information and Communication Technology
Information and communication technology (ICT) has developed
rapidly over the last decades. Reports from Statistics Norway
show that among adolescents aged 13-19 years, more than 90%
use the Internet for more than 2 hours every day; 95% have their
own mobile phone, and more than half of them accessed the
Web through their mobile phone daily [12]. ICT is gradually
being applied in health care and eases the flow of information
between providers and their patients [13-15]. These technologies
include Internet, email, and mobile phone applications, and are
often referred to as electronic health or eHealth [16].

The use of ICT to facilitate health care has traditionally been
dominated by PC-based technology [14]. Many ICT studies
show overall positive results and indicate that ICT-based
interventions improve health care utilization, health behaviors,
attitudes, skills, and knowledge [14]. Studies involving mobile
phones used by adults have been published [15,17-20], but there
are few reports of the use of mobile phone-based tools among
children and adolescents with type 1 diabetes.

When a new ICT system is developed, user-involved design of
patient-operated systems is advocated to promote useful
applications [21]. Based on this philosophy, the Norwegian
Centre for Integrated Care and Telemedicine (NST) has
developed several mobile applications based on
user-participatory design processes.

Aim
The aim of this study was to evaluate adolescent patients’
experiences with two different mobile phone applications used
for diabetes care. We wanted to examine whether an intervention
using information and communication tools could affect disease
management measured by metabolic control and through
qualitative methods. We also wanted the adolescents to use their
experiences to guide the product developers by giving advice
on further improvements. Finally, we wanted to propose new
hypotheses for further research on approaches that diabetes
teams might apply to facilitate the use of young people’s
competencies.
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Methods

Design
This study used triangulation of methods to provide details
about the phenomenon studied that would not be available with
the use of one method alone. Interviews were recorded. Field
notes were taken systematically during the semistructured
interviews and used as an additional data source. Data on
metabolic control measured by HbA1c were collected before
and at the end of the intervention. HbA1c was analyzed at the
local hospitals using Bayer DCA 2000 (Tarrytown, NY, USA;
normal reference range 3.4%-6.1%). Usability data were
collected using the System Usability Scale (SUS), a
questionnaire related to human-computer interaction consisting
of a simple 10-item scale based on a 5-point Likert scale [22].
A SUS score above 58 is regarded as above average, and a SUS
score above 80 is regarded as high and a score where participants
are likely to recommend the product to friends [23]. Additional
data were collected before and at the end of the intervention
period through a 27-item questionnaire based on the Norwegian
National Health Informatics’ diabetes quiz [24].

Intervention
The intervention period was 3 months. This included an
instruction day when the participants were introduced to an
HTC Touch 2 mobile phone (HTC Corporation, Bellevue, WA,
USA), on loan from NST, and the two novel diabetes software
applications: a mobile phone-based diabetes diary called Diamob
and the Diabetes Message System, a short message service
(SMS) based on the Secure Health Dialogue system [25].
Participants could use the Diamob application as much as they
wanted, but 2 periods of recording data, each lasting 3 days,
before the consultation were mandatory. Participants came for
a consultation with the research team (midway) to discuss use

of the applications and to participate in a reflection-in-action
talk about the mandatory 3-day recordings in the Diamob
application. When the participants browsed through the pictures,
self-reflection was guided by emphasis on recording images of
food, level of activity, insulin dosages, and pre- and postprandial
glucose measurements. Two physicians from the outpatient
clinics were responsible for the Diabetes Message System
responses. At the end of the 3-month period, the participants
met with the research team for a semistructured interview.

Technological Applications

Application 1
The prototype Few Touch application [17] was optimized by
NST to include a camera-based dietary capture and a feedback
component. This modified version of the Few Touch application
is referred to as the Diamob application and targets
communication between the patient and the health care team
about carbohydrate evaluation and insulin dosages. The
application was used by adolescents with type 1 diabetes to
document the food they ate. They had to choose one of four
pictograms describing the physical activity in which they
planned to participate or had already been engaged in (Figure
1).

The page for the first step guided the participants to a screen
prompting them for the insulin dosage suitable for the food they
planned to eat. The next step was to photograph the food using
the mobile phone’s camera. The phone communicated with the
glucometer by Bluetooth technology to capture blood glucose
values (Figure 2). One and a half hours after the meal, the phone
reminded the users to measure their postprandial blood glucose.

The picture produced by the Diamob application incorporated
relevant pre- and postprandial blood glucose values, insulin
dosage given, and information about the participant’s physical
activity (Figure 3).

J Med Internet Res 2012 | vol. 14 | iss. 4 |e111 | p.116http://www.jmir.org/2012/4/e111/
(page number not for citation purposes)

Frøisland et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Figure 1. The first step in the Diamob application, consisting of pictograms specifying planned physical activity. This leads the user to the next step.
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Figure 2. The Bluetooth transmitter (left) sends glucose measurements to the phone as soon as the test strip is extracted from the glucometer.

J Med Internet Res 2012 | vol. 14 | iss. 4 |e111 | p.118http://www.jmir.org/2012/4/e111/
(page number not for citation purposes)

Frøisland et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Figure 3. Example of a picture produced by the Diamob application. Pictures were available for users to browse through on the phone and could also
be uploaded to computers and used during consultations.

Application 2
Due to strict Norwegian laws regarding security and privacy of
health communication, we created a functional Web-based
encrypted SMS based on the Secure Health Dialogue SMS with
the help of a commercial software company (WTW AS, Tiller,
Norway) [25]. This Web-based SMS system is referred to as
the Diabetes Message System. It is based on access using login
passwords received via SMS to ensure that health information
is not compromised. We invited the participants to use this
application to send messages to their providers when they faced
obstacles in everyday life. The Diabetes Message System
application was also tailored to send educational messages to
the participants. An example of such messages is “Reasons for
high blood sugar: Not enough insulin, intake of food rich in
carbohydrates, infections, fever.”

Sample
We recruited a convenience sample of adolescents aged between
13 and 19 years from two pediatric clinics in Eastern Norway,
Innlandet Hospital Trust. Inclusion criteria were a diagnosis of
type 1 diabetes at least 1 year prior to the start of the study and
current HbA1c of less than 10.0%. We set the upper HbA1c limit
to avoid bias from potential psychological maladjustment
associated with poor metabolic control. We enlisted 12
participants: 7 girls and 5 boys. Of the 12 interviewees, 1
withdrew from the use of the application halfway through the

intervention for personal reasons. We interviewed all 12
participants at the end of the study period.

Interviews
We developed a semistructured interview guide to elicit
responses on the topics described in the aims of the study. The
guide included questions to identify different experiences with
the implemented technology. The interviews took place in a
meeting room at the outpatient clinics. They lasted between 45
and 90 minutes. Recordings were later transcribed, including
notes on nonverbal aspects of the communication, such as pauses
and laughter.

Analytical Procedures
The qualitative data analysis was based on transcribed
interviews, supported by the interview moderator’s field notes.
The analytic approach was based on qualitative description [26],
influenced by phenomenology and hermeneutics [27]. The
analysis entailed an inductive process, focusing on the
participants’ experience with the mobile device in an attempt
to make sense of their personal experiences with the device.
The understanding of another person’s situated experience of
the world requires interpretation, thus making hermeneutics an
important part of the approach.

According to a bottom-up principle, all the interviews were
carefully read and reread with the aim of discriminating units
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of meaning from the transcripts. Such units were assigned codes.
Elements of texts with the same codes were identified and
extracted to code sheets. Units of meaning were first identified,
and condensed units of meaning were then developed into
categories. Finally, the codes and categories were organized
hierarchically.

To increase validity and reduce possibilities of idiosyncratic
coding, two of the authors conducted the analysis separately
[28]. The categories were discussed and negotiated until
consensus was achieved. In the final stage of the process, these
concepts were tested by comparing them with the transcripts,
according to a top-down principle, to ensure validation of the
extraction. Through this process, the final categories emerged.
To ensure that the ensuing concepts were well represented in
the data, the research team discussed the developing analysis
to add credibility to the study and ensure agreement on the main
themes.

Statistical Analyses
Results are presented as means with 1 standard deviation (SD).
Paired-samples t test analyses were used to compare pre- versus
postinterventional data. Significance was defined as P < .05.
We used SPSS version 18.0 (IBM Corporation, Somers, NY,
USA) for analyses.

Ethical Considerations
The adolescents and their parents gave written consent for the
study according to Norwegian requirements. The study was
approved by the regional committee for medical research ethics

(ref. 2009/773b). As compensation, participants could ask for
a refund of the costs of their Internet subscription to cover
expenses related to accessing the Web-based SMS application

Results

A total of 7 girls and 5 boys participated. Their mean HbA1c

was 8.3 (SD 0.3) before the intervention. Mean age was 16.2
(SD 1.7) years, mean disease duration was 7.5 (SD 4.6) years,

and mean body mass index was 23.3 (SD 3.2) kg/m2. All the
participants used insulin pumps, compared with 75% in the
background population. All participants used a mobile phone
daily, and 8 (67%) reported accessing the Internet via a mobile
phone daily. The participants were asked to commit to
completing 2 sets of diabetes diary records, each covering a
continuous period of 3 days, during the intervention. This would
yield approximately 24 pictures for each participant (288
pictures). During the study, 691 pictures were downloaded
(mean 50, minimum 25, maximum 94).

The overall result from the qualitative data demonstrated that
the adolescents found both mobile applications useful as a
support to their diabetes self-management. They appreciated
the picture based diabetes application more than the SMS
solution. Table 1 give a brief overview of the process of
analyzing the interviews, from which three main categories
emerged: visualization, access, and software changes. The
quotes used to illustrate these themes use fictitious names for
the participants.

Table 1. Brief overview of the process of analyzing the interviews.

Findings and hypothesisCategory and

concept final theme

Codes and

condensed meaning

Theme

Diamob seems to be more an educational tool to en-
hance understanding of diabetes self-care than just a
communication tool. This might be due to brain devel-
opment among children and adolescents, and because
practical executive competence is facilitated by visual
memory rather than theoretical facts.

VisualizationTo see the coherence of treat-
ment

Communication through pic-
tures

To visually identify unhealthy
food

Functionality of mobile
phone diary

Communication facility

SMS is a useful and preferred tool for adolescents to
enhance contact with the health care system, and a
nonencrypted version is favored.

AccessCloseness

Empowerment

Easy access to information

SMSa

Educational messages

Changes to the two applications need to be made to
increase functionality.

Software changesTechnical challenges

Future development

Technical advice and chal-
lenges

a Short message service.

Visualization
All the adolescent participants used the verb “to see” in relation
to the first application’s functionality. They reported a better
visual understanding of the cornerstones of diabetes
self-management: food intake, insulin dosage, physical activity,
and blood glucose measurements. The participants reported that
the pictures of food they had consumed, integrating pre- and
postprandial glucose measurements and insulin dosages as well
as information on physical activity, gave them a visual and
tangible understanding of how physical activity, food intake,

and the insulin dosage interact and affect postprandial glucose
measurements.

Before, I really thought that the blood sugar was one
thing and giving insulin was one thing and eating was
one thing, but now I see more all three of them as a
whole, that they all belong together. Because if not
all three of them come together, I feel it’s like I miss
a part of the puzzle. [Tom]

It is just to browse back in the picture diary and look
at how much [insulin] I actually needed to the food
I had eaten, that is an advantage...I have learned to
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think about what to eat and the value of measuring
my blood sugar before I eat and think about the
insulin dosage in relation to these factors, then to
measure again 1.5 hours later in order to evaluate if
the dosage of insulin was correct. [Ann]

The Diamob application helped the most...I became
tougher in taking insulin doses. Because I saw how
the glucose measurements changed and the value of
giving enough insulin. [Erik]

The participants also said that they preferred the mobile
phone-based diabetes diary to paper-based diaries, and that it
provided an incentive for communication about their diabetes
self-management both with their parents and with their health
care providers.

I think it is a lot easier to understand and to have it
explained when I can see things. [Oda]

When I met Mom or Dad I could show them what I
had done during the day instead of writing. I liked
that a lot. [Beth]

The adolescents also reported that seeing the pictures of their
own food in the Diamob application gave them a visual
understanding of their own unhealthy diet.

I just photographed the food I usually eat, but I
thought during the process that I should apply more
healthy eating habits, because I saw I had a lot of
unhealthy canteen food in school. [Erik]

Access
The participants experienced Web-based SMS as a positive
instrument for bidirectional contact with health care providers.
It provided a safety net that gave them a sense of protection
because it made it easy for them to access their physician with
questions and concerns.

I liked the project and the follow-up. I could send an
SMS whenever I wanted. I got an answer within half
an hour. I especially liked the SMS—in the
Netherlands, where I lived prior to this, I knew I could
call, but I like the message system a lot better. [Jan]

The fact that you have someone to support
you—someone who knows the subject, and if you get
into difficulties you can get an answer—it gives a
certain feeling of security. [Oda]

All participants greatly appreciated the possibility of contacting
their health care provider and receiving an immediate response.
They indicated that it gave them a feeling of closeness to the
health care practitioner.

It is usually not easy to get in touch with your
doctor...it was nice, because usually you call in and
you are told he is for lunch or are busy and then it
ends up you don’t do anything. [Tom]

The participants also reported feeling empowered in that they
could access the health care practitioner so readily.

It has been pretty good to know that if I have an issue,
then I can just send a message...Instead of calling
Mom or Dad and ask them to call [the physician],

and when they have the answer it might be an answer
to something I was not wondering about. [Beth]

The participants reported that they appreciated having access
to information through the mobile phone. They described the
educational text messages as useful in increasing their
understanding of diabetes self-management. However, they also
stated that they appreciated simple and practical
self-management advice more than large amounts of information
that was not relevant to their immediate situation.

It is more about those messages and the information.
It has been practical advice, easy to understand,
simple facts that are very nice to know. It is better to
have it in such small portions instead of reading a lot
of information, then everything is poorly read and
poorly understood. I liked the way the information
was given. [Oda]

...it is easier to access the information in this way,
than listening to a doctor who talks about it for 5
hours. [Kristin]

Despite their appreciation for the accessibility of the device,
several participants indicated that the Web-based SMS system
was unduly cumbersome.

But it was a bit cumbersome to have to remember a
code [to get access]. [Jan]

But what is cumbersome is that you have to access
that Internet browser on the mobile. I would prefer
to send normal SMS on the phone...that would make
it even easier if you could access it using the usual
SMS [on the phone]. [David]

Software Changes
Another category of data was the software changes that the
participants recommended. Although the participants described
the applications as highly usable in general, they also identified
particular problems that required resolution. They reported
technical problems that we attributed to the immaturity of the
applications and the chosen mobile platform. Some of the
participants explained that they experienced problems and found
it troublesome to use the applications.

The Diamob app didn’t work at the end of the project.
The glucometer with Bluetooth worked, but batteries
ran out of power quickly. [Jan]

Yes, the project was tailored to me, but it could have
been better on the glucose transmission [from the
glucometer to the phone] because it didn’t work all
the time. [David]

The participants agreed that the applications were highly usable,
but requested the possibility of downloading the applications
to their own mobile phones in the future. With 1 exception, the
participants indicated that if the applications were available for
downloading to their own phones, they would continue to use
the applications. They contributed technical advice on how the
applications could be improved.

It would give a better overview as a matter of fact,
when you think about it, when you have to go from
picture to picture, but if you had all 3 days in 1 page,
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as a complete overview of 1 day, then I think it would
be better. [Oda]

I didn’t like the diagram thing [in the Diamob apps].
It was a mess, and I didn’t like that it could not be
tailored to each patient...And for instance I think it
is stupid that it [the pictograms for activity] only
marks sitting, lying, standing, and training, but maybe
you don’t do the physical activity, and then, after an
hour, it is time to go for a run. [Eva]

Additional Measurements
Qualitative data were supported by glycemic control, SUS
scores, and knowledge tests. Metabolic control had improved
(ie, lowered HbA1c) in 7 participants at the end of the study, but
was unchanged in 2 participants. During the study period, 3 of
the participants increased their HbA1c (Table 2). Statistically,

we found no significant changes in HbA1c over the course of
the intervention (Table 3). None of the participants who
completed the 3-month intervention had severe hypoglycemia
or severe ketoacidosis or were hospitalized during the
intervention period.

The mean score on the SUS was 73 (SD 22) (Table 2); 10
participants had a high SUS score: mean 81 (SD 10). These 10
reported positive experiences with the 2 mobile applications.
However, 2 participants had a considerably lower SUS score
than the others (each scoring 30).

All the participants had relatively high scores on the theoretical
diabetes knowledge tests, with a mean of 22 (SD 2) (maximum
score 27; Table 2). Scores were nearly the same prior to the
project and at the end; no statistical differences were found
(Table 3).

Table 2. Participants’ glycated hemoglobin (HbA1c) and knowledge test score (maximum score 27), before and after the intervention, and System
Usability Scale (SUS) score (maximum score 100) after the intervention.

SUS scoreKnowledge test scoreHbA1c %Participant

AfterBeforeAfterBefore

67.520189.08.6Jan

87.521226.46.6David

30NAa117.68.6Eva

87.523238.38.3Beth

6522218.48.0Kristin

87.523237.27.4Oda

3024219.19.4Tom

92.524238.39.2Erik

8027238.68.6Ann

9521257.07.1Emma

7518188.58.9Ingrid

77.520249.79.0Trondb

a Eva did not take the postintervention knowledge test, and this is marked as not available.
b Trond did not complete the whole intervention for personal reasons unrelated to the study and was interviewed at the end.
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Table 3. Glycated hemoglobin (HbA1c) values, knowledge test scores, and System Usability Scale score before and after the intervention.

P value (paired-

samples t test)

No.SDMeanMeasure

.38HbA 1c

120.98.3Before

120.98.1After

.82Knowledge test score

122.322.0Before

112.522.1After

System Usability Scale score

1222.173.0All participants

1010.281.5High scorersa

a Mean score excluding the 2 participants who scored low on the System Usability Scale (score of 30).

Discussion

The most surprising finding was the reports of a new visual
understanding of diabetes treatment. Visual impression and
consultations based on reflection in action seemed to have a
startling effect on self-reported perception of the coherence of
the cornerstones of diabetes treatment: diet, insulin dosage,
physical activity, and blood glucose measurements. Most of the
adolescents considered the mobile picture diary to be superior
to paper-based systems and preferred the SMS application as a
convenient means of communicating with their health care
providers.

Limitations
A limitation of the study is that our sample might be biased.
Those who volunteered to participate might have been more
comfortable with the technology than those who did not. The
intervention period was short, and some technical problems
arose. Although the sample is small, statistical analyses were
performed on some of the variables. Low numbers of
participants and the short intervention period reduce the potential
for proving statistical significance. A control group would have
strengthened this potential. The technical solutions had
limitations in regard to both applications and mobile phones.
The Diamob application was only compatible with the HTC 2
mobile phone, and participants disliked that phone’s
touch-sensitive user interface. Furthermore, they experienced
problems with Bluetooth transfer of the glucose measurements.

Visualization
The last 20 years of diabetes education have reflected an
increased emphasis on integrated educational strategies and
collaboration with the patient [29,30]. Future mHealth
applications should implement the educational benefits of
visualization with the report of factors that enhance the
frequency of glucose measurements [2].

Despite several large multicenter randomized studies on diabetes
treatment, we have limited knowledge about why adherence to
diabetes treatment, especially among young people, is so
difficult. Applications like the Diamob application may help to

bridge the gap between theoretical knowledge and lack of
execution of treatment competencies in different contexts in
patients’ everyday life. The use of meal images and the
reflection-in-action method contributes to the change in applied
knowledge and ease of communication during consultation [31].
Health care personnel need to recognize patients’ existing
competencies, experiences, and preferences to be able to deliver
education and health services tailored to the people they serve.
Simple visual tools designed by young people in their own
personal settings seem important to improve patients’
comprehension, recall, and adherence [10,11], which our study
also supports. In their review article of visual impression in
patient education, Houts et al [10] asserted that pictures with
cultural relevance that were designed by patients themselves
are suitable for increasing understanding and adherence to
treatment [10]. The Diamob application creates such personal
pictures, and the widespread use of mobile phones among
adolescents in Norway should encourage the use of such
applications in this population [12].

To perform well in self-care, patients depend on well-developed
executive functions: the ability to store important information,
to keep in mind a plan to carry out in the future, and to inhibit
impulses. Work has associated these behaviors with the frontal
lobes, with maturation late in the adolescent period [8]. Magnetic
resonance imaging studies have shown that maturation of the
visual cortex and the subsequent pruning of neural connections
happen early in childhood, compared with the frontal parts of
the brain, where centers for cognitive functions such as planning
and advanced thinking are located [8,9].

It has been shown that children with type 1 diabetes have slightly
lower cognitive function than healthy children, and that they
perform less well than controls on global measures of both
intelligence and neuropsychological skills such as attention and
executive functions [32]. The lack of maturation and pruning
in the adolescent brains might explain the mismatch between
theoretical competence and execution of practical skills found
in our study. Professionals educating young people with diabetes
need to be aware that they are less able than adults to link
theoretical knowledge with cognitive and executive functions.
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Access
Young people rarely approach health care providers by
themselves, and often communicate to physicians and other
practitioners through their parents. It has been claimed that
questions considered difficult to ask in a face-to-face dialogue,
or that should not be postponed until the next clinical
appointment, are facilitated by text messaging [33]. As in the
Sweet Talk study [34], the participants in our study reported
using the SMS solution relatively rarely; nevertheless, they
appreciated its function as a safety net and a feeling of increased
access to their health providers. Before the study, the
participating professionals expressed a fear that SMS would be
overused, but these assumptions proved unfounded. Our
Web-based, password-secured, encrypted message system
prevented leaks of health information through mobile phone
communication. Such systems might be appreciated all over
the world to ensure that health information is not compromised.

Global penetration of mobile phones is increasing rapidly, with
a penetration rate of up to 90% in high-income countries. This
suggests the potential for using mobile phone applications in
the treatment of young people. Future research into patients’
own experiences of this feeling of access and its significance
for treatment results, quality of life, and a sense of empowerment
is recommended.

Technical Considerations
Technical problems were reported by the participants in the
study and need to be taken into consideration for future versions
of this application. Novel hardware and software already on the
market based on other mobile platforms may ease the transfer
challenges, overriding the need for Bluetooth technology. We
appreciated the suggestions for additional functionality, for
instance, new presentation software, and will try to implement
this when designing the next software generation. A whole body
of literature supports participatory design as mutually beneficial
for both end users and developers [35-37].

Additional Findings
It seems that with a few reservations, the findings from the
qualitative interviews were supported by the additional methods
used to evaluate this study. The triangulation of methods, with
the use of semistructured interviews, SUS, and knowledge
questionnaires in relation to metabolic control (HbA1c),
strengthened this study. This provides additional information
and allows for greater accuracy. An additional strength of the
study is that it gave a voice to the experiences and concerns of
the adolescents themselves. Previous work has shown that our
health care system is poorly designed to meet the needs of
patients with chronic diseases, and that Web-based programs
and ICT tools are useful in meeting these patients’ requirements
[38,39]. Our findings contribute to this literature [20,40].

Conclusion
The integration of cornerstones in diabetes treatment into a
picture-based diary gave young people a better understanding
of their diabetes treatment. Furthermore, it is more an
educational tool than a communication tool. We hypothesize
that the reported effect of the picture-based diary is partly due
to early maturation of the visual cortex of the brain. Members
of diabetes care teams need to take into account that the child
and adolescent brain is immature, a work in progress. It is likely
that young people are less capable than we previously thought
of converting different theoretical facts related to diabetes into
applied knowledge in their daily lives.

Participants reported the Web-based encrypted SMS application
for mobile phones as a sought-after tool that gave them a feeling
of access and security. Participants gave valuable input for
further development of these applications.

Simple information and communication tools like the
applications in this study should be further developed and tested
in larger-scale studies to investigate their role as a mediator for
increased understanding and better self-care for diabetes in the
adolescent population.
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Abstract

Mobile phones and devices, with their constant presence, data connectivity, and multiple intrinsic sensors, can support
around-the-clock chronic disease prevention and management that is integrated with daily life. These mobile health (mHealth)
devices can produce tremendous amounts of location-rich, real-time, high-frequency data. Unfortunately, these data are often
full of bias, noise, variability, and gaps. Robust tools and techniques have not yet been developed to make mHealth data more
meaningful to patients and clinicians. To be most useful, health data should be sharable across multiple mHealth applications
and connected to electronic health records. The lack of data sharing and dearth of tools and techniques for making sense of health
data are critical bottlenecks limiting the impact of mHealth to improve health outcomes. We describe Open mHealth, a nonprofit
organization that is building an open software architecture to address these data sharing and “sense-making” bottlenecks. Our
architecture consists of open source software modules with well-defined interfaces using a minimal set of common metadata. An
initial set of modules, called InfoVis, has been developed for data analysis and visualization. A second set of modules, our Personal
Evidence Architecture, will support scientific inferences from mHealth data. These Personal Evidence Architecture modules will
include standardized, validated clinical measures to support novel evaluation methods, such as n-of-1 studies. All of Open
mHealth’s modules are designed to be reusable across multiple applications, disease conditions, and user populations to maximize
impact and flexibility. We are also building an open community of developers and health innovators, modeled after the open
approach taken in the initial growth of the Internet, to foster meaningful cross-disciplinary collaboration around new tools and
techniques. An open mHealth community and architecture will catalyze increased mHealth efficiency, effectiveness, and innovation.

(J Med Internet Res 2012;14(4):e112)   doi:10.2196/jmir.2152
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Introduction

Today, mobile phones are in nearly every pocket, with an
estimated 83% of Americans owning a mobile phone and 35%
of US mobile phone subscribers possessing a smartphone [1].
Mobile phones and devices—with their constant presence,
connectivity, and multiple intrinsic sensors—can be easily
integrated into daily life to effectively support chronic disease
prevention and management.

Early research suggests that mobile health (mHealth)
applications can empower individuals to track and manage their
own health, thus improving user-centered outcomes. A recent
randomized controlled trial of WellDoc, a diabetes management
app that prompts users via short message service text messages
to check and record their blood sugar values, showed a
significant reduction in glycated hemoglobin among users at 1
year (1.9% in the treatment group versus 0.7% for usual care,
P < .001), as well as a 20% reduction in emergency department
use and hospitalization [2,3]. Text message reminders have also
been shown to promote smoking cessation, improve attendance
at medical appointments, increase knowledge about prenatal
care, and encourage sunscreen use. Patients are increasingly
using mobile phones to track their own health measures, ranging
from blood sugar to vital signs to exercise and food intake
[4-10].

Despite the promise of these preliminary findings, the evidence
base for mHealth remains sparse and methodologically weak
[11]. Anecdotally, the rates of reuse for mobile applications
remain very low [12]. With nearly 12,000 health-related apps
available, and more being created every day, the continued
proliferation of mHealth apps runs the risk of simply creating
confusion [13]. It is predicted that the number of mobile app
downloads will reach 142 million by 2016, generating billions
of real-world data points on patient health experiences and
outcomes [14].

Unfortunately, the mHealth ecosystem lacks modular tools and
techniques for drawing meaning and scientifically valid
inferences from the masses of collected data. Without the
development of more sophisticated and effective tools for data
visualization and analysis, legitimate questions remain regarding
mHealth’s projected impact on chronic disease management
and prevention. In considering how the mHealth ecosystem
might need to evolve to achieve maximum impact, we can draw
lessons from the success of the Internet’s open architecture and
its ability to support both open and closed proprietary
applications. In contrast, the closed, stovepipe architecture of
electronic health records yields a cautionary tale about the
deleterious effects of highly closed ecosystems.

In this paper, we describe Open mHealth, a nonprofit
organization that is building an open software architecture for
mHealth and catalyzing an open community of developers,
clinicians, researchers, and entrepreneurs to build and reuse
Open mHealth modules across a broad range of mHealth
applications, disease conditions, and user populations. Over
time, the open architecture’s functionality and robustness will
grow through reuse and community validation. Our postulate
is that progress in mHealth will be best served by a dynamic,

open, multidisciplinary community that innovates
collaboratively on an open architecture.

How mHealth Data Contribute to Three
Essential Feedback Loops

mHealth applications are rich sources of passive and actively
collected data. These mHealth data are integral to three essential
feedback loops for improving health outcomes: (1) patient-facing
feedback to guide patients’ self-care (eg, how does taking the
medication topiramate affect my pain?), (2) clinician-directed
summary data to guide clinical decision making for individual
patients (eg, how do the side effects and therapeutic benefits of
topiramate balance for my patient?), and (3) research evidence
to improve clinical care for groups of patients (populations) (eg,
in patients with neuropathic pain, does topiramate reduce pain
intensity and improve quality of life?).

These three feedback loops are powerful channels by which
mHealth data can improve health outcomes. However, mHealth
data tend to have lots of bias, noise, variability, and gaps, such
that it is difficult to make sense of the data and extract relevant
features and patterns to drive information through the feedback
loops. Lack of visualization tools to help end users understand
collected data and absence of analysis tools for generating robust
clinical evidence remain significant impediments threatening
to limit the impact of mobile technology on health outcomes.

In addition, the disaggregation of data across siloed applications
and devices hinders patient-specific analysis. For example, a
diabetic patient might find herself recording her insulin use,
nutrition intake, exercise, blood sugar values, and mood in five
separate mHealth applications. Without a shared architecture
for data analysis, the patient and clinician would encounter
significant friction in trying to correlate the blood sugar values
with corresponding diet, exercise, or medication data. Without
being able to determine what was driving a suboptimal blood
sugar value, the clinician would not be able to make a fully
informed adjustment to the patient’s management plan and
might eventually discourage her patients from sharing this type
of uninterpretable data.

On top of data aggregation and analysis, there must be visual
displays that help users—both patients and
providers—understand the meaning of their data. The lack of
heterogeneous-data analysis tools among mHealth applications
is similarly limiting the use of these data for clinical research
[15]. This limitation presents a very high opportunity cost.
Unlike traditional randomized controlled studies, which are
costly, slow, and generate estimates of average treatment effects,
trials of mHealth applications can be conducted as time series
and n-of-1 studies for individual patients, enabling researchers
to estimate with a high degree of granularity within-individual
correlations between clinical interventions, specific patient
behaviors, and health outcomes [16].
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Open mHealth: An Open Architecture to
Improve Individual- and Population-Level
Health Outcomes

Open mHealth addresses the gap between the reality of
fragmented mHealth applications and the full promise of
mHealth powering the three feedback loops of personal care,
clinical decision making, and research evidence in a virtuous
cycle. Features of the needed solution include the following:

• Community: must be multidisciplinary, safe, and
collaborative

• Iteration: delivers efficient reuse through collaborative
cycles of development

• Flexible architecture: recognizes both the limits and the
utility of existing closed systems and is designed to
maximize participation from all players

• Shared learning: uses the strongest appropriate methods,
matched to the evidence needs and the rapid pace of
technological advances in mHealth

• Scalable solutions: offers mass customization of
applications and evidence, from personal to population.

As is the case for the Internet, shared modules with open
application programming interfaces (APIs) around a minimal
set of common standards meet these needs for an open
community. The Internet has what is called an hourglass
architecture, from which it derived much of its success. In this
architecture, a common communications protocol acts as a
simple point of commonality at the narrow waist. This allows
innovation to flourish through open interfaces, or APIs, both
above and below the waist (Figure 1).

More recent examples of successful open software communities
are Apache, Eclipse, and Mozilla. These communities spawned
huge, lucrative industries through collaborative development
that blended both proprietary and open components. mHealth
is ripe for such open treatment.

Figure 1. Stovepipe versus open architectures: mHealth apps (left) are built independently with little sharing of data, methods, or learning. In contrast,
the Internet has an hourglass architecture (right), in which a common protocol, transmission control protocol/Internet protocol (TCP/IP), acts as a simple
point of commonality at the narrow waist that allows innovation to flourish through open application programming interfaces (APIs) both above and
below the waist. Open mHealth aims to catalyze the mHealth ecosystem from a siloed architecture to an hourglass architecture to increase the scale and
effectiveness of mHealth.
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InfoVis

Open mHealth is catalyzing a decentralized, innovative
community committed to developing sharable mHealth tools
with open APIs that allow independently developed software
components to be mixed and matched, swapped, and shared
like Lego blocks (Figure 2) [17]. To begin, we developed
InfoVis, which is the architectural scaffolding for data analysis
and visualization building blocks that the Open mHealth
community is creating, combining, evaluating, and adapting.

Open mHealth’s architecture mimics the natural structure of
the honeycomb. The foundational framework is a common set
of principles and APIs that enable reusable software
modules—or individual pieces of the honeycomb—to be built
into and upon the underlying structure in a plug-and-play
fashion. The architecture enables additional modules to be easily
added and pieced together, facilitating the growth of the entire
honeycomb and strengthening the overall structure.

The basic types of reusable software components in Open
mHealth are data processing units (DPUs) and data visualization
units (DVUs). DPUs are the building blocks for extracting
relevant features from data streams, whereas DVUs enable the
presentation of those features and patterns. Data storage units
are components that manage the input and output of data to
DPUs and DVUs, and are specific to particular data storage
solutions (eg, a Health Insurance Portability and Accountability
Act [HIPAA]-compliant cloud storage vendor). For any
particular application, the DPUs, DVUs, and data storage units
are embedded in a plug-and-play fashion within that
application’s running system, which can range from the Android
operating system, for example, to full-featured platforms such
as that of AT&T [18].

Each DPU and DVU does one task and can be composed to
produce higher-level functions. For example, low-level DPUs
can transform time series of on-phone and other sensor
measurements (eg, accelerometer) into time series of user states
(eg, sitting, walking, or driving). Midlevel DPUs compute

clinically relevant metrics (eg, 6-minute walk test) [19].
Higher-level DPUs process and fuse one or more metrics (eg,
activity metrics with self-report data) to come up with health
markers for a person’s state (eg, functional status). Such
hierarchical analyses that transform lower-level data streams
into higher-order markers will reduce the need for self-reports,
thus mitigating the challenge of user engagement.

Open mHealth components can be incorporated into applications
as libraries or can be invoked using JavaScript object notation
over hypertext transfer protocol if they are developed with a
Web service wrapper. We encourage component developers to
support both library- and Web services-based approaches to
accommodate application-specific preferences. All components
must follow interoperability specifications that set forth common
patterns of implementation and methods for data interchange.
These specifications, which are continually being refined and
are available at [20], follow these principles: using modern open
source industry standards where possible; using lightweight
interoperability standards; using declarative semantics with
allowance for multiple bindings to multiple reference standards;
and allowing standards to emerge through community patterns
of use rather than imposition. For example, the data input to a
DVU is at a minimum specified by a payload ID in the Open
mHealth namespace (omh). This payload ID will be in the form
of a string (eg, omh:serum-sodium) that is intentionally light
on required formatting or semantic standards. This is to
encourage and facilitate rapid exploration and innovation. As
individual components gain traction with the community,
external IDs can be used to map the payload ID to external
existing health standards using a uniform resource name (URN)
to the BioPortal server [21], an approach that is similar to the
Substitutable Medical Apps, Reusable Technologies (SMART)
platform [22] (eg, the URN of Logical Observation Identifiers
Names and Codes [LOINC] code [23] for serum sodium values
would be purl.bioontology.org/ontology/LNC/2951-2).
Developers may choose to map to zero or more external
standards, and all component IDs will be indexed for search
functions that will be available in the Open mHealth code
repository.
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Figure 2. InfoVis: Third-party data applications and data stores save and manage data. Data processing units (DPUs) are the building blocks for
extracting relevant features and patterns from data streams. Data visualization units enable visual presentations to be created from the extracted data
features. Each DPU and DVU completes one task, and then can be composed for higher functions. HTTP = hypertext transfer protocol, JSON = JavaScript
object notation.

An Illustrative Use Case
An excellent use case that demonstrates the power of our
architectural approach is self-care tools for posttraumatic stress
disorder (PTSD). PTSD Coach is a mobile app conceived by
the US Department of Veterans Affairs and Department of
Defense to help PTSD patients manage acute distress symptoms
through education, connection with personal and public
resources, self-assessment, and personalized, interactive tools
rooted in cognitive behavioral principles [24].

Management of PTSD presents an ideal use case for
augmentation with mHealth tools, as many patients who need
care may not seek in-person assistance due to stigma, logistical
barriers, or lack of problem recognition [25]. While standard
face-to-face treatments for PTSD have been found to be quite
effective, mobile apps can provide a convenient,
location-independent, anonymous alternative to standard care.
Even those individuals who are receiving PTSD care may
experience distress in the week that passes between treatment
sessions. For them, mHealth can provide just-in-time tools,
including crisis management strategies, wherever and whenever
they are needed. Primary reliance on mobile devices for Internet
access is becoming increasingly common [26], but existing
PTSD Web resources are not optimized for mobile use.

Whether used between clinic visits or for independent
self-management, PTSD Coach supports skill acquisition for

coping with acute symptoms (eg, guided relaxation or
progressive muscle relaxation); self-assessment for improved
problem recognition and self-monitoring; and education aimed
at increasing knowledge about PTSD and its effective
treatments, decreasing stigma, providing messages of
normalization, and increasing likelihood of entering care. Links
to support, both national and personal, improve the individual’s
chances of entering care if it is warranted. Due to data sensitivity
concerns, PTSD Coach was built as a stand-alone application
for patient self-care with no transmission of data to or from the
app for clinician involvement. Open mHealth collaborated with
the PTSD Coach team to develop a version called PTSD
Explorer that captures and reports user-reported and other data
back to a HIPAA-compliant server. PTSD Explorer will be
integrated into the Veterans Administration’s electronic health
record in a future phase of this project. Open mHealth’s
approach to electronic and personal health record integration is
not yet defined but will follow principles aligned with the
“substitutable apps” approach described by Mandl and Kohane
[27].

To help clinicians make sense of PTSD Explorer patient data
for use in direct clinical care, we developed InfoVis data
processing and visualization modules, some of which are
generically usable across disease conditions. Data input and
output formats of each InfoVis unit are specified as part of the
DPU or DVU interface. Open mHealth’s modular open approach
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facilitated rapid exploration and iterative innovation to support
participatory design of PTSD Explorer with a team of clinical
psychologists and psychiatrists, allowing for quick and easy
configuration of new dataviews for various clinicians, cohorts,
and conditions and over time.

Our development process for PTSD DPUs and DVUs explicitly
involved abstracting common processing functions that would
be reusable across multiple disease conditions. For example,
one DVU we built for PTSD Explorer displays continuous data
over time, which is a disease-independent function that can be
chained with other components to yield more complex,
disease-specific visualizations (eg, of PTSD Checklist scores
or blood glucose values over time). We are now using the DPUs
and DVUs built for the PTSD use case to generate patient-facing
visualizations of various self-reported measures of chronic pain.
Because the Open mHealth community will reuse and adapt
these DPUs, DVUs, and their interfaces over time, multiple
approaches to processing and visualizing PTSD and pain data
will coexist and will be reused or not depending on their
effectiveness and value for both disease-independent and
disease-specific usage.

Over time, actual usage and demonstrated value of InfoVis
components across the range of all Open mHealth projects will
drive convergence on common interface and semantic usage
standards. DPUs and DVUs will process data from data storage
units that access a wide range of third-party data applications
and stores. In this modular way, Open mHealth will build a
strong, community-sourced open component architecture to
complement proprietary innovations to maximize the overall
impact of mHealth.

Personal Evidence Architecture

To further make sense of mHealth data streams, we have also
designed a personal evidence architecture based on (1)
standardized, validated clinical measures, 2) ways of collecting
and interpreting these measures over time (such as statistical
and graphical methods for time series analysis), and (3) use of
an n-of-1 trial structure to reduce bias.

Standardization of Clinical Measures in mHealth
To aggregate data collected across multiple mHealth applications
and n-of-1 studies, we must first adopt a standardized clinical
vocabulary. As the basis for our personal evidence architecture,
we are incorporating measures from a Patient Reported
Outcomes Measurement Information System (PROMIS) put
forth by the National Institutes of Health [28]. These PROMIS
measures are a system of patient-reported health outcome
assessments for physical, mental, and social well-being. These
measures are broadly validated, having been widely used as
primary or secondary end points in clinical studies of treatment
effectiveness across disease conditions.

In addition to traditional clinical measures, there remains a need
to develop and validate measures specifically for mHealth,

which enables self-reported data to be collected several times
a day, rather than once every few months. One of the greatest
benefits of mHealth will be using passively collected data to
estimate and predict health outcomes, and we anticipate a flurry
of activity around the design and validation of these approaches.
We are exploring a shared set of metadata tags to capture the
contextual variables about how data are collected to ensure that
data and evidence can make sense together, as well as separately.

Standardized measures and vocabulary specific to mHealth
would enable the aggregation of high-value mHealth data,
greatly expanding its potential to advance the public good. Data
access is a priority of the US government’s Open Government
Initiative, as exemplified by the flagship Community Health
Data Initiative at the US Department of Health and Human
Services [29]. Combining mHealth data with other community
health data streams, such as the US Department of Veterans
Affairs’ Blue Button personal health data initiative, would
catalyze the information ecosystem, expanding the potential
use and applicability of mHealth data in guiding clinical
decision-making, performance improvement, and community
public health initiatives.

N-of-1 Study Design
An n-of-1 study is a single-patient crossover trial in which an
individual patient is randomly assigned to alternative
interventions over time [30]. N-of-1 trials are most readily
applicable to conditions that are chronic and to treatments that
have a short onset and rapid washout. In contrast to anecdotal
observations, n-of-1 trials can be used to identify effective
approaches for an individual patient with enhanced scientific
rigor [30-32].

Hundreds of n-of-1 studies have been completed and have been
shown to be a rigorous means by which to generate personalized
evidence [33]. However, n-of-1 trials have not gained much
traction with clinicians, patients, and the scientific community
at large because of the perception that such trials demand too
much time and effort from clinicians and patients [34,35].
Mobile devices are well suited to overcome these barriers, as
they facilitate data collection with minimal effort required by
the physician and friction by the user.

Using our Personal Evidence Architecture, patients and
clinicians (either together or independently) will be able to
define a question, set up a study using an n-of-1 study template,
and run the study on any mHealth app using our data analysis
modules. Textbox 1 shows an example of this. By engaging
patients in their own care, n-of-1 studies can enhance shared
decision making, support better patient–clinician
communication, and foster commitment to treatment, leading
to better adherence. Furthermore, the results of n-of-1 trials can
be aggregated using Bayesian methods, informing care of
populations beyond the n-of-1 trial participants themselves.
This would flip the traditional direction of research inference
on its head, aggregating individual-level evidence to get at
population-level evidence, rather than the other way around.
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Textbox 1. Jack’s N-of-1 Trial.

Jack is a 55-year-old man with chronic back pain of moderate severity. He is taking Vicodin 5/500 tablets several
times daily, but the pills make him sleepy and he’s not sure they do much. Jack has been followed closely by Nurse
Practitioner (NP) Erlich for several years. He is randomly assigned to the Trialist and decides to design an n-of-1
trial comparing Vicodin 5/500 5 tabs daily with acetaminophen 500 mg 5 tabs daily. Working with NP Erlich, he
decides on 1-week treatment periods for a total of 6 weeks. In addition to “pain interference” (a mandatory outcome),
he creates “longest time, in minutes, able to sit continuously at work” as his customized outcome.

These choices are programmed into the Trialist. Beginning the next day, Jack is notified to start acetaminophen. He
is also reminded at random intervals to note how long he has been sitting and to what extent he is experiencing
discomfort. Once weekly he reports on mandatory outcomes. The process continues for 6 weeks, with the Trialist
signaling Jack to switch at intervals. Based on Jack’s n-of-1 trial results plus priors supplied at the beginning of the
study, the Trialist reports that there is a <30% chance that Vicodin is superior to acetaminophen with respect to
prolonged sitting and only a 10% chance for reduced pain interference. Jack decides to go with plain Tylenol. He
does well, and 6 months later he tells Ms Erlich he received a promotion at work.

Building the Open mHealth Community

Open mHealth is leading several ongoing projects, including
work with the US federal government on PTSD and chronic
pain as discussed above, to demonstrate the efficacy of an open
architecture and the value of a broad, open community. For each
project, we consider and aim to support all three feedback loops
of self-care, clinical decision making, and research evidence to
maximize clinical and scientific impact. These projects
exemplify the value of joint technical and health innovation,
since the high-level features are determined by what is clinically
relevant (eg, mobility correlates of chronic pain), while the
lower-level features are determined by what is technically
feasible (accelerometer data from onboard phone sensors).

Open mHealth, and by extension mHealth, would be more
successful with more projects where health innovators and
developers can jointly develop tools and methods that are then
shared through an open architecture. To catalyze this
community, we are (1) convening capacity-building workshops,
to increase the number of health innovators using Open mHealth,
(2) holding developer connection events to galvanize the
developer community, and (3) creating self-governing working
groups to advance work in key topic areas.

Our paramount community engagement goal is to make it as
easy and as worthwhile as possible for health and technology
innovators to use and contribute to Open mHealth and to
advance overall mHealth impact and effectiveness. While we
do not expect all of mHealth to be open, we hope to foster a
commons for sharing and learning that is inclusive of proprietary
components and approaches, to allow health innovators and
entrepreneurs to focus on their unique market offerings while
increasing the validity, robustness, and efficiency of shared
components and methods. In addition, adoption of our open
architecture and Personal Evidence Architecture components

will help generate more evidence that can be pooled and shared
across studies, resulting in a stronger, more cohesive evidence
base on mHealth efficacy for personalized care.

Open mHealth is the only organization dedicated to scaling
effective mHealth solutions through an open architecture and
an open collaborative community drawn from both the health
and technology realms. Open mHealth is different from other
organizations such as AT&T and Aetna that are developing
open end-to-end platforms for mHealth applications, in that
Open mHealth modules are embeddable within applications
developed on those platforms. Open mHealth is not a competing
platform but a source of shared components that can be
compatible with AT&T and other open and closed platforms.
Open mHealth is also different from organizations such as the
mHealth Alliance or the nascent National Institutes of Health-led
mHealth Public–Private Partnership, which are dedicated to
scaling mHealth through public–private partnerships but not
through a technical infrastructure. Open mHealth’s overall
approach and the specific software developed for InfoVis and
Personal Evidence Architecture are applicable within those
partnerships, and Open mHealth continues to be active in
collaborating with the myriad other organizations in the mHealth
space.

Conclusion
While mHealth holds great promise, disappointment in health
information technology has been commonplace, with hype
cycles that come and go, punctuated by successful but ultimately
limited pilots. At this juncture, improving health outcomes faster
and at lower cost is essential. We look to adapt the model of
one of the most successful innovations of all time—the
Internet—to Open mHealth to seed and catalyze methods and
techniques for maximal improvement of individual and
population health through a vibrant and open mHealth
community.
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Abstract

Background: E-therapy is defined as a licensed mental health care professional providing mental health services via e-mail,
video conferencing, virtual reality technology, chat technology, or any combination of these. The use of e-therapy has been rapidly
expanding in the last two decades, with growing evidence suggesting that the provision of mental health services over the Internet
is both clinically efficacious and cost effective. Yet there are still unanswered concerns about e-therapy, including whether it is
possible to develop a successful therapeutic relationship over the Internet in the absence of nonverbal cues.

Objective: Our objective in this study was to systematically review the therapeutic relationship in e-therapy.

Methods: We searched PubMed, PsycINFO, and CINAHL through August 2011. Information on study methods and results
was abstracted independently by the authors using a standardized form.

Results: From the 840 reviewed studies, only 11 (1.3%) investigated the therapeutic relationship. The majority of the reviewed
studies were focused on the therapeutic alliance—a central element of the therapeutic relationship. Although the results do not
allow firm conclusions, they indicate that e-therapy seems to be at least equivalent to face-to-face therapy in terms of therapeutic
alliance, and that there is a relationship between the therapeutic alliance and e-therapy outcome.

Conclusions: Overall, the current literature on the role of therapeutic relationship in e-therapy is scant, and much more research
is needed to understand the therapeutic relationship in online environments.

(J Med Internet Res 2012;14(4):e110)   doi:10.2196/jmir.2084

KEYWORDS

e-Therapy; therapeutic relationship; therapeutic alliance; common factors in psychotherapy

Introduction

As of 2011, 78.3% of the US population had Internet access
[1]. The widespread use of the Internet has affected mental
health care delivery, with a rapid expansion of e-therapy [2].
E-therapy is defined as “a licensed mental health care
professional providing mental health services via e-mail, video

conferencing, virtual reality technology, chat technology, or
any combination of these” [3].

Although there is growing evidence that e-therapy is effective
for a variety of conditions [2,4-6], researchers have expressed
concerns about e-therapy use [7,8]. One of the primary concerns
about e-therapy is related to the perceived difficulty of
developing an effective therapeutic relationship in the absence
of nonverbal cues [6].
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Extensive literature on face-to-face psychotherapy indicates
that the therapeutic relationship accounts for more variability
in psychotherapy outcomes than do specific therapy ingredients
[9-11]. Given the crucial role of the therapeutic relationship in
face-to-face interventions, it is important to assess the role of
therapeutic relationship in e-therapy as well.

Although e-therapy research began over 15 years ago, there has
been no attempt to review the findings pertaining to the status
of the therapeutic relationship in online interventions. Heeding
the guidelines published by the American Psychological
Association (Division 29), which state that descriptions of
effective psychotherapies that do not mention the therapeutic
relationship are “seriously incomplete and potentially misleading
on both clinical and empirical grounds” [12], it is imperative
to investigate systematically the status of the therapeutic
relationship in e-therapy. This paper represents the first attempt
to summarize and review the existing findings. More
specifically, the review examined (1) how the therapeutic
relationship is being assessed in e-therapy, (2) patients’
satisfaction with the therapeutic relationship in e-therapy, (3)
differences in the therapeutic relationship between e-therapy
and face-to-face therapy, (4) factors that may influence the
therapeutic relationship in e-therapy, and (5) the relationship
between the therapeutic relationship and treatment outcome in
e-therapy.

Methods

Search Strategy
We searched 3 electronic databases (PubMed, PsycINFO, and
CINAHL) from their respective inceptions through August 2,
2011. For PubMed, the search terms were (counseling[MeSH]
OR psychotherapy[MeSH]) AND Internet[MAJR]). The search
was limited by language (the paper had to be in English), by
methodology (the study had to be a clinical trial; randomized
controlled trial; clinical trial, phase 1; clinical trial, phase 2;
clinical trial, phase 3; clinical trial, phase 4; comparative study;
controlled clinical trial; or a technical report), and by sample
(human subjects). This search, with these limits, and taking only
the items with an abstract, yielded a total of 468 abstracts.

For PsycINFO, the major search terms were ([exp counseling
OR exp psychotherapy] AND exp Internet). The search was
limited by language (the paper had to be in English), by
methodology (the study had to be an empirical study,
experimental replication, follow-up study, longitudinal study,
prospective study, retrospective study, quantitative study, or
treatment outcome/randomized clinical trial), by publication
type (the study had to be a journal article published in a
peer-reviewed journal), and by sample (the study had to be
conducted on humans). This search, with these limits, and taking
only the items with an abstract, yielded a total of 188 abstracts.

For CINAHL, the major search terms were ([MH psychotherapy
OR MH counseling] AND MH Internet). The search was limited
by language (the paper had to be in English) and by publication
type (the study had to be a peer-reviewed research article). This
search, with these limits, and taking only the items with an
abstract, yielded a total of 184 abstracts.

Selection Strategy
We carefully screened the abstracts of all articles identified by
the electronic searches (840 in total) to determine whether the
abstracts met the following inclusion criteria: (1) described an
intervention study that empirically assessed the effects of
e-therapy on an outcome (excluding qualitative studies, survey
studies, reviews, meta-analyses, etc), and (2) reported data
relevant to the therapeutic relationship. Specifically, abstract
text had to use the word relationship or alliance to be included
in the review. Interventions had to be consistent with the above
definition of e-therapy. This excluded interventions that were
described as self-help, peer-led groups, online communities, or
volunteer-led online support. If a given study had multiple
intervention groups, at least one intervention group had to meet
the e-therapy definition. There were no inclusion or exclusion
criteria regarding the focus of the treatment.

Based on these criteria, the number of eligible abstracts was
reduced from 840 abstracts to 56 abstracts. Figure 1 details
reasons for exclusion [13]. The 56 manuscripts were obtained
and read in full, independently, by two of the authors (MS and
SJM). They completed a standardized form assessing the
above-listed criteria. Any lack of consensus was discussed with
JBS and GHM until consensus was reached.
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Figure 1. PRISMA 2009 Flow Diagram.

Data Abstraction and Study Characteristics
We included 11 of the 56 studies in the review (Table 1). Each
of the 11 papers was abstracted independently by MS and SJM.
The data abstraction form included (1) authors and publication

date, (2) the study sample (eg, demographic characteristics),
(3) the intervention and the interventionists, (4) study design
elements, (5) the therapeutic relationship element studied and
how it was measured (eg, scale), and (6) the findings pertaining
to the therapeutic relationship. Any discrepancies were discussed
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among the authors (MS and SJM) with reference to the original
manuscript until consensus was reached.

The quality of each study was evaluated independently by MS
and SJM according to the following eight validity criteria, which
were adapted from the Consolidated Standards of Reporting
Trials (CONSORT) guidelines [14,15] and Delphi criteria list
[16]: randomization; allocation concealment; blinding of
outcome assessments; comparability of groups at baseline;
withdrawals; handling of dropouts in analyses; use of
intention-to-treat analysis; and multiple follow-up assessments.
Scores were given, with 1 point allocated for each criterion
satisfied (range 0-8 points). The interrater reliability between
them was .84, indicating strong agreement [17]. Any
discrepancies were discussed (with JBS and GHM) with
reference to the original manuscript until consensus was reached.

Although some quantitative data were available, there were
insufficient data for formal comprehensive meta-analyses.
Therefore, we report effect sizes where possible and informative.

Results

Among the included studies, investigating the therapeutic
relationship was a primary objective for 6 [4,6,18-21], whereas
for the other 5 studies, the assessment of the therapeutic
relationship was a secondary outcome.

Study and Participant Characteristics
Table 1 summarizes design characteristics and quality scores.
The quality scores for the studies ranged from 0 to 7 out of a
maximum of 8 points. Because blinding of participants to the
type of intervention is often practically impossible in
psychosocial interventions, as participants must actively engage
in them, no study could receive a perfect score of 8. A total of
6 studies were described as randomized; 2 studies used only
pre-post comparisons to analyze data pertaining to the
therapeutic relationship. The other studies had a nonequivalent
group design: 2 studies compared e-therapy data with data from
previously published studies and 1 study used naturalistic
independent samples of participants provided by a youth
counseling service. The main limitations for the studies were
not comparing groups at baseline [4,20,22,23]; not reporting
the use of intention-to-treat analyses or handling of missing
data [4,6,18,21]; and not using follow-up assessments
[4,6,18,20,22,24].

The main therapeutic approach used in the analyzed studies was
cognitive behavioral therapy (CBT) (k = 9). E-therapists were
psychologists and psychotherapists (k = 6), psychology students
(k = 4), and counselors (k = 1). Overall, the dose of e-therapy
ranged from 1 session to 11 weeks, with a mean of 7.75 (SD
2.37) weeks. Communication between therapist and patient was
conducted via asynchronous email and website postings (k =
8), synchronous website text exchange (k = 1), synchronous
chat (k = 1), or a combination of asynchronous email and
synchronous chat (k = 1).
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Table 1. Study design characteristicsa.

Study

qualitybStudy designTreatment lengthTherapists

E-therapy

communication modality

Sample

sizeAuthors

1Nonequivalent groups design;
compared e-therapy versus
previous normative data from
face-to-face counseling

1–5 sessions1 PhD, 3 masters level,
and 1 masters student

Email and chat, both asyn-
chronous and synchronous

communicationc

15Cook and
Doyle [6]

2Nonequivalent group design;
e-therapy versus telephone
counseling

1 session, with a typi-
cal session duration of
50–80 minutes

“Trained counselors”Website postings, syn-
chronous communication

186King et al [18]

6
RCTd design; e-CBTe versus
face-to-face CBT

8 weeks, weekly as-
signments

9 registered psycholo-
gists, 1 probationary
psychologist

Website and email, asyn-
chronous communication86

Kiropoulos et
al [24]

3RCT design; pre- to posttreat-
ment comparisons

10 weeks, weekly as-
signments

6 registered psycholo-
gists, 1 probationary
registered psychologist

Website and email, asyn-
chronous communication

16Klein et al
[22]

4RCT design; pre- to posttreat-
ment comparisons

10 weeks, weekly as-
signments

6 registered psycholo-
gists, 1 probationary
registered psychologist

Website and email, asyn-
chronous communication

22Klein et al
[23]

3RCT; e-CBT versus waiting
list

5 weeks, 2 weekly 45-
minute writing assign-
ments

2 psychologistsEmail, asynchronous com-
munication

48Knaevelsrud
and Maercker
[20]

6RCT; e-CBT versus waiting
list

5 weeks, 2 weekly 45-
minute writing assign-
ments

2 clinical psychologists
at the doctoral level

Email, asynchronous e-
communication

96Knaevelsrud
and Maercker
[19]

0Nonequivalent group design;
e-therapy versus data from
prior face-to-face studies

Not reported16 psychotherapists
(62.5% qualified to
work in the United
States)

Email, asynchronous com-
munication

17Reynolds et al
[4]

6RCT; e-CBT versus waiting
list

7 weeks, 5 hours of
therapist time

25 doctoral and 1 post-
graduate student in
clinical psychology

Email, asynchronous com-
munication

239Ruwaard et al
[25]

6RCT; e-CBT versus waiting
list

11 weeks, 22–44
hours of patient time
and 7–14 hours of
therapist time

18 graduate-level clini-
cal psychologists and 6
therapists

Website, asynchronous
communication

54Ruwaard et al
[26]

4RCT; e-CBT versus e-psy-
choeducation

6 weeks, a weekly
chat with the therapist

3 clinical psychology
graduate students

Chat, synchronous commu-
nication

18Trautmann
and Kroner-
Herwig [21]

a The table presents the information about the studies’ characteristics; not all of the studies provided a detailed description of the methods.
b Score for number of validity criteria satisfied (range 1–8).
c Synchronous communication between therapist and patient takes places in real time, in a same-time/different-place mode (eg, chat); asynchronous
communication takes place over a period of time through a different-time/different-place mode (eg, email).
d Randomized controlled trial.
e Cognitive behavioral therapy.

Table 2 summarizes participants’ characteristics by study. The
participants were receiving e-therapy for a variety of problems,
including mental health diagnosis (eg, posttraumatic stress
disorder, k = 4; depression, k = 1; and panic disorder and
agoraphobia, k = 1), psychological distress related to medical
problems (eg, headaches, k = 1), work-related distress (k = 1),
general distress (k = 1), and other self-reported presenting

problems (eg, symptoms of depression, symptoms of anxiety,
stress, relationship issues, or childhood abuse; k = 2).
Participants were both adolescents (k = 2) and adults (k = 9). A
majority of the adult patients were women (at least 60% across
the studies) with a high level of education (at least 44% across
the studies completed college).
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Table 2. Participants’ characteristicsa.

Race/

ethnicity

EducationGenderAge (years),

mean (SD)

Presenting

problem

Authors

“Primarily white”All participants completed at least
high school

93%women41.40 (15.99)Relationship issues and
depression

Cook and Doyle
[6]

Not reportedNot reported80.1% women14.25 (no SD provid-
ed)

DistressKing et al [18]

Not reportedMean education level 12.53 (SD
6.14) years

72.1% women38.96 (11.13)Panic disorder and ago-
raphobia

Kiropoulos et al
[24]

Not reportedMean education level 13 years (no
SD provided)

81.2% women48 (no SD provided)Posttraumatic stress
disorder

Klein et al [22]

Not reportedMean education level 13.3 (SD 3.5)
years

77.2% women45.8 (no SD provid-
ed)

Posttraumatic stress
disorder

Klein et al [23]

Not reported55% had a university degree92% women35 (no SD provided)Posttraumatic stress
disorder

Knaevelsrud and
Maercker [20]

Not reported44% had a university degree90% women35 (no SD provided)Posttraumatic stress
disorder

Knaevelsrud and
Maercker [19]

82% Caucasian94.1% completed high school71% womenMedian 39Depression, stress, anx-
iety, and childhood
abuse

Reynolds et al [4]

Not reported84% had a university degree60% women44 (8)Work-related stressRuwaard et al [25]

Not reported65% had a university degree69% women21 (10)DepressionRuwaard et al [26]

Not reportedNot reportedNot reported13.4 (2.6)HeadacheTrautmann and
Kroner-Herwig
[21]

a The table presents the information about the patients’characteristics that the studies provided; not all the studies provided the full range of demographic
information.

Assessment of the Therapeutic Relationship in
E-Therapy
Table 3 presents, by study, the characteristics of the measures
used to assess the therapeutic relationship.

A total of 3 of the studies [22-24] used the Therapist/Therapeutic
Alliance Questionnaire, a modified version of the Helping
Alliance Questionnaire [29]. The scale requires the participants
to estimate the degree to which the therapeutic alliance with
their therapist was helpful.

Cook and Doyle [6] used the Working Alliance Inventory [27].
The scale is based on Bordin’s concept of therapeutic alliance:
therapist-patient agreement on therapeutic goals;
therapist-patient agreement on therapeutic tasks, and the quality
of the emotional bond between the therapist and the patient
[35,36]. Two other studies [19,20] used the short version of the
Working Alliance Inventory [30].

King et al [18] used the Therapeutic Alliance Scale [28]. The
scale evaluates the overall therapeutic alliance with 3
subcomponents: mutual liking between therapist and patient,
collaboration between therapist and patient, and resistance (ie,
resistance to the treatment program).

Reynolds et al [4] used the Agnew Relationship Measure-Short
Form [31]. The scale evaluates the overall therapeutic alliance
with 3 subcomponents: bond and partnership, confidence
(defined as the confident collaboration between patient and
therapist), and openness (defined as “the felt freedom to disclose
and reveal personal material without fear of censure or
embarrassment”) [32].

Trautmann and Kroner-Herwig [21] used an Internet-based
patient-therapist alliance/assistance questionnaire [33], which
was adapted for use with children and adolescents and to the
conditions of e-therapy (eg, “My therapist’s explanations helped
and supported me;” “This week I learned something that can
help me cope with my headache”). The questionnaire was
developed for the purpose of this study, and no other details
were provided about this measure.

The other 2 studies included in this review [25,26] investigated
patients’ satisfaction with the therapeutic relationship. Both
used a scale with 4 items, which assessed the extent to which
the participants regarded their relationship with the therapist as
being pleasant and personal, whether they perceived the
relationship as growing during the treatment, and whether they
missed face-to-face contact. No other details were provided
about this measure.
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Table 3. Therapeutic relationship measures and findings.

Patient ratings

Instrument description

and psychometric

properties

Item description

and properties

Measured

constructs

Moment of

assessmenta

Therapeutic

relationship

measureAuthors

Overall therapeutic al-
liance, mean 215.07;

Good construct validity
and high internal consis-

36 items scored on a 7-point
Likert scale ranging from 1

Overall therapeutic
alliance and 3 sub-

Third sessionWorking Al-
liance Invento-
ry [27]

Cook and
Doyle [6]

agreement on task,
mean 70.33; agreement

tency on the composite
score (.93) as well as

(never) to 7 (always). Sub-
scales scores can range from

components: (1)
agreement on

on goals, mean 72.27;
bond, mean 72.47

for the subscales (.85-
.88) [27]

12 to 84, and total scores
can range from 36 to 252.
Higher scores reflect more

goals, (2) agree-
ment on tasks, (3)
bond

positive ratings of therapeu-
tic alliance.

Overall alliance, mean
74.0 (SD 10.4); resis-

Good internal consisten-
cy for the subscales

30 items, scored on a 3-point
Likert scale (disagree,

Overall therapeutic
alliance and 3 sub-

PosttreatmentTherapeutic
Alliance Scale
[28]

King et al
[18]

tance, mean 24.6 (SD
4.6); mutual liking,

(.83-.90) [28] and for
entire measure (.92)
[18]

somewhat agree, agree),
with scores ranging from 30
to 90, where higher scores
indicate more positive per-
ceptions of alliance.

components: (1)
mutual liking, (2)
resistance, (3) col-
laboration

mean 26.2 (SD 3.6);
collaboration, mean
23.1 (SD 4.8)

Mean 83.13 (SD 11.20)No data were found
about the psychometric
properties

17 items rated on a Likert
scale ranging from 1 to 7
and summed to produce a
total score, which can range

Overall therapeutic
alliance (ie, the de-
gree to which pa-
tients experience

PosttreatmentTherapist Al-
liance Ques-
tionnaire [29]

Kiropoulos
et al [24]

from 17 to 102. Highertheir therapeutic
scores reflect more positiverelationship as be-

ing helpful) ratings of the therapeutic al-
liance.

Mean 86.25 (SD 16.23)No data were found
about the psychometric
properties

17 items rated on a Likert
scale ranging from 1 to 7
and summed to produce a
total score, which can range

Overall therapeutic
alliance (ie, the de-
gree to which pa-
tients experience

PosttreatmentTherapeutic
Alliance
Questionnaire
[29]

Klein et al
[22]

from 17 to 102. Highertheir therapeutic
scores reflect more positiverelationship as be-

ing helpful) ratings of the therapeutic al-
liance.

Mean 89.18 (SD 15.13)No data were found
about the psychometric
properties

17 items rated on a Likert
scale ranging from 1 to 7
and summed to produce a
total score, which can range

Overall therapeutic
alliance (ie, the de-
gree to which pa-
tients experience

PosttreatmentTherapeutic
Alliance
Questionnaire
[29]

Klein et al
[23]

from 17 to 102. Highertheir therapeutic
scores reflect more positiverelationship as be-

ing helpful) ratings of the therapeutic al-
liance.

Overall alliance, mean
5.8 (SD 0.62); agree-

Good internal consisten-
cy for the subscales

12 items scored on a 7-point
Likert scale with scores

Overall therapeutic
alliance and 3 sub-

Working Al-
liance Invento-

Knaevelsrud
and Maerck-
er [20] ment on goals, mean

5.8 (SD 0.77); agree-
(.90-.92) and for the
composite score (.98)
[30]

ranging from 1 to 7. Higher
scores reflect more positive
ratings of therapeutic al-
liance.

components: (1)
agreement on
goals, (2) agree-
ment on tasks, (3)
bond

ry-short ver-
sion [30]

ment on tasks, mean 5.7
(SD 0.80); bond, mean
6.2 (SD 0.75)

Overall alliance, mean
5.8 (SD 0.72); agree-

Good internal consisten-
cy for the subscales

12 items scored on a 7-point
Likert scale with scores

Overall therapeutic
alliance and 3 sub-

Fourth sessionWorking Al-
liance Invento-

Knaevelsrud
and Maerck-
er [19] ment on goals, mean

5.8 (SD 0.77); agree-
(.90-.92) and for the
composite score (.98)
[30]

ranging from 1 to 7. Higher
scores reflect more positive
ratings of therapeutic al-
liance.

components: (1)
agreement on
goals, (2) agree-
ment on tasks, (3)
bond

ry-short ver-
sion [30]

ment on tasks, mean 5.7
(SD 0.83); bond, mean
6.2 (SD 0.69)
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Patient ratings

Instrument description

and psychometric

properties

Item description

and properties

Measured

constructs

Moment of

assessmenta

Therapeutic

relationship

measureAuthors

Bond and partnership,
mean 5.97 (SD 1.26);
confidence, mean 6.19
(SD 1.24); openness,
mean 5.27 (SD 1.42)

Good construct validity
and high internal consis-
tency, ranging from .83
to .89 [32]

12 items, each rated on a 7-
point Likert scale, with
higher scores indicating
more positive perceptions of
alliance.

Overall therapeutic
alliance and 3 sub-
components: (1)
bond and partner-
ship, (2) confi-
dence, (4) open-
ness

Fourth sessionAgnew Rela-
tionship Mea-
sure-Short
Form [31]

Reynolds et
al [4]

Participants rated the
relationship as pleasant
(88%) and personal
(75%); they perceived
the relationship to grow
during the treatment
(57%); 68% said that
they did not miss face-
to-face contact

The scale was devel-
oped for the purpose of
the study; no data pro-
vided about the psycho-
metric properties

4 itemsAspects of pa-
tients’ perceived
relationship with
their therapists

PosttreatmentTreatment sat-
isfaction items
[25]

Ruwaard et
al [25]

Participants rated the
relationship as pleasant
(88%) and personal
(75%); they perceived
the relationship to grow
during the treatment
(57%); 89% said that
they did not miss face-
to-face contact

The scale was devel-
oped for the purpose of
the study; no data pro-
vided about the psycho-
metric properties

4 itemsAspects of pa-
tients’ perceived
relationship with
their therapists

PosttreatmentTreatment sat-
isfaction items
[25]

Ruwaard et
al [26]

E-CBTb, median 2.8,
range 2–3; e-psychoed-
ucation, median 2.7,
range 2–3

The scale was devel-
oped for the purpose of
the study; no data pro-
vided about the psycho-
metric properties

The scale ranges from 0 to
3, with higher scores indicat-
ing more positive percep-
tions of alliance.

Patient–trainer al-
liancePosttreatment

Internet-based
questionnaire
on patient-
trainer al-
liance/assis-
tance scale
[33]

Trautmann
and Kroner-
Herwig [21]

a If multiple assessment points were used, we present the data for the earliest point of assessment, since previous studies showed that the level of alliance,
regardless of the length of therapy, is established within the first sessions, recommending that alliance be assessed at the beginning of therapy [34].
b Cognitive behavioral therapy.

Patients’ Satisfaction With the Therapeutic
Relationship in E-Therapy
Ruwaard and colleagues [25] investigated the impact of
e-therapy on work-related stress on a sample of 239 participants.
Results indicated that participants rated the e-therapy
relationship as being pleasant (210/239, 88%) and personal
(179/239, 75%); 136 of 239 (57%) perceived the relationship
to grow during the treatment, and 163 of 239 (68%) said that
they did not miss face-to-face contact.

A second study conducted by Ruwaard and colleagues [26]
investigated the impact of e-therapy on depression on a sample
of 54 participants. The study yielded similar results to those
previously described, in that the majority of the participants
rated the e-therapy relationship as being pleasant (47/54, 87%)
and personal (42/54, 78%), perceived the relationship to be
growing during the treatment (42/54, 78%), and reported that
they did not miss face-to-face contact (48/54, 89%). The results
of the studies indicated that patients offered high ratings for
therapeutic relationship in e-therapy (see Table 3).

Differences in the Therapeutic Relationship Between
E-Therapy and Face-to-Face Therapy
A total of 3 studies investigated differences in the therapeutic
alliance between e-therapy and face-to-face therapy [4, 6, 24].
Results were mixed, with 2 studies showing no significant
differences in therapeutic alliance (eg, overall alliance and
various subscales) between e-therapy and face-to-face therapy,
and 1 study showing higher scores for therapeutic alliance in
e-therapy than in face-to-face therapy.

Kiropoulos and colleagues [24] investigated whether the
therapeutic alliance in e-therapy is different from face-to-face
therapy in a study comparing e-CBT with face-to-face CBT for
panic disorder and agoraphobia. Results indicated that there
was no significant difference between groups for therapeutic
alliance score (t47 = –1.02, P = .31, d = 0.29; according to Cohen
[37], an effect size of 0.2 to 0.3 represents a small effect, around
0.5 represents a medium effect, and 0.8 or greater represents a
large effect).

Reynolds et al [4] compared e-therapy data with data from
previously published face-to-face studies. Results indicated that
patients gave high ratings for therapeutic alliance in e-therapy,
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with the means for the subscales of bond and partnership
between therapist and patient (mean 5.97, SD 1.26) and
confident collaboration between therapist and patient (mean
6.19, SD 1.24) within the range of reported means for previous
face-to-face therapy studies. The mean for openness (mean 5.27,
SD 1.42) in e-therapy was below the range of means from the
prior face-to-face studies. However, it is important to note that
no test for statistical significance was performed.

Cook and Doyle [6] investigated whether the therapeutic alliance
in e-therapy is different from face-to-face therapy in a sample
of 15 participants. Results indicated that the overall working
alliance scores (t14 = 3.03, P < .001, d = 0.60) and the agreement
between therapist and patient on the therapy goals subscale
scores (t14 = 2.30, P = .03, d = 0.79) were significantly higher
in e-therapy than in face-to-face interventions, with medium to
large effect sizes. The agreement between therapist and patient
on tasks (t14 = 1.26, P = .22, d = 0.22) and the bond between
therapist and patient were rated higher as well (t14 = 1.62, P =
.12, d = 0.33), although the difference did not reach statistical
significance and the effect sizes were small.

Factors That May Influence the Therapeutic
Relationship in E-Therapy
A total of 2 studies investigated factors that might influence the
therapeutic relationship in e-therapy [6, 20]. Knaevelsrud and
Maercker [20] reported an inverse relationship between
pretreatment symptom severity and therapeutic alliance ratings,
such that patients who experienced more severe anxiety
symptoms at the beginning of treatment tended to give lower
ratings for the bond between therapist and patient subscale (r
= –.34, P < .05, d = 0.72). There was an overall tendency for
an inverse relationship between pretreatment anxiety and
depression symptoms, and agreement on goals and task
subscales ratings, but the correlations did not reach statistical
significance and the effect sizes were small to moderate (all P
> .05, all d < 0.40).

Cook and Doyle [6] investigated the impact of communication
modality on the therapeutic relationship. Their results did not
reach statistical significance. However, they reported that
participants who used chat as the primary mode of
communication (eg, as opposed to email) had consistently higher
means for the therapeutic alliance than did participants who
used email (overall alliance, t13 = 1.54, P = .10, d = 1.13;
agreement on task, t13 = 0.89, P = .37, d = 0.54; agreement on
goals, t13 = 1.54, P = .12, d = 1.09; bond, t13 = 1.92, P = .07, d
= 1.19), obtaining medium to large effect sizes. Participants
who used more than one modality of communication (eg, email
plus chat) had higher ratings for the therapeutic alliance than
did participants who used only one modality of communication
(overall alliance, t13 = 1.87, P = .08, d = 1.02; agreement on
tasks, t13 = 1.67, P = .11, d = 0.91; agreement on goals, t13 =
1.40, P = .18, d = 0.76; bond, t13 = 1.67, P = .11, d = 0.91).
However, it should be noted that these results were based on
comparisons made on very small samples of participants (eg,
participants who used chat as a primary communication mode,
n = 3, versus participants who used email as a primary
communication mode, n = 12).

Is the Quality of the Therapeutic Relationship Linked
to Treatment Outcome in E-Therapy?
A total of 3 studies investigated the impact of the therapeutic
alliance on treatment outcome [18-20]. Knaevelsrud and
Maercker [20] investigated the relationship between working
alliance and the outcome of e-therapy for patients with
posttraumatic stress disorder. Results showed that the composite
score for therapeutic alliance correlated positively with residual
gain scores for anxiety (r = .33, P < .05, d = 0.69), which
indicates that patients who rated the alliance as better had greater
reduction of their anxiety scores at posttreatment.

Knaevelsrud and Maercker [19], in a later study investigating
the impact of e-therapy on posttraumatic stress disorder, found
that overall patient-rated working alliance at posttreatment
predicted 15% of the variance in the scores for posttraumatic

stress symptoms (adjusted R2 = .148, F2,39 = 8.15, P < .001),
obtaining a large effect size.

King and colleagues [18] investigated the impact of online
versus telephone counseling for adolescents. Their results
revealed a modest trend toward a relationship between the
collaboration subscale scores and posttreatment distress (beta
= 0.25, t = 1.83, P = .07, d = 0.14) and a significant effect of
the resistance subscale on posttreatment distress (beta = 1.21,
t = 2.40, P < .05, d = 0.19).

Discussion

To our knowledge, this study is the first to summarize and
review the findings on the role of the therapeutic relationship
in e-therapy. The most striking finding was the limited number
of studies investigating the therapeutic relationship. Of the 840
reviewed studies, only 11 (1.3%) addressed and investigated
the issue of the therapeutic relationship, and of these, only 6
investigated the therapeutic relationship as a primary objective.
In other words, the results indicate that, although the therapeutic
relationship is considered to be an important common factor
operating across all psychotherapies [34,38], the study of the
therapeutic relationship appears to have been largely ignored
in the e-therapy literature.

The reviewed studies have the merit of providing a first glimpse
into the role of the therapeutic relationship in e-therapy.
However, due to the small number of studies and to their
methodological limits, the findings must be interpreted with
caution.

Study and Participant Characteristics
The methodological limits of the studies included the lack of
suitable control groups (nonrandom allocation or nonequivalent
group design), lack of pretest information, poor reporting and
handling of dropouts in the analyses, and more generally an
often incomplete presentation of results (eg, not reporting
standard deviations, not reporting effect sizes). As research
moves forward, it is important for future studies to adhere to
the standards of conducting and reporting psychosocial
interventions [13]. Improved reporting will lead to the
enrichment of systematic reviews and allow for better-informed
treatment decision making among practitioners. Another issue
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that might limit enthusiasm for the findings is that the majority
of studies were affected by a selection bias. The recruitment
was performed through webpages or email announcements,
which already rely on a certain familiarity with the use of the
Internet. This is a particularly important methodological
limitation, since previous studies indicated that, the more
familiar participants are with Internet-based contact, the more
positively they judge Internet-based contact to be [39]. Future
studies should clarify the role of Internet familiarity in the
therapeutic relationship in e-therapy.

As for the studies’ characteristics, it is interesting to note that
the main therapeutic approach was CBT, which easily lends
itself to standardized instructions and short-term, manualized
approaches. Because almost all studies included in this review
used a CBT approach, it is difficult to infer the status of
therapeutic relationship in online interventions that use
therapeutic approaches that are less structured.

The overwhelming majority of participants were women,
consistent with previous research that has found that more
women than men use the Internet for mental health information
and services [40]. Participants tended to be highly educated.
Not all the studies provided information about other important
demographics, such as race and ethnicity, but it is interesting
to note that in the 2 studies that reported this information, the
participants were primarily white. These results are consistent
with previous findings, indicating that health information
seeking over the Internet is more prevalent among white,
educated women, and that mental health information seeking
in particular tends to have the same type of consumers [40]. To
determine the appropriateness of e-therapy and to investigate
the status of the therapeutic relationship in online environments
across ethnic groups, future research should include more
diverse samples of patients.

Assessment of the Therapeutic Relationship in
E-Therapy
The majority of the studies focused on a specific element of the
therapeutic relationship, namely the therapeutic alliance. The
studies used a variety of measures to assess the therapeutic
alliance, defining the concept by the instrument used to measure
it. In that sense, as Norcross [34] suggested, “instrumentation
defines the construct.” In addition, some of the studies used
measures that had been created on an ad hoc basis. If progress
is to be made in this field, future studies should reach toward a
consensus by using validated measures based on supported
conceptualizations of what therapeutic alliance is [34,41].

As for the timing of the assessment, the majority of the studies
investigated the therapeutic alliance at the end of therapy.
Previous studies indicate that the level of alliance, regardless
of the length of therapy, is established within the first sessions
[34]. Meta-analytic studies also revealed that early alliance is
more predictive of outcome than is alliance assessed later in
therapy [42]. Accordingly, it is recommended that future
e-therapy studies assess alliance at the beginning of the
treatment.

Differences in the Therapeutic Relationship Between
E-Therapy and Face-to-Face Therapy
A surprising finding, given the previous concerns related to the
lack of nonverbal cues in e-therapy, is that e-therapy seems to
be at least equivalent to face-to-face therapy in terms of the
therapeutic relationship (more specifically therapeutic alliance).
Although very promising and clearly worthy of attention, this
line of research is in its infancy, and further research is needed
to draw firm conclusions.

Factors That May Influence the Therapeutic
Relationship in E-Therapy
Although the results do not allow firm conclusions to be drawn,
it seems that investigating factors such as communication
modality and pretreatment symptom severity as moderators of
the therapeutic relationship might be a fruitful direction of
research. In addition, all of the studies included in this review
used text-based communication methods; thus, it would be
important to investigate the status of the therapeutic relationship
when the communication modality includes video conferencing
(eg, through Skype), where the verbal cues are not missing and
the communication is synchronous.

Is the Quality of the Therapeutic Relationship Linked
to Treatment Outcome in E-Therapy?
The 3 studies investigating the impact of the therapeutic alliance
on treatment outcome indicate that these two factors have a
positive relationship. This avenue of research should be further
pursued, as it offers a hint that the beneficial effects of this
therapeutic relationship element are not restricted to face-to-face
therapies.

Limitations, Conclusions, and Future Directions
The present review has limitations. First, it was based on
searches in three databases—PubMed, PsycINFO, and
CINAHL—and was limited to published papers in English. It
is possible that additional relevant papers exist outside of the
present sample of papers. Second, the reviewed abstracts were
required to report the assessment of the therapeutic relationship.
It is possible that papers exist for studies in which investigating
the relationship was not a main goal, and thus their abstracts
might not refer to it. Future work may include more languages,
include unpublished manuscripts, and use a wider variety of
search terms to confirm the generalizability of the present
conclusions. Additionally, once the literature grows large
enough, a formal meta-analysis should be conducted to estimate
the overall effect size for both the impact of the relationship on
psychotherapy outcome and differences in the relationship
between face-to-face therapy and e-therapy. Future
meta-analyses would also have the potential to explore
moderators of relationship effects and would be an important
step forward for the field.

Overall, this review summarizes research to date on the
therapeutic relationship in e-therapy. If relationship is considered
a common factor in successful psychotherapy, it should become
commonly studied in e-therapy as well. Looking to the future,
we hope that the present findings will spur investigation into
the role of the therapeutic relationship in e-therapy.
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Abstract

Background: The Internet has revolutionized the health world, enabling self-diagnosis and online support to take place irrespective
of time or location. Alongside the positive aspects for an individual’s health from making use of the Internet, debate has intensified
on how the increasing use of Web technology might have a negative impact on patients, caregivers, and practitioners. One such
negative health-related behavior is Munchausen by Internet.

Objective: Munchausen by Internet occurs when medically well individuals fake recognized illnesses in virtual environments,
such as online support groups. This paper focuses on the aspect of Munchausen by Internet in which individuals actively seek to
disrupt groups for their own satisfaction, which has not yet been associated with the wider phenomena of Internet trolls (users
who post with the intention of annoying someone or disrupting an online environment).

Methods: A wide-ranging review was conducted to investigate the causes and impacts of online identity deception and
Munchausen by Internet drawing on academic research and case studies reported online and in the media.

Results: The limited research relating to motivation, opportunity, detection, effects, and consequences of Munchausen by
Internet is highlighted and it is formally linked to aspects of trolling. Case studies are used to illustrate the phenomenon. What
is particularly worrying is the ease with which the deception can be carried out online, the difficulty in detection, and the damaging
impact and potential danger to isolated victims.

Conclusions: We suggest ways to deal with Munchausen by Internet and provide advice for health group facilitators. We also
propose that Munchausen by Internet and Munchausen by Internet trolling should be formally acknowledged in a revised version
of the Diagnostic and Statistical Manual DSM-5. This will assist in effectively identifying and minimizing the growth of this
behavior as more people seek reassurance and support about their health in the online environment. We also suggest directions
for future research.

(J Med Internet Res 2012;14(4):e115)   doi:10.2196/jmir.2011

KEYWORDS

Munchausen by Internet; Internet trolls; identity deception; malingering; factitious disorder; deviance; social networking sites;
health support groups

Introduction

Lying to receive medical attention is not a new concept.
Although it was not until the 1800s that factitious disorder was
formally recognized, evidence of malingering dates back as far
as Roman times. Munchausen syndrome was first described in

1951 [1], followed in 1977 by Munchausen syndrome by proxy
[2]. More recently, the increasing use of the Internet to provide
support for illnesses and other medical issues has introduced
the concept of health-related online identity
deception—Munchausen by Internet (identified in 2000) [3].
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This paper reviews the research about the origins and evidence
relating to these disorders. The limited research relating to
motivation, opportunity, detection, effects, and consequences
is highlighted with case studies. We conclude with practical
and theoretical suggestions. We suggest practical ways for the
health care community to deal with Munchausen by Internet
and provide advice for health support group facilitators. We
propose that Munchausen by Internet and Munchausen by
Internet trolling be formally acknowledged and suggest future
research directions.

Types of Deception Regarding Health

Malingering
Malingering is defined as a deliberate behavior for a known
external purpose [4]. Resnick [5] described three types of
malingering: (1) pure malingering in which the individual
falsifies all symptoms; (2) partial malingering in which an
individual has symptoms but exaggerates the impact they have
on daily life; and (3) false imputation in which the individual
has valid symptoms but is dishonest as to the source of the
problems. Other forms of malingering are simulation in which
a person emulates symptoms of a specific disability and
dissimulation in which the patient denies the existence of
problems that would account for the symptoms (eg, drug abuse).

Historically, the Roman physician, Galen, presented the earliest
evidence of malingering in the second century AD. One patient
pretended to suffer from colic in order to avoid a public meeting
and another faked a knee injury in order to remain home while
his master took a long journey [6]. Causes of malingering vary.
Although the malingering individual is seeking tangible gains,
such as time away from work or avoiding an activity, the
underlying motivation differs [3].

Malingering was widespread throughout Russia during the early
1950s because people sought to escape sanctions or coercion
[7]. Russian physicians were limited by the state to only four
medical dispensations. Patients were identified as: (1) needing
medical care, (2) thinking they needed medical care, (3) faking,
or (4) making direct pleas for medical dispensation. Low social
trust is exhibited when certain ethnic groups have low trust in
health care as an institution because of historical oppression
and deception of their cultural group [8]. The early dependence
upon doctors by poor Russian laborers has been said to have
altered the doctor-patient relationship to one of mutual mistrust
and deception [7]. If an individual patient trusts their doctor
because the doctor has been assessed as trustworthy over time,
this is an example of interpersonal trust. Recent health care
literature has explored the role of patients’ trust in patient
behaviors such as adhering to medical advice, malpractice
litigation [9], and seeking health care services [10]. Some
researchers believe that recent changes in health care practices
are undermining the trust relationship between patients and
physicians [11], with particular emphasis on the fact that
technology is replacing the human element in medical practice
thereby reducing patient’s trust in physicians [9]. Trust has been
defined as a feeling (often based on inconclusive evidence) of
certainty that a person or a thing will not fail [12]. There are
several trust relationships. The three trust relationships relevant
to this discussion are: (1) interpersonal trust defined as a

human’s trust with another human whether face-to-face or
through a device; (2) social trust defined as a human’s trust
with a system or institution; and (3) trust in automation defined
as a human’s trust with technology or a device.

There are no quantifiable numbers on how many people might
misuse the Internet to abuse trust relationships, but many
researchers have shown how the Internet lends itself to deception
[3]. People might malinger online for external incentives, such
as money or gifts, but fraud is usually the principle motivation
[4]. Within the medical arena, the Internet offers anonymous
access to vast amounts of information on illnesses and support
groups for rare diseases, opening up opportunities for people
with the urge to pretend they are sick and abuse trust [13].

Factitious Disorder and Munchausen Syndrome
Factitious disorder (FD) is an umbrella category covering a
group of mental disturbances in which patients intentionally
feign physical or mental illness without obvious benefit. Gavin
[14] first described “factitious disease” in 1843. He described
soldiers and seamen who mimicked illness to incite compassion
or attention. The exact incidence of FD is unknown, but studies
suggest that approximately 9% of hospitalized patients on
specialty services in tertiary care have FD [15]. Modern study
began in 1951 with an article by Asher [1], who coined the term
“Munchausen syndrome” to describe a subtype of FD. The name
came from a German baron who liked to embellish stories of
his military exploits to impress listeners. Subsequently, lying
and Munchausen were connected in German culture [16]. A
series of patients whose medical histories consisted mainly of
falsehoods and who visited and deceived hospitals and doctors
have been described in the medical literature [1].

People with Munchausen syndrome go to incredible lengths to
appear sick or to make themselves sick. For example, a young
woman surreptitiously ingested laxatives to cause diarrhea,
hypokalemia, and weight loss, and another young woman
feigned cancer with the help of fabricated medical records in
order to receive chemotherapy [17]. Those with Munchausen
syndrome who have medical training are especially convincing.
Others read up on diseases so they can mimic symptoms
accurately [18]. Some become so proficient that they can fool
doctors into ordering needless tests and even operations in some
cases. Munchausen syndrome tends to be chronic and people
with it usually become habitual deceivers [19]. Savino and
Fordtran [17] proposed that it was likely that many cases of
factitious cancer were never discovered and predicted that with
advances in computer technology the quality of forged medical
records would improve in the future. This is shown by the recent
case of an individual using medical images obtained from the
Internet to support claims of ankle dislocation [20].

Munchausen Syndrome by Proxy and Fabricated or
Induced Illness
In 1977, Munchausen syndrome by proxy (MSP)—also known
as factitious disorder by proxy—was first described by Meadow
[2]. One mother had poisoned her toddler with excessive
quantities of salt and another mother had introduced her own
blood into her baby’s urine sample. MSP refers to a parent or
other adult caretaker who repeatedly seeks medical attention
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for their children, whose symptoms they have faked or induced,
sometimes causing real harm to the child, and/or subjecting
them to unnecessary investigations and interventions. Many
hypotheses have been proposed to explain MSP. Some have
noted that patients with the condition often present traumatic
events—particularly abuse and deprivation and numerous
hospitalizations in childhood—and as adults may have lacked
support from family and friends. Others consider that it allows
patients to feel in control as they never felt in childhood [21].
Savino and Fordtran suggested that it might represent the
patient’s attempt to cope with emotional distress [17].

In the United Kingdom, MSP is now termed “fabricated or
induced illness” (FII) [22], although MSP is still widely used
in other countries. The British Paediatric Surveillance Unit
(BPSU) carried out a study of FII cases and identified 97 cases
in the United Kingdom over a two-year period. This equated to
1 child in every 5000 being affected by FII, but it is likely that
this figure underestimates the true scale of the problem. Another
study estimates that the number of children affected by FII could
be as high as 1 in 1100 [22].

Munchausen by Internet and Munchausen by Proxy by
Internet
In 1983, the case of “Joan and Alex” shocked users of a CB
radio channel of the national network, CompuServe, when a
male psychologist (Alex) masqueraded as a disabled woman
(Joan) in an attempt to use the trust and intimacy attained in the
online interactions for his own social gain [23]. In 2000,
Munchausen by Internet was identified by Feldman [3] to
describe an individual seeking attention by playing out a series
of dramatic near-fatal illnesses and recoveries that increasingly
strain credulity. A Google search for the term yields more than
7000 search results. There is also an extensive Wikipedia entry
[24] that has been revised 285 times since its creation in
2007—an average of 61.5 edits per year—suggesting that the
term has now comfortably entered the online vernacular of
Internet users. Munchausen by Internet can have devastating
effects within online discussion groups, destroying trust when
the hoax is exposed [3]. The virtual communities that were
created to give support, as well as general non-medical
communities, often express genuine sympathy and grief for the
purported victims. However, when fabrications are suspected
or confirmed the ensuing discussion can create schisms,
destroying some communities and altering the trusting nature
of members in others.

As yet, Munchausen by Internet has not been officially
recognized by the American Psychiatric Association in the
Diagnostic and Statistical Manual of Mental Disorders
(DSM-IV). The DSM-5 is currently in review, but makes no
mention of Munchausen by Internet although FD is listed in
two proposed subtypes: (1) factitious disorder imposed on self
and (2) factitious disorder imposed on another. However, these
entries make no reference to the Internet in the diagnoses [25].
A generic search on the DSM-5 review website for the term
“Internet” locates one relevant mention in illness anxiety
disorder under somatic symptom disorders, but this does not
mention FD. One of the diagnostic criteria is that the person
“performs related excessive behaviors (eg, checking one’s body

for signs of illness, repeatedly seeking information and
reassurance from the Internet or other sources)...” [26]. The
DSM-5 review proposes minor modifications to factitious
disorders under the umbrella of somatic symptom disorders in
their own chapter. The most important modification is the
elimination of the distinction between factitious disorders
involving predominantly physical versus psychological
symptoms. Also, factitious disorder by proxy is now termed
“factitious disorder imposed on another” [25], with the
perpetrator receiving the diagnosis, not the victim.

New cases of Munchausen by Internet are identified regularly.
Recent examples demonstrate the versatility of using online
formats for FD, including the adoption of multiple personae
and the substantial time and effort expended to contrive complex
and dramatic fake identities and conditions [27]. One case
documented a brother-sister dyad who created an elaborate
narrative to lure a woman into providing time and attention
under false pretences. Elizabeth, the victim, had multiple
sclerosis and was seeking online support through a social
networking website hoping to connect with others coping with
chronic illness [27]. In another case, after being diagnosed with
a chronic illness, Helen sought to better understand her rare
condition by turning to Internet resources for more information
[27]. Her research led her to discover an online support
community and she joined a support group designed specifically
for people with her disease. Helen created a number of fake
personae: “Isabelle” (Helen’s good friend), “Justin” (her
boyfriend), and Justin’s father and sister to carry on the story
after “Justin” passed away. Helen also fabricated two other
storylines including one that featured an ailing mother who had
tragically lost two children to illness. Another case concerned
a 44-year-old woman who said she had been diagnosed with
chronic myeloid leukemia. Had the documents presented by her
not aroused suspicion, she would have undergone a bone marrow
aspirate and chemotherapy [28].

Munchausen by Internet has also expanded to MSP on the
Internet [29]. In 2009, Emily McDonald was arrested for injuring
her daughter, Dakota, who had been in and out of hospital since
her premature birth. When Dakota did not recover in hospital
and her blood cultures showed odd results, staff became
suspicious and set up a camera in her hospital room. On video,
they caught McDonald putting fecal matter into Dakota’s
feeding tube. McDonald’s case appeared to be MSP; however,
she was also posting about her daughter and her illness on her
own blog (no longer publically accessible). Although not
diagnosed with MSP, she admitted to second-degree injury to
a child and was sentenced to 20 years in jail [30].

Munchausen by Internet

Negative Impact from Health-Related Online Support
Debate has intensified on how the increasing use of Web
technology might have a negative impact on patients, caregivers,
and practitioners. For example, there can be a high ratio of false
or irrelevant information compared to useful information on the
Web. Eysenbach et al [31] systematically reviewed studies of
health website evaluations and found that the most frequently
used quality criteria included accuracy, completeness, and
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technical criteria related to site design (eg, visual appeal, layout,
and readability). In their review, the authors noted that in 70%
of the studies they had examined, the quality of health-related
Web content was found to be low according to the authors of
the reviewed studies. The incidence of false data in online
self-help groups is unknown, although assumed to be high
because of the absence of group rules and guidelines and few
controls to prevent people from posting erroneous or off-topic
information. Joinson [32] noted that the format of a childcare
email list, which seemingly encouraged venting and the name
calling of parents and children amidst unconditional support of
other caregivers, created an environment which led to the
acceptance of practices that were not child-centered and were
potentially damaging to the children. This was because the
legitimization of negative attitudes and approaches could have
led to the continuation of these behaviors. The online
“pro-anorexia” underground is a movement that supports those
with anorexia and adopts an anti-recovery perspective on the
disease [33]. While encouraging a non-healthy diet to sustain
an anorexic lifestyle, the movement also recommends the radical
use of weight-loss pharmaceuticals—conventionally used to
treat obesity—to pursue and maintain low body weight. There
are similar movements in other online disease communities,
such as supporters of chronic fatigue syndrome who advise
abundant rest and avoidance of activity for sufferers, which is
in direct opposition to medical advice [34]. Finally, the Internet
may also play a major role in the development and spread of
beliefs that are unsupported by scientific evidence. For example,
the spread of information about Morgellons disease on the
Internet has led to several cases of delusional parasitosis [35].
In response, Vila-Rodriguez and MacEwan [36] recommended
in a letter to the American Journal of Psychiatry that an
awareness of the capacity of the Internet to enable and spread
shared delusional ideation was essential to current medical
practice.

Review of Recent Munchausen by Internet Literature
We conducted a review of Munchausen by Internet literature
over the previous two years by using both academic and social
media sources. Searches using the term “Munchausen by
Internet” were conducted on both PubMed and Google Scholar.
In 2012, there were 8 published articles listed on Google
Scholar, but none were relevant because they either contained
citations which referred to old research or had no specific link
between Munchausen syndrome and the Internet. The Technorati
search engine was used in addition to search the blogosphere
for recent blog postings or blogs on the terms “Munchausen by
Internet” and “Munchausen” generated during the first half of
2012, but no relevant blogs or posts were identified.

Motivation
Because many instances of Munchausen by Internet take place
in a group situation, social psychology offers a number of
theories that can be applied to explain this type of online
behavior. Drawing on disinhibition theory, Suler [37]
highlighted two features of the Internet that made deception
easier: (1) asynchronicity allows a dynamic approach to identity
presentation and enables quick changes between identities and
styles, and (2) the lack of feedback and the anonymity or

unfamiliarity of the audience can reduce concern for others’
views. Similarly, Taylor and MacDonald [38] applied the
theories of de-individuation and social identity to explain more
uninhibited behavior and more self-disclosure in some online
settings. Drawing on motivations for deception and group
effects, Mealy et al [39] found that lies motivated by a desire
to benefit others were considered to be more acceptable than
lies that primarily benefited the self. Additionally, lying to the
out-group (the social group to which someone does not identify)
was perceived as being more acceptable than lying to the
in-group (the social group to which someone psychologically
identifies themselves with as a member).

Other areas of psychology offer theories of relevance, for
example those relating to self-presentation and identity.
Research has shown a link between low self-esteem and the
need for popularity to the way individuals manipulate
relationships and the way they perceive others’ online
relationships [40]. Walther [41] noted there is a propensity for
disinhibition, projection, and transference, wherein there are no
visual or auditory inputs that can place the text in its proper
context or assist the correct interpretation of that text. People
fill in the missing pieces in the picture of others they meet
online, not fully aware that the picture they are forming is based
partly on their own unconscious desires regarding who they
want that person to be and how they want them to act. This
occurs at the same time as the person is taking advantage of the
anonymity inherent in text-only communications to present their
best possible face. A feedback loop can arise as these selective
presentations are responded to in-kind, creating a hyperpersonal
aspect to Internet communications. The Hyperpersonal Model
[42] proposes that the Internet affects three parts of the
communication process. These can be applied to understand
the way in which Munchausen by Internet users manipulate the
Internet to manage impressions and also to explain how others
make interpersonal impressions based on that information. The
three parts of the communication process are:

1. Receivers who have an idealized perception of the message
sender because subtle context cues take on a stronger value in
online communication. An absence of face-to-face cues means
that receivers may be acutely sensitive to any subtle social or
personality cues, so partners build impressions of one another
based upon minimal cues.

2. Message senders have a greater opportunity to optimize their
self-presentation to others and themselves.

3. The asynchronous channel allows more time for senders and
receivers to consider the messages they send and receive, so
that only using text can create an idealized picture.

It is possible that some Munchausen by Internet sufferers could
be driven by the simple enjoyment of online deception as
highlighted by a study of Web users that found that most online
deceivers felt a sense of enjoyment while engaging in online
deception [43]. In 1999, a columnist was introduced in the UK
newspaper, The Observer, following his aborted suicide attempt
and detailing the columnist’s last few months before he killed
himself [44]. After protest, it was revealed that the column was
a spoof. Chris Morris, an innovative but controversial British
broadcaster, wrote the columns that highlighted the inherent
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cruel, dark comedy of fooling gullible members of the public
with stories of fake medical conditions. This willingness of
broadsheet media to embrace and portray a borderline style of
comedy can have unpleasant outcomes within an Internet
environment. One clue might lie in the power granted by online
communities to quantify the sympathy for an illness or the shock
of a death through comments boxes or replies to a journal thread
[13]. During a lengthy battle against terminal illness, blog
writers can attract support from thousands of friends who follow
them through treatments and who become emotionally involved
when they die. In more than one example, bereaved online
friends have created tribute websites where they have posted
poetry and photographs in memorial books. This can feed the
desire of a narcissist and as they create an imaginary online
long-term condition leading to a fake death, can provide a lonely
individual with attention that they may never have previously
known. This view is supported by Feldman [3], who linked the
engaging and intense nature of these deceptions to sadism. This
motivation can be seen to be at both intrapersonal (sadistic) and
interpersonal (attention) levels.

Stokes [45] argued that online social networks offer more
methods to manage the impressions of others than are available
through structured websites. He referred to a study that found
Facebook users’ identities were not the identities that they had
established in the offline world, nor were they close to the
identities that they had constructed in other anonymous online
environments. They were the hoped-for possible identities users
wanted to have in the offline world, but had not yet been able
to establish.

There is little research regarding the psychology of Munchausen
by Internet, but there are indications that some online
self-presentation may be motivated by narcissistic or sadistic
tendencies, as is the case with FD. In one analysis of patients
with FD, it was found that 9 patients (50%) had borderline
personality disorder, 6 (33%) had narcissistic personality
disorder, and only 3 patients (17%) did not demonstrate
coexisting self-pathology [15]. A study of Internet dating sites
by Ellison et al [46] found that people acted differently in social
networking environments depending on whether or not they
were interacting anonymously. This finding has important
implications for understanding identity in the online world
because it indicates that online self-presentation varies according
to the nature of the online setting. Oltmanns [47] described
narcissism as a pervasive pattern of grandiosity, a need for
admiration, and an exaggerated sense of self-importance.
Mehdizadeh [48] associated the term with positive self-views
of agentic traits, including intelligence, physical attractiveness,
and power. Central to most theoretical models of narcissism,
the use of social relationships is employed to regulate narcissistic
esteem. However, narcissists do not focus on interpersonal
intimacy, warmth, or other positive aspects of relational
outcomes. Instead, they use relationships to appear popular and
successful, and they seek attractive, high-status individuals as
romantic partners [49]. Despite their tendency to seek out many
superficial, empty relationships, narcissists rarely pursue these
commitments for long periods of time. Relationships are pursued
solely when an opportunity for public glory presents itself [49].

Netiquette and Trolls
The aspect of Munchausen by Internet where individuals
actively seek to disrupt and cause problems for their own
satisfaction or enjoyment (sadism versus narcissism) has until
now not been consciously associated with the wider phenomena
of Internet “trolls.” We believe that this connection should be
formally acknowledged to assist in controlling, effectively
identifying, and minimizing the growth of this behavior as more
people seek reassurance and support about their health in an
online environment. Netiquette (short for “network etiquette”)
is the dos and don’ts of online communication covering common
courtesy online and the informal “rules of the road” of
cyberspace [50]. A troll is someone who posts or sends messages
online with the intention of annoying someone or disrupting a
discussion or environment [51]. The practice of trolling has
been compared to the fishing term in which a line is set in the
water and the bait is dragged slowly back and forth in the hope
of getting a bite [52].

Donath [52] outlined the ambiguity of identity in a disembodied
virtual community and provided a concise overview of identity
deception games, which trade on the confusion between physical
and epistemic communities. Trolling has been portrayed
disdainfully in mainstream media outlets, often referencing the
willingness of some Internet trolls to go to extreme lengths in
their attempts to elicit reactions. In 2010, the Australian
government became involved after trolls defaced the Facebook
tribute pages of two murdered children. The Australian Minister
of Communications decried the attacks as evidence of the need
for greater Internet regulation [53]. In the wake of these events,
Facebook responded by strongly urging administrators to be
aware of ways to ban users and remove inappropriate content
from Facebook pages. It is recommended that ignoring a troll
is almost always the best approach, because if nobody responds
the troll will eventually get bored and go away [51]. Experienced
participants in online forums know that responding tends to
encourage trolls to continue disruptive postings—hence the
oft-seen warning, “do not feed the troll” (DNFTT). However,
experts tend to inhabit the tougher, streetwise environs of
Internet technical or film forums rather than in the supportive
and empathetic environment of an online health support group,
which can cause more of a shock when Munchausen by Internet
trolls are unmasked.

Opportunity
Recupero [54] highlighted instances of psychiatric patients
engaged in impression management to influence the outcomes
of psychiatric interviews [55]. Impression management also
plays an important role in online conversations. Barak [56]
believes that many Internet users prefer others to perceive and
interact with an online persona and that material chosen to post
online can help to deepen a preferred social impression.
Conversely, profiles posted on social networking sites (eg,
Facebook) may contain information contradicting the evaluee’s
intended impression. Photographs, perhaps artificially
composed, and other material can be posted and tagged online
showing a person’s name or identity without their knowledge
or permission regardless of whether the person is familiar with
or naïve about Internet influence. Similarly, records of negative
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behavior can remain online for years becoming part of an
individual’s digital footprint [57].

Computers allow people with sufficient technical skills to access
medical records and use them to falsify medical histories [20],
while the open trusting environments of communication
forums—established for the sole purpose of giving support to
members facing significant health or psychological
problems—are easily infiltrated because of the social nature of
the groups. This is an endemic problem with online
communication as the Internet helps to break down the physical
barriers that assist in preventing the spread of lies [58]. The
proliferation of newsgroups and chat rooms offers a limitless
audience for fake narratives with people able to move from one
support group to another [18]. Some, pretending to be ill, have
joined more than one, and some might sign on to a single group
multiple times by using different names and acting out different
roles. A sock puppet is an online identity used for purposes of
deception. The term, a reference to the manipulation of a hand
puppet made from a sock, originally referred to a false identity
assumed by a member of an Internet community who spoke to,
or about, himself while pretending to be another person, but it
now includes other uses of misleading online identities, such
as those created to praise, defend, or support a third party [59].
The development of FD in online groups and forums is made
easier by the anonymous and malleable nature of online identity
along with easy access to the Internet, which allows sock
puppets to thrive without any negative consequences to
themselves. For example, Andrea, a 40-year-old single mother,
began posting on an ovarian cancer forum that she had concerns
over her worsening abdominal pain. Shortly after joining the
forum, Andrea announced that she had been diagnosed with
ovarian cancer. After being confronted by suspicious group
members, Andrea confessed to her deception and the use of
sock puppets. In addition to playing herself during her illness
and online death, she had posed as her daughter “Brittney” and
her daughter’s boyfriend “Chris” [27].

Detection
Although some Munchausen by Internet perpetrators display a
remarkable degree of research and endurance, able to stretch
the fiction over many months, even the most dedicated can slip
up eventually. Outwardly, there might not be any clues to
suggest that they are anything other than normal support group
members, but slight details can introduce contradictions and,
although anyone caught up in the deception may be willing to
forgive a slight oversight, some are more methodical. They are
prepared to investigate so that few contradictions will escape
over time. Savino and Fordtran [17] suggested that diagnosis
of factitious cancer is usually made by detection of
inconsistencies in medical history, by evidence of fabrication
of medical records, by lies patients tell about their health
insurance, or by doctors who begin to doubt the patient’s story.
A story of prolonged survival with a usually lethal cancer has
helped reveal factitious cancer in some cases. Based on his
experience with Munchausen by Internet, Feldman [3] listed
some methods of detection:

1. Posts consistently duplicating material in other posts, books,
or health-related websites.

2. Characteristics of the supposed illness emerging as
caricatures.

3. Near-fatal bouts of illness alternating with miraculous
recoveries.

4. Fantastical claims, contradicted by subsequent posts, or flatly
disproved.

5. Continual dramatic events in the person's life, especially when
other group members have become the focus of attention.

6. Feigned blitheness about crises that will predictably attract
immediate attention.

7. Others apparently posting on behalf of the individual having
identical patterns of writing.

Griffiths et al [20] recommended that all clinicians question
histories that did not match examination findings, ensuring that
all radiographs were adequately labeled with patient-specific
information, and being aware of radiographic inconsistencies.

There are several strategies commonly employed in confronting
FD. In one case series, patients were carefully confronted with
the factitious nature of their illness. Although 13 of the 33
(approximately 39%) admitted feigning illness, most of the
patients’ illnesses improved following this strategic
confrontation [15]. In most cases, group members’ discovery
of Munchausen by Internet can lead to a similar strategic
confrontation [3,27] with the typical response being a protest
of innocence and an allegation of mistreatment by the group,
followed by disappearance [3]. Due to the elusive nature of
online identities, most wronged group members are unable to
pursue the fakers. Many either lock their journals so that only
their friends can access them, or else purge them entirely and
deny the fraud. Suspicious group members are sometimes able
to take screenshots as evidence of the fraud, but many
perpetrators slip away, either sufficiently chastened to stop the
deceptions or to simply reappear in another online group.

Effects and Consequences
The Munchausen by Internet troll can be costly in several ways.
A troll can disrupt the discussion on a newsgroup, disseminate
bad advice, and damage the feeling of trust in a Web community.
Furthermore, in a group that has become sensitive to
trolling—where the rate of deception is high—some honest but
naïve question can be quickly rejected as trolling. This can be
off-putting to a new user who is immediately bombarded with
accusations when venturing a first post. Even if an accusation
is unfounded, being branded as a troll can be damaging to an
online reputation. Herring et al [60] discussed the difficulty
inherent in monitoring trolling and maintaining freedom of
speech in online communities, concluding that inevitably
harassment was more likely to occur in environments where
lack of censure was a key factor. In wider discussion forums,
the broadly accepted ethic of free speech may lead to tolerance
of trolling behavior, further complicating the members’ efforts
to maintain an open-yet-supportive discussion area, especially
for sensitive topics. Reactions from Internet forums have been
critical of media portrayals of trolls, stating that trolling is
nothing new and has become part of accepted Internet culture.
While not condoning the viciousness of troll attacks, forum
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discussions regularly express concern that mainstream media
coverage of trolling ultimately results in more trolling because
widespread attention represents the reaction that trolls seek.
However, in the insular, empathic environment of a support
group, the reaction can be more severe. Grady [18] detailed the
case of a 15-year-old girl who communicated with members of
a virtual support group for parents of babies who were critically
ill. Kim claimed to have a baby requiring treatment and as she
detailed the timeline of her baby’s treatment, other members of
the group became personally involved and were devastated
when she said her baby had died. Subsequently, she appeared
online saying she was pregnant again and that she feared the
second baby would be born prematurely. After the early birth
of her second baby, the same cycle was reenacted, but this time
a group member (a psychologist and the mother of twins born
prematurely) gradually became suspicious. She confronted Kim,
who subsequently posted a confession and apology. Kim
withdrew from the group and was taken off the list by its owner,
but her behavior had a negative effect on a group who had been
trusting and close-knit until then [18]. Some parents expressed
feelings of betrayal, and many stopped posting messages. People
in the group agreed to provide information so that a coordinator
could verify they were really parents of premature babies. Some
new participants were put off by the atmosphere of suspicion,
but the group gradually bounced back. However, those who
encountered Kim would obviously never view new postings in
quite the same way again.

Application of the term “troll” is highly subjective. Some readers
may characterize a post as trolling, whereas others might regard
the same post as a legitimate discussion contribution, even if
controversial. Sometimes the term is used as a strategy to
discredit an opposing position by attacking its proponent. Calling
someone a troll makes assumptions about a writer’s motives.
Regardless of the circumstances, controversial posts may attract
a particularly strong response from those unfamiliar with the
robust dialogue found in some online, rather than physical,
communities. The popularity of Facebook means strangers can
often build and maintain relationships entirely on the Internet.
This anonymity permits any number of lies to be accepted as
truth, and inventive deceptions, with whatever motive, can be
carried all the way to an online grave. However, there is also
the potential danger that overzealous group members might
make the erroneous assumption that every death encountered
online is fake. Most social network sites now allow relatives of
deceased users to choose to keep profiles online as a memorial,
allowing users to post tributes and messages, sometimes
speaking of the dead in the third person, sometimes in the second
person. In effect, a profile site is converted into a tribute site, a
space of commemoration—a sort of open-ended electronic wake
[45]. In the case of a real death, it can be just as harrowing for
the bereaved to read comments claiming that the death has been
faked.

Conclusions

More research is required to be able to provide evidence-based
advice to victims of suspected Munchausen by Internet trolls
and for facilitators of discussion groups to effectively manage
interactions. As this is one area of the literature that does not

yet yield much information, one methodology that could
possibly be adopted for further study is based on qualitative
content analysis (QCA), which is gaining much support in
studies of social interactions in online support communities
[61]. QCA provides a way to study manifest and latent content
within a body of text. Analysis of what the text says describes
the visible components, referred to as the manifest content.
Analysis of what the text talks about involves interpreting the
underlying meaning of the text, referred to as the latent content.
Therefore, manifest content might highlight descriptions of
illnesses, while latent content could include descriptions of
feelings of sufferers and the context of an illness. The manifest
content is usually presented in categories, whereas the latent
content is expressed as themes. QCA differs from pure
qualitative research as it allows the researcher to emphasize
differences between and similarities within codes and categories.
Therefore, it could be used to differentiate types of Munchausen
by Internet and its different motives.

When Munchausen by Internet seems likely, it might be practical
to have some established group members gently question any
dubious post owner privately. Although the typical response is
vehement denial regardless of the strength of the evidence, the
author typically will disappear from the group. In some
Munchausen by Internet cases, much like FD cases, individuals
can be both perpetrators and patients. For example, the
previously described case of Helen who was diagnosed with a
chronic illness and went on to create a number of fake personae
[27]. Savino and Fordtran [17] suggested some useful steps for
confronting patients suspected of FD:

1. Let the patient know what you suspect but without outright
accusation.

2. Support the suspicion with facts.

3. Provide empathetic and face-saving comments.

4. Avoid probing to uncover the patient's underlying feelings
and motivations so as to minimize disruption of emotional
defences that are essential to her function.

5. Assure the patient that only those who need to know will be
informed of the suspicion of factitious disease.

6. Make sure the staff demonstrate continued acceptance of the
patient as a person worthy of their help.

7. Encourage psychiatric help, but if the patient resists do not
force the issue.

However, once a perpetrator has been confronted, remaining
members of the online group may need psychological help at
an individual or group level depending on the extent of the
deception and the health topic concerned. For example,
individuals may need help in processing their feelings. As a
group, help could be directed toward dealing with conflict and
blame, and moving forward to refocus the group on its original
goals with the aim of protecting and encouraging the original
sense of trust. As Whitworth and de Moor [62] suggest, laws
in a physical community are expressed in terms of physical
actions and concrete objects that govern what people do, not
what they think or feel. Historical law assumes a physical world
constrained by time and space, but virtual environments have
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significantly different functionality. This means the virtual world
is a functionally different world; it may not be appropriate, or
even possible, to transfer laws from the physical to the electronic
world. Therefore, laws must be re-invented by re-applying
legitimacy concepts to virtual contexts such as formulating
direct policy to protect health information users in the new world
of Internet-based health searching and support. Legal sanctions
have yielded some results in controlling the “acting out” of
Munchausen’s syndrome, but the literature suggests that such
measures are ineffective and can sometimes even reinforce bad
behavior [63]. It is suggested that the best results within a
physician-patient relationship can be achieved by approaching
the dilemma from diverse angles [28].

Historically, the consequences for perpetrators have tended to
be minor because few can be pursued or punished unless the
wronged individuals are able to prove that the perpetrators have
committed an illegal act. However, a 2005 legal case concerning
self-help members pursuing an online campaign against a
Munchausen by Internet member who challenged posts as
defamatory suggests that wronged individuals are able to
respond without fear of successful legal reprisal. They might
also be able to win a precedent-setting civil case [64]. Indeed,
there is a strong case for considering the sadistic misuse of
health-related forums as a form of cybercrime, rather than as
an everyday negative risk of using the Internet that must be
tolerated and accepted. Consider if a malicious user deliberately
(or accidentally) gave out medical information that resulted in
a worsening of health or had fatal consequences. Internet
protocol (IP) addresses of Munchausen by Internet trolls could
be identified and Internet service providers (ISPs) could be
enlisted to help identify and “out” frequent perpetrators such
as been seen in recent online copyright disputes. Social network
providers, such as Facebook, should tighten up their own
procedures or, as an alternative, group users might want to
consider relocating to more private group-based Internet

communities, such as private Wikis [51]. Although these do not
have the same large population of users, they might increase
the security and lessen the chance of encountering a Munchausen
by Internet troll online.

Enhanced self-regulation is the most positive action to reduce
group risk. It might also be advisable for a health support group
to identify a gatekeeper. Although adding extra layers of security
and formality before a user could post might be viewed as
onerous, the long-term benefits might be worth the additional
effort. Facilitators could also clearly state to all members that
although most people participating in support groups are honest,
all members should balance their empathy with some degree of
circumspection. Group members should be especially careful
about basing any of their own health care decisions on
uncorroborated information supplied in groups, just as they
should with any other source on the Internet [65].

We have reviewed potential motivations and consequences for
Munchausen by Internet behaviors, but it is clear that further
research is necessary to investigate the psychology and methods
of coping with Munchausen by Internet. However, there is a
clear, compelling need to recognize that in addition to
Munchausen by Internet being classed as a condition in its own
right, there is a subset of people currently tagged as Munchausen
by Internet sufferers who are actually Munchausen by Internet
trolls purposefully harming well-intentioned support groups
and abusing members for their own pleasure or enjoyment. We
propose that Munchausen by Internet and Munchausen by
Internet trolling be formally acknowledged in a revised version
of DSM-5 (within the factitious disorder revisions), and that
this sphere of behavior needs wider consideration and action,
either by group users or by the creators of the host software. As
Berners-Lee [66] said, “Technologists cannot simply leave the
social and ethical questions to other people, because the
technology directly affects these matters.”
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Abstract

Background: Tobacco cessation among Latinos is a public health priority in the United States, particularly given the relatively
high growth of this population segment. Although a substantial percentage of American Latinos use the Internet, they have not
engaged in Web-based cessation programs as readily as other racial/ethnic subgroups. A lack of culturally specific advertising
efforts may partly explain this disparity.

Objective: Phase I of this study focused on the development of four Spanish-language online banner advertisements to promote
a free Spanish-language smoking cessation website (es.BecomeAnEX.org). Phase II examined the relative effectiveness of the
four banner ads in reaching and recruiting Latino smokers to the cessation website.

Methods: In Phase I, 200 Spanish-speaking Latino smokers completed an online survey to indicate their preference for
Spanish-language banner ads that incorporated either the cultural value of family (familismo) or fatalism (fatalismo). Ads included
variations on message framing (gain vs loss) and depth of cultural targeting (surface vs deep). In Phase II, a Latin square design
evaluated the effectiveness of the four preferred ads from Phase I. Ads were systematically rotated across four popular Latino
websites (MySpace Latino, MSN Latino, MiGente, and Yahoo! en Español) over four months from August to November 2009.
Tracking software recorded ad clicks and registrants on the cessation website. Negative binomial regression and general linear
modeling examined the main and interacting effects of message framing and depth of cultural targeting for four outcomes: number
of clicks, click-through rate, number of registrants, and cost per registrant.

Results: In Phase I, smokers preferred the four ads featuring familismo. In Phase II, 24,829,007 impressions were placed,
yielding 24,822 clicks, an overall click-through rate of 0.10%, and 500 registrants (2.77% conversion rate). Advertising costs
totaled US $104,669.49, resulting in an overall cost per click of US $4.22 and cost per registrant of US $209.34. Website placement
predicted all four outcomes (all P values < .01). Yahoo! en Español yielded the highest click-through rate (0.167%) and number
of registrants (n = 267). The message framing and cultural targeting interaction was not significant. Contrary to hypotheses,
loss-framed ads yielded a higher click-through rate than gain-framed ads (point estimate = 1.08, 95% CI 1.03 1.14, P = 0.004),
and surface-targeted ads outperformed deep-targeted ads for clicks (point estimate = 1.20, 95% CI 1.13 1.28, P < .001), click-through
rate (point estimate = 1.22, 95% CI 1.16 1.29, P < .001), and number of registrants (point estimate = 2.73, 95% CI 2.14 3.48, P
< .001).
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Conclusions: Online advertising can be an effective and cost-efficient strategy to reach and engage Spanish-speaking Latino
smokers in an evidence-based Internet cessation program. Cultural targeting and smoking-relevant images may be important
factors for banner ad design. Online advertising holds potential for Web-based cessation program implementation and research.

(J Med Internet Res 2012;14(4):e116)   doi:10.2196/jmir.2162

KEYWORDS

Internet; smoking cessation; recruitment; Hispanic/Latino; advertising

Introduction

Cigarette smoking is a major cause of disease and death in
Latinos [1]. Approximately 12.5% of Latinos currently smoke
[2] translating into roughly 6.3 million Latino smokers. With a
projected growth of the Latino population to 133 million by
2050 (30.2% of the US population) [3,4] and the potential for
smoking prevalence to increase as Latinos become more
acculturated [5,6], there may be more than 16 million Latino
smokers by 2050 if smoking rates remain unchecked. Tobacco
cessation among Latinos is a public health priority [7,8].

Web-based cessation programs are a promising approach to
reach Latino smokers with evidence-based cessation treatment.
More than 60% of Latinos (32 million) are online—projected
to increase to 70% by 2014 [9]—and almost half of online
Latinos (45%) have used the Internet to search for health
information [10]. A growing body of evidence supports the
reach, efficacy, and cost-efficiency of Web-based cessation
programs [11-19], but additional research is needed to
understand their impact among subgroups of online smokers,
including racial/ethnic minorities. In general, there are few
studies of smoking cessation interventions developed
specifically for Latinos [20,21], and only two studies of the
effectiveness of Web-based interventions for Latinos [12,22].
One of the challenges in conducting Web-based cessation
research with Latinos in the United States is that they have not
engaged in Internet cessation programs as readily as other
racial/ethnic subgroups [23] and recruitment of Latinos into
Internet cessation trials has been challenging [11,12,22,24].

Online advertising is widely acknowledged as an increasingly
important method to reach Latinos who use the Internet [25-28].
Also known as “display ads,” banner advertisements appear as
graphical ads embedded into a webpage, typically including a
combination of static/animated images, text, and/or video
designed to convey a marketing message and/or cause the user
to take an action [29]. Unlike “offline” ads (eg, billboards,
newspapers, and flyers), banner ads can immediately link
smokers to Web-based cessation programs, thus capitalizing on
the motivation to quit when it occurs which can be critical to
engaging consumers with cessation treatment [23,30]. Moreover,
banner ads can target consumers by strategic placement on
selected websites with synergistic content, known demographic
profiles, or past online behavior. Therefore, online advertising
may represent a “participant-friendly” and cost-efficient solution
to reach and recruit online Latino smokers to Web-based
cessation programs [31-34].

Reaching online Latino smokers requires not only efficient and
effective advertising channels, but also an understanding of the

target audiences’ preferred content and context of messages
[32,33,35]. Approximately half of online Latinos use the Internet
either primarily in Spanish (19%) or in both English and Spanish
(28%), with the growth of both segments outpacing English
language usage as more Spanish content becomes available
online [36]. Therefore, we tested ads in Spanish to reach this
large and growing segment of online Latinos. With regard to
message content, Prospect Theory [37,38] suggests that people
respond differently to factually equivalent messages depending
on whether they are framed to emphasize benefits through
gain-framed messages (eg, “if you quit smoking, you will live
longer”) or costs through loss-framed messages (eg, “if you do
not quit smoking, you will die sooner”). Applied to health
behaviors, research suggests that when behaviors have a
relatively certain outcome, gain-framed messages are more
persuasive; if behaviors result in an uncertain outcome,
loss-framed messages are more effective [39]. Because quitting
smoking will almost certainly prevent disease, Prospect Theory
predicts that gain-framed messages will be more persuasive
than loss-framed messages. Recent evidence suggests that
highlighting the benefits of quitting (through gain-framed
messages) is more effective to encourage preventive behaviors
such as smoking cessation [40-42]. However, there have been
few studies that have examined the impact of message framing
in health interventions designed specifically for racial/ethnic
minorities [43,44].

With regard to message context, research with Latinos indicates
that addressing cultural elements is critical in developing
smoking cessation interventions [5,45-48]. The process of
designing messages around group-level characteristics has been
referred to as both cultural tailoring and cultural targeting
[49-50]. We use the term “cultural targeting” in this study to
refer to the delineation of a particular population segment.
Cultural targeting can be done at a surface level (eg, attending
to the visual characteristics or language of intervention
materials) or at a deep level (eg, incorporating specific Latino
cultural values) [51]. In general, few studies have investigated
how surface- and deep-targeted messaging functions in specific
subgroups of racial/ethnic minorities [52].

The purpose of this study was: (1) to investigate whether online
advertising is an effective strategy to promote engagement with
a Spanish-language cessation website among online Latino
smokers, and (2) to identify the optimal message characteristics
for this audience. To address these questions, we conducted a
two-phased, mixed-methods study. In Phase I, formative
research with online Latino smokers guided the development
of four Spanish-language banner ad prototypes
(deep-targeted/gain-framed, deep-targeted/loss-framed,
surface-targeted/gain-framed, and surface-targeted/loss-framed).
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In Phase II, we tested the effectiveness of these four ads in
reaching and recruiting Latino smokers to a free
Spanish-language smoking cessation website. The primary
outcomes in Phase II were: (1) the absolute number of clicks
on an ad, (2) the click-through rate to the smoking cessation
website, (3) the number of ad responders who went on to register
on the cessation website (“registrants”), and (4) the cost per
registrant. We hypothesized there would be an interaction
between message framing and cultural targeting, such that the
deep-targeted/gain-framed ad would outperform all others on
all metrics. Based on Prospect Theory, we also hypothesized
that gain-framed messages would outperform loss-framed
messages on all metrics holding constant cultural targeting.
Finally, we hypothesized that deep-targeted ads would
outperform surface-targeted ads on all metrics holding constant
the message frame.

Methods

Phase I: Advertising Development and Pre-testing
A multicultural, multidisciplinary, and bilingual expert panel
with expertise in behavioral science, marketing, communication
technology, and advertising identified two dominant cultural
values to consider for cultural targeting of messages to Latino
smokers: familismo and fatalismo. Familismo is central to the
Latino health experience; family and close friends are often
consulted for general health issues before a medical professional,
and family is often a strong motivator of health behavior.
Fatalismo refers to the belief “si Dios quiere” (“what God
wants”) which often guides Latino perceptions about their
control over health and wellness. Our formative Phase I focused
on developing banner ad prototypes for each cultural value that
crossed message frame (gain vs loss) with level of cultural
targeting (surface vs deep) resulting in a total of eight

Spanish-language ads (see Figure 1). All ads were written in
Spanish, developed in Adobe Flash with animation and motion
by a professional creative developer, and included a call to
action (ie, “click here for more information”).

To examine preferences for ad characteristics, 200 American
Spanish-speaking smokers were recruited from two
Spanish-language websites: MSN Latino [53] and MySpace
Latino [54]. A study invitation banner ad transferred potential
participants to an online screening form where eligible
individuals (ie, current smokers, aged 18 or older, and
Hispanic/Latino ethnicity of any race) provided online consent
and completed a survey. Survey items included demographics,
smoking history, Internet use, general receptivity to online ads,
and the language subscale of the Short Acculturation Scale for
Hispanics (SASH) [55]. Next, each participant sequentially
viewed two of the eight ads. The two ads differed on cultural
value (familismo vs fatalismo), but were identical in message
frame and depth of cultural targeting (eg,
gain-framed/deep-targeted) for direct comparison of message
characteristics. Ad presentation was counterbalanced so that an
equal number of participants saw each of the 8 ads first.
Participants were asked to indicate their receptivity to the ads
using a 10-point Likert scale (1 = not at all, 10 = very much).
Participants also responded to 12 statements that addressed the
strength of cultural targeting (eg, this ad is for someone like
me), ad credibility (eg, this ad is believable), perceived efficacy
of the ad (eg, this ad has me thinking about quitting smoking),
and intention to respond (eg, I would click on this ad if I saw
it) using a 5-point Likert scale (1 = strongly disagree, 5 =
strongly agree). Finally, both ads were presented in tandem,
and participants were asked which one they liked the most and
why. An equal number of participants viewed each ad pair. The
survey was administered in Spanish.
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Figure 1. Gain-framed/deep-targeted ad for familismo.

Data Analysis
Descriptive statistics were used to examine the demographic,
smoking history, Internet use, online advertising receptivity,
acculturation measures, and ratings of individual ad
characteristics. Analysis of variance (ANOVA) procedures,

Chi-square tests (χ2), and t tests were used to evaluate
differences between the two ad types (familismo vs fatalismo).

Phase II: Evaluation of Online Banner Ad Effectiveness
Phase II examined the effectiveness of the four final ads (see
Multimedia Appendix) in promoting the free Spanish-language
version of BecomeAnEX (www.becomeanex.org) [56]. All ads
were tested in Spanish (the English language version of each
ad is shown in the Appendix for reference only). BecomeAnEX
is a free, branded smoking cessation website designed to engage
smokers through videos, interactive content, a personalized quit
plan, and an online community of current and former smokers.
Using a Latin square design (Table 1), the four ads
(deep-targeted/gain-framed, deep-targeted/loss-framed,
surface-targeted/gain-framed, and surface-targeted/loss-framed)
were systematically rotated across four Spanish-language
websites over four time periods of approximately one month
each between August and November 2009. This design
controlled for variability in ad performance associated with
website placement and time.

The four websites chosen for this study were MySpace Latino
[54], MSN Latino [53], MiGente [57], and Yahoo! en Español
[58]. Our media partner, PHD Media LLC, examined various
metrics of reach and performance [59] using data from comScore
[60]—a widely used Internet analytics company—to identify
sites with the best ability to reach our target audience of
American adult Latinos. We selected a mix of portals with vast

foreign-language segments and broad reach to Latino users as
well as social network sites that specifically targeted Latinos.
Banner ads ran on the home page and in various sections of
each site (eg, email, weather, news, women’s health, and men’s
health) to optimize their reach.

Banner ads were assigned a click tag that linked an individual’s
use of the BecomeAnEX website with the specific banner ad
that prompted the visit. Each time an individual visited a website
where one of the banner ads was placed, an impression (a unit
of analysis analogous to a page view) was recorded by a tracking
software program. If the user clicked on the banner ad, a
click-through was also recorded. Click-through rate is calculated
by dividing the total number of clicks by the total number of
impressions, expressed as a percentage. This is a standardized
metric that allows for comparison of ad performance across
websites and varying costs by essentially controlling for the
number of impressions [61]. All banner ads linked directly to
the Spanish BecomeAnEX home page. When a user arrived at
the BecomeAnEX website from a banner ad, a “home page
visit” was recorded and the click tag associated with the banner
ad was recorded along with standard website utilization metrics
(eg, whether the individual registered to become a member,
number of page views, and number of minutes online).
Advertising media contracts with the four websites were
designed to ensure a specific number of impressions of each
banner ad over each of the four time blocks. Advertising costs
by website for each time block are shown in Table 1. We also
report the cost per click for each ad—calculated as the total cost
divided by the number of clicks in a given ad campaign—to
enable comparison to other published studies. Cost per registrant
is calculated as the total cost divided by total number of
registrants in a given ad campaign.
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Table 1. Overview of Latin square design and overall banner ad performance by website placement and time.

Month 4Month 3Month 2Month 1MetricWebsite

Surface lossDeep gainDeep lossSurface gainAd typeMySpace Latino

$5100.00$5100.00$5100.00$5100.00Cost (US$)

1,520,4871,519,4371,520,0181,517,216Impressions

127810809881146Clicks

0.084%0.071%0.065%0.076%Click-through ratea

74419Registrants

$3.99$4.72$5.16$4.45Cost per clickb (US$)

$728.57$1275.00$1275.00$268.42
Cost per registrantc

(US$)

Deep gainDeep lossSurface gainSurface lossAd typeYahoo

$7972.60$7997.56$8016.52$8040.00Cost (US$)

1,328,7661,332,9261,336,2741,342,521Impressions

1741205223882737Clicks

0.131%0.154%0.179%0.204%Click-through rate

2334101109Registrants

$4.58$3.90$3.36$2.94Cost per click (US$)

$346.63$235.22$79.37$73.76Cost per registrant
(US$)

Deep lossSurface gainSurface lossDeep gainAd typeMSN Latino

$6771.21$6852.86$6791.74$6827.00Cost (US$)

1,489,5481,509,2461,490,0651,498,058Impressions

2185239622891776Clicks

0.147%0.159%0.154%0.119%Click-through rate

11747137Registrants

$3.10$2.86$2.97$3.84Cost per click (US$)

$615.56$92.61$95.66$184.51Cost per registrant
(US$)

Surface gainSurface lossDeep gainDeep lossAd typeMi Gente

$6250.00$6250.00$6250.00$6250.00Cost (US$)

1,781,4511,781,0702,116,1321,745,792Impressions

737703673653Clicks

0.041%0.039%0.032%0.037%Click-through rate

2310Registrants

$8.48$8.89$9.29$9.57Cost per click (US$)

$3125.00$2083.33$6250.00N/Ad
Cost per registrant
(US$)

a the number clicks divided by the number of impressions
b cost divided by the number of clicks in a given ad campaign (not an outcome metric in this study, but included in the table for comparison to other
published studies)
c cost divided by total number of registrants in a given ad campaign
d cost per registrant cannot be calculated since there were 0 registrants during this segment of the study
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Data Analysis
First, descriptive statistics were calculated for each of the four
outcome variables (ie, absolute number of clicks, click-through
rate, number of registrants, and cost per registrant) by website
placement, time, and ad type. Next, a series of regression models
explored the interaction of message framing and cultural
targeting, and the main effects of website placement, time,
message framing, and cultural targeting. Three of the outcome
variables are count data (eg, clicks and registrants) or are based
on count data (eg, click-through rate) and typically would be
analyzed using Poisson regression. However, since the variance
of these outcomes demonstrated over-dispersion, we determined
that Poisson regression models would not be a good fit. Instead,
we used negative binomial regression models to examine clicks,
registrants, and click-through rate, and general linear regression
models to examine cost per registrant. We evaluated the
presence of an interaction between message framing and cultural
targeting by including an interaction term in the model. For
those models without evidence of an interaction, we evaluated
separately the main effects of message framing and cultural
targeting for loss-framed versus gain-framed ads and
surface-targeted versus deep-targeted ads, respectively. All
statistical analyses were performed using SAS Version 9.2 for
Windows [62].

Results

Phase I: Prototype Development and Pre-testing
A total of 5,698,776 impressions to the Phase I recruitment
banner ad were generated from MSN Latino and MySpace
Latino between June 1-24, 2009. A total of 8231 individuals
clicked on the study invitation ad. Of those who reached the
survey site, approximately half (3712/7436, 49.92%) completed
eligibility screening and 25.51% (947/3712) met the eligibility
criteria. Of those eligible, 67.2% (636/947) provided informed
consent, and of those who consented, 32.1% (204/636)
completed the survey.

A total of 204 Latino current smokers completed the survey:
56.4% (115/204) were male, average age was 36.7 years (SD
11.7, range 18-70), 53.9% (110/204) were white, 3.4% (7/204)
black, 4.9% (10/204) American Indian/Alaskan native, 1.5%
(3/204) native Hawaiian/other Pacific Islander, 0.5% (1/204)
Asian, and 35.8% (73/204) choose the “other” category.
Participants used the “other” category to describe multiracial
background and country of origin. The mean score on the SASH
was 1.63 (SD 0.56, range 1.0-3.5) indicating a low level of
acculturation. Respondents reported smoking an average of 10.1
cigarettes per day (SD 9.7). Over half (56.9%, 116/204) reported
smoking every day (43%, 88/204 smoke some days). The
average number of smoking days per month was 22.9 (SD 9.7).
Approximately half (48.5%, 99/204) had their first cigarette >
60 minutes after waking suggesting a low level of nicotine
dependence, and 84.3% (172/204) expressed a desire to quit
smoking within the next 6 months. Respondents were largely
Internet-savvy and receptive to online advertising: 72.5%
(148/204) reported using the Internet several times a day and
about half (49.5%, 101/204) reported using the Internet for more
than 5 years. Two-thirds (66.2%, 135/204) of respondents

viewed Web advertising favorably (ie, like it “somewhat” or “a
lot”).

All eight ads were reviewed positively, with mean ratings of
“liking” ranging from 7.24 (SD 2.8) to 8.17 (SD 2.6). For the
12 items related to ad characteristics, there were no differences
between ratings of familismo versus fatalismo ads: all eight ads
were rated positively across all 12 dimensions both with regard
to mean score and proportion of positive responses. When
presented with both ads simultaneously, most of the participants
(55.9%, 114/204) preferred the familismo ad, and gave reasons
that related directly to its cultural relevance and the value of
familismo (eg, “Both talk about quitting smoking, but this one
tells me to think about my family;” “This ad definitely has a
more profound message and most of all talks about family—it
is more profound and I identify with it;” or “Because it speaks
of future consequences that could happen; both [ads] are
important but I believe the family one leaves more of a mark”).
Given these results, we selected the Latino cultural value of
familismo—illustrated by a young boy playing soccer with his
parents—to incorporate into the deep-targeted ads evaluated in
Phase II.

Phase II: Evaluation of Online Banner Ad Effectiveness
Across the Phase II study period (August 10 to November 29,
2009), a total of 24,829,007 impressions were placed across the
four websites for the four Spanish-language banner ads. There
were 24,822 clicks on the banner ads, yielding an overall
click-through rate of 0.10%. A total of 500 unique individuals
registered on BecomeAnEX, yielding a conversion rate of
2.77%. The cost of the online advertising efforts totaled US
$104,669.49, resulting in an overall cost per click of US $4.22
and an overall cost per registrant of US $209.34.

As shown in Table 2, website placement was a significant
predictor of clicks (point estimate = 0.51, 95% CI 0.46 0.56, P
< .001), click-through rate (point estimate = 0.45, 95% CI 0.41
0.48, P < .001), number of registrants (point estimate = 0.14,
95% CI 0.10 0.20, P < .001), and cost per registrant (P = 0.01).
The MiGente website yielded the lowest number of clicks (n =
2766), click-through rate (0.037%), and number of registrants
(n = 6), and highest cost per registrant (US $4166.67). Yahoo!
and MSN Latino were the two best performing websites, with
Yahoo! yielding a higher click-through rate (0.167% vs 0.144%;

χ2
1 = 9.8, P = .002) and higher number of registrants (267 vs

193; χ2
1 = 8.0, P = .005).

Our main hypothesis that there would be a significant interaction
between message framing and cultural targeting was not
supported by any of the four outcomes (all P values > .05).
Descriptive data for the message framing and cultural targeting
interaction are shown in Table 3. Our second hypothesis that
gain-framed ads would outperform loss-framed ads holding
constant level of cultural targeting was not supported for
absolute number of clicks, the number of registrants, or the cost
per registrant. There was a statistically significant difference in
click-through rate, with loss-framed ads yielding a higher
click-through rate than gain-framed ads (0.105% vs 0.095%,
point estimate = 1.08, 95% CI 1.03 1.14, P =.004). Our third
hypothesis was that deep-targeted ads would outperform
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surface-targeted ads holding message frame constant; however,
the results showed that for all outcomes, surface-targeted ads
performed better than deep-targeted ads. Surface-targeted ads
outperformed deep targeted ads on clicks (13,674 vs 11,148;
point estimate = 1.20, 95% CI 1.13 1.28, P < .001),

click-through rate (0.111% vs 0.089%; point estimate = 1.22,
95% CI 1.16 1.29, P < .001), registrants (386 vs 114; point
estimate = 2.73, 95% CI 2.14 3.48, P < .001), and cost per
registrant (US $135.75 vs US $458.49, P < .001).

Table 2. Banner advertising results by website placement.

P valueWebsiteMetric

MiGenteMySpace LatinoMSN LatinoYahoo! en Español

< .0012766449286468918Clicks

< .0010.037%0.074%0.144%0.167%Click-through rate

< .001634193267Registrants

.01$4166.67$600.00$141.15$119.95Cost per registrant
(US$)

Table 3. Banner advertising results by message framing and cultural targeting.

Level of cultural targetingMetricMessage Frame

TotalDeepSurface

12,88558787007ClicksLoss

0.105%0.097%0.114%Click-through rate

23949190Registrants

$218.83$533.04$137.80Cost per registrant (US$)

11,93752706667ClicksGain

0.095%0.082%0.109%Click-through rate

26165196Registrants

$200.65$402.30$133.77Cost per registrant (US$)

24,82211,14813,674ClicksTotals

0.100%0.089%0.111%Click-through Rate

500114386Registrants

$209.34$458.49$135.75Cost per registrant (US$)

Discussion

This is one of the first studies to examine the impact and costs
of online Spanish-language banner advertising to reach and
recruit Latino smokers to a Web-based cessation intervention.
Our strategy was specifically designed to test the efficacy of
various messaging elements and website placement to generate
online smoker response and engagement. Overall, the results
demonstrated that online advertising can effectively reach Latino
smokers: during the 4-month study period, 24,822 individuals
responded to banner advertising yielding a click-through rate
of 0.10%; of these, 500 registered on the BecomeAnEX
Spanish-language smoking cessation website.

The overall click-through rate in this study (0.10%) compares
favorably to industry averages [63] and other research studies.
Klausner et al [64] used online banner ads to promote a San
Francisco Department of Public Health website for syphilis with
an overall click-through rate in the 2-month study of 0.1% with
different ads yielding click-through rates of 0.05% to 0.14%.
Bull et al [65] evaluated the effectiveness of online banner ads

for recruitment to human immunodeficiency virus (HIV) and
sexually transmitted disease (STD) prevention research trials
and reported a click-through rate of 0.05%. A recent study
examining the effectiveness of online study recruitment via
Facebook advertising yielded a click-through rate of 0.05%
[66]. To some, these rates may raise questions about the
generalizability of banner advertising. However, it is important
to remember that of the tens of thousands of impressions placed
on any given website, only a small percentage of those who
view a banner ad may be members of the target audience or
meet eligibility criteria. Given the current and growing
magnitude of the Latino online audience, even reaching a small
percentage can translate into relatively large numbers of
smokers. This recruitment yield may, in fact, be comparable to
or even higher than a newspaper or radio advertisement that
yields several hundred responses when thousands of individuals
may have been exposed to the ad. The primary difference is that
the denominator can be determined with more certainty in online
advertising compared to traditional mass media [30].
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Results also indicate that online banner ads can be cost efficient,
particularly when compared to other traditional program
recruitment methods for racial/ethnic minority participants.
While there was significant variation in cost per registrant across
website placement and message effects, the most efficient and
cost-effective advertising approach (surface-targeted ads placed
on Yahoo! en Español) yielded 210 registrants in 2 months at
a cost of US $73-$79 per registrant. These results compare
favorably to other efforts to recruit minority participants using
traditional approaches (ie, proactive face-to-face methods or
reactive “offline” media-based methods) that reported lower
and/or slower recruitment yield at higher cost [67-69]. The
capacity of online advertising to reach and recruit 500 Latino
smokers to a cessation website during a 4-month period has
important implications for cessation-related eHealth research.
Registered users of cessation websites report high levels of
motivation to quit [13,24,70-74] and may represent the strongest
pool available to efficiently recruit Latino smokers into clinical
trials.

Contrary to the published literature and our hypotheses, results
indicated that surface targeting was a more effective approach
than deep targeting. However, these results should be considered
within the context of several study parameters. The use of family
imagery to reflect deep-level targeting and tobacco product
imagery to reflect surface-level targeting was intentional because
we were interested in examining two different types of imagery.
It is possible that surface-targeted ads may have yielded better
results because smokers are more likely to attend and respond
to images featuring tobacco products given their more obvious
relevance. Thus, we cannot conclude from this study that
deep-level targeting is not effective. Future research should
consider an additive approach in which deep cultural targeting
graphics include culturally relevant elements as well as tobacco
products/images to catch the attention of smokers.

Also contrary to our hypotheses, loss-framed messages yielded
a higher click-through rate than gain-framed messages. This
finding is intriguing, especially in light of the non-significant
results for the other outcome metrics for message framing. On
the one hand, it suggests that the behavior of clicking on an ad
is indeed sensitive to message frame whereas the more distal
behavior of registering on a cessation website is not. However,
a number of variables may explain why this may be true. For
example, previous advertising research has shown that
consumers’ level of involvement or interest with a product or
issue exerts a strong influence on the effect of message framing
[75]. Consumers with high involvement pay more attention to
the issue of losses, whereas consumers with low levels of
involvement with a product or issue pay more attention to gains
in messaging [76]. Thus, response variation across websites
may reflect varying levels of engagement whereby visitors who
are specifically looking to obtain general news information,
check email, or connect in an online social network were more
likely to attend to an ad with negatively framed content. Future
research will be important to examine factors such as consumer
involvement, ad placement, and message processing to better
understand how to engage smokers at the point of an initial
recruitment message.

Data from this study also suggest that social media websites
may not be as fruitful for online recruitment as more general
websites. Click-through rates from the MiGente and MySpace
websites were significantly lower than MSN Latino and Yahoo!
en Español. Bull and colleagues [77] also found
lower-than-average click-through rates for MiGente (0.06%).
These lower click-through rates may reflect differences in
engagement patterns on social networking sites as compared to
websites related to news and information, particularly for
Latinos. Social networking sites, which seek to maximize
interpersonal connections, may elicit high levels of engagement
and possibly lower the probability of attending to an
advertisement or of having a positive attitude toward online
advertising on the site. An exception to this hypothesis is
Facebook which has been an effective context for research
recruitment [66,78] perhaps due to its particular advertising
guidelines. Future research is needed to understand the
opportunities and challenges of using online social networks to
reach and recruit smokers to cessation interventions [79].

The results should be considered within the context of several
limitations. First, campaign costs reflect a variety of factors and
may be difficult to replicate. Specific information related to
costs and advertising yield is provided to enable comparisons.
Second, the extent to which our results are generalizable to other
websites is unclear. The similarity in results obtained for Yahoo!
en Español and MSN Latino lends support to the notion that
other portals may perform similarly, but this remains to be
tested. Relatedly, these findings are limited to Latinos using a
Spanish-language website. The effectiveness of online ads in
reaching English-preferring or bilingual Latinos should be
addressed in future research. Third, it is possible that repeat
visitors to any of the four websites where we placed banner ads
could have seen more than one study-related ad, and this repeat
exposure may have primed a subsequent click. Fourth, although
not specifically a limitation, it is important to note that each of
the four outcomes may be influenced by various factors,
including but not limited to the variables examined in this study
(ie, message framing and cultural targeting). For example,
click-through rate is largely determined by the content of an ad,
but it may also be a function of the degree to which users of
certain websites attend to advertising; the number of registrants
involves not only clicking on an ad but also then perusing a
website and deciding to provide personal information to register.
Lastly, the reach of this method is obviously limited to those
Latino smokers who are online. Alternative strategies are needed
to reach “offline” Latino smokers with cessation services.

Despite these limitations and considerations, this study has a
number of strengths. Evaluating the use of online advertising
to promote evidence-based online cessation treatment among
Spanish-speaking Latino smokers is unique within the field of
tobacco control. We assembled a multicultural,
multidisciplinary, and bilingual team with expertise that spans
behavioral science, marketing, communication technology, and
advertising to examine how to optimize our ability to reach and
recruit online Latino smokers to an evidence-based cessation
program. The Latin square quasi-experimental design was
extremely efficient in allowing us to control for two potentially
confounding factors: the volume of website traffic and time.
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We considered other research designs and approaches including
laboratory experiments to examine cognitive processing factors
such as message recall, message recognition, and psychological
variables that mediate or moderate response to ads. However,
message testing under highly controlled conditions at the
expense of external validity would not yield the kind of
information needed to successfully promote registration to a
Web-based cessation website that could be used to inform
recruitment of Latino smokers in subsequent cessation trials.
We encourage the use of quasi-experimental methods as
appropriate and hope that the results presented herein provide
a useful benchmark in future eHealth research. Our approach
may also help other public health researchers consider how to
use the Internet for disease prevention.

In summary, identifying the effectiveness of various advertising
parameters to promote an evidence-based online cessation
program among Spanish-speaking Latino smokers holds
potential for online program implementation and intervention
research. Although a large number of Latino smokers use the
Internet and are interested in using it for smoking cessation, the
participation rate of Latinos in Web-based cessation
interventions has been relatively low. Digital metrics such as
click-through rate and registration rate related to various online
message characteristics provide a deeper understanding of
factors related to actual attention and appeal of online programs,
particularly for specific subgroups [80]. Future research is
needed to build on the methods used in this preliminary
investigation to better understand how to increase consumer
demand for tobacco cessation services, especially among
racial/ethnic minorities [81].
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Abstract

Background: Geographically isolated Hispanic populations, such as those living in Puerto Rico, may face unique barriers to
health information access. However, little is known about health information access and health information-seeking behaviors
of this population.

Objective: To examine differences in health and cancer information seeking among survey respondents who ever used the
Internet and those who did not, and to explore sociodemographic and geographic trends.

Methods: Data for our analyses were from a special implementation of the Health Information National Trends Survey conducted
in Puerto Rico in 2009. We collected data through random digit dialing, computer-assisted telephone interviews (N = 639). The
sample was drawn from the eight geographic regions of the Puerto Rico Department of Health. To account for complex survey
design and perform weighted analyses to obtain population estimates, we analyzed the data using SUDAAN. Frequencies,
cross-tabulation with chi-square, and logistic regression analyses were conducted. Geographic information system maps were
developed to examine geographic distributions of Internet use and information seeking.

Results: Of 639 participants, 142 (weighted percentage 32.7%) indicated that they had ever gone online to access the Internet
or World Wide Web; this proportion was substantially lower than that of US mainland Hispanics who reported using the Internet
(49%). While 101 of 142 (weighted percentage 59.6%) respondents who used the Web had ever sought health information, only
118 of 497 (weighted percentage 20.0%) of those who did not use the Web had sought health information. The pattern was similar
for cancer information: 76 of 142 respondents (weighted percentage 47.2%) who used the Web had ever sought cancer information
compared with 105 of 497 (weighted percentage 18.8%) of those who had not used the Web. These results were slightly lower
but generally consistent with US mainland Hispanics’health (50.9%) and cancer (26.4%) information seeking. Results of separate
logistic regression models controlling for sociodemographic characteristics demonstrated that, compared with individuals who
did not seek health or cancer information, those who did were over 5 times as likely to have used the Internet (odds ratio 5.11, P
< .001). Those who sought cancer information were over twice as likely to have used the Internet (odds ratio 2.5, P < .05). The
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frequency of Internet use and health and cancer information seeking was higher in the San Juan metro region than in more rural
areas.

Conclusions: Our results contribute to the evidence base for health and cancer communication planning for Puerto Rico, and
suggest that health education and outreach efforts should explore the use of available and trusted methods of dissemination such
as radio and television, as well as community-based health care providers and organizations, to supplement and encourage use
of the Internet as a source of health information.

(J Med Internet Res 2012;14(4):e104)   doi:10.2196/jmir.2007
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Introduction

The Internet has become a valuable tool in supporting
consumers’ health information and health care needs [1-4] and
is used for health information seeking by millions of people
worldwide [3]. As access to the Internet has increased, and as
the availability of health information has expanded, online health
information seeking has increased [3]. National Healthy People
2020 objectives for health communication and health
information technology in the United States are directed toward
the overarching goal to “use health communication strategies
and health information technology to improve population health
outcomes and health care quality, and to achieve health equity”
[5]. The Healthy People 2020 objectives for health
communication and health information technology draw on an
expanding body of empirical evidence that documents an
association between greater access to health information through
the Internet and improved health knowledge, attitudes, and
behavior [5-9].

Despite the building of momentum and support for improving
access to health information, it remains to be seen whether the
benefits of online access will be equitably enjoyed by
consumers, particularly among traditionally underserved and
disadvantaged populations in the United States [3]. Previous
studies with national survey data have documented profound
subpopulation disparities in access to health information,
wherein persons with lower socioeconomic status or lower levels
of education appear to face greater barriers to obtaining health
information than those with higher socioeconomic status and
education [10-14].

Disparities in information access in the United States may be
particularly significant for Hispanic populations, who often face
additional barriers in terms of language, culture, and media use
[10-12,15,16]. Despite the proliferation of the Internet, mobile
technology, and wireless devices, research demonstrates the
persistence of a digital divide between Hispanic populations in
the mainland United States and other groups, wherein less than
one-third of Spanish-speaking Hispanics use the Internet,
compared with 71% in the non-Hispanic population [13].
Geographically isolated Hispanic populations, such as those
living in Puerto Rico, may face additional or unique barriers to
health information access [17]. However, little is known about
health information access and health information-seeking
behaviors of this population.

Health information seeking has been shown to increase
individuals’ involvement in health-related decision making and
improve their satisfaction with their health choices [10].
Information has been demonstrated to improve individuals’
coping abilities, reduce anxiety, alleviate mood disturbances,
and improve communication with family members [10]. In
Puerto Rico, cancer is the second-leading cause of death, and
significant disparities in cancer incidence, mortality, and survival
for several cancer types have been documented in this US
territory [18-24], some of which may be partly influenced by
health information access. For example, breast cancer mortality
rates for certain cancers vary by region and by socioeconomic
status in Puerto Rico. This disparity may be due to both lack of
information and lack of access to information about
state-of-the-art treatment options.

Puerto Rico is an island of approximately 3.7 million people
with approximately one-third of the population concentrated in
the San Juan metropolitan area and its adjacent municipalities
[25]. Over 44% of Puerto Ricans live in poverty; this is nearly
double the proportion of Puerto Rican-origin Hispanics living
in poverty in the United States (24%) [25].

Prior research has documented socioeconomic disparities across
the municipalities, including disparities in socioeconomic
indicators such as the proportion of residents living below the
poverty level and the proportion of residents with lower levels
of education [24]. Poverty rates range from approximately 35%
in affluent areas near San Juan to 77.8% in rural areas in the
geographical center of the island [26]. Specifically, greater
socioeconomic deprivation has been observed in the centrally
located municipalities of the island relative to the municipalities
in the capital city, San Juan, metropolitan area [24].Such
socioeconomic disparities have been shown to coincide with
cancer morbidity and mortality [24,27], as well as access to and
use of health information [10-14]. Previous research in Puerto
Rico has documented socioeconomic disparities in incidence
and mortality of selected cancers by an area-based
socioeconomic position index [24].

Identifying and addressing barriers to information access and
resultant knowledge gaps is critical to prevent and rectify the
existing excess burden of disease shouldered by vulnerable
populations [10,11]. Although recent data showed that the
Internet is the most frequently reported source of information
among adults in Puerto Rico [17], factors associated with
Internet use, and lack of use, have not been well documented
in this population. Thus, our investigation aimed to assess use
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of the Internet, health information seeking, and cancer
information seeking, and to explore differences in these
behaviors between respondents who use the Internet and those
who do not in a representative sample of adults in Puerto Rico.
Our analyses also explored geographic variability in Internet
use and health information seeking.

Methods

The US National Cancer Institute developed the Health
Information National Trends Survey (HINTS) as a surveillance
mechanism for tracking population trends in cancer-relevant
behavior, knowledge, and attitudes in the rapidly evolving health
communication and informatics environment to inform effective
health communication strategies across populations. In 2009,
the University of Puerto Rico’s Comprehensive Cancer Center
and the Department of Health in Puerto Rico–Puerto Rico
Behavioral Risk Factor Surveillance System (BRFSS), in a
collaborative effort supported by the National Cancer Institute,
implemented a fully translated Spanish version of HINTS using
existing BRFSS infrastructure in Puerto Rico [17]. The HINTS
2007 US mainland Spanish-language instrument, which
contained response options and directions in English, was
carefully reviewed, fully translated, and edited by the HINTS
Puerto Rico team to ensure appropriateness for the island
population. Greater details about the translation process have
been reported elsewhere [17].

Data for this study were collected from April 27 through June
28, 2009 through random digit dial, computer-assisted telephone
interview (N = 639). We used a stratified sampling frame to
represent the eight geographic regions of the Puerto Rico
Department of Health. Interviews were conducted primarily in
Spanish by experienced bilingual Puerto Rican interviewers.
The unweighted response rate for the screener and extended
interview was 76.3% (837/1097).

Measures

Sociodemographic Characteristics
Sociodemographic characteristics included the following: age
(18–34, 35–49, 50–64, or 65+ years); gender; education (less
than high school, high school graduate, some college or technical
school, or college graduate and beyond); employment status
(employed or not employed); annual household income (<US
$15,000, $15,000–24,999, $25,000–34,999, or $35,000+); and
marital status (married or living as married, or not married).

Access to Health Care and Health Status
To assess access to health care, respondents were asked if they
had a regular source of health care and whether they had any
kind of health insurance coverage. Respondents were also asked

to rate their own health status on a scale ranging from poor to
excellent.

Use of the Internet
Use of the Internet was assessed with the question “Do you ever
go online to access the Internet or World Wide Web, or to send
and receive email?” Responses were coded as yes or no.

Information Seeking
Respondents were asked the following questions about general
health and cancer-specific information seeking: “Have you ever
looked for information about health or medical topics from any
source?” and “Have you ever looked for cancer information
from any source?”

Geographic Location
Geographic information was obtained through the sampling
process and each respondent was placed into one of eight
geographic regions in Puerto Rico: (1) Aguadilla, (2) Arecibo,
(3) Bayamon, (4) Metro, (5) Fajardo, (6) Caguas, (7) Ponce,
and (8) Mayaguez (see Figure 1).

Data Analysis
To account for the complex sampling design and to calculate
accurate standard errors, we used SUDAAN version 9.0.1 [28]
for our analyses. All data were weighted according to key
sociodemographic estimates from the US Current Population
Survey to be representative of the population in Puerto Rico
[29]. Frequencies were calculated for all measures.
Cross-tabulation tables with chi-square tests of significance
were conducted to identify significant bivariate associations of
Internet use with information-seeking behaviors,
sociodemographic characteristics, and health care access. Two
multivariable logistic regression analyses were conducted
including variables that were significantly associated with
Internet use in the bivariate analyses to test for significant
independent associations of health and cancer information
seeking with Internet use while controlling for sociodemographic
variables. Income was not included in the multivariable models
because only 61.0% (390 of the total sample of 639) reported
their income; inclusion of the income variable would have
substantially reduced the sample size for the models.

We generated geographic information system maps to examine
the geographic distribution of use of the Internet, cancer
information seeking, and health information seeking on the
island using a spline method of interpolation [30]. This
interpolation method estimates values using a mathematical
function that minimizes overall surface curvature, resulting in
a smooth surface that passes exactly through the input points.
We selected the spline method of interpolation to ensure stability
and precision of calculations with the large sample size.

J Med Internet Res 2012 | vol. 14 | iss. 4 |e104 | p.176http://www.jmir.org/2012/4/e104/
(page number not for citation purposes)

Finney Rutten et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Figure 1. Geographic distribution of Internet use and health and cancer information seeking.

Results

Sociodemographic Characteristics
Table 1 summarizes weighted percentages and sample
frequencies for sociodemographic characteristics and health
care access for the total sample and by self-reported use of the
Internet. Estimates summarized herein are weighed to be
representative of the adult population in Puerto Rico; thus, direct
calculation of percentages from the sample frequencies given
does not equal the values given. Of 639 respondents, 450
(weighted percentage 53.7%) were female and 443 (weighted
percentage 40.2%) were aged 50 years or over. Of the 600
respondents who reported their education, 430 (weighted
percentage 76.0%) had at least a high school education. Only
390 of the total sample of 639 respondents reported their income
level; of those 390 respondents, 117 (weighted percentage

35.9%) reported annual incomes of $25,000 or greater. Of 598
respondents reporting on their employment, 165 (weighted
percentage 40.8%) were employed. Of 603 respondents, 310
(weighted percentage 48.5%) were married.

Access to Health Care and Health Status
Of 636 respondents, 604 ( weighted percentage 92.1%) reported
that they had health care coverage (either private or
government-based coverage), and 507 of 637 respondents
(weighted percentage 74.1%) reported having a regular source
of health care. Of 604 respondents, 166 (weighted percentage
34.8%) rated their health as excellent or very good.

Use of the Internet
Only 142 of 639 respondents (weighted percentage 32.7%)
indicated that they ever went online to access the Internet. We
observed several significant differences in the demographic

J Med Internet Res 2012 | vol. 14 | iss. 4 |e104 | p.177http://www.jmir.org/2012/4/e104/
(page number not for citation purposes)

Finney Rutten et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


profile of Internet users versus nonusers (Table 1). Generally,
Internet users tended to be younger, to be more highly educated,
to be employed, and to have higher annual incomes than
non-Internet users. While fewer Internet users than nonusers
reported having a regular health care provider, differences in
health insurance status or perceived health were not statistically
significant.

Information Seeking
Table 1 also summarizes weighted frequencies for health and
cancer information seeking for the total sample and by Internet
use. Of 639 respondents, 219 (weighted percentage 32.9%)
reported that they had ever looked for information about health
or medical topics and 101 (weighted percentage 28.1%) reported
that they had ever looked for information about cancer. Internet
users engaged in health information seeking and cancer
information seeking with over twice the frequency of
non-Internet users. Among 142 Internet users, 101 (weighted
percentage 59.6%) reported that they had ever looked for
information on health or medical topics compared with 118 of
497 nonusers (weighted percentage 20.0%). The pattern was
similar for cancer information seeking, wherein 76 of 142
Internet users (weighted percentage 47.2%) reported that they
had ever looked for cancer information compared with 105 of
497 non-Internet users (weighted percentage 18.8%).

Table 2 summarizes results of two multivariable logistic
regression models to test for significant associations of health
and cancer information seeking with Internet access controlling
for other variables that were significantly associated with
Internet use in bivariate analyses (excluding income). Model 1
examined the association of having ever sought health or
medical information with use of the Internet, controlling for
age, education, employment, and regular source of health care.
Model 2 examined the association of having ever sought cancer
information with use of the Internet, controlling for age,
education, employment, and regular source of health care. In
both models, the same factors emerged as significant:
information seeking, age, and education were independently
and significantly associated with Internet use. The odds of using
the Internet were over 5 times as likely (odds ratio 5.11, P <
.001) among respondents who sought health information and
2.5 times as likely (odds ratio 2.5, P < .05) among respondents
who sought cancer information. Age and education level were
also independently and significantly associated with Internet
use in both models, with Internet users being younger and more
educated. The odds of using the Internet significantly decreased
with each increase in specified age group and significantly
increased with each increase in specified education level. These
trends were confirmed in an analysis of the independent variable
effects for both age and education, such that each of the age and
education categories differed significantly from their respective
referent categories in a linear fashion.
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Table 1. Weighted estimates and sample frequencies for sociodemographic characteristics, health care access, and health information-seeking patterns
of respondents who reported using the Internet and those who did not.

P valuea“Do you ever go online to access the Internet or World
Wide Web…?”

Total

(n = 639)

Characteristic

No (67.3%)

(n = 497)

Yes (32.7%)

(n = 142)

%%%

n = 497n = 142n = 639Sex

.4455.350.353.7Female

44.749.746.3Male

n = 497n = 142n = 639Age range (years)

<.000119.956.731.918–34

26.231.627.935–49

27.68.921.450–64

26.42.918.765+

n = 464n = 136n = 600Educational level

<.000135.41.124.0Less than high school

31.620.027.8High school graduate

20.942.227.9Some college

12.236.720.3College graduate

n = 463n = 135n = 598Employment status

.0135.252.140.8Employed

64.847.959.2Not employed

n = 296n = 94n = 390Income ($US)

<.000146.318.536.9<15,000

29.323.227.215,000–24,999

13.416.314.425,000–34,000

11.142.021.535,000+

n = 467n = 136n = 603Marital status

.0752.939.548.5Married/living as married

47.160.551.5Not married

n = 495n = 142n = 637Regular health care provider

.04778.066.074.1Yes

22.034.025.9No

n = 494n = 142n = 636Health insurance coverage

.10494.287.792.1Yes

5.812.38.9No

n = 468n = 136n = 604Health status

.05429.046.634.8Excellent or very good

33.027.031.0Good

38.026.534.2Fair or poor

n = 497n = 142n = 639Looked for health information

<.00120.059.632.9Yes

80.140.467.1No

n = 497n = 142n = 639Looked for cancer information
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P valuea“Do you ever go online to access the Internet or World
Wide Web…?”

Total

(n = 639)

Characteristic

No (67.3%)

(n = 497)

Yes (32.7%)

(n = 142)

%%%

.000118.847.228.1Yes

81.252.871.9No

a P values associated with chi-square tests of independence for sociodemographic, health care access, and information-seeking variables by Internet
use.

Figure 2. Geographic distribution of poverty and education in Puerto Rico. Data set: 2005-2009 Puerto Rico Community Survey 5-year estimates
(public-use microdata).
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Table 2. Multivariable logistic models of independent associations with Internet use.

95% CIaOdds ratioModel

(n = 595), overall model F 9 = 12.3, P < .00011

Looked for health information

1.001.00No

2.18–11.985.11Yes

Age range (years)

1.001.0018–34

0.13–0.700.3135–49

0.02–0.180.0750–64

0.01–0.160.0565+

Educational level

1.001.00High school or less

1.18–17.524.55Some college

2.66–22.837.79College graduate or more

Employment status

1.001.00Employed

0.44–1.960.93Not employed

Regular health care provider

1.001.00No

0.30–1.910.76Yes

(n = 595), overall model F 9 = 15.4, P < .0012

Looked for cancer information

1.001.00No

1.02–6.162.51Yes

Age range (years)

1.001.0018–34

0.13–0.700.3035–49

0.03–0.220.8050–64

0.02–0.190.0665+

Educational level

1.001.00High school or less

1.22–16.924.55Some college

3.35–28.159.72College graduate or more

Employment status

1.001.00Employed

0.46–1.910.94Not employed

Regular health care provider

1.001.00No

0.30–1.800.74Yes

a 95% Confidence intervals (CIs) not containing 1 were considered statistically significant.

J Med Internet Res 2012 | vol. 14 | iss. 4 |e104 | p.181http://www.jmir.org/2012/4/e104/
(page number not for citation purposes)

Finney Rutten et alJOURNAL OF MEDICAL INTERNET RESEARCH

XSL•FO
RenderX

http://www.w3.org/Style/XSL
http://www.renderx.com/


Geographic Location
Figure 1 shows the geographic distributions of Internet use, and
health and cancer information seeking. Geographic variability
in Internet use and information seeking was observed, with
relatively more frequent Internet use in the Fajardo and Metro
regions than in other regions. The frequency of Internet use was
lowest in the Mayaguez region. Health information seeking
occurred most frequently in the Bayamon, Caguas, and Fajardo
regions. The frequency of health information seeking was lowest
in the Ponce and Metro regions. Cancer information seeking
was most frequent in the Bayamon, Fajardo, and Metro regions,
and least frequent in Mayaguez.

To place the observed geographic trends in Internet penetration
into a context informed by related sociodemographic variables,
we explored known geographic trends in key indicators of
socioeconomic status: poverty and education. Figure 2
summarizes data from the American Community Survey
(2005–2009) for poverty and education rates in Puerto Rico
[29]. The highest levels of poverty and lowest levels of
education were observed in Aguadilla, Arecibo, Ponce, and
Mayaguez.

Discussion

Only one-third of the population in Puerto Rico reported going
online to access the Internet or World Wide Web in 2009. This
finding is consistent with 2011 Internet penetration rates for
Puerto Rico (37.3%) obtained through market research [31] and
prior HINTS analysis documenting low use of the Internet
among US Spanish-speaking Hispanics [1]. This percentage is
considerably lower than the comparable estimate of 68.4% from
HINTS 2008 data for the general population of the US mainland
and 49% for Hispanics living in the US mainland [17,24] and
well below the Healthy People 2020 goal of 75% [5]. Consistent
with previous research, Internet users in Puerto Rico tended to
be younger and more highly educated, to be employed, and to
have higher annual incomes than non-Internet users [14,31].

Prior research analyzing HINTS data from Puerto Rico revealed
that the population seems to be split in its degree of trust in the
Internet as a source of health information [17]. About a quarter
of the population in Puerto Rico indicated “a lot” of trust in the
Internet as a source of health information, while a similar
proportion indicated that they did not trust the Internet “at all”
as a source of health information and the remaining half
indicated “somewhat” or “a little” trust in the Internet. This
distribution of responses to trust in the Internet is distinct from
the distribution of responses to trust in other sources of mediated
health information such as television and radio. While the
percentage of the population indicating a lot of trust in the
Internet is similar to that for television and radio (and several
other sources), population trust in the Internet seems much more
divided, with a much greater proportion of the population
indicating not trusting the Internet at all than the percentage
who indicated not trusting other sources of information. This
finding speaks to the need to employ a range of outreach and
educational mechanisms that emphasize use of traditional media
and interpersonal sources of health information.

Health and cancer information seeking varied significantly
between those islanders who accessed the Internet and those
who did not. Persons who had sought health information and
those who had sought cancer information had 5 times the odds
and 2.5 times the odds, respectively, of using the Internet. These
findings point to a potential digital divide and are consistent
with previous research indicating that Hispanic populations are
less likely to be health information seekers [1,4,17]. Although
prior research has demonstrated that the most frequently
identified source of health information in Puerto Rico is the
Internet [17], overall Internet penetration on the island is fairly
low, and a significant segment of the population does not trust
the Internet as a source of health information [17], thereby
limiting access to the growing body of online health and cancer
information.

Patterns of information-seeking behavior by sociodemographic
characteristics observed in this study are also consistent with
those of prior research showing associations of cancer and health
information seeking with educational attainment and age
[4,17,32]. Overall, approximately one-third of the population
in Puerto Rico had ever looked for information about health or
cancer topics from any source; these findings are similar to
those observed in the HINTS 2008 continental US Hispanic
population (health, 50.9%; cancer, 26.4%) [17,33]. Moreover,
cancer and health information-seeking behavior varied
significantly between those who accessed the Internet and those
who did not.

Geographic variability in Internet use and health and cancer
information seeking was considerable on the island. Internet
use was more frequent in the San Jaun metropolitan area
(Fajardo and Metro regions) than on the rest of the island, where
frequency of Internet use was substantially lower. Health
information seeking occurred most frequently in the regions
surrounding the San Juan metro area (Bayamon, Caguas, and
Fajardo); curiously, health information seeking was somewhat
lower in the Metro region proper. Cancer information seeking
was most frequent in San Juan metro area (Bayamon, Fajardo,
and Metro regions) relative to the more rural areas of the island.
When comparing our results with demographic data from the
Current Population Survey, we observed a pattern of a higher
prevalence of Internet use in regions with a greater proportion
of persons with higher educational attainment and a lower
proportion of persons living below the poverty level. This
pattern is consistent with the greater likelihood of Internet use
observed in our models among persons with higher education.

The geographic patterns of Internet use and information seeking
are consistent with prior research in Puerto Rico demonstrating
socioeconomic disparities in incidence and mortality of selected
cancers by an area-based socioeconomic position index [24].
Specifically, socioeconomic deprivation is greater in the
centrally located municipalities of the island than in the
municipalities in the San Juan metropolitan area [24]. It has
been proposed that populations residing in the central
mountainous regions of Puerto Rico face greater obstacles to
health care, including economic, environmental, cultural, and
social barriers [24]. Such barriers are likely shared in common
with barriers to the Internet and health information.
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Recognition of the geographic pattern of Internet access provides
an excellent resource for cancer information communication
planning on the island and can guide efforts to expand existing
infrastructure to rural areas or promote adoption of mobile
technologies to support health information seeking. Furthermore,
these data can inform efforts to tailor information sources,
including print, traditional, and new media, to varying
geographic regions. The data also support the continued use of
traditional and trusted sources of health information such as
interpersonal communication between patient and doctor, and
utilization of trusted and trained community health workers.
These interpersonal communication strategies must be leveraged
to ensure that those who are offline are connected to health
information. They can also be used to point consumers to
reliable and credible sources of online health information.

The following limitations are worth noting. The survey design
for HINTS Puerto Rico is cross-sectional; therefore, definitive
conclusions about causal associations are not appropriate. In
this respect, it is important to note that the direction and nature
of the association between Internet access and health information
seeking cannot be determined from these data. Limitations are
also inherent in the use of random digit dial telephone methods
and self-report measures. Additionally, this study was a one-time
snapshot of Internet usage during a time of rapid change in cell
phone usage and advances in mobile technology. Over a third
of the sample did not report their income; therefore, we excluded
the income variable from the multivariable model, preventing
us from examining the independent association of income with
Internet use and information seeking. With current trends in
penetration of cell phones with Internet access, the level of
Internet usage has increased in Puerto Rico since the time of
the study. Survey data collected in 2011 indicate that 44% of
respondents who have a cell phone use it to surf the Web [34].
This number is double that of 2009, pointing to a rapid increase
in use of mobile devices for Internet access [34]. Despite these

limitations, the data were derived from a stratified representative
sample from the eight geographic regions of the Puerto Rico
Department of Health, providing an adequate sample size to
enable “state”-level analyses. Furthermore, the response rates
for this survey were quite high, lending further confidence to
the generalizability of the findings.

Understanding health information-seeking behavior in
relationship to use of the Internet is timely and important, given
the rapid increase in the amount of information available online
and the increasing influence of online health information seeking
on health behaviors, health processes, and health outcomes
[1,4,7,32,35]. Much of the content available online is published
in English. Increasing Spanish-language content available online
would remove a key barrier to access and likely increase use
among Spanish-speaking populations. Allocation of resources
to enable access to online information has considerable potential
to reach a broad audience of consumers. Efforts to increase
access to the Internet through expanding the urban infrastructure
to rural regions and through use of mobile devices and
applications are encouraged. In Puerto Rico, observation of
distinct regions with low Internet penetration and information
seeking (eg, Mayaguez) could help to inform both infrastructure
(eg, broadband penetration in rural areas) and educational efforts
to ensure that health information is made more available via
traditional modalities. In addition to long-term planning around
communication and health care infrastructure, health education
and outreach efforts should consider using available and trusted
[17] methods of dissemination such as radio and television, as
well as community-based health care providers and
organizations. Our analyses provide important insights into
Internet use and health information-seeking behaviors and
experiences of the population in Puerto Rico and contribute to
the evidence base for health and cancer communication planning
for the island.
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Abstract

Background: The use of personal computers (PCs) and the Internet to provide health care information and interventions has
increased substantially over the past decade. Yet the effectiveness of such an approach is highly dependent upon whether the
target population has both access and the skill set required to use this technology. This is particularly relevant in the delivery of
hearing health care because most people with hearing loss are over 50 years (average age for initial hearing aid fitting is 74 years).
Although PC skill and Internet use by demographic factors have been examined previously, data do not currently exist that
examine the effects of hearing difficulties on PC skill or Internet use in older adults.

Objective: To explore the effect that hearing difficulty has on PC skill and Internet use in an opportunistic sample of adults
aged 50-74 years.

Methods: Postal questionnaires about hearing difficulty, PC skill, and Internet use (n=3629) were distributed to adults aged
50-74 years through three family physician practices in Nottingham, United Kingdom. A subsample of 84 respondents completed
a second detailed questionnaire on confidence in using a keyboard, mouse, and track pad. Summed scores were termed the “PC
confidence index.” The PC confidence index was used to verify the PC skill categories in the postal questionnaire (ie, never used
a computer, beginner, and competent).

Results: The postal questionnaire response rate was 36.78% (1298/3529) and 95.15% (1235/1298) of these contained complete
information. There was a significant between-category difference for PC skill by PC confidence index (P<.001), thus verifying
the three-category PC skill scale. PC and Internet use was greater in the younger respondents (50-62 years) than in the older
respondents (63-74 years). The younger group’s PC and Internet use was 81.0% and 60.9%, respectively; the older group’s PC
and Internet use was 54.0% and 29.8%, respectively. Those with slight hearing difficulties in the older group had significantly
greater odds of PC use compared to those with no hearing difficulties (odds ratio [OR]=1.57, 95% confidence interval [CI]
1.06-2.30, P=.02). Those with moderate+ hearing difficulties had lower odds of PC use compared with those with no hearing
difficulties, both overall (OR=0.58, 95% CI 0.39-0.87, P=.008) and in the younger group (OR=0.49, 95% CI 0.26-0.86, P=.008).
Similar results were demonstrated for Internet use by age group (older: OR=1.57, 95% CI 0.99-2.47, P=.05; younger: OR=0.32,
95% CI 0.16-0.62, P=.001).

Conclusions: Hearing health care is of particular relevance to older adults because of the prevalence of age-related hearing loss.
Our data show that older adults experiencing slight hearing difficulty have increased odds of greater PC skill and Internet use
than those reporting no difficulty. These findings suggest that PC and Internet delivery of hearing screening, information, and
intervention is feasible for people between 50-74 years who have hearing loss, but who would not typically present to an audiologist.
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Introduction

The use of personal computers (PCs) and the Internet to provide
health care and health-related information to patients and the
public has increased substantially over the last decade [1,2], to
the point where the Internet is now a major source of health
information [2]. Hearing health is no exception. Current
examples of PC and Internet delivery of hearing health care
include hearing screening [3-5], auditory training [6], counseling
[7], education [8], and information delivery [9,10]. A review
of eHealth in audiology suggests that published evidence
assessing online hearing health care finds these applications to
be both reliable and effective [11].

Sensorineural hearing loss (SNHL) is highly associated with
age, sex, and socioeconomic status (SES) [12]. Hearing loss
affects approximately 1 in 4 people (27%) between 55-74 years,
it increases in severity with age, is worse in males than females,
and is more prevalent in those with lower SES [13]. This is a
growing problem in our aging society, with the number of people
with SNHL set to increase even further in the future [12,14].
The main clinical management intervention for people with
hearing loss is hearing aids, but most adults aged 55-74 years
(80%) do not use them [12]. The reasons for this are broad and
varied, including inadequate access to audiology services
because of low referral rates by family practice physicians or
general practitioners (GPs), a perception that poor hearing is
not that bad, acceptance of hearing loss as a normal consequence
of aging, a lack of awareness of hearing loss and what to do
about it, and simply not wanting to address the issue [12]. The
average age of a first-time hearing aid user is 74 years, yet these
adults may have suffered with significant hearing loss for an
average of 10 years before receiving hearing aids [12]. A major
advantage of delivering hearing health care through the Internet
is the potential to increase accessibility to large numbers of
people with hearing loss, many of whom do not, or cannot,
access current hearing health care sources.

Hearing aids are not the only form of intervention available for
hearing loss. Computerized auditory training, such as Listening
and Communication Enhancement (LACE) [15], which can
change a person’s ability to process sounds and can improve
auditory performance on a trained task [16], is an example of
an alternative intervention strategy that may help alleviate
hearing difficulties [17,18] and is ideally suited for Internet
delivery [6]. Other types of online hearing-related interventions
include Internet discussion groups, counseling, and information
provision. These interventions have demonstrated effectiveness
in improving self-reported hearing abilities and satisfaction with
amplification in experienced hearing aid users (mean age 63.5
years) [8], and in reinforcing positive adjustment behaviors in
new hearing aid users (mean age 68 years) [7]. Yet online
hearing information and hearing health care can only be effective
if they are accessible and usable by the target population. The
earlier an adult with SNHL begins a program of rehabilitation,

the greater chance their hearing disability will be reduced and
their quality of life improved [19]. Currently, there are no
guidelines for the screening of age-related hearing loss for adults
despite the success of newborn and school-based hearing
screening programs that have been highly effective in identifying
children who are deaf or hearing impaired [20,21]. Online
hearing screening for adults (eg, the UK Action on Hearing
Loss hearing screen [3] and the Dutch functional
hearing-screening test [5]) at the onset of hearing difficulties
(typically around 50 years of age) may offer a cost-effective
strategy to promote early diagnosis of progressive SNHL and,
in turn, may lead to earlier intervention and better quality of
life [22].

Severity of age-related SNHL increases with age, thus the
hearing health care requirements of adults are likely to change
as they get older. Davis et al [12] showed that approximately
5% of 55-64 year olds experience a significant hearing
impairment of ≥35 decibels (dB) in both ears. This increases
for those between 65-69 years and between 70-74 years, with
the prevalence of a significant hearing loss of ≥35dB hearing
level (HL) rising to 15% and 20%, respectively. Adults over
the age of 65 years with hearing loss are statistically more likely
to benefit from amplification than those younger than 65 years
[12]. As such, hearing aid intervention and support related to
hearing aids are likely to be appropriate forms of hearing health
care for adults in their mid-60s and 70s. However, 1 in 3 adults
between 55-64 years experiences hearing losses between
20-34dB [23]. Although classed as “mild” impairment, this can
still lead to reduced social interaction, participation, and quality
of life [12]. Consequently, it is likely that adults in their 50s
and early 60s would benefit from hearing screening and advice
regarding hearing loss designed to address the onset of
age-related hearing difficulties.

Recent evidence suggests that the Internet may provide a means
to facilitate communication in people with hearing loss because
it removes the auditory barrier [24] and appeals to those with
text-based communication preferences [25]. Nevertheless,
research focusing on the association between Internet use and
hearing impairment has been confined to an adolescent
population to date [24]. It is unknown whether these findings
are applicable to the majority of people with age-related hearing
loss, especially those who are over the age of 50 years and have
mild to moderate losses. Although there is some evidence that
PC and Internet use is affected by age, SES, and sex [26,27],
there is no published evidence examining whether PC and
Internet use are affected by hearing difficulty in older adults.
As hearing loss is also associated with age, sex, and SES, it is
important to examine the combined effects of all four factors
on levels of PC skill and Internet use. This will enable any
effects of hearing difficulties to be identified while controlling
for any confounding demographic factors.

The primary aim of the present study was to explore the
relationships among hearing difficulties and both PC skill and
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Internet use in an older adult population after accounting for
the confounding demographic factors of age, SES, and sex.
Should hearing difficulties be related to levels of PC skill and
Internet use, it is hypothesized that individuals with hearing
difficulty will have greater PC skill and Internet use than those
reporting no difficulty. Furthermore, those effects may be greater
as the degree of hearing difficulty increases.

Level of PC skill was defined in this study by using a
three-category scale (ie, never used a computer, beginner, or
competent). The category “never used a computer” is clear.
However, the distinction between the “beginner” and the
“competent” PC user categories is less well defined. As degree
of computer use has been demonstrated to affect computer
attitude measures including confidence with computers [28,29],
a secondary aim was to verify this three-category PC skill scale
by examining user confidence with PCs.

Methods

Postal Questionnaire
The primary measure was a 16-item postal questionnaire
(Appendix 1) designed as a recruitment tool for a study assessing
the benefits of auditory training for adults aged between 50-74
with hearing loss. The questionnaire included five items on
hearing difficulties that were used in a hearing screening
questionnaire by Davis and colleagues [12]. Previous research
using these hearing screening questions found that reports of
slight difficulty were associated with hearing losses <35dBHL
at 3kHz, whereas reports of moderate difficulty or greater were
predictive of hearing loss ≥35dBHL at 3kHz, with sensitivity
of 78% [12]. The postal questionnaire also requested details
regarding respondents’PC skill level, Internet use, demographic
information, and permission to contact for further research. No
details regarding the auditory training study were included in
the postal questionnaire, thus eliminating any potential for the
auditory training study to influence questionnaire response rates.
Instead, those respondents who agreed to be contacted for further
research were later contacted to inform them about the study.

Three family practice physician offices in Nottingham, United
Kingdom, participated in study recruitment. Postal
questionnaires were sent to a total of 3529 patients on the family
practice patient registers aged between 50-74, together with an
invite letter from the family practice physician (GP in the United
Kingdom) and the lead researcher (MAF). Patients were invited
to complete and return the questionnaire in an enclosed
reply-paid envelope. Non-respondents were not followed up;
non-response was assumed to indicate a desire not to participate
in the survey.

Participants
The response rate to the postal questionnaire was 36.77%
(1298/3529), which is comparable with response rates for a
recent national postal survey of family practice patients [30].
A total of 63 questionnaires were excluded from the analysis:
18 because the respondents did not complete the PC or Internet
questions and 45 because the respondents fell outside of the
target age bracket (50-74 years). Data from 1235 respondents
were used in further analyses.

Respondents’ ages ranged from 50-74 years with a mean of
62.2 years (SD6.6 years). There were more female respondents
(54.49%, 673/1235) than male (45.26%, 559/1235), but 3/1235
(0.25%) of respondents failed to report their sex. SES was
determined by using the Index of Multiple Deprivation (IMD)
score based on respondents’postal codes. The IMD is a measure
of deprivation by area, with higher IMD scores equating to
lower SES, or greater deprivation. In our sample, IMD scores
ranged between 3.65 and 78.37 with a mean of 27.87 (SD17.10).
Nationally, IMD scores range between 0.99 and 84.22 [31].

PC Confidence Questionnaire
PC skill was rated in the postal questionnaire on a three-category
scale (ie, never used a computer, beginner, or competent). We
aimed to verify this PC skill scale by examining whether
individuals’ confidence in using a PC differed significantly
among these three categories of PC skill.

A second 11-item PC confidence questionnaire (Appendix 2)
was developed to obtain more detailed information regarding
respondents’ PC use and was administered to a subsample of
the postal questionnaire respondents (n=85) who were invited
to take part in the auditory training study. Participants completed
the questionnaires in the waiting room. The questionnaire
comprised of closed-set questions to assess overall confidence
using a PC and confidence in using a keyboard, a mouse, and
a laptop track pad. Ratings ranged from 0-3: 0 is not confident
at all; 1 is I usually need help; 2 is it takes me a while but I can
manage; and 3 is confident. Ratings for the four confidence
items were summed to form a PC confidence index that ranged
from 0-12 points. These data were used to address our secondary
aim, which was to verify the three-category PC skill scale used
in the primary postal questionnaire. One respondent did not
complete the PC confidence questions; therefore, data from 84
respondents were included in subsequent analyses.

Participants
Respondents ranged from 50-74 years with a mean age of 63.8
years (SD6.4). A total of 52/84 (62%) respondents were male
and 32/84 (38%) were female. IMD scores ranged from
3.84-67.73 with a mean of 25.14 (SD17.45).

Statistical Analyses
For all analyses, alpha<.05 was considered statistically
significant. Initial correlations using Spearman rank correlation
(ρ) were conducted to identify associations among PC skill,
Internet use, better-ear hearing difficulty (BEHD), and
demographic factors.

Main analyses assessed levels of PC skill and Internet use by
reported hearing difficulty. Associated factors of age, SES, and
sex were included within these analyses. Initially, univariate
explorations were used to assess the individual relationship
between each factor and PC skill and Internet use. All factors
were then pooled within multivariate regression analyses to
control for any confounding effects between factors. Through
a backward elimination process, factors that were considered
to be statistically significant (Wald z-statistic; P<.05) were
retained within the multivariate logistic regression analyses,
and the Akaike information criterion (AIC) was then used to
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assess relative goodness-of-fit to determine an optimized model.
Finally, respondents were divided by median age to investigate
the relationship among hearing difficulties and levels of PC
skill and Internet use in the “younger” (50-62 years) and the
“older” (63-74 years) portions of the sample.

Secondary analyses assessed the three PC skill levels by using
respondents’ PC confidence indexes from the subset of
respondents who completed the PC confidence questionnaire
(n=84). The PC confidence index for each respondent was
compared to their selected PC skill category. Analysis of
variance (ANOVA) was used to assess any significant
differences between categories. These analyses sought to
identify whether self-selected PC skill categories were an
accurate reflection of the respondents’ confidence in using a
PC.

Results

Verification of Self-reported PC Skill Categories
Although verification of the self-reported PC skill categories
was a secondary aim, the results for the PC confidence
questionnaire respondents (n=84) are presented first because
they form the basis of the main analyses to follow.

Mean PC confidence scores by reported PC skill categories are
shown in Table 1. A 1-way ANOVA revealed a highly
significant between-category difference (F2,81=69.78; P<.001).
Respondents who classed themselves as competent PC users
scored highest on the PC confidence index, followed by
beginners, and then those who had never used a computer
(Figure 1). This suggests that respondents were selecting their
PC skill levels appropriately based upon their confidence in
using a PC and it provides evidence that the PC skill levels
selected by respondents in the postal questionnaire were valid
reflections of their confidence in using a PC.

Factors Associated with PC Skill and Internet Use
The primary objective of this study was to explore the effects
of BEHD on PC skill and Internet use for the 1235 postal
questionnaire respondents.

Degree of hearing difficulty was categorised on reported hearing
difficulties in the better ear: no hearing difficulty, slight
difficulty, and moderate or greater difficulties (moderate+
difficulty). Table 2 shows the frequency of postal questionnaire
respondents by BEHD level, age, SES, and sex by PC skill and
Internet use. Figure 2 presents these data as percentage of
respondents.

Prevalence of hearing difficulties was 26.80% overall
(331/1235), which is comparable to data from a large UK
hearing population study [12], and was slightly greater in
females (27.6%, 186/673) than in males (26.1%, 146/559). For
those respondents who reported no hearing difficulty, 45.7%
(413/904) were male and 53.9% (487/904) were female. Despite
a greater number of female than male respondents overall, for
those reporting slight difficulty, 56.4% (128/904) were male
and 43.6% (99/904) were female, and for those reporting
moderate+ hearing difficulty, 63.4% (64/904) were male and
36.6% (37/904) were female. This represents a statistically
significant difference in the prevalence of hearing difficulties,
with difficulties being reported more often by male than by

female respondents (χ2
2=32.6, P<.001).

Over two-thirds of our sample (839/1235, 67.94%) reported
being PC users, either beginner or competent, and 45.83%
(566/1235) used the Internet. These figures are consistent with
existing literature on PC and Internet use in older adults [26,27].
There was a decline in both PC and Internet use with increasing
age. In the younger group (50-62 years), PC use (81.0%,
516/637) and Internet use (60.9%, 388/637) was greater than
PC use (54.0%, 323/598) and Internet use (29.8%, 178/598) in
the older group (63-74 years). For the youngest 5-year age range
(50-54 years), 84.6% (165/195) used PCs and 65.6% (128/195)
were Internet users, whereas for those respondents in the oldest
5-year age range (70-74 years)—representing the typical ages
of first-time hearing aid users—PC use was 36.3% (77/212)
and Internet use was 17.5% (37/212).

Respondents who reported slight hearing difficulty were equally
likely to rate their PC skill as “never used a computer” (30.6%,
70/229) as those reporting no hearing difficulty (30.8%,
278/904), and equally likely to rate their PC skill as “competent”
(40.2%, 92/229) as those reporting no hearing difficulty (40.0%,
362/904). However, those respondents who reported moderate+
hearing difficulty were more likely to rate their PC skill as
“never used a computer” (47.1%, 48/102) and less likely to rate
their PC skill as “competent” (24.5%, 25/102).

Similarly, for Internet use, respondents who reported slight
hearing difficulty were equally likely to use the Internet (45.9%,
105/229) as those reporting no hearing difficulty (47.5%,
429/904). However, those respondents who reported moderate+
hearing difficulty were less likely to report being an Internet
user (31.4%, 32/102).
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Table 1. Mean PC confidence scores (range 0-3; 0=not at all confident to 3=confident) and PC confidence index (range 0-12) by PC skill level for
computer confidence questionnaire respondents (n=84).

Mean confidence

mean (SD)

Self-reported PC skills

mean (SD)

PC confidence measure

CompetentBeginnerNever

1.98 (1.17)2.75 (0.60)2.03 (0.85)0.24 (0.56)Keyboard

2.25 (1.09)2.91 (0.28)2.21 (0.92)0.64 (1.01)Mouse

1.40 (1.28)2.19 (0.97)1.05 (1.25)0.31 (0.79)Track pad

1.56 (1.10)2.49 (0.66)1.23 (0.77)0.24 (0.44)Overall PC confidence

6.70 (4.21)9.94 (2.47)6.10 (3.01)1.22 (1.93)PC confidence indexa

a sum of four confidence scores

Figure 1. Mean and median PC confidence index by PC skill level for computer confidence questionnaire respondents (n=84).
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Table 2. Better-ear hearing difficulty (BEHD) and demographics of postal questionnaire respondents (n=1235) by PC skill and Internet use.

Internet use

n (%)

PC skill

n (%)

Total

n (%)

Characteristics

Yes

566 (45.8)

No

669 (54.2)

Competent

479 (38.8)

Beginner

360 (29.1)

Never

396 (32.1)

429 (75.8)475 (71.0)362 (75.6)264 (73.3)278 (70.2)904 (73.20)NoneBEHD

105 (18.6)124 (18.5)92 (19.2)67 (18.6)70 (17.7)229 (18.54)Slight

32 (5.6)70 (10.5)25 (5.2)29 (8.1)48 (12.1)102 (8.26)Moderate+

128 (22.6)67 (10.0)111 (23.2)54 (15.0)30 (7.6)195 (15.79)50-54Age (years)

144 (25.5)93 (13.9)124 (25.9)69 (19.2)44 (11.1)237 (19.19)55-59

167 (29.5)163 (24.4)141 (29.4)102 (28.3)87 (21.9)330 (26.72)60-64

90 (15.9)171 (25.5)74 (15.4)87 (24.2)100 (25.3)261 (21.11)65-69

37 (6.5)175 (26.2)29 (6.1)48 (13.3)135 (34.1)212 (17.17)70-74

269 (47.5)223 (33.3)224 (46.8)152 (42.2)116 (29.3)492 (39.84)0-20SES

176 (31.1)217 (32.4)152 (31.7)109 (30.3)132 (33.3)393 (31.82)21-40

107 (18.9)190 (28.4)96 (20.0)80 (22.2)121 (30.6)297 (24.05)41-60

14 (2.5)39 (5.8)7 (1.5)19 (5.3)27 (6.8)53 (4.29)61-80

287 (50.7)272 (40.7)234 (48.9)165 (45.8)160 (40.4)559 (45.26)MaleSexa

279 (49.3)394 (58.9)245 (51.1)193 (53.6)235 (59.3)673 (54.49)Female

a 0.25% (3/1235) of respondents failed to report their sex
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Figure 2. Percentage of postal questionnaire respondents (n = 1235), by PC skill level and Internet use, by better-ear hearing difficulty (BEHD) and
demographic factors.

PC Skill Level
Although PC skill was shown to be significantly associated with
Internet use in our sample (ρ=0.74, n=1235, P<.001), the present

research aimed to assess any effects of hearing difficulties on
both the skill set and the access of older adults to hearing health
care delivered through PCs or the Internet. As such, factors
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relating to PC skill and Internet use were independently assessed
within this study.

Univariate ordinal logistic regression analyses were conducted
to examine any significant effects of BEHD, age, SES, and sex
on reported PC skill. Results revealed a significant effect of
moderate+ hearing difficulty (odds ratio [OR]=0.49, 95%
confidence interval [CI] 0.34-0.72, P=.001), but no effect of
slight hearing difficulty (OR=1.00, 95% CI 0.76-1.30, P=.97)
on PC skill. There were also significant effects of age (OR=0.90,
95% CI 0.88-0.91, P<.001), SES (OR=0.98, 95% CI 0.97-0.99,
P<.001), and sex (OR=0.77, 95% CI 0.63-0.95, P=.015) on PC
skill.

All factors were combined within a multivariate ordinal logistic
regression model to assess the effects of hearing difficulty on
PC skill while controlling for any confounding effects
attributable to age, SES, and sex. To aid interpretation, PC skill
was categorized as either PC “use” (those with beginner or
competent PC skills) or “non-use” (respondents who have never
used a computer). Within the categories of BEHD and sex,
“none” (no difficulty) and “male” were used as the baselines
for comparison, respectively. Results are presented in Table 3
for the whole sample, and for the younger and older groups.

Table 3. Logistic regression coefficients (beta) and odds ratio estimates from the multivariate ordinal logistic regression models for factors affecting
PC skill level.

Older (63-74 years)

n=598

Younger (50-62 years)

n=637

All (50-74 years)

n=1235

Characteristics

POdds ratio
(95% CI)

betaPOdds ratio
(95% CI)

betaPOdds ratio
(95% CI)

beta

–1.00

(–)

––1.00

(–)

––1.00

(–)

–NoneBEHD

.021.57

(1.06-2.30)

.45.260.79

(0.52-1.20)

-.24.371.14

(0.86-1.51)

.13Slight

.200.70

(0.40-1.20)

-.36.0080.47

(0.26-0.86)

-.74.0080.58

(0.39-0.87)

-.54Moderate+

<.0010.85

(0.81-0.89)

-.16.050.96

(0.92-0.99)

-.04<.0010.90

(0.88-0.91)

-.11Age

<.0010.98

(0.97-0.99)

-.02<.0010.98

(0.97-0.99)

-.02<.0010.98

(0.97-0.99)

-.02SES

–1.00

(–)

––1.00

(–)

––1.00

(–)

–MaleSex

.020.68

(0.49-0.93)

-.39.230.83

(0.61-1.12)

-.19.010.75

(0.61-0.94)

-.28Female

All Respondents
Results from the multivariate analyses revealed a significant
effect of moderate+ hearing difficulty on PC skill level when
no difficulty was used as the baseline measure (OR=0.58, 95%
CI 0.39-0.87, P=.008). This suggests that the odds of being a
PC user are 0.58 times less for those reporting moderate+
hearing difficulty than those reporting no hearing difficulty.
There was no significant effect of slight hearing difficulty
(OR=1.14, 95% CI 0.86-1.51, P=.37), suggesting that PC skill
did not significantly differ between respondents with slight
hearing difficulty and those with no hearing difficulty.

Despite the slight hearing difficulty category showing no
significant association with PC skill, a comparison using the
likelihood ratio test (LRT) on AIC estimates of a model with
and without BEHD revealed a significant difference between
models (LRT=8.71, df=2, P=.01), suggesting that BEHD was
a significant factor associated with PC skill in the multivariate
model.

Younger Group (50-62 Years)
There was a significant effect of moderate+ hearing difficulty
(OR=0.47, 95% CI 0.26-0.86, P=.01), but no significant effect
of slight hearing difficulty (OR=0.79, 95% CI 0.52-1.20, P=.26)
on PC skill level in the younger group.

Although age and SES were significant factors related to PC
skill, there was no difference between levels of PC skill for
males and females (OR=0.83, 95% CI 0.61-1.12, P=.23). Further
analysis by using the LRT on AIC estimates showed a model
including the factor sex did not perform significantly better than
a model with this factor removed (LRT=1.47, df=1, P=.23).
Therefore, sex was eliminated from the final model.

The final model showed a significant effect of moderate+
hearing difficulty (OR=0.49, 95% CI 0.27-0.89; P=.02), age
(OR=0.96, 95% CI 0.92-0.99; P=.04), and SES (OR=0.98, 95%
CI 0.97-0.99; P<.001) on PC skill level. These results suggest
that for those younger respondents with moderate+ hearing
difficulty, the odds of being a PC user over a non-user were
significantly less than for those with no difficulty hearing.
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Older Group (63-74 Years)
For the older group, there were no significant effects of
moderate+ hearing difficulty (OR=0.70, CI 0.40-1.20, P=.20)
on PC skill. However, for those with slight hearing difficulty,
the odds of being a PC user over a non-user were significantly
greater (OR=1.57, 95% CI 1.06-2.30, P=.02) than for those with
no hearing difficulty.

Internet Use
Univariate logistic regression analyses revealed a significant
effect of moderate+ hearing difficulty (OR=0.51, 95% CI
0.32-0.78, P=.01), but no effect of slight hearing difficulty
(OR=0.94, 95% CI 0.70-1.25, P=.66), on Internet use. Thus,
there were no differences between Internet use for respondents

with slight hearing difficulty and those with no hearing
difficulty. However, for those respondents reporting moderate+
hearing difficulty, the odds of being an Internet user were 0.51
times less than those reporting no hearing difficulty.
Demographic factors of age (OR=0.90, 95% CI 0.88-0.91,
P<.001), SES (OR=0.98, 95% CI 0.97-0.99, P<.001), and sex
(OR=0.67, 95% CI 0.54-0.84, P=.001) were also shown to be
significantly associated with Internet use in the univariate
analyses.

All factors were combined within a multivariate ordinal logistic
regression model to assess the effects of hearing difficulty on
Internet use while controlling for any confounding effects of
age, SES, and sex. Results are presented in Table 4 for the whole
sample, and the younger and older groups.

Table 4. Logistic regression coefficients (beta) and odds ratio estimates from the multivariate logistic regression model for factors affecting Internet
use.

Older (63-74 years)

n=598

Younger (50-62 years)

n=637

All (50-74 years)

n=1235

Characteristics

POdds ratio
(95% CI)

betaPOdds ratio
(95% CI)

betaPOdds ratio
(95% CI)

beta

–1.00

(–)

––1.00

(–)

––1.00

(–)

–NoneBEHD

.051.57

(0.99-2.47)

.45.120.70

(0.45-1.10)

-.35.901.02

(0.74-1.14)

.02Slight

.881.05

(0.54-1.96)

.05.0010.32

(0.16-0.62)

-.74.020.58

(0.36-0.92)

-.55Moderate+

<.0010.87

(0.83-0.92)

-.13.040.96

(0.92-0.99)

-.04<.0010.89

(0.88-0.91)

-.11Age

<.0010.97

(0.96-0.98)

-.03<.0010.98

(0.97-0.99)

-.02<.0010.98

(0.97-0.98)

-.02SES

–1.00

(–)

––1.00

(–)

––1.00

(–)

–MaleSex

.0070.60

(0.41-0.87)

-.51.0090.64

(0.46-0.89)

-.45<.0010.62

(0.49-0.80)

-.47Female

All Respondents
There was a significant effect of moderate+ hearing difficulty
on Internet use (OR=0.58, 95% CI 0.36-0.92, P=.02). However,
as with the findings for PC skill, there was no significant effect
of slight hearing difficulty (OR=1.02, 95% CI 0.74-1.14, P=.90),
suggesting Internet use did not significantly differ between those
respondents with slight hearing difficulty and those with no
hearing difficulty.

Further analysis by using error sum of squares (SSE) on AIC
estimates revealed that a model including BEHD did not perform
significantly better than a model with this factor removed
(SSE=5.49, df=2, P=.06). As such, BEHD was eliminated from
the final model.

Results from the final model show a significant effect of age
(OR=0.89, 95% CI 0.88-0.91, P<.001), SES (OR=0.98, 95%
CI 0.97-0.98, P<.001), and sex (OR=0.64, 95% CI 0.50-0.82,
P<.001) on Internet use. These results suggest that despite

respondents with slight hearing difficulty having significantly
greater odds of being Internet users than those with no hearing
difficulty overall, this was not a significant predictor of Internet
use in the multivariate model.

Younger Group (50-62 Years)
There was a significant effect of moderate+ hearing difficulty
(OR=0.32, 95% CI 0.16-0.62, P=.001), but no significant effect
of slight hearing difficulty (OR=0.70, 95% CI 0.45-1.10, P=.12)
on Internet use. This indicates that for the younger group, the
odds of being an Internet user over a non-user were significantly
less for respondents with moderate+ hearing difficulties when
compared with those with no hearing difficulty. These results
are similar to those shown for PC skill.

Older Group (63-74 Years)
For the older group, there was a significant effect of slight
hearing difficulty (OR=1.57, 95% CI 0.99-2.47, P=.05), but no
significant effect of moderate+ hearing difficulty (OR=1.05,
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95% CI 0.54-1.96, P=.89) on Internet use. This indicates that
for those reporting slight hearing difficulties in the older group,
the odds of being an Internet user over a non-user were greater
than for those with no hearing difficulty. These results are
similar to those for PC skill.

Discussion

Hearing-related interventions are of particular relevance to older
adults because of the increasing prevalence of hearing loss with
age, particularly beyond 50 years. Our postal questionnaire
survey identified that for the younger group (aged 50-62 years),
levels of PC and Internet use were high (81.0% and 60.9%,
respectively), whereas for the older group (63-74 years), PC
and Internet use was considerably less (54.0% and 29.8%).

Hearing difficulties were shown to be significantly associated
with PC skill and Internet use after controlling for effects of
age, sex, and SES, all of which are significant factors in hearing
loss. The findings can be categorized into two main effects.
First, those with slight hearing difficulties had significantly
increased PC and Internet use compared with those with no
hearing difficulties in the older group only. Second, those with
moderate+ hearing difficulty (ie, moderate/great/cannot hear at
all) had lower PC and Internet use than those with no hearing
difficulties, both for the whole sample and within the younger
group. Although literature exists that examines the effects of
age on PC and Internet use [26,27], any interplay between
demographic factors and hearing difficulties on PC and Internet
use have not been examined previously in an adult population
to our knowledge. The current study offers a novel investigation
as to how demographic factors and hearing difficulties are
associated with PC skill and Internet use in a large sample of
adults aged 50-74 years(n=1235). This provides evidence to
underpin and establish the potential for PC and Internet delivery
of hearing health care information and interventions for people
with hearing difficulties.

The postal questionnaire sample was similar to those in other
studies for response rate [30], prevalence of hearing difficulties
[12], and PC and Internet use [26,27]. For example, a European
study of adults aged 55-74 years reported Internet use at 37%
[26], which was similar to the equivalent age group in our
sample (35.5%). A US study with a similar sample size for those
over 50 years (no upper limit), showed PC use (including iPad
and smartphone use) was 73% and Internet use was 48.6% [27],
whereas Internet use in our present sample (50-74 years) was
45.8%.

PC skill and Internet use differed according to age and hearing
difficulty in our sample. Respondents with slight hearing
difficulties in the older group had increased odds of PC use
(OR=1.57, 95% CI 1.06-2.30, P=.02) and Internet use (OR=1.57,
95% CI 0.99-2.47, P=.05) compared with those reporting no
hearing difficulties. This is consistent with previous research
reporting increased motivation to use the Internet and increased
Internet use in adolescents with hearing loss [24]. One reason
for the increased Internet use suggested by Barak and Sadovsky
[24] is that PCs and the Internet provide people with hearing
loss with a means of communication that is primarily visual.
This puts them on an equal communication basis with people

without hearing loss so their hearing disability ceases to be an
issue when communicating in the visual modality. The use of
PCs and the Internet has been shown to be important for the
communication needs of older adults with hearing loss. Pilling
and Barrett [25] showed that text-based communication
preferences of older adults with severe to profound hearing loss
differed from those of adolescents with comparable hearing
losses. Almost half (44%) of the adults aged 50-69, preferred
to communicate through email, whereas adolescents aged 15-18
preferred short message service (SMS) text messages (64%).
Only 12% of adolescents selected email as their preferred means
of text-based communication.

There are 10 million people in the United Kingdom with
significant hearing loss, yet only 2 million have hearing aids
and just 1.4 million use their hearing aids regularly [14]. The
result is a huge unmet need, which could—at least in part—be
addressed by online hearing health care either outside or within
the current UK model of National Health Service (NHS) hearing
care provision. Untreated hearing loss can be a significant
problem for both the person with hearing loss and their family
and friends, leading to reduced social interaction, participation,
and quality of life [12]. Given that the typical age for first fitting
of hearing aids is approximately 74 years and with many of
these adults experiencing hearing difficulties for an average of
10 years prior to hearing aid fitting [12], untreated hearing loss
is of particular importance for those aged 63-74 years. Our
findings indicate that PC and Internet use was greater in this
age group for those with early signs of hearing difficulties. This
suggests that PCs and the Internet could be used to target
specific hearing health care needs for this group.

Two potential health care approaches for the older group with
slight hearing difficulties are delivery of effective information
and hearing screening. Information and advice to educate these
older adults about the effects of hearing loss and the benefits
of hearing aids could be delivered in the form of short,
easy-to-use video tutorials [9]. It is anticipated that this increased
awareness will encourage at least some in this age group to seek
appropriate interventions at an earlier age than is typical, with
all the attendant benefits such as improved communication,
participation, and quality of life [13]. This may be as simple as
understanding the process of how to get a hearing test and what
to expect afterwards [32]. Such information could be accessed
easily either through a PC or streamed online through the
Internet. In addition, levels of user interactivity with health care
information can be substantially increased by delivery through
PCs and the Internet, with users being able to revisit and review
previously encountered material, which may lead to greater
learning [33].

Remote hearing screening through the Internet is another highly
relevant intervention for this cohort, and it has been shown to
provide early benefits [12]. Screening enables the detection of
those who are likely to benefit from hearing aid amplification
and can help encourage individuals to attend audiology services
for appropriate support. There are already good examples of
screening initiatives delivered through the Internet and
telephone. To date, the hearing check provided by Action on
Hearing Loss has provided nearly one million hearing checks
[3].
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Finally, for those with mild hearing losses where hearing aids
are unlikely to offer substantial benefit compared to those with
greater levels of hearing loss, PCs and the Internet could be
used to deliver alternative interventions such as auditory training
to help alleviate the difficulties associated with hearing loss
[17,18]. The main advantage of Internet delivery of auditory
training is that accessibility to this intervention would be
relatively high. A further advantage of online delivery of
auditory training, which is not routinely available in the NHS,
is that it would not necessarily require the user to access this
through audiology services.

In the younger age group (50-62 years), in which PC and
Internet use was highest, there was no difference in PC or
Internet use between respondents with slight hearing difficulty
and those with no hearing difficulty. We suggest that this is a
result of there being a high level of PC and Internet use in this
group already, which masks specific differences due to hearing
difficulties. The relatively high skill set and Internet use in this
age group suggests that online delivery of hearing health care
is feasible for this younger age group with hearing loss.
Appropriate online hearing health care for these adults within
this age range may include online information and advice on
the detrimental effects of untreated hearing loss, with a view to
promote earlier awareness of hearing-related interventions
including auditory training.

For respondents in the older age group (63-74 years), in which
PC and Internet use was lowest, those with moderate+ hearing
difficulties were equally likely to use PCs and the Internet as
those with no hearing difficulties. This suggests that online
hearing-related interventions may not be particularly effective
if targeting this group as a whole. Subsequently, hearing health
care tailored for those with moderate+ hearing losses, which is
most likely to be hearing aid provision and information or advice
relating to amplification, would be best supplemented with
additional methods of information support (eg, printed materials
or video tutorials delivered through DVD for those who do not
or cannot access PC and Internet technology). Of course, for
the 30% in the older age group who do use the Internet,
information and advice would still be a valid option. The
relatively low PC and Internet use in this group does not mean
that online delivery of hearing health care will not be suitable
for most of this cohort in the future. As PC and Internet use is
becoming more prevalent in older adults over time, online
delivery of hearing health care may provide a cost-effective,
efficient method of providing hearing health care for older adults
with a moderate+ hearing difficulties in future years [9].

Some limitations of the present study should be highlighted.
First, our sample is limited to a small demographic (adults aged
50-74 years living in Nottingham, United Kingdom) because
we were specifically interested in the pre-hearing aid user

population. Nevertheless, our respondents have been shown to
be representative of published data in terms of the prevalence
of hearing loss and PC and Internet use. The World Health
Organization lists adult-onset hearing loss as the most common
cause of disability worldwide, with presbycusis (age-related
hearing loss) the leading cause of adult-onset hearing loss [34].
Because eHealth offers the potential for hearing health care to
be delivered globally, further studies may wish to assess the
relationships among hearing difficulties and PC and Internet
use in geographically remote and hard-to-reach populations, or
those under the age of 50 years with significant hearing loss.
Second, our postal questionnaire did not request details about
our respondent’s employment history. Those employed in
manual professions are less likely to have used PCs or to use
the Internet regularly at work [35]. This may have affected
overall levels of PC skill and Internet use. Future studies may
wish to control for employment as a potential confounding
factor. Third, PC skill and Internet use were assessed
subjectively in this study. Internet use was dichotomized as
either “yes” or “no” without any information on frequency or
proficiency of Internet use or their information delivery
preferences because this was not the purpose of the postal
questionnaire at that time. When considering online delivery of
hearing health care for older adults, basic levels of PC skill and
Internet proficiency are likely to be sufficient to allow access
to online information and intervention [17]. However, further
investigation of older adults’ information technology skill levels,
access, and information delivery preferences will help to inform
specific delivery and content of online hearing health care for
those older than 50 years.

In the present digital era, delivery of health care information
and intervention through PCs and the Internet is common and
the traditional method of clinical or medical health care delivery
is supplemented increasingly by online information and support
[3-10]. Advantages of PC and Internet delivery of supplementary
information, hearing screening, and other interventions include
the ability to reach those who do not or cannot present to an
audiologist. This is of particular relevance given that
approximately 47% of adults aged 55-74 years who visit their
family practice physician about their hearing difficulties fail to
be referred to an audiologist or hearing specialist [12]. Further
advantages include both time and cost efficiency, with patients
being able to access information at a time or place that suits
them. Findings from this study suggest that delivery of hearing
health care through the Internet can potentially target a
substantial proportion of adults aged 50-74 years with
age-related hearing loss, many of whom may not typically
present to an audiologist. Therefore, PC and Internet delivery
of hearing health care could help address the huge unmet need
in those over the age of 50 years who have hearing loss, but do
not currently have access to intervention or receive intervention.
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Abstract

Background: Telephone communication is a challenge for many hearing-impaired individuals. One important technical reason
for this difficulty is the restricted frequency range (0.3–3.4 kHz) of conventional landline telephones. Internet telephony (voice
over Internet protocol [VoIP]) is transmitted with a larger frequency range (0.1–8 kHz) and therefore includes more frequencies
relevant to speech perception. According to a recently published, laboratory-based study, the theoretical advantage of ideal VoIP
conditions over conventional telephone quality has translated into improved speech perception by hearing-impaired individuals.
However, the speech perception benefits of nonideal VoIP network conditions, which may occur in daily life, have not been
explored. VoIP use cannot be recommended to hearing-impaired individuals before its potential under more realistic conditions
has been examined.

Objective: To compare realistic VoIP network conditions, under which digital data packets may be lost, with ideal conventional
telephone quality with respect to their impact on speech perception by hearing-impaired individuals.

Methods: We assessed speech perception using standardized test material presented under simulated VoIP conditions with
increasing digital data packet loss (from 0% to 20%) and compared with simulated ideal conventional telephone quality. We
monaurally tested 10 adult users of cochlear implants, 10 adult users of hearing aids, and 10 normal-hearing adults in the free
sound field, both in quiet and with background noise.

Results: Across all participant groups, mean speech perception scores using VoIP with 0%, 5%, and 10% packet loss were
15.2% (range 0%–53%), 10.6% (4%–46%), and 8.8% (7%–33%) higher, respectively, than with ideal conventional telephone
quality. Speech perception did not differ between VoIP with 20% packet loss and conventional telephone quality. The maximum
benefits were observed under ideal VoIP conditions without packet loss and were 36% (P = .001) for cochlear implant users,
18% (P = .002) for hearing aid users, and 53% (P = .001) for normal-hearing adults. With a packet loss of 10%, the maximum
benefits were 30% (P = .002) for cochlear implant users, 6% (P = .38) for hearing aid users, and 33% (P = .002) for normal-hearing
adults.

Conclusions: VoIP offers a speech perception benefit over conventional telephone quality, even when mild or moderate packet
loss scenarios are created in the laboratory. VoIP, therefore, has the potential to significantly improve telecommunication abilities
for the large community of hearing-impaired individuals.

(J Med Internet Res 2012;14(4):e102)   doi:10.2196/jmir.1818
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Introduction

Engaging in telephone conversations is a challenge for many
hearing-impaired individuals, including hearing aid and cochlear
implant users [1-4]. Reduced social connectivity likely mediates
the well-known associations between hearing loss and
depression, cognitive decline, reduced quality of life, and
increased morbidity and mortality [5-8]. Any improvement in
telecommunication would therefore be of great importance and
may affect millions of people, as hearing loss is a common
disease in modern societies: it affects 1 to 4 of every 1000
people born [9], approximately 16% of adults aged 20 to 69
years [10], and more than 80% of older adults aged 80 to 92
years [11].

The two main technical limitations of conventional telephones
for hearing-impaired individuals are, first, the frequency
restriction and second, the digital data compression used in
conventional telephony to maximize the network infrastructure
utilization.

In addition, issues related to coupling the telephone to a hearing
aid or a cochlear implant may further reduce speech perception
by the hearing-impaired end user, even when assistive telephone
listening devices are used [12-14]. Finally, hearing-impaired
individuals face additional intelligibility problems when the
caller or receiver is surrounded by environmental noise.

From a theoretical perspective, Internet telephony (voice over
Internet protocol [VoIP]) should offer improved speech

perception to the end user, as the transmitted frequency range
is double that of conventional telephones (0.1–8 kHz vs 0.3–3.4
kHz). The association between improved speech perception and
the presentation of speech at higher bandwidths has been
repeatedly shown in the literature [15-17]. Additionally,
modernized versions of signal processing strategies for coding
and decoding speech, so-called codecs, have recently been
implemented into VoIP software with the aim of improving
intelligibility, particularly under adverse network conditions.

These technical advantages of Internet telephony translate into
improved speech perception by hearing-impaired and
normal-hearing adults, at least when simulated under ideal
laboratory conditions [18]. However, ideal network conditions
are not constantly present in the World Wide Web, especially
when Internet lines are overloaded [19]. Under adverse
conditions, digital data packets may be delayed or lost. Lost
data packets are usually described as a percentage of the original
number of data packets sent through the network [20]. Despite
software solutions designed to recover lost data packets (known
as packet loss concealment; Figure 1), sound quality and speech
perception may be negatively affected. For hearing-impaired
individuals, even small differences in audio quality may have
an important impact on speech perception. However, to date,
no reports have addressed the relationship between packet loss
in Internet telephony and speech perception by hearing-impaired
individuals. To fill this gap, we assessed speech perception
using standardized speech test material presented at a variety
of simulated adverse VoIP qualities and compared it with speech
perception under ideal conventional telephony conditions.

Figure 1. Each data packet originating in a voice over Internet protocol (VoIP)-sending device (not shown) takes a different route through the Internet
(TCP/IP network) before arriving at the receiver. Data packets may be delayed or lost on the way. The VoIP software includes two solutions to improve
audio quality in these cases: the jitter buffer collects the maximum number of data packets by waiting as long as needed and keeping the time delay to
a minimum; and packet loss concealment (PLC) aims to reconstruct lost data packets. Finally, digital data packets are decoded and delivered to a
VoIP-compatible user interface, such as a VoIP handheld telephone, a headset, or external loudspeakers.

Methods

We conducted all tests between January and June 2009 at the
University Department of Otorhinolaryngology, Head and Neck
Surgery, Inselspital, Bern, Switzerland. The study protocol was
approved by the local institutional review board. All patients
gave written informed consent.

Test Participants
Participants in the study were 20 hearing-impaired adults,
consisting of 10 users of cochlear implants and 10 users of
hearing aids, and 10 normal-hearing adults. All test participants
were at least 18 years old and were selected from the
institution’s clinical database. Mean age was 46 years in the
cochlear implant group, 68 years in the hearing-impaired group,
and 35 years in the normal-hearing group. A total of 90% of
participants who were tested in our previous experimental study
[18] consented to participate in the present study and came to
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the laboratory for a second series of independent experiments.
The same inclusion criteria used in the former study were
applied; these were based on pure-tone audiograms, speech
audiometry performance (the German Freiburger monosyllable
test), and technical device specifications. Eligible cochlear
implant users had processors that allowed stimulation beyond
5 kHz and aided minimum monosyllabic word discrimination
scores of 50% or more at a 60-dB sound pressure level (Table
1). Eligible hearing aid users had moderate bilateral hearing
loss with unaided sloping pure-tone audiometry thresholds,
aided pure-tone audiometry with hearing gains beyond 3.4 kHz,

and aided minimum monosyllabic word discrimination scores
of 15% and 70% at sound pressure levels of 60 and 75 dB,
respectively. Table 1 shows the aided speech discrimination
scores for each individual and Figure 2 shows the aided hearing
thresholds in free field, which reflects the degree of
compensation for their hearing impairments and their ability to
hear the telephone speech signal. The pure-tone audiometry
thresholds and monosyllabic word discrimination scores of the
normal-hearing control participants were within normal limits
(100%).

Table 1. Clinical data for cochlear implant users and hearing aid users.

Aided German monosyllable

word discrimination score (%)

Device brand

and model

Hearing loss

etiology

Age

(years)

SexParticipant

80 dB75 dB60 dBEar

Cochlear implant users

97.5NAb77.5LeftMED-EL Pulsar/Opus 2Progressive77Ma1

87.5NA77.5LeftMED-EL Pulsar/Opus 2Postmeningitic17M2

72.5NA62.5RightMED-EL Pulsar/Opus 2Congenital39Fc3

85NA72.5LeftMED-EL C40+ Tempo+Progressive69F4

77.5NA77.5RightMED-EL C40+ Tempo+SHLd48F5

65NA50LeftMED-EL Pulsar/Opus 2Progressive61F6

75NA55RightMED-EL C40+ Tempo+SHL22F7

80NA85RightMED-EL C40C Tempo+Congenital50M8

65NA70LeftMED-EL C40C Tempo+Meningitis58M9

52.5NA55RightMED-EL C40C Tempo+Progressive23F10

Hearing aid users

NA100100LeftBTE/Oticon Tego Pro VCPresbycusis66F1

NA100100LeftITE/Bernafon Symbio XTPresbycusis77M2

NA9590LeftBTE/Phonak Piconet 2Presbycusis86M3

NA9575LeftITE/Bernafon Neo 315Presbycusis79F4

NA8525LeftBTE/Widex InteoPresbycusis91M5

NA8030RightBTE/Phonak Una M AZPresbycusis62M6

NA8570LeftBTE/Phonak ExtraProgressive76M7

NA100100RightBTE/GN ReSound AirCongenital36F8

NA10090LeftBTE/Phonak micro eXtraProgressive63M9

NA9570RightBTE/Phonak AudéoProgressive41M10

a Male.
b Not applicable.
c Female.
d Sudden hearing loss.
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Figure 2. Lower quartile, median, upper quartile, and 1.5*interquartile range (X = outliers) of aided hearing thresholds in the free sound field for
cochlear implant (CI) and hearing aid (HA) users. The analog telephone (public switched telephone network [PSTN]) speech signals are shown in dB
hearing level as dotted lines. VoIP = voice over Internet protocol.

Speech Perception Test Protocol
All tests were performed in the free sound field in a
sound-treated room. The speech test material was played on an
audio compact disc (CD) player connected to an audiometer
(GSI 61; Grason-Stadler, Milford, NH, USA) and was
reproduced using a pair of loudspeakers (Type 1030 A; Genelec
Oy, Iisalmi, Finland) situated 1 m from the front of the patient’s
head.

All tests were conducted monaurally. The most suitable ear was
selected based on the inclusion criteria; if both ears were equally
suitable, the ear commonly used for telephony was used. The
opposite ear canal was occluded with an earplug (E.A.R. Classic,
Aearo Technologies, Stockport, UK). The specified average
attenuation of these earplugs is 24.6–41.6 dB in the 250- to
4000-Hz range. Bilateral cochlear implant users had to switch
off one of their devices to produce homogeneous and

comparable data. Monaural testing was necessary because not
all individuals had the same degree of hearing loss on both sides,
and speech perception performance varied between the first and
second listening device. In addition, monaural testing more
realistically reflects the use of a conventional telephone handset.

We used the standardized German Hochmair-Schulz-Moser
(HSM) Sentence Test [21] in quiet and competing noise to test
speech perception. This test consists of 30 lists with 20 sentences
and 106 words per list to avoid learning effects. The sentences
were presented in 4 different VoIP qualities (with 0%, 5%, 10%,
and 20% packet loss) and ideal conventional telephone quality
(Table 2) in quiet and with competing noise with 4 different
signal to noise ratios (SNRs): 15, 10, 5, and 0 dB. We set the
defined broadband noise signal to a constant level of 70 dB
sound pressure level and changed the speech signal according
to the SNR required by the standardized test protocol (range
70–85 dB sound pressure level). The audibility of the speech
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signal in relation to the aided hearing threshold is shown in
Figure 2 for VoIP and analog telephone signals. Participants
had to orally repeat the presented sentences, and the percentage
of correctly understood words was assessed and used for
comparison across conditions. A random permutation of all

individuals was performed in conjunction with test order
randomization to avoid order effects and selection bias. The
participants were unaware of which condition was being tested
at any time of the assessment.

Table 2. Frequency and filter characteristics for each audio quality

As (dB)dAp (dB)cFs (Hz)bFp (Hz)aSampling rate

Frequency

range (kHz)Codec

601440039008 kHz G.711 A-Law0.1–3.4PSTNe codec G.711

6018500800016 kHz PCMf0.1–8iPCMwb codec

6018500800016 kHz PCM0.1–8CD low-pass filtered

a Frequency at the edge of the pass band.
b Frequency at the beginning of the stop band.
c Amount of ripple allowed in the pass-band (also called Apass).
d Stop-band attenuation.
e Public switched telephone network.
f Pulse code modulation.

Digital Generation of VoIP Audio Signals
The original audio CD files of the HSM Sentence Test were
converted into a wave-format audio file using the Switch Audio
File Converter software, version 1.05 (NCH Software Pty Ltd,
Canberra, ACT, Australia). The speech and noise channels were
mixed to mono wave files with a sampling rate of 44.1 kHz,
thereby allowing identical signal processing for speech and
noise. Before encoding, the audio files were low-pass filtered
using MATLAB software, version 7.9.0.529 (The MathWorks,
Inc, Natick, MA, USA).

The audio files were then converted again into raw files using
Switch Audio File Converter software. To generate a VoIP
simulation with different extents of packet loss, the raw data
were encoded using simulation software (a voice engine
demonstration application) in conjunction with a modern
iPCMwb codec (0.1–8 kHz; Global IP Solutions, San Francisco,
CA, USA). Table 2 shows the filter parameters. The public
switched telephone network (PSTN) transmission has an upper
limit of 3.4 kHz. In contrast to this, the frequency transmission
of VoIP extends to 8 kHz, thereby preserving the high-frequency
content of speech.

Table 3. Parameters of the voice over Internet protocol (VoIP) simulations.

qFrame length

(bytes)

BurstRLoss length

(packets)

Loss rate

(p)

Description

(packet loss)

Condition

1.00.0Perfect0

0.876401.11.150.05Mild loss (5%)1

0.776401.21.300.10Medium loss (10%)2

0.56401.432.00.20Severe loss (20%)3

We simulated 4 different scenarios: 1 scenario without packet
loss and 3 scenarios with packet losses of 5%, 10%, and 20%.
In Table 3, the parameter p represents the probability of packet
loss. The average loss length defines the number of lost packets.
The parameter BurstR is a measure of packet loss “burstiness,”
as defined by Raake [22]. BurstR = 1.0 indicates that there was
no correlation across packet losses, which were all independent
and identically distributed with probability p (obtained by
omitting the loss length parameter from the command line).
BurstR >1.0 means that the packet losses tended to come in
bursts; the larger the BurstR, the longer the bursts of losses.
The variable BurstR is dimensionless. The parameter q is simply
a translation of loss length into the transition probability from
a lost to a found state of the underlying Markov model: q = 1 /
loss length [23,24]. Finally, the encoded data sizes for a frame,
the frame length or payload, are indicated in bytes.

Digital Generation of PSTN Audio Signals
To simulate conventional telephone audio quality, we
implemented a PSTN G.711 A-Law codec, which is a standard
in PSTNs, in the Switch Audio File Converter software. We
coded the files at a sampling rate of 8 kHz. Before encoding,
we used MATLAB software to limit the upper frequency range
of the original wave files to 4 kHz.

All 5 audio CDs (4 VoIP simulations and 1 PSTN quality
simulation) were reproduced using an active loudspeaker system
(Genelec Type 1030 A). They were calibrated in the free sound
field using a Type 2636 measuring amplifier and a Type 4133
FF measuring microphone connected to a Type 2619
preamplifier (all from Brüel & Kjær Sound & Vibration
Measurement A/S, Nærum, Denmark). We used a Pistonphone
Brüel & Kjær 4288 precision calibrator to calibrate the
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measurement arrangement. The final measurements showed no
difference in the sound pressure levels of speech signals across
different audio signals.

Statistical Analysis
W used a 2-tailed Wilcoxon matched-pairs signed rank test to
compare the scores obtained under different VoIP versus
telephone quality simulations. For the condition with no packet
loss (condition 0, Table 3), a 1-tailed test was applied because
of the expected superiority of VoIP under this condition [18,25].
P < .05 was considered significant. When applying a Bonferroni
correction for multiple testing, PBonf £ .0125 was considered
significant.

Results

Across all test groups, speech perception scores assessed with
different VoIP qualities versus conventional telephone quality
were higher in 39 out of 60 test conditions (Figure 3 and Table
4). The average advantage of VoIP in the 39 conditions was
14.6% (range 1%–53%), and the differences were statistically
significant in 23 conditions (P < .05). Mean speech perception
scores were 15.2% (range 0%–53%) higher in the sentence test
using VoIP with no packet loss, 10.6% (4%–46%) with mild
packet loss, and 8.8% (7%–33%) with medium packet loss
across the 3 groups (Table 4). Scores obtained under VoIP
conditions with severe packet loss were similar to those obtained
with conventional telephone quality.

Cochlear implant users showed improved speech perception
using VoIP in 19 out of 20 test conditions (Figure 3, part A).
On average, speech perception scores were 15.3% (range

1%–36%) higher with VoIP. The differences reached statistical
significance in 13 conditions (Table 4). In only 1 condition with
severe packet loss did we find a disadvantage for VoIP versus
conventional telephone quality; this 1% difference was not
statistically significant.

Hearing aid users had improved speech perception scores with
different VoIP qualities in half of the test conditions (Figure 3,
part C). The mean advantage was 7.1% (range 2%–18%); this
advantage was statistically significant in 3 test conditions with
no packet loss (Table 4). In 9 other test conditions with increased
packet loss, speech perception scores were on average 6.2%
(1%–17%) lower with VoIP. The negative differences were
statistically significant under 4 conditions with severe packet
loss (Table 4).

Normal-hearing adults showed an average benefit of 20.8%
(range 1%–53%) with different VoIP qualities under half of the
conditions (Figure 3, part E). Under 7 conditions, the differences
were statistically significant. Under 6 conditions with medium
and severe packet loss, an average disadvantage of 2.2%
(1%–6%) was found for VoIP; one of these conditions showed
a statistically significant disadvantage (Table 4).

When we experimentally increased VoIP packet loss from 0%
to 10%, speech perception scores dropped only mildly (Figure
3, parts B, D, and F). When the packet loss increased to 20%,
speech perception scores dropped more sharply. The scores
achieved with VoIP qualities of 5% to 10% packet loss were
typically still better than those obtained with simulations of
ideal conventional telephone quality (represented by black
triangles in Figure 3, parts B, D, and F).
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Table 4. Mean differences in speech perception scores (D%) assessed with different voice over Internet protocol qualities (degree of packet loss) versus
conventional telephone quality using the Hochmair-Schulz-Moser (HSM) Sentence Test.

Packet loss

SNR

(dB)a
Participant

group

Severe (20%)Medium (10%)Mild (5%)None (0%)

P valueD%P valueD%P valueD%P valueD%

NA+2NA+2NA+1NAc+20CIb users

.81+1.008d+9.01d+11.002d+215

.04e+4.002d+30.002d+34.001d+3610

.25+6.006d+25.01e+23.001d+3615

.92–1.002d+16.002d+16.001d+16Quiet

.02e–1>.99+0.69+2.16+40HAf users

.16–6.38+6.56+4.002d+185

.02e–12.32+4.08+9.003d+1610

.004d–17.25–7.65–4.004d+615

.004d–7.56–1.31–1.16+2Quiet

.002d+22.002d+33.002d+46.001d+530NHAg

.49–3.004d+16.002d+16.003d+175

.009d–6.47+1.06+3.21+110

>.99–1NA–1NA0NA015

NA–1NA–1NA0NA0Quiet

a Signal to noise ratio.
b Cochlear implant.
c Not applicable.
d Statistically significant with Bonferroni correction.
e Statistically significant without Bonferroni correction.
f Hearing aid.
g Normal-hearing adults.
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Figure 3. Speech perception scores assessed with the HSM Sentence Test are plotted against different signal to noise ratios (SNRs) for cochlear implant
users (A), hearing aid users (C), and normal-hearing adults (E) for 4 different VoIP qualities (0%, 5%, 10%, and 20% packet loss) and 1 ideal conventional
telephone quality. The impact of different network conditions with increasing data packet loss (x-axis) on word discrimination scores is shown for
different SNRs in B, D, and F. The black triangle indicates the speech perception level corresponding to a conventional telephone with a constant and
stable transmission. VoIP = voice over Internet protocol.
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Discussion

Key Findings
The present study confirmed that simulations of Internet versus
conventional telephony quality are associated with improved
speech perception by hearing-impaired and normal-hearing
adults under perfect network conditions without packet loss or
delay in the laboratory. The advantage for cochlear implant
users and normal-hearing adults persists, even when the VoIP
quality is reduced by 5% and 10% packet loss. Similarly, hearing
aid users also scored higher with VoIP than with conventional
telephony, but the differences did not reach statistical
significance.

In general, speech perception scores assessed with VoIP quality
remained good until a packet loss of 10%. Interestingly, VoIP
simulation under severely adverse network conditions (with a
packet loss of 20%) was not inferior to a perfect conventional
telephone simulation in the majority of test conditions and for
most of the tested participants.

Impact of Frequency Range, Coding Strategy, and
SNR on Speech Perception
Our research group earlier showed the superiority of VoIP versus
conventional telephony simulations under perfect network
conditions [18]. The main reason for this advantage is the
enlarged frequency range offered by VoIP (0.1–8 kHz vs 0.3–3.4
kHz). The association of improved speech perception with
presentation of speech at higher bandwidths has been repeatedly
shown [15-17].

Cochlear implant users had the lowest speech perception scores
of all 3 tested groups in our study (Figure 3), which is
explainable because they have the highest degree of hearing
loss. Interestingly, cochlear implant users reached the highest
gain when tested with VoIP versus conventional telephony. The
main reason for this is probably technical. Cochlear implant
devices transmit a broad frequency range (on average 0.2–7.9
kHz, as verified prior to testing; Figure 2). Therefore, cochlear
implant users can fully exploit the enlarged frequency range
offered by VoIP. In contrast, most hearing aids used by our test
participants do not transmit up to 8 kHz (on average 0.2–6.7
kHz according to the manufacturer’s specifications). Hearing
aid users can therefore not exploit the full frequency range
offered by VoIP. The enlarged frequency range is audible to
hearing aid users with functional thresholds below 40 dB at 4
and 6 kHz, respectively (Figure 2). They still benefit from the
enlarged frequency range, but to a lesser extent.

The second reason for the advantage of VoIP is the conservation
of high audio quality through digital signal processing using
the chosen iPCMwb codec. In the first study by our group,
speech perception scores that were assessed with VoIP quality
were equal to scores obtained with frequency-restricted (0.1–8
kHz), uncompressed audio CD quality [18]. This means that
through compression of digital data no relevant information for
speech perception is lost. Additionally, modern VoIP codecs
offer a constant full frequency range transmission even under
adverse network conditions. The bit rate of the chosen iPCM-wb
codec was variable (minimum at 36 kbit/s for silence and low

levels) at an average rate of 80 kb/s and constant sampling rate
of 16 kHz, which ensured a high-quality audio performance
over heavily loaded packet networks.

Speech perception is more challenging with increasing
competing noise, or decreasing SNRs. In particular, elderly
hearing-impaired individuals with predominant high-frequency
hearing loss suffer in noisy test conditions; in addition to
complication from competing noise, the high-frequency content
of speech is missing. VoIP may be helpful, because it transmits
the high-frequency content of speech and because it offers the
possibility of presenting the speech signal simultaneously to
both ears through external loudspeakers, thereby allowing
binaural hearing, which is a well-known advantage for speech
perception in noise. Additionally, wired or wireless links
enabling binaural hearing from 1 telephone signal are already
available for hearing aids and cochlear implants.

Packet Loss
The measurement of packet loss under real VoIP transmission
is a challenge for many VoIP companies because there is no
constant data transmission over the Internet [26]. Packet loss
of speech data may have a significant impact on speech audio
quality [27]. The network transmission of voice data packets
depends on the Internet infrastructure and transmission capacity,
both of which may vary across companies and countries [28].
The transmission capacity may be reduced when Internet lines
are overcharged. This situation can occur during rush hours, for
example.

A decade ago, when VoIP telephony was not so highly
developed, the average packet loss for a large number of
measurement traces has been reported to be below 8% (p < 0.08
and q > 0.8) [24]. Since then, the Internet infrastructure,
VoIP-compatible devices, and VoIP software solutions have
been drastically improved. In 2004, one author already
postulated that the packet loss should be held lower than 1% to
ensure excellent VoIP transmission [29]. Nowadays, this request
seems to be met, at least for most of the highly industrialized
countries.

It can therefore be assumed that telecommunication using VoIP
should substantially improve speech perception compared with
conventional telephony under real network conditions, since
the benefit of VoIP was measurable for most of the test
participants up to an experimental packet loss of 10% in our
study. A packet loss of more than 10% has a significant impact
on sound quality with tone bursts, interruptions, extended time
delay, and jitter of the audio signal. This is shown in Figure 3,
parts B, E, and H, with degradation of speech intelligibility
beyond 10% packet loss.

The calculations and models of packet loss depend on the
measuring method used [30-35]. However, passive or active
real-time packet loss monitoring and measurements are still
challenging for many researchers and network engineers.

To our knowledge, no other group has assessed the speech
perception of hearing-impaired individuals using Internet
telephony under adverse network conditions. The results of the
present study therefore fill an important gap. Measuring packet
loss under controlled laboratory conditions offers the opportunity
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to systematically address a highly variable phenomenon in the
real network.

Jitter Buffer, Time Delay, and Packet Loss
Concealment
Many technical parameters that may further influence speech
perception by the end user have not been addressed in the
present study. Every conversation can be disturbed when data
packets arrive late to the receiver [28]. A jitter buffer is a part
of the software solution for this problem. It collects all relevant
voice data packets by waiting as long as needed and minimizing
the time delay (Figure 1). Packet losses can also be induced
locally by setting a low playout delay in the jitter buffer. This
may lead to bursts of packet loss and increased jitter, with
further degradation of audio speech quality. Additionally, time
delays and echo may affect speech perception; however, we did
not test these factors. Nonetheless, experiences with VoIP and
broadband access networks have shown only small packet delay
variations with minimal delay and jitter [29]. Similarly, packet
loss concealment algorithms (Figure 1) in the VoIP software
reconstruct speech information when data packets are lost
[28,29]. Because speech perception may vary with the use of
different packet loss concealment settings and codecs, we cannot
generalize our results for all VoIP software available on the
market. VoIP audio quality may further be influenced by
wireless network conditions [34].

Practical Usefulness
Our test results may be important for hearing-impaired
individuals, including hearing aid and cochlear implant users,

because there is now strong experimental evidence for real
improvement in speech perception when using VoIP instead of
conventional telephones. The study is also important for
physicians, audiologists, cochlear implant engineers, speech
therapists, and other professionals who care for hearing-impaired
individuals. Professionals should encourage hearing-impaired
individuals to try VoIP, which is typically downloadable at no
cost from most providers. Patients who already own a computer
may be able to gain the benefits of VoIP at no cost. The use of
external loudspeakers connected to the computer may further
improve speech perception by permitting bilateral hearing and
additional amplification through the volume control, which
should be mentioned to the patients. Hearing aid and cochlear
implant accessories, such as an FM transmitter and 3.5-mm
audio jack, may also be helpful for coupling the computer
directly to the hearing device. Patients should be advised that
both sender and receiver should have a good microphone and
loudspeaker system to take advantage of VoIP’s broadband
advantage over conventional telephony.

Conclusions
Speech perception by hearing-impaired individuals and
normal-hearing adults is improved when using perfect VoIP
versus perfect conventional telephony transmission under
controlled laboratory conditions. The superiority of VoIP
persists even under experimental adverse network conditions,
but not to the same extent and not for all tested individuals.
Cochlear implant users seem to benefit more than hearing aid
users because their devices are better suited to exploit VoIP’s
broadband frequency range.
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Abstract

Background: The increasing use of computer-administered risk communications affords the potential to replace static risk
graphics with animations that use motion cues to reinforce key risk messages. Research on the use of animated graphics, however,
has yielded mixed findings, and little research exists to identify the specific animations that might improve risk knowledge and
patients’ decision making.

Objective: To test whether viewing animated forms of standard pictograph (icon array) risk graphics displaying risks of side
effects would improve people’s ability to select the treatment with the lowest risk profile, as compared with viewing static images
of the same risks.

Methods: A total of 4198 members of a demographically diverse Internet panel read a scenario about two hypothetical treatments
for thyroid cancer. Each treatment was described as equally effective but varied in side effects (with one option slightly better
than the other). Participants were randomly assigned to receive all risk information in 1 of 10 pictograph formats in a quasi-factorial
design. We compared a control condition of static grouped icons with a static scattered icon display and with 8 Flash-based
animated versions that incorporated different combinations of (1) building the risk 1 icon at a time, (2) having scattered risk icons
settle into a group, or (3) having scattered risk icons shuffle themselves (either automatically or by user control). We assessed
participants’ ability to choose the better treatment (choice accuracy), their gist knowledge of side effects (knowledge accuracy),
and their graph evaluation ratings, controlling for subjective numeracy and need for cognition.

Results: When compared against static grouped-icon arrays, no animations significantly improved any outcomes, and most
showed significant performance degradations. However, participants who received animations of grouped icons in which at-risk
icons appeared 1 at a time performed as well on all outcomes as the static grouped-icon control group. Displays with scattered
icons (static or animated) performed particularly poorly unless they included the settle animation that allowed users to view event
icons grouped.

Conclusions: Many combinations of animation, especially those with scattered icons that shuffle randomly, appear to inhibit
knowledge accuracy in this context. Static pictographs that group risk icons, however, perform very well on measures of knowledge
and choice accuracy. These findings parallel recent evidence in other data communication contexts that less can be more—that
is, that simpler, more focused information presentation can result in improved understanding. Decision aid designers and health
educators should proceed with caution when considering the use of animated risk graphics to compare two risks, given that
evidence-based, static risk graphics appear optimal.

(J Med Internet Res 2012;14(4):e106)   doi:10.2196/jmir.2030
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Introduction

The most basic way to communicate risk to patients is to provide
them with a risk number. All numerical formats are not
equivalent, however, and considerable research has compared,
for example, the pros and cons of using frequency formats
instead of percentages [1-4] and the potential pitfalls of specific
formats such as 1-in-X [5,6] and number needed to treat [7]. In
addition, research on affective influences on risk perceptions
make it clear that the same risk number can lead to very different
feelings about that risk based on different circumstances,
presentations, or contexts [8,9].

In an effort to make risk statistics more intuitive, both
researchers and health educators have increasingly turned to
visual displays of risk. While this literature is evolving,
comparative studies have shown that icon-based displays (often
called pictographs or icon arrays) appear to have significant
advantages over other displays such as bar graphs and pie charts
[10-14]. In particular, displays that visually represent the
part-whole relationships (ie, the number of risk events in
comparison with the entire at-risk population) appear to be better
understood [14,15] and may be of particular help to people with
lower numeracy skills [16].

Animated Risk Displays
While most numerical and visual formats for communicating
risk are easily implementable in traditional paper-and-pencil
materials, the last decade has seen an enormous increase in the
use of electronic applications designed to communicate risk to
patients. Today, we regularly see computers in clinical
consultation rooms, patients can go to innumerable websites
that will estimate their health risks, and a growing suite of
mobile device applications are available that purport to support
healthy living in various ways.

Such technologies open the door to using multimedia techniques
such as animation for communicating risk. Animation is
commonly used in online applications to call users’ attention
to a particular area of the screen [17] or portion of the content
[18]. This type of signaling may help people make sense of
verbal information [19], may help them better learn how a
complex system such as a turbofan jet engine works [20], and
may help somewhat in the acquisition of complex cognitive
skills such as doing experimental research or designing a house
[21].

Motion Cues
Animation of risk graphics could be particularly useful because
it allows motion cues to draw attention to specific elements of
the visual display. For example, instead of simply showing the
proportion of area or icons affected by a risk, animation could
be used to sequentially draw the viewer’s eye to each new risk
event, thereby adding a time cue (how quickly the set of events
occurs) to reinforce the smallness or largeness of the risk. Such
cues may be particularly useful when comparing multiple risks.

Transformations
When people are at risk for a health outcome, they will either
experience the outcome or not. The randomness of this
occurrence or nonoccurrence is one of the conceptual challenges
of risk communication. Past research has noted that icon array
displays that scatter event icons randomly convey this sense of
randomness but make it difficult to grasp exactly how large the
risk is [3,22], whereas displays that group event icons are easy
to count (allowing for faster interpretation) [11]. Animation
could be used to transform one arrangement into another (for
example, a scattered display into a grouped display, or one type
of scatter into another), which might enable viewers to have the
best of both worlds.

Potential Concerns
While animated displays may have potential advantages, there
are also several reasons for caution and further research
regarding their use in risk communication applications. Many
types of animation exist, each of which may reinforce different
types of gist messages. In the absence of research clarifying
what types of animation are taken to imply different types of
conceptual understanding, use of animated graphics has the
potential to cause unintended negative effects. Reviews of other
types of animated graphics have found decidedly mixed results
[23], providing reason to question whether animated graphics
will support improved understanding over static graphs. It may
be the case that their utility depends on user characteristics. For
example, animated graphs have previously been demonstrated
to help people who had performed well on a short mathematics
test administered prior to an experiment that tested ability to
transform graphs of mathematical functions, while hindering
those who had performed more poorly on the mathematics test
[24]. The benefits or drawbacks of adding animation cues may
also depend on the complexity of the visual stimulus, since
human factors research has shown that excessively complicated
displays can reduce people’s ability to attend to particular cues
[18].

Existing Research
Very little work has been done to assess whether animation of
risk graphics can improve people’s understanding of their health
risk, or which types of animation might improve or inhibit
accuracy of risk knowledge and risk perceptions. One notable
exception is the study of Han et al, which showed that a dynamic
scattered display increased subjective uncertainty about a risk,
making participants less certain about their interpretations of
risk information [25]. Other researchers have examined using
interactive risk displays to engage people in learning about risk
[26-28], but these studies have focused on the effect of different
types of participant tasks (eg, manually graphing a provided
risk number or playing within a game-like environment) rather
than the visual cues potentially provided by animation.

To begin to explore whether viewing specific types of motion
cues and visual transformations in animated risk graphics could
improve people’s knowledge accuracy, decision making or
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choice accuracy, and graph evaluation ratings as compared with
viewing static images, we conducted a randomized survey
experiment comparing various animated and static displays in
the context of a hypothetical medical treatment scenario. Our
primary research question was whether animated displays with
different types of motion would increase or decrease
participants’ ability to identify which of two treatment options
had lower side effect risks (choice accuracy). A secondary
research question involved determining, via graph evaluation
ratings, whether people like or dislike these types of animation
for receiving medical risk information.

Methods

Recruitment
We selected a stratified random sample of US adults age 21
years and older from a panel of Internet users administered by
Survey Sampling International (Shelton, CT, USA), which
recruits panel members through a variety of opt-in methods. To
ensure demographic diversity (though not necessarily
representativeness) and offset large expected variations in
response rates, we drew distinct subsamples by both age and
race (thereby roughly approximating the distributions of these
characteristics in the US population), and dynamically adjusted
the number of email invitations in each demographic subsample
until all quotas were achieved. Selected panel members received
an email invitation with a personalized link to complete the
online survey with one reminder email for nonresponders.
Survey Sampling International tracked participation via unique
identification numbers to prevent duplicate uses of the same
link to participate. We recruited for a 3-week period in fall 2010.
On completion, participants were entered into both an

instant-win contest and a monthly drawing administered by
Survey Sampling International for modest prizes.

Design of the Study
Respondents read a revised version of a short vignette previously
used in a study of interactive graphics [28] in which they
imagined being given a diagnosis of thyroid cancer and
discussing two types of hypothetical external beam radiation
treatments with their doctor. The two treatments, called focal
beam therapy and crossed beam therapy, were each briefly
described and then presented as being equally effective in
treating the patient’s type of thyroid cancer. Each therapy also
had the same risk (11%) of causing one side effect: fatigue.
However, the treatments were described as differentially likely
to cause a second side effect, mouth and throat problems: one
therapy caused mouth and throat problems in 16% of patients,
whereas the other therapy caused mouth and throat problems
in only 14% of patients. We randomly assigned which therapy
had the higher risk to prevent our scenario descriptions from
biasing our results. The scenario referred to a less common
disease (thyroid cancer, instead of breast or prostate cancer)
and included hypothetical types of radiation beam therapy in
order to minimize respondent preconceptions about treatment
options or their associated risks.

Our primary research question was to determine whether
different graphical formats would increase respondents’ ability
to recognize which treatment option was less risky (choice
accuracy). To do so, we implemented a quasi-factorial design
to experimentally vary the type of risk graphic used to present
each of the two side effects in a side-by-side presentation.
Participants were randomly assigned to 1 of 10 experimental
conditions summarized in Table 1.

Table 1. Experimental conditions.

Animation typeInitial

arrangement

Animated?Version

Shuffle?Settle into

group?

Built?

NANANAaGroupedNoStatic groupedV1

NANANAScatteredNoStatic scatteredV2

NoYesNoScatteredYesScatter, settlesV3

NoNAYesGroupedYesGrouped, builtV4

NoNoYesScatteredYesScatter, builtV5

NoYesYesScatteredYesScatter, built, settlesV6

AutomaticNoNoScatteredYesScatter, auto shufflesV7

AutomaticYesNoScatteredYesScatter, auto shuffles, settlesV8

User controlledNoNoScatteredYesScatter, user shufflesV9

User controlledYesNoScatteredYesScatter, user shuffles, settlesV10

a Not applicable.

Approximately 20% of participants in total were assigned to 1
of 2 static display conditions. Participants in the baseline
condition (V1: static grouped) saw side-by-side static icon arrays
(a 10 × 10 matrix of blocks) in which all of the colored blocks
used to represent event occurrence (ie, experience of fatigue,

or mouth or throat problems) were grouped at the bottom of the
display (Figure 1). A second group of participants (V2: static
scattered) viewed a scattered static display in which the event
icons were randomly distributed within the matrix to help
convey the underlying random distribution of events. Previous
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research has suggested that this type of scattered display does,
in fact, help convey randomness, but at the expense of a sense
of the magnitude of the risk [3,11,22,25]. We included this
design factor to explore whether we might achieve the best of
both worlds by displaying randomness without sacrificing a
sense of quantity.

The remaining 80% of participants viewed 1 of 8 animated
displays that included 1 or more animations based on the
different types of potentially useful motion cues discussed
above. Some groups (V4, V5, and V6) viewed built displays
that were either grouped or scattered according to the above
description. In these versions, participants initially viewed an
empty array (ie, all icons were gray) but then saw colored icons
representing risk events appear sequentially (1 every 450
milliseconds) in each of the 2 graphs until the final level of risk
was reached. Note that due to different levels of risk between
the two treatment options, this animation meant that, for the
display of mouth and throat problem risks, colored blocks
finished appearing in 1 of the 2 arrays before the other one,
creating a motion cue to reinforce which treatment had a larger
risk.

Participants in the scattered graphs conditions (built or not)
were further subdivided based on whether they saw 2 other
animations. First, some participants in scattered conditions saw
the scattered risk elements remain still (V2 and V5); others (V7
and V8) saw these colored blocks shuffle (redisplay themselves
repeatedly in new randomly generated positions) in a manner
similar to the dynamic random visual used by Han et al [25] to
promote subjective uncertainty; and others (V9 and V10) were
required to press a button that caused the blocks to shuffle a
few times before they could proceed. We included this last
condition to test whether having user control of the random
scattering process would affect participants’ perceptions of the

risk. Second, while some participants saw only the pictographs
with the risk scattered (V2, V5, V7, and V9), others initially
saw a scattered display that then showed the colored units
settling down toward the bottom of the array and then arranging
themselves into the same grouping seen by the grouped
conditions. In other words, we used animation in these settle
conditions (V3, V6, V8, and V10) to enable participants to
observe both an initial scattered visual (which may promote
understanding of randomness) and an ending grouped visual
(to facilitate assessment of risk magnitude).

All survey versions were pretested by study team members for
functionality and to estimate time to complete prior to survey
launch. We also randomly varied which treatment was shown
on the left as well as what color was used to refer to each
treatment to prevent order effects. Example movies of V4
(grouped, built), V6 (scatter, built, settles), and V9 (scatter, user
shuffles), which collectively demonstrate all of the animation
types, are available as multimedia appendices (see Multimedia
Appendix 1, Multimedia Appendix 2, and Multimedia Appendix
3).

On entering our survey, participants were given an introduction
page that explained the purpose of the study, the anonymous
nature of the research, and the expected time to take the survey.
The survey consisted of 57 total questions over 20 webpages
(between 0 and 9 questions per page). Participants also
completed between 3 and 8 webpages of survey materials for
unrelated studies (cross-randomized across all 10 arms of this
study) after completing the primary and secondary measures
for this study but before completing individual difference
measures (eg, numeracy) and demographics. This design
received institutional review board exempt status approval as
anonymous survey research.
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Figure 1. Icon arrays (version V1: static grouped) displaying the risk of mouth and throat problems for both hypothetical treatments.

Measures and Covariates
Our primary outcome measure was the preferred treatment
choice (focal beam or crossed beam). We also asked respondents
two gist knowledge questions in which they were to indicate
which therapy had a higher risk of fatigue (both equal), or mouth
or throat problems (which varied based on randomization).

We asked 3 graph evaluation items to evaluate user preferences
about the different risk graphics. These questions asked
respondents to use a 10-point Likert-type scale to rate how well
the graphs described the risk of different side effects, how
helpful the graphs were, and whether the respondent would like
to see risk information in this type of graph. Our a priori
intention was to combine these ratings into a 3-item scale.

Because ample evidence exists that even highly educated adults
can have poor numeracy skills (ie, facility and comfort with
quantitative health information such as risk statistics) [29-31],
all study participants also completed the Subjective Numeracy
Scale (SNS) [32], a validated measure of quantitative ability
and preference for receiving information in numerical form.
The SNS has previously been shown to correlate with the ability
to recall and comprehend both textual and graphical risk
communications [33,34]. A participant’s SNS score is calculated

as his or her mean rating across the 8 SNS questions and ranges
from 1 (least numerate) to 6 (most numerate).

We also assessed participants’ need for cognition using a
shortened version (7 of 18 questions) of the Need for Cognition
Scale [35] due to concerns about survey duration. Responses
were averaged to create a single scale.

Statistical Analyses
Since our main goal for this study was to explore the effect of
different types of animation on treatment choices, primary
analyses focused on the percentage of accurate choices (ie,
percentage choosing the treatment with the lowest risk profile),
knowledge accuracy, and graph evaluation ratings. To calculate
the significance of the observed variations, we used logistic
regression models (linear regressions for graph ratings) that
included graph version (with V1: static grouped as reference),
as well as SNS score and Need for Cognition Scale score as
covariates. We also analyzed subsets for the effect of numeracy
by splitting at the median, grouping participants into
lower-numeracy and higher-numeracy subgroups, and rerunning
the logistic regression analyses for each numeracy subgroup
(while still controlling for need for cognition). All analyses
were performed using Stata version 11 [36], and all tests of
significance were 2-sided and used alpha = .05.
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Results

Sample Description
In total, 6240 people age 21 years and older reached the survey
website and viewed the first content page. Of these, 38 reported
having a diagnosis of thyroid cancer and were excluded as
having preexisting knowledge of related treatment options,
leaving 6202 possible participants.

Overall, 4198 (67.7%) of participants completed the entire
survey (range across the 10 survey versions: 64%–71%),
including questions on demographics, which came toward the

end of the survey instrument. We restricted our analyses to this
subsample. Characteristics of those participants who answered
each demographic question are reported in Table 2. We observed
a wide range of educational achievement, with 1540 participants
(36.7%) having a bachelor’s or higher college degree but also
809 (19.3%) having completed high school or less education.
The SNS numeracy measure showed high reliability (Cronbach's
alpha = .86), as did the shortened need for cognition measure
(Cronbach alpha = .83). Mean SNS score was 4.30, with
substantial variation (range 1.5–6.0; SD 1.03). Because questions
about participants’demographics came at the end of the survey,
we do not know whether the demographics of those who
dropped out differed from those who completed the survey.

Table 2. Participant demographic characteristics (n = 4198)a.

Mean (SD)Frequency (%)CategoryCharacteristic

49.1 (16.1)698 (16.7%)21–29Age (years)

663 (15.8%)30–39

588 (14.0%)40–49

848 (20.2%)50–59

1035 (24.7%)60–69

359 (8.6%)70+

1936 (46.2%MaleGender

2255 (53.8%)Female

485 (11.7%)Hispanic (any race)Ethnicity

3267 (78.0%)WhiteRaceb

592 (14.1%)African American

384 (9.2%)All other

86 (2.1%)< High schoolEducation

723 (17.3%)High school only

1832 (43.8%)Some college/trade

1017 (24.3%)Bachelor’s degree

523 (12.5%)Master’s/doctorate

4.30 (1.03)102 (2.4%)1.00–1.99Subjective Numeracy Scale score

337 (8.1%)2.00–2.99

970 (23.3%)3.00–3.99

1491 (35.8%)4.00–4.99

1179 (28.3%)5.00–5.99

91 (2.2%)6.00

a Reports results only for those respondents who completed each question or measure.
b Respondents could mark more than one race.

Treatment Choice Accuracy
Table 3 reports the percentage of participants who correctly
chose the dominant treatment option (ie, the therapy with the
lower risk of mouth and throat problems), stratified by numeracy
level. Lower-numeracy participants selected the best treatment
option about 75% of the time, and varying the graphic used to
display the side effect risks did not result in any significant

differences in treatment choices based on the logistic regression
analysis. There was much more variation, however, among
higher-numeracy participants. While participants in the baseline
V1 group (static grouped) made the correct treatment choice
about 85% of the time, participants in most of the other
experimental conditions were less likely to pick the best
treatment choice. In the logistic regression analysis, we observed
significantly different selection rates for participants in all of
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the scattered but not settled groups (V2, V5, V7, and V9) as
well as V10 (scatter, user shuffles, settles). Most of the
remaining experimental groups also were less likely than the
V1 control group to choose the best treatment, although the

differences were not statistically significant. The only group
that was more likely (albeit not statistically significant) than
the static grouped condition to choose optimally was V4 (built,
grouped).

Table 3. Percentage choosing best treatment option, by graph version and respondent numeracy.

Higher numeracyLower numeracyVersion

P

value

OR

(95% CI)%

P

value

ORa

(95% CIb)%

–Reference84.8–Reference74.3Static groupedV1

.050.58 (0.34–1.00)76.6.620.90 (0.59–1.36)72.2Static scatteredV2

.230.72 (0.42–1.24)80.0.851.04 (0.68–1.59)75.5Scatter, settlesV3

.661.14 (0.64–2.04)86.3.931.02 (0.67–1.55)75.2Grouped, builtV4

.020.53 (0.31–0.90)74.4.140.73 (0.48–1.11)68.3Scatter, builtV5

.350.77 (0.44–1.34)81.0.551.14 (0.74–1.77)77.3Scatter, built, settlesV6

.020.52 (0.31–0.89)74.2.520.87 (0.56–1.34)72.3Scatter, auto shufflesV7

.610.87 (0.50–1.50)82.9.721.08 (0.70–1.67)76.4Scatter, auto shuffles, settlesV8

<.0010.37 (0.22–0.63)67.6.690.92 (0.60–1.40)72.9Scatter, user shufflesV9

.030.56 (0.33–0.96)75.8.770.94 (0.62–1.43)73.3Scatter, user shuffles, settlesV10

a Odds ratio reported from logistic regression model controlling for need for cognition.
b Confidence interval.

Gist Knowledge Accuracy
Table 4 reports the percentage of participants (by graph version
and numeracy level) who accurately identified that both
treatments had equal risks of fatigue. Here, the pattern of results
is quite similar for both lower- and higher-numeracy
respondents. In both numeracy groups, the baseline group (V1)
that saw static grouped graphs had either the highest or
next-highest level of knowledge. Knowledge was similar to the
baseline in V4 (grouped, built) for lower-numeracy participants,
and in V8 (scatter, shuffles, settles) for all participants.
Participants in the remaining groups all showed lower

knowledge rates, with statistically significant differences
observed in the logistic regression analyses for V2, V5 (higher
numeracy only), V7 (lower numeracy only), V9 and V10 (higher
numeracy only).

The pattern of results was quite similar for accurately identifying
the treatment with the higher rates of mouth and throat problems
(Table 5), with lower knowledge rates observed for versions
V2, V5, V7, and V9 in particular. However, people who saw
the V4 (grouped, built) risk graphic had somewhat higher
knowledge than those who saw the baseline V1 (static grouped)
version, although this difference was not significant for either
lower- or higher-numeracy participants.
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Table 4. Percentage correctly identifying that both treatments had an equal risk of fatigue, by graph version and respondent numeracy.

Higher numeracyLower numeracyVersion

P

value

OR

(95% CI)%

P

value

ORa

(95% CIb)%

–Reference86.3–Reference78.8Static groupedV1

.0030.44 (0.26–0.75)73.3.020.59 (0.38–0.91)68.8Static scatteredV2

.210.69 (0.39–1.22)81.2.070.67 (0.43–1.03)71.6Scatter, settlesV3

.310.74 (0.42–1.32)82.1.971.01 (0.64–1.60)79.3Grouped, builtV4

.010.49 (0.28–0.84)75.0.210.75 (0.48–1.18)74.0Scatter, builtV5

.440.79 (0.44–1.43)83.1.340.80 (0.51–1.26)75.3Scatter, built, settlesV6

.600.85 (0.47–1.54)84.1.050.64 (0.40–1.00)70.9Scatter, auto shufflesV7

.980.99 (0.55–1.79)86.2.790.94 (0.59–1.49)78.2Scatter, auto shuffles, settlesV8

<.0010.38 (0.22–0.64)70.2.0030.52 (0.34–0.80)66.1Scatter, user shufflesV9

.040.56 (0.32–0.98)77.7.360.81 (0.52–1.27)75.3Scatter, user shuffles, settlesV10

a Odds ratio reported from logistic regression model controlling for need for cognition.
b Confidence interval.

Table 5. Percentage correctly identifying the treatment with the higher risk of mouth and throat problems, by graph version and respondent numeracy.

Higher numeracyLower numeracyVersion

P

value

OR

(95% CI)%

P

value

ORa

(95% CIb)%

–Reference65.1–Reference46.9Static groupedV1

.070.68 (0.44–1.04)55.7.680.92 (0.64–1.34)44.9Static scatteredV2

.590.89 (0.58–1.36)62.3.680.93 (0.64–1.33)45.5Scatter, settlesV3

.311.25 (0.81–1.95)69.8.111.35 (0.94–1.95)54.9Grouped, builtV4

.060.67 (0.43–1.02)55.0.290.81 (0.55–1.19)42.4Scatter, builtV5

.700.92 (0.59–1.42)62.9.461.15 (0.79–1.67)50.9Scatter, built, settlesV6

.020.60 (0.39–0.9352.6.090.71 (0.48–1.05)39.4Scatter, auto shufflesV7

.960.99 (0.65–1.52)64.9.261.24 (0.85–1.8053.0Scatter, auto shuffles, settlesV8

.0020.51 (0.33–0.78)48.6.0070.59 (0.41–0.87)34.6Scatter, user shufflesV9

.210.76 (0.50–1.16)54.8.360.84 (0.58–1.22)42.9Scatter, user shuffles, settlesV10

a Odds ratio reported from logistic regression model controlling for need for cognition.
b Confidence interval.

Graph Evaluation Ratings
As planned, we combined our 3 graph evaluation rating
questions into a 3-item scale based on the average rating, which
had high reliability (Cronbach’s alpha = .93). Table 6 reports
the mean graph evaluation ratings for each graph type. Here, a
clear pattern emerges: consistent with the previous results for
knowledge accuracy and treatment choice accuracy, participants
in 2 conditions, V1 (static grouped) and V4 (grouped, built),

reported the highest evaluation ratings for both lower- and
higher-numeracy participants. Participants in the V3 (scatter,
settles) and V6 (scatter, built, settles) groups had slightly lower
ratings, though the differences were not statistically significant.
The remaining 6 graph types received significantly lower graph
evaluation ratings in the linear regression models, with all
differences highly significant (all P < .001) versus the baseline
static grouped condition.
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Table 6. Graph evaluation ratingsa, by graph version and respondent numeracy.

Higher numeracyLower numeracyVersion

P

value

Coefficient

(95% CI)Mean

P

value

Coefficientb

(95% CI)cMean

–Reference7.24–Reference5.99Static groupedV1

<.001–2.17 (–2.68 to –1.65)5.07<.001–1.30 (–1.75 to –0.86)4.68Static scatteredV2

.05–0.51 (–1.03 to 0.00)6.72.19–0.29 (–0.73 to 0.15)5.72Scatter, settlesV3

.33–0.25 (–0.77 to 0.26)6.98.190.30 (–0.14 to 0.75)6.31Grouped, builtV4

<.001–1.64 (–2.15 to –1.12)5.60<.001–1.12 (–1.59 to –0.66)4.89Scatter, builtV5

.11–0.43 (–0.95 to 0.09)6.81.62–0.12 (–0.57 to 0.34)5.90Scatter, built, settlesV6

<.001–2.64 (–3.16 to –2.12)4.60<.001–2.01 (2.48 to –1.55)4.02Scatter, auto shufflesV7

<.001–1.16 (–1.66 to –0.65)6.08<.001–0.75 (–1.20 to –0.29)5.27Scatter, auto shuffles, settlesV8

<.001–2.47 (–2.98 to –1.95)4.77<.001–1.91 (–2.36 to –1.46)4.09Scatter, user shufflesV9

<.001–1.90 (–2.41 to –1.39)5.34<.001–1.12 (–1.57 to –0.67)4.88Scatter, user shuffles, settlesV10

a Ratings are the average of 3 questions, each reported on a 0–9 scale.
b Coefficient from linear regression model controlling for need for cognition.
c Confidence interval.

Discussion

Principal Results
In this study, we evaluated 8 different animated icon array risk
graphics that incorporated different combinations of 3 basic
animations: building risk 1 unit at a time, settling scattered risk
into a grouping to ease assessment of magnitude, and shuffling
scattered risk to reinforce randomness. When compared against
the type of static, grouped icon pictographs that have been
previously shown to support high levels of risk knowledge [10],
the animated graphics consistently fell short. No animated
display resulted in significantly improved knowledge or
evaluation ratings versus the static grouped control display, and
significant deficits were observed for most of the animated
versions. Only the building animation that presented the colored
icons representing risk events 1 at a time (eg, V4: grouped,
built) showed even the slightest promise of improving
understanding, and this was not consistent across outcome
measures.

Consistent with some prior research [22], scattered risk displays
generally resulted in poorer knowledge and graph evaluation
ratings. Shuffling the event icons often made things worse and
dramatically lowered evaluation ratings. Adding an animation
to allow a scattered risk to settle into a grouping did help, though
such animations did not convey any advantages over displays
that started in a grouped orientation to begin with. However, a
parallel study from our research group (personal communication
with HO Witteman, et al, December 8, 2011) suggested that
animated displays of scattered icons that include both the
building and settling animations may increase sensitivity to
differences in risk magnitude. In addition, Han et al found that
a dynamic scattered icon array resulted in increased subjective
uncertainty about cancer risks [25]. If so, a scatter-plus-settle
animation may have practical value even if it does not confer
intrinsic improvements in risk knowledge or preference.

Limitations
Our study has several key limitations. First, we recruited
participants from an online survey panel and gave them a
hypothetical medical treatment scenario. As a result, participants
may well have been less motivated to learn about the risk levels
and more easily distracted by the animations. This account is
consistent with our findings that increased complexity of
animations (eg, shuffling) particularly decreased participant
knowledge accuracy. It is certainly possible that patients facing
actual medical treatment decisions would be better focused on
the risk knowledge and, as a result, have smaller deficits or
perhaps improvements in understanding over static graphs. We
note, however, we found our strongest variations not in
knowledge, but in our participants’ graph evaluation ratings.
Additionally, it is possible that patients facing actual medical
treatment decisions would be more susceptible to distraction
due to the complexity of animations because of increased
cognitive burden or stress brought about by their illness.
Although it is plausible that more complicated, “cooler”
animations might yield higher evaluation ratings, especially
among participants who were only taking a survey and not
making real medical decisions, in fact we observed the opposite
pattern: the most complex graphics were least preferred by our
study participants.

Second, the task used in our experiment required comparing
two risks. Animated graphs were presented side-by-side, making
it possible that it was the dual presentation of animation, rather
than the animation per se, that hampered the communicative
effectiveness of the graphics. We selected a comparison task
because many risk evaluation and decision processes require
balancing competing risks and benefits, making this a plausible
application for such graphics. It may be that, although the
animation was harmful in this context, it might still hold value
in the context of a single risk, or when presenting 1 risk at a
time.
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Third, our analyses focused here on differences between
higher-numeracy and lower-numeracy participants. However,
recent research has shown that interpretation of risk graphics is
also mediated by graphical literacy skills, which are only
moderately correlated with numeracy [37,38]. It is possible that
some of the effects we attribute to numeracy are in fact graphical
literacy effects. While we did not collect graphical literacy
measures here (because these data were collected prior to
publication of the scale), we intend to measure both numeracy
and graphical literacy in follow-up research.

Comparison With Prior Work
Our study is placed in the context of previous work, most
notably Tversky et al’s 2002 extensive review of animated
graphics [23]. Using their delineation, the task of specifying a
dominant option in our study is made more challenging by the
fact that health risks are not inherently visuospatial concepts.
In their review, the authors noted mixed effects of animated
graphics, and suggested that fair comparisons between animated
graphics and static graphics require information content that
can be adequately conveyed in the static form. This was the
case in our context, and this may explain the lack of benefit
demonstrated, similar to previous studies where static graphics
were able to effectively convey information (eg, [39]). Tversky
et al [23] also reviewed other experimental studies, based on
which they argued, reasonably, that the benefits of some
animated graphics may be attributable to the additional
information content that could be conveyed via the animated
movement. Therefore, potential benefits of animation may exist,
but are concentrated in contexts in which static graphics cannot
communicate all the information of the animated versions. The
near equivalence of some of our animated versions in
performance measures suggests that further research is needed
to investigate their potential for conveying additional
information that is difficult to convey in static graphics alone,
for example, the random nature of events in health risks.

It is also important to note that our task in this study involved
the comparison of two risks. This is a common issue in assessing
health risks and making decisions accordingly. However, this
may have introduced problems by dividing participants’
attention between two areas of the screen, both of which were
moving simultaneously. This may reflect the fact that people
find focusing on competing animations difficult [17].

Previous work suggests an interaction between domain
knowledge and the effects of animation. For example, animation
helped more advanced students learn to transform graphs of
simple mathematical functions into more complex functions
but hindered novice students [24]. Our study, on the other hand,
suggests that the performance of people with lower numeracy,
who might be expected to have more trouble with animation,
did not differ across conditions, whereas those with higher
numeracy showed a decline in performance with the addition
of animation (while still maintaining higher overall rates of
accuracy and knowledge). We speculate that this effect depends
on whether the animation builds on prior knowledge (as may,
for example, be the case with animated displays of physics
problems) or distracts from people’s ability to perform required
tasks. Recent work has shown that more numerate people tend

to count icons in displays such as ours and derive their sense
of risk magnitude from that process [40]. In our experiments,
the attention-grabbing nature of the animation may have
prevented higher-numeracy participants from applying this
learning strategy, thereby degrading their performance.

It is also worth clarifying the distinction between the animated
risk graphics tested here and interactive graphing tasks in which
the message recipient has to alter the visual display to show or
uncover risk information. Researchers have tested the impact
of having people adjust bar graphs [26] or pictographs [28] to
display provided risk statistics. However, these studies have
had decidedly mixed effects, with the pictograph study finding
that the interactive task significantly decreased people’s ability
to identify a dominant treatment option [28]. Another recent
study used an exploratory task in which participants clicked in
a matrix until they uncovered a risk event. This task elicited
more emotional responses than static graphics, increasing
qualitative statements of concern about large risks or relief about
small ones. However, a subsequent experimental study found
no overall effect of interactive versus static graphic type on risk
estimates or risk feelings, though it did reduce disparities
attributable to differences in numeracy [27]. Such mixed
findings are mirrored in research on other forms of interactivity
in health education such as video games [41] and immersive
3-dimensional environments [42].

There are also considerable parallels between our findings
regarding the potentially distracting effects of animation and
recent evidence in other data communication contexts that less
can be more—that is, that simpler, more focused information
presentations can result in improved understanding. For
example, people are better able to identify preferred hospitals
out of a set when tabular presentations of data excluded
decision-irrelevant information [43]. Similarly, understanding
of cancer recurrence risks and decisions about adjuvant therapies
can be improved by removing information about irrelevant
options [12], excluding redundant mortality statistics [44], and
presenting relevant information one piece at a time [34]. Both
these studies and our present investigation serve as reminders
that people’s ability to process multiple things at once is quite
limited, and thus risk communications need to ensure that the
user’s attention is drawn narrowly and specifically to the most
important piece of data or visual cue. In terms of animation,
both our study and Tversky and colleagues’ [23] review imply
that static graphics may be preferable to animated versions as
long as the static displays fully present the most
decision-relevant information.

Conclusions
If the goal of a health risk communication is to ensure that
patients understand the magnitude of risk and are able to make
appropriate comparisons between two risks, our work suggests
that the use of animation to provide motion cues in
computer-administered risk graphics is fraught with peril. We
tested 8 combinations of 3 core animations that we believed
might support better understanding or satisfaction, but our results
showed that these animations were at best unhelpful and often
significantly detrimental. Static pictographs that grouped event
icons at the bottom of the array consistently resulted in optimal
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treatment choices, higher knowledge accuracy, and better graph
evaluation ratings. This finding adds to the growing literature
supporting their use as best practice in many patient education
contexts.

Computer-based communications are likely to be the mode of
choice for many future efforts to educate patients about health
risks that require preventive action and medical treatment
decisions. Such technologies offer many new types of visual
(and auditory) cues that could be used to reinforce risk
information, and there are often pressures to use the latest “bells
and whistles” in such applications. Our research, however,
sounds a cautionary note.

Ultimately, effective patient decision making requires specific
types of understanding. At a minimum, patients need to realize
that a risk could occur and be able to identify which actions are
more or less likely to lead to preferred outcomes. While we
remain hopeful that certain types of animation might be useful
in specific risk communication contexts (eg, by using building
animations to show accumulation of risk over time), our present
efforts did not support quality decision making. More research
is clearly needed to evaluate different types of motion cues and
to identify which animations lead to better results versus the
features of those that do not. In the meantime, we reiterate the
finding from our previous work in interactive graphics [28]:
decision aid designers should proceed with caution when
considering the use of flashy risk graphics.
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Abstract

Background: Several obstacles prevent the adoption and use of personal health record (PHR) systems, including users’ concerns
regarding the privacy and security of their personal health information.

Objective: To analyze the privacy and security characteristics of PHR privacy policies. It is hoped that identification of the
strengths and weaknesses of the PHR systems will be useful for PHR users, health care professionals, decision makers, and
designers.

Methods: We conducted a systematic review using the principal databases related to health and computer science to discover
the Web-based and free PHR systems mentioned in published articles. The privacy policy of each PHR system selected was
reviewed to extract its main privacy and security characteristics.

Results: The search of databases and the myPHR website provided a total of 52 PHR systems, of which 24 met our inclusion
criteria. Of these, 17 (71%) allowed users to manage their data and to control access to their health care information. Only 9
(38%) PHR systems permitted users to check who had accessed their data. The majority of PHR systems used information related
to the users’ accesses to monitor and analyze system use, 12 (50%) of them aggregated user information to publish trends, and
20 (83%) used diverse types of security measures. Finally, 15 (63%) PHR systems were based on regulations or principles such
as the US Health Insurance Portability and Accountability Act (HIPAA) and the Health on the Net Foundation Code of Conduct
(HONcode).

Conclusions: Most privacy policies of PHR systems do not provide an in-depth description of the security measures that they
use. Moreover, compliance with standards and regulations in PHR systems is still low.

(J Med Internet Res 2012;14(4):e114)   doi:10.2196/jmir.1904

KEYWORDS

Personal health records; privacy; computer security; standards; HIPAA; Health Insurance Portability and Accountability Act

Introduction

In many countries, it is tedious for patients to obtain copies of
their official health records from health care providers, which
makes it difficult for patients to seek second opinions or control
their own information [1]. Moreover, records that patients create

themselves tend not to be included in the official patient record.
A personal health record (PHR) system can be maintained by
patients and their families, can be shared with clinicians, and
can support the maintenance of accurate and complete health
records [1].
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A PHR is “an electronic record of an individual’s health
information by which the individual controls access to the
information and may have the ability to manage, track, and
participate in his or her own health care” [2]. A PHR should
include all relevant information about the user’s life, including
the following items: problem list, procedures, major illnesses,
allergy data, home-monitored data, family history, social history
and lifestyle, immunizations, medications, laboratory tests, and
genetic information [3-5].

A PHR can take multiple forms: an independent software
application running on a single computer; a Web service
belonging to a single organization; a general Web service as a
platform with which to collect different types of health
information; or a USB-based PHR [6,7]. Maintaining data
privacy is difficult in both PHRs and electronic health records
(EHRs) [1], to the extent that, for instance, administrative staff
could access information without the patient’s explicit consent
[8]. Consumer concerns regarding PHR systems were found to
be focused on two major areas: privacy and security [9]. A total
of 91% of surveyed Americans stated that they were very
worried about the privacy and security of their health
information [7,9]. The aim of this review is to answer the
following research question: What security and privacy features
do PHR systems have? We carried out an in-depth analysis of
many significant issues related to the security and privacy
features of PHR privacy policies. The data collected were
contrasted by analyzing the privacy aspects of 50% of PHR
systems.

Methods

The methods used to carry out the review were guided by a
protocol. Iterative decisions concerning data collection, fields
for extraction, analysis, and other relevant aspects of the survey
were discussed in meetings that were attended and documented
by the authors.

Review and Protocol
This review followed the quality reporting guidelines set out in
the Preferred Reporting Items for Systematic Reviews and
Meta-analyses (PRISMA) statement [10].

Eligibility Criteria
We used the following inclusion criteria (IC): (1) IC1: free PHR
systems, (2) IC2: PHR systems with a Web-based format, and
(3) IC3: patient-centered PHR systems with a privacy policy.

Based on the International Organization for Standardization
(ISO) standard ISO/TR 12773 (Business Requirements for
Health Summary Records), a PHR is defined as an electronic,
universally available, lifelong resource of health information
maintained by individuals, as opposed to an EHR, which is a
repository of health information gathered across the longitudinal
electronic record of the patient. This information is generated
by one or more encounters in any care delivery setting [11].
Among the current variety of PHR support technologies, we
focused our study on Web-based, free PHR systems. Free PHR
systems can be used by anyone and are easiest to access (IC1).
Web-based PHRs have certain benefits with regard to the use
of the Internet (IC2) [11]. Moreover, the US Institute of

Medicine recommended that “access to care should be provided
over the Internet, by telephone, and by other means in addition
to in-person visits” [12], while the 2003 Health Information
National Trends Survey indicated that consumers use the
Internet to access health information more often than they obtain
this information from their health care professionals [13]. In
addition, the number of users who use the Internet to access and
manage their PHR is increasing [14-18]. Finally, according to
the ISO, the owner of the record in a PHR system can be the
health care organization, provider, or patient [11]. We also
stipulated that the PHR systems included in the review should
be patient-centered applications—that is, according to the
definition of a PHR in the Health Insurance Portability and
Accountability Act (HIPAA) [2], the information should be
totally or partially managed by the patient (IC3). We analyzed
this type of PHR system because they are more flexible and
useful than non-patient-centered PHR systems, although they
can have more privacy and security problems.

Information Sources
We used two information sources: the myPHR website and
scientific databases. The myPHR website was created by the
American Health Information Management Association and
contains information related to the use and creation of PHRs.
To the best of our knowledge, this website provides the most
comprehensive list of PHR systems that a user can find and has
also been used to select PHR systems in multisource sampling
[19]. Although our primary source was myPHR, we identified
other PHR systems by reading articles extracted from the
Medline, ACM Digital Library, IEEE Xplore Digital Library,
and ScienceDirect databases, which we searched between
February and April 2011. A systematic review was then used
to review the articles indexed in these databases.

PHR System Selection
The PHR system selection process was organized in the
following six phases:

1. The search for PHR systems from the myPHR website.

2. The search for PHR systems from scientific databases. This
phase was performed by means of a systematic review with the
following search string: (“PHR providers” OR “Microsoft
HealthVault” OR “Google Health”), which we adapted to
database search engines. We next explored the articles identified
in order to find the names of Web-based PHR systems.

3. Exploration of the PHR systems found, and a selection based
on eligibility criteria IC1 and IC2.

4. Exploration of the PHR websites identified in order to find
each one’s privacy policy and find out whether the PHR systems
were patient-centered applications (eligibility criteria IC3).

5. A complete reading of each of the PHR privacy policies
selected in the previous phase to extract their principal privacy
and security characteristics.

The activities defined above were carried out by two authors
independently. Disagreements were resolved by a third member
of the team. The PHR system selection was developed in an
iterative process of individual assessments until the interrater
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reliability was acceptable (0.9). In statistics, interrater reliability
is the degree of agreement among raters, which gives a score
with the level of consensus of the judges. We use the Cohen
kappa coefficient for measuring this agreement. The Cohen
kappa [20] coefficient is a statistical measure of interrater
reliability for qualitative (categorical) items. A value of 0.9
indicates almost perfect agreement between the two privacy
policy assessments performed by two authors.

Data Collection Process
We collected data by using a data extraction form. The PHR
system privacy policies were used to extract the methods
employed to maintain the privacy and security of the users’
data. The privacy policy had to satisfy the security safeguards
that are appropriate to the sensitivity of the information. They
are used to protect personal information, according to Yee and
Korba [21]. Note that Beldad et al [22] state that the omission
of an assurance of security in a privacy statement may cause
users to think that their personal data are susceptible to potential
abuse, and this could discourage them from supplying the
personal data needed to complete an online transaction.
According to Earp et al [23], it is for this reason that online
privacy statements often emphasize the application of security
measures and the methods used for the collection of data.

Data Items
In this study, we analyzed security and privacy of PHR systems
in reference to the ISO 13606 standard [24]. Security was
analyzed in terms of availability, confidentiality, integrity, and
accountability. According to the ISO 13606 standard (Electronic
Health Record Communication Part 4: Security), availability
refers to the “property of being accessible and useable upon
demand by an authorized entity.” This standard defines
confidentiality as the “process that ensures that information is
accessible only to those authorized to have access to it.” Integrity
refers to the duty to ensure that information is accurate and not
modified in an unauthorized fashion. Accountability refers to a
person’s right to criticize or ask why something has occurred.
The other topic analyzed in this study, privacy, has been defined
as “the claim of individuals, groups, or institutions to determine
for themselves when, how, and to what extent information about
them is communicated to others” [25]. The characteristics
analyzed in the privacy policies allowed us to analyze how
privacy, integrity, and confidentiality are maintained.

We designed a template for the data to be extracted from each
PHR system. In total, 39 characteristics were analyzed and
grouped into 12 categories, which we divided into privacy,
security, and standards and regulations. Table 1 shows the
category descriptions. Some of the characteristics are dependent
on others. A complete list of the characteristics analyzed is
described in Multimedia Appendix 1.

Table 1. Description of the assessed personal health record (PHR) system characteristics.

DescriptionCategory

Privacy

Considers whether user can easily access the privacy policyPrivacy policy location

Describes whether users are notified of changes in the privacy policy, and the means for doing
so

Management and notification of privacy pol-
icy changes

Focuses on who shares the information, with whom it is shared, and types of permissionsAccess management

Security: confidentiality and integrity

Considers who manages the information, what information is managed, and where this infor-
mation comes from

Data management

Describes what data are shared without the user’s explicit consent for secondary use of the data
(eg, for marketing, policy)

Data accessed without user’s permission

Informs whether the user can trace with whom his or her information has been sharedAccess audit

Establishes whether the user is authorized to access the particular resource and what actions
she or he is permitted to take with respect to that resource in accordance with certain access
criteria

Access criteria

Describes the method used to prevent identity theftAuthentication

Indicates whether the system uses cookiesWithout cookies

Presents what security measures are deployed by the PHR systemSafeguards

Standards and regulations

Describes whether the PHR system meets any standards or regulationsStandards or regulations

Each of these categories satisfied one or more of the eight
principles concerning privacy policies by the Canadian
Standards Association [21]. The categories, and the principles
that they satisfy, are shown in Multimedia Appendix 1.

Quality Assessment
We evaluated each PHR system in relation to its characteristics.
We then assigned three scores to each PHR system: total score
(range 0 to 24), security score (range 0 to 14), and privacy score
(range 0 to 8). The total score was obtained by adding 1 point
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for each characteristic that was satisfied. The security and
privacy scores were obtained considering only the security and
privacy characteristics, respectively, of the categories described
above. To address the consistency of the rating system, we used
triangulation [26] among the raters—that is, more than one
researcher gathered and interpreted the security and privacy
characteristics. We used a Cohen kappa coefficient of 0.95,
which, according to Landis and Koch [20], indicates almost
perfect agreement between two privacy policy assessments
performed by two authors. In relation to content validity, we
thoroughly reviewed the appropriate scientific literature to find
recommendations and standards describing good practices for
preparing privacy policies [21-23] to identify the items to be
included. Experts then critically reviewed this list for relevance,
comprehensibility, completeness, and level of detail.

The test-retest [27] method was used to measure the reliability
of the measuring procedure. The same test was performed on

the same PHR systems after a month. We obtained a correlation
of 0.96 between the scores in the two assessments.

Results

Study Selection
We identified 24 PHR systems in the review. The search of
databases and the myPHR website provided a total of 52 PHR
systems, but we discarded 11 because they did not satisfy IC1
and 13 because the did not satisfy IC2. The privacy policies of
the remaining 28 PHR systems were examined, and 4 of these
were discarded because they were not patient-centered PHR
systems (IC3). Figure 1 shows a PRISMA flow diagram that
summarizes this process. The PHR systems included in and
discarded from the review are shown in Multimedia Appendix
2.

Figure 1. Preferred Reporting Items for Systematic Reviews and Meta-analyses (PRISMA) flow diagram. IC1–3 = inclusion criteria 1 to 3, PHR =
Personal Health Record.

Study Characteristics
In this section, we describe the most important features of the
PHR systems included in the review. Table 2 shows the
percentage of PHR systems that satisfy each characteristic

analyzed. Table 3 [28-51] shows the systems selected for the
study and the three scores assigned to each: security score,
privacy score, and total score. More detailed information about
the PHR systems analyzed is provided in the tables shown in
Multimedia Appendix 3. The percentages and the scores of the
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dependent characteristics were calculated in relation to the
number of PHR systems that met the nondependent

characteristic.
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Table 2. Evaluation of personal health record (PHR) system characteristics and proportion of PHR systems (n = 24) satisfying each characteristic.

%nDepends onCharacteristic

Privacy policy location

9623Accessible

Notification of changes to privacy policy

6114AccessibleChange notification

8612Change notificationChange notification on website

213Change notificationChange notification directly

Access management

7117User grants access

5910User grants accessUser grants access to health care professionals

183User grants accessUser grants access to people with other roles

215Kinds of permissions

356User grants accessAccess in case of emergency

Data management

8320User adds, modifies, removes, and updates information

215Health care professionals update or add information

153User adds, modifies, removes and updates in-
formation

Family members’ data

204User adds, modifies, removes and updates in-
formation

Connection with other PHRs

82Monitoring devices

Data accessed without user’s permission

256Not accessed or information related to the user’s accesses

Access audit

389Who has accessed it

222Who has accessed itWith what aim

Access criteria

5413Roles

00Groups

41Location

82Time

00Transaction type

Without cookies

389Yes

Authentication

9623Something known

41Something the user has

00Biometric factors

Safeguards

6315Physical security measures

215Limited access

6716Electronic security measures

5012Encrypted data

174Backup system
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%nDepends onCharacteristic

41Defined data security plan

41Staff training

174Privacy seal

Standard or regulations

4210HIPAAa considered

606HIPAA consideredHIPAA

297HONcodeb

a Health Insurance Portability and Accountability Act.
b Health on the Net Foundation Code of Conduct.

Table 3. The personal health record (PHR) systems and their assigned scoresa.

Total scorePrivacy scoreSecurity scorePHR and reference

23714Microsoft HealthVault [28]

18710Google Health [30]

1668NoMoreClipBoard [32]

15411HealthyCircles [34]

15510myHealthFolders [36]

1587RememberItNow! [38]

1448MiVIA [40]

1348Telemedical [42]

1257MedicAlert [44]

1248Juniper Health [46]

1236MediCompass [48]

1238myMediConnect [50]

1137Health Butler [29]

1118ZebraHealth [31]

1155My Doclopedia PHR [33]

1137Dr. I-Net [35]

945Keas [37]

936MedsFile.com [39]

962PatientsLikeMe [41]

916My HealtheVet [43]

733dLife [45]

714MyChart [47]

725EMRy Stick [49]

514iHealthRecord [51]

a Maximum possible scores: 14 (security score), 8 (privacy score), 24 (total score).

Privacy
The privacy policy document must be easily accessible to PHR
systems users. This document was accessible or available in 23
of the 24 PHRs, with myMediConnect being the only PHR
system to lack this characteristic. The details of its privacy
policy were in the website’s FAQ section [50]. Of the PHR

systems analyzed, 14 indicated that their users are notified of
changes to their privacy policy. Changes could be announced
on the home page [28,30,32,33,37,38,40-42,44-46] or via email
[39]. A total of 17 of the PHR systems allowed users to grant
and revoke access to their data, and 10 indicated that users could
grant access to their data to health care professionals. Among
these, Google Health and Microsoft HealthVault [28,30] also
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allowed access to be granted to other system users or to certain
services or applications (such as insurance companies or
pharmacies).

Only 5 of the PHR systems reviewed defined kinds of
permissions. The Google Health PHR system [30] determined
two access types for services or applications: write-only access
and read/write access. The RememberItNow! PHR system [38]
defined three kinds of accesses: write, read, and administrator.
Microsoft HealthVault [28] established access levels for users
and programs. The Healthy Circles PHR system [34] defined
read permission and read/write permission. PatientsLikeMe
[41] allowed the contents to be public (anyone could access
them) or visible (only PatientsLikeMe users could access them).
Finally, only 6 PHRs considered data access in case of an
emergency. This access could be total [34] or partial [28].

Confidentiality and Integrity
PHRs contain information users’ personal data, which are
managed by the user in 20 of the PHRs reviewed. However,
MyChart indicated that its users could not manage their own
data [47]. Users could only notify the associated health care
providers of incorrect data, but not modify them. MyChart was
responsible for managing the data. The remainder of the PHR
systems did not indicate whether users could manage their data.

A total of 12 PHR systems used aggregated information about
users to publish trends or to improve their services
[29,30,32-34,37,38,40,41,44,46,48]. Of the PHR systems
reviewed, 3 could access users’ identifiable data without their
consent [39,45,47].

One mechanism that allowed users to verify whether data
confidentiality and integrity were maintained is access audit.
In this respect, 9 of the PHR systems permitted users to check
who had accessed their data [28,30,32,34,36,38,47,49], and 2
of them allowed users to verify what changes were made
[28,30].

PHR systems also presented security measures to maintain data
integrity and guarantee confidentiality. Of the PHR systems
reviewed, 20 indicated whether they used physical or electronic
security measures: 15 of them used physical security measures
in their servers. On the other hand, we found 12 PHR systems
that used encryption to protect the data during transmission
[28,30,32,35,36,38,40,43,46,50], and 4 also stored the data
encrypted [35,36,43,46]. And 1, ZebraHealth [31], stated that
they regularly reviewed and revised data security plans as
required by the evolution of technological and security needs.
Some PHR systems even had a privacy seal: Microsoft
HealthVault, Healthy Circles, Juniper Health, and dLife were
certified by TRUSTe [52].

To avoid unauthorized access of users’ records, an authentication
system is required. The most widespread authentication system
was the combination of a user ID with a password, which is
something the user knows [28-51]. Some PHR systems
combined this with the use of an activation code that had been
given to users previously [37,47,48,51]. Only 1 PHR used
something the user has for authentication. To access
MedsFile.com [39], users had to enter the personal identification
number on their access card.

As for the access criteria, the most common one was role-based
access control [29,31,32,34,36,39,40,42-44,47,48,51]. PHR
systems allowed patients, health care providers, insurances,
companies, etc, to access records. Access criteria based on
location were applied by 1 PHR [40]. This PHR changed the
data shown, such as the list of health care providers, depending
on the country from which the user accessed the system.
Moreover, 2 PHRs enabled users to establish a period of validity
for permissions, which were revoked once this period expired
[28,38].

Standards and Regulations
Some legislation and statements are satisfied by or related to
the PHR system analyzed. A total of 6 systems complied with
HIPAA, while another 4 indicated in their privacy policy that
they were not covered by HIPAA, although some of their
procedures were inspired by this regulation. Finally, another 7
PHR systems complied with the Health on the Net Foundation
Code of Conduct (HONcode) principles for trustworthy health
information. HONcode is the oldest and most-used ethical and
trustworthiness code for medical and health-related information
available on the Internet.

Verification of the Information Contained in Privacy
Policies
We triangulated [26] sources of data (chosen at random) to raise
the level of confidence in our results and to ensure that the data
we collected would enable us to draw valid conclusions. Two
authors analyzed the privacy aspects of 11 systems by logging
in to the PHR systems’ Web portals and verifying whether their
privacy policy satisfied the characteristics we had defined.
Unfortunately, we were able to verify only a subset of the
characteristics analyzed because we could not verify some of
them, such as whether the physical measures were really being
applied, from the websites. The results obtained were
cross-checked against our two initial assessments of the PHR
privacy policies. As Table 4 shows, the level of agreement is
between high and perfect in three-quarters of the cases [20].
However, the differences we found are not significant because
they only lay in some privacy functionalities that were not
mentioned in the privacy policies.
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Table 4. Kappa coefficients for level of agreement in cross-checks of privacy policy assessment.

Agreement levelKappa coefficientPersonal health record system

Low0.42Dr. I-Net

High0.77EMRy Stick

High0.79HealthButler

Almost perfect0.82HealthyCircles

High0.77Juniper Health

Perfect1Microsoft HealthVault

Almost perfect0.9My DoclopediaPHR

Almost perfect0.81myHealthFolders

Medium0.55myMediConnect

High0.62NoMoreClipBoard

High0.71RememberItNow!

Low0.38Telemedical

Discussion

The main characteristics of the PHR systems reviewed are
summarized below. These characteristics answer our research
question of what security and privacy features PRH systems
have.

What Security and Privacy Features do PHR Systems
Have?

Privacy
In general, most of the PHR systems we reviewed had a
document called a privacy policy. This document contains the
information related to how the user’s information is managed
by the system. The user should be able to access this document
[53]. Moreover, users must be notified of changes to the privacy
policy, given the importance of this document. To fulfill this
requirement, most of the PHR systems published an
advertisement on their website, which obliges the user to check
the PHR website to verify whether the privacy policy has
changed. Some authors [54] believe that direct notification of
any change is a better solution. One characteristic not found in
the PHRs we reviewed is that of notifying users when their data
have been exposed. Some regulations, such as the Directive on
Privacy and Electronic Communications of the European Union
[55], indicate that users have the right to be notified of any
personal information disclosure. Most states in the United States
also have data breach notification laws [56], which PHR systems
must satisfy. These require a data custodian to report a data
breach to the individuals affected, state attorneys general, the
media, consumer reporting agencies, or other government
agencies. One means to ensure that users trust their data security
is to indicate that the PHR website is certified by a certification
authority. The PHR systems we reviewed used the TRUSTe
[52] certification, which guarantees that the security
requirements included in the privacy policies are supported by
the website.

With regard to PHR access management, 71% of PHR systems
allowed users to grant and revoke access to their data. This

characteristic is particularly important because users require
more flexible ways of sharing data, allowing the user to choose
who can access their data, which data they can access, and at
what level of access [57]. A problematic issue is the access to
users’ data in case of emergency—that is, when users cannot
explicitly grant access. We found that 35% of PHRs considered
this case and provided some type of mechanism to permit the
appropriate health care professionals (previously authorized by
the user) to access the user’s data. Some PHR systems, such as
Microsoft HealthVault, allowed users to select what information
could be shared and with whom in case of emergency.
Nevertheless, emergency access increases the risk of data
breaches. Some national laws assume implicit patient consent
in an emergency situation [58], which does not guarantee the
privacy of patients’ data. Moreover, this unusual access adds
an extra complexity level to the access control model [58]. On
the other hand, not all users are very inclined to share their data
in a health emergency. Users with good or excellent health are
less likely to share their data during this kind of situation [59].

Finally, ownership of the PHR is an important issue to consider.
In Europe, although the PHR can store patient information from
a health care provider, the patient owns only the copy stored in
the PHR, not the information stored with the provider [60]. This
is, for instance, the case in the Dutch system. Such a system
allows users to remove data from their PHR, but they cannot
remove data from a hospital EHR. Other approaches allowed
users to access but not modify their PHR, such as HealthSpace
[57]. This may make the PHR of less value to patients and
physicians, as no information flows back, but it does provide
more security. In the United States, there is the case of My
HealtheVet, which is a PHR system developed by the
Department of Veterans Affairs. According My HealtheVet’s
privacy policy, although the content is managed by the
Department, the PHR is the property of the veteran and she or
he can also manage the information [61].

Confidentiality and Integrity
We examined patient-centered PHR systems in this review, and
they allow users to manage their data. In other words, users can
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add, modify, remove, and update their health data in 83% of
cases, according to our review. Connecting the PHR to the EHR
would lead to more comprehensive data management by patients
[62]. However some physicians have expressed their concern
about giving patients so much control over their records, because
the information stored in PHRs might be less accurate if patients
do not know what exactly is included in them, in comparison
with non-patient-centered PHRs [63]. Moreover, if a PHR is
hacked—and the patient’s data are modified—then, physicians
cannot be sure of the correctness of the data [63]. When
information comes from several sources, greater privacy and
security risks emerge. However, determining the most
appropriate strategy remains an open question: to have multiple
reliable sources of information, or to have the patient be the
only information source.

Few PHRs permit users to check who accessed their data. This
aspect should be improved because, according to HIPAA’s
Privacy Rule and Security Rule and to ISO 13606, users should
be aware of how their information has been shared.

We found that 3 (13%) of PHR systems used information related
to users’ accesses and identified user information to monitor
system use without the user’s explicit consent. Since the users’
privacy should be guaranteed, their identifiable information
should not be accessed without their consent [64]. Half of the
PHR systems used de-identified or aggregated user information.
However, it is very difficult to retrieve sufficient information
when aggregated data are used in order to ensure that patients
cannot be identified, so some risk of re-identification will
usually remain [8,65]. A further issue is that PHR privacy
policies did not indicate what information they aggregated. PHR
designers could consider studies such as that of Sweeney, who
designed a model called k-anonymity, and the accompanying
policies that allow the individual’s information to be protected,
because this cannot be distinguished from, at least, k - 1 other
individuals’ information [66]. With regard to the information
de-identification process, HIPAA indicates that there are two
ways to do this: a formal determination by a qualified
statistician, or the removal of specified identifiers of the
individual and of the individual’s relatives, household members,
and employers. Removal of identifiers is adequate only if the
entity covered has no actual knowledge that the remaining
information could be used to identify the individual. In any case,
one of these two means is required [2].

The PHR systems must take physical and electronic measures
to protect user information [67]. Of the PHR systems we
analyzed, in their privacy policies, 63% indicated their physical
measures and 67% explicitly stated their electronic security
measures; however, only 4 (17%) stated that the data were
encrypted both for transmission over the network and for
storage. The most widely used encryption scheme for
communications was secure socket layer. However, encryption
is only part of the solution to protect data. There are also other
threats, such as virus-infected systems, against which the PHR
systems must be protected. Although there are no
well-documented examples of EHR/PHR systems linked to
security breaches [68], designers should consider threats to Web
applications at least when they deploy their PHR system. In

2008, over 63% of all documented vulnerabilities affected Web
applications [69].

Important for security vulnerability is authentication [70]. All
the PHR systems we analyzed used only one authentication
method, the use of something the user knows or has. However,
two of the following three methods are recommended for
inclusion in an identification system: something a person knows,
such as login ID; something a person has, such as an access
card; or something that identifies a person, such as biometrics.
Therefore, designers should incorporate another authentication
system to strengthen authentication [71]. Moreover, the use of
passwords as an authentication mechanism is exposed to
multiple types of attacks, such as electronic monitoring of
network traffic to capture information, or unauthorized access
to the password file.

Finally, 38% of the PHR systems used cookies to remember
that the user had already logged in. Using cookies increases the
likelihood of identity attacks because the cookie’s authentication
data can be intercepted by a hacker to gain access to the user’s
health data [70].

Standards and Regulations
Finally, less than half of the PHR systems we reviewed were
based on standards or regulations, and this shows that there is
no guarantee that the privacy and security of patients’ data is
ensured. The most frequently referenced regulation is HIPAA,
used in the United States. HIPAA is a federal law that protects
health information and ensures that patients have access to their
own medical records while assigning new responsibilities to
those in charge of protecting this information. Although PHR
systems are not required to meet HIPAA by law, users might
believe that their data are better protected if the PHR satisfies
HIPAA [72].

Limitations
This study had several limitations. Although we conducted a
comprehensive literature search on numerous databases using
a variety of pertinent search terms, certain PHR systems may
have been overlooked due to the lack of indexing in the searched
databases. In addition, we recognize that several key PHR
systems that were included in the original sample of 51 were
excluded as a result of selection criteria. Moreover, we may
have excluded some PHR systems if we did not find their
privacy policies on their website.

Since this study only analyzed the security and privacy
characteristics of PHR systems, it lacks information about the
users. Our results cannot easily be generalized to populations,
since PHR systems are not equally used by people of different
age groups.

The scope of this study did not include analysis of real
functionality of PHR systems, and some PHR systems may not
satisfy their own privacy policies, so incorrect data may have
affected the results of the study. However, this limitation is
diminished because we cross-checked the results against an
evaluation of actual functionality of 50% of the PHRs.

Another limitation of our study is related to third-party access
to the PHR. This characteristic turns PHR systems into a more
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flexible tool, although it would be necessary to analyze the
privacy policies of these parties.

Conclusions
In general, PHR systems allow users to manage their personal
health data and to control who has access to them. However,
there is a debate regarding the degree to which individuals
should be able to control this access, and the forms that this
control may take: some PHR systems allow their users only
read-only access, while others offer individuals total control
[73,74].

The strengths and weaknesses in the privacy and security of
PHR systems will be useful for PHR users, health care
professionals, decision makers, and system builders. In
accordance with the privacy policies, PHR systems do not
provide an in-depth description of the security measures used.

The designs of privacy policies also need to be improved to
include more detailed information related to security measures,
and PHR system designers should focus their efforts on
increasing the quality of security measures at all stages of system
development [75].

The use of standards and regulations by PHR systems is still
low. The majority of companies that design PHR systems are
not covered by HIPAA [7]. This may be one of the reasons why
users do not use PHR systems [72].

Finally, the development of third-party applications that add
new functionality to PHR systems is increasing. An example
of this is Microsoft HealthVault, which has more than 50
third-party applications [28]. This connection to other
applications, such as PHR systems, could also cause important
security breaches.
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Abstract

Background: Less than 5% of breast cancer patients participate in clinical trials. To increase patients’ awareness and access to
trials, we created BreastCancerTrials.org, a clinical trial matching website. BreastCancerTrials.org matched patients to trials
based on their self-reported breast cancer history. It also provided a messaging platform through which patients could self-refer
themselves to participating research sites.

Objective: To assess adoption by research sites, acceptability to patients, and patients’ accuracy in providing information to
BreastCancerTrials.org.

Methods: We approached 13 research sites in Northern California to list their trials on BreastCancerTrials.org. For adoption,
we examined the willingness of contacted research sites to collaborate with BreastCancerTrials.org. For acceptability, we analyzed
usage statistics of visitors who completed the BreastCancerTrials.org health history questionnaire in the first 14 months after
launch and surveyed users who visited the website during its first year about their experience. For accuracy, we compared the
self-reported health history of 20 patients against their medical records. The health history questionnaire was divided into four
sections: About Me, personal information including date of birth and sex; My Health as of Today, current status including cancer
stage, menopausal status, and sites with evidence of disease; My Cancer, diagnostic information such as hormone and human
epidermal growth factor receptor 2 status; and My Treatment, an itemized record of past treatment including responses to therapy.

Results: A total of 12 sites contributed 55 trials. Regarding acceptability, 733 visitors registered on the website; 428 reported
their health history; and 407 matched to at least one trial. Of 375 patients who were sent a survey, 75 responded (20%); 23 of the
75 (31%) contacted a research site, 12 of the 23 (52%) were eligible for a trial, and 5 of the 12 (42%) reported enrolling. As for
accuracy, 20 clinic visitors reported 1456 health history items, 1324 of which matched their clinic record (90.93%).
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Conclusions: BreastCancerTrials.org was adopted by research sites. Patients found it acceptable and were able to provide
accurate information for trial matching. Based on our findings, we launched an upgraded version of BreastCancerTrials.org as a
national service in October 2008.

(J Med Internet Res 2012;14(4):e97)   doi:10.2196/jmir.1855

KEYWORDS

Breast cancer; clinical trials; cancer information

Introduction

Most treatments used for breast cancer today are based on the
results of clinical trials. Among the first pivotal trials that
changed practice was NSABP B-06 [1], which demonstrated
that lumpectomy with lymph node removal and radiation,
compared with mastectomy, is as effective at reducing distant
recurrence and prolonging survival. Clinical trials have enabled
the field to progress by providing better options and more clarity
to patients on the risks and benefits of cytotoxic chemotherapy,
targeted agents, and local–regional strategies. However, less
than 5% of women with breast cancer participate in clinical
trials, limiting the pace at which researchers can test new and
alternative treatment and prevention strategies [2].

Joining a clinical trial requires awareness of opportunities,
alignment of opportunities with the individual’s goals for
treatment, and access to research sites that are conducting trials.
Patients’ lack of awareness about trials is a major barrier to
accrual and the timely completion of clinical trials [3,4]. Most
patients learn about trials from their physicians and are more
apt to participate if physicians support their patients’
involvement. However, many physicians are unaware of
opportunities, do not have the time to review inclusion
requirements, or make erroneous assumptions about their
patients’ potential eligibility [5,6].

Various initiatives are under way to address barriers to clinical
trial participation. Several organizations are conducting
awareness campaigns for the general public, as well as
underserved populations not typically represented in clinical
trials. In the United States, these include the Coalition of Cancer
Cooperative Groups, C-Change, the Lance Armstrong
Foundation, the Education Network to Advance Cancer Clinical
Trials, the Center for Information and Study on Clinical
Research Participation, and Eliminating Disparities in Clinical
Trials. Additionally, several groups have developed prototype
information systems for matching patients’ histories to trial
eligibility criteria at the point of care [7-11].

Simultaneously, patients are turning to the Internet for health
care-related information [12]. Several resources are available
to assist such individuals in finding a clinical trial as described
in a 2008 review by the US National Cancer Institute [13].
Patients can search for, evaluate, and locate clinical trials on
government-sponsored websites (www.clinicaltrials.gov or
www.cancer.gov); on a site sponsored by the nonprofit Coalition
of Cancer Cooperative Groups (www.cancertrialshelp.org); and
on for-profit websites (eg, www.emergingmed.com) [14-17].

One potential problem with these websites is that they rely on
research site locations and contact information listed in

government databases. As a consequence, one study pointed
out that these sources sometimes feature “out-of-date” research
site information, with “incorrect contact information and trial
listings” [18].

In 1999, two women with breast cancer, Joan Schreiner and
Joanne Tyler, conceived of an independent, nongovernmental,
nonprofit clinical trial matching service, available over the
Internet, which would enable breast cancer patients to find trials
personalized to their situation. With their input, clinical
investigators from the Center of Excellence for Breast Cancer
Care at the University of California, San Francisco (UCSF) and
health and information specialists from the National Cancer
Institute developed the concept into a website named
BreastCancerTrials.org. By design, BreastCancerTrials.org
worked with research sites (ie, the hospitals and clinics that
enroll patients) to maintain an up-to-date list of open trials.
BreastCancerTrials.org also facilitated a process by which
individuals communicate directly with research sites about trials
of interest. This design addressed the need to align opportunities
with individual conditions and goals, and for patients to access
a research site that is implementing a desired trial protocol.

BreastCancerTrials.org launched in 2005 as a regional research
study featuring trials in the San Francisco Bay Area. We were
generally interested in whether research sites would adopt or
collaborate with BreastCancerTrials.org, whether patients would
accept the website requirements for matching, and whether
patients could accurately report detailed personal health
information.

Methods

Study Questions
We formulated 3 specific study questions. First, we asked
whether research sites would adopt and collaborate with a
clinical trial matching service that requires them to update
information about their trials and accept messages from patients.
Second, we asked whether patients would complete a detailed
online health history, match to a trial, contact a trial site, enroll
in a trial, and be satisfied with their experience. Third, we asked
whether patients would enter correct information into the
BreastCancerTrials.org health history questionnaire.

Study Design
We answered the study questions through a descriptive case
study. We launched BreastCancerTrials.org as the intervention,
and monitored the behaviors of research sites and patients
through data collection mechanisms described below. We sought
and obtained approval from the UCSF Committee on Human
Research and administered an approved outreach, recruitment,
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and consent process for both research site investigators and
patients who participated in the study.

The 3 study questions involved different dimensions of
BreastCancerTrials.org. We therefore present our methods,
results, and conclusions in a parallel structure. Specifically, for
each section of the ensuing report, we have separate paragraphs
for the adoption, acceptability, and accuracy questions.

Intervention
Overall, the intervention consisted of research sites’ and
patients’ use of BreastCancerTrials.org. (Figure 1).

Research sites and patients interacted with different components
of the website, so the intervention varied as described below.

For the question of research site adoption, to appear in
BreastCancerTrials.org, research sites had to submit their
protocols and contact information and review our coding of the
eligibility criteria into a machine-readable format. We solicited
study protocols prior to the launch of BreastCancerTrials.org
and on a monthly basis afterward. We coded protocols and
alerted research sites when their trials were uploaded to the
website. At this point site personnel were invited to review
coding and provide feedback.

Regarding acceptability to patients, patients using
BreastCancerTrials.org were matched to relevant trials based
on the completion of a self-reported health history questionnaire.
The questionnaire functioned as an intervention in our study,
since it was a component of a health service for clinical trial
matching.

The health history questionnaire was divided into four sections,
three of which captured a fixed number of items: About Me, 12
items, including patients’ date of birth and sex; My Health as

of Today, 15 items, including current cancer stage, menopausal
status, and sites with evidence of disease (Figure 2); and My
Cancer, 13 items, including estrogen, progesterone, and human
epidermal growth factor receptor 2 (HER2/neu) status. In the
fourth section, My Treatment, patients entered their past
surgeries as well as radiation, chemo-, hormonal,
targeted/biological, and bisphosphonate therapies. After
selecting a treatment, patients also provided additional
information, for example, whether the treatment was received
in the neoadjuvant, adjuvant, or metastatic setting and their
response to each therapy. The number of items for My Treatment
had no upper limit because respondents could add as many
treatments as they had experienced including, for example,
multiple cycles of chemotherapy. The matching engine,
caMatch, was developed in collaboration with the National
Cancer Institute, based on a prototype built at UCSF. It
compared patients’ health history questionnaires with trial
eligibility requirements in the coded protocols. The matching
engine provided a report of relevant trials along with the contact
information for the enrollment coordinator at each trial site. An
online messaging platform was included as part of the matching
service. It allowed patients to contact a research site about their
interest in a specific matched trial and to invite a coordinator
to view their online health history. Patients’ consent was
required for BreastCancerTrials.org to make the history available
to a specific coordinator for online viewing; patients’ health
summaries were never sent to coordinators via email.

In addressing the accuracy question, the intervention consisted
of asking UCSF breast cancer patients to register on the website
and complete the health history questionnaire. Subsequently
we evaluated the accuracy of each patient-reported health history
by comparing it with the patient’s official medical record, as
described in the outcomes section below.
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Figure 1. Homepage of BreastCancerTrials.org.
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Figure 2. A section from the My Health portion of the BreastCancerTrials.org health history questionnaire.
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Sample
For the question about adoption by research sites, from February
2005 to May 2005, author EC identified a convenience sample
of 13 institutions in the 9-county San Francisco Bay Area and
Sacramento, where she had found investigators who were
conducting breast cancer clinical trials. The research sites
included academic, private practice, and managed care settings.
EC invited these research sites to submit descriptions of their
open trials, including eligibility criteria, prior to the regional
launch of BreastCancerTrials.org and on a monthly basis
thereafter.

For the question about acceptability to patients, we included all
people who registered on the BreastCancerTrials.org website
in the first 14 months after launch (between June 2005 and
September 2006) in our analysis of website usage. Between
July 1, 2005 and June 30, 2006, we sent emails inviting website
registrants who had completed the health history questionnaire
in the first 12 months after launch to respond to our survey
asking for user ratings of the website.

For the question about patients’ accuracy, between April 25,
2006 and March 29, 2007, we invited a convenience sample of
patients who had completed at least one episode of treatment
at the UCSF Carol Franc Buck Breast Care Center. Through a
process approved by our institutional review board, a research
assistant periodically reminded the 12 attending physicians at
the Breast Care Center of the opportunity to refer patients to
this study. The physicians served as referral sources but were
not otherwise involved in the study. The research assistant went
to the clinic whenever patients referred by their physicians were
being seen. The research assistant approached such patients
until we had accrued our target of 20 who had completed the
study requirements by filling out the health history questionnaire
online.

Measures and Data Collection Procedures
We measured research site adoption by counting the number of
sites that contributed trials to the regional launch of
BreastCancerTrials.org, and by tallying the number of trials
each research site submitted and kept up-to-date in the
BreastCancerTrials.org repository of trials.

We measured acceptability to patients of BreastCancerTrials.org
by observing the number of (1) patients registering, (2)
consenting to the study and starting the health history
questionnaire, and (3) completing the health history
questionnaire. We measured patients’ reactions to
BreastCancerTrials.org by administering a follow-up,
anonymous survey with 13 items, 6 of which were relevant to
our study questions. We therefore analyzed responses to the
following 6 summative evaluation items. A total of 3 yes/no
items probed whether the patient contacted a research site after
matching to a trial on the website; whether they were eligible
for the trial on further review by the research site; and whether
they ultimately enrolled in the trial. For these binary items, we
counted the number and proportion of respondents answering
affirmatively. A further 3 items addressed overall satisfaction;
likelihood to recommend to friends or colleagues; and ease of
navigation [19]. These were rated on a 10-point scale where 1

anchored the most negative response and 10 the most positive.
We calculated the mean responses to each of these items
individually. The remaining 7 survey questions were not directly
related to our study questions and we did not analyze them for
this study.

We measured accuracy of patient-reported health history by
comparing patients’ responses to the BreastCancerTrials.org
health history questionnaire with the health history reflected in
the patients’medical charts. Patients filled out the health history
questionnaire via the BreastCancerTrials.org website, using
their own personal records and recollections. Meanwhile, a
study coordinator (author AA or JP) abstracted data from each
respondent’s medical chart and created a second, chart-based
instance of the patient’s health history questionnaire. We treated
this chart-based version of the health history as the reference
standard (sometimes known as the gold standard). We calculated
accuracy by forming a ratio. Where patients had either answered
a question incorrectly or omitted an item that was reported in
the chart, we defined the denominator as the total number of
items reported in the chart-based health history, and defined the
numerator as the number of responses where the patient and
chart agreed. Where patients provided items that were not in
the chart, we added the number of such items to the
denominator, and kept the numerator as the number of responses
where the patient and chart agreed. We omitted from the
accuracy analysis 12 items in the About Me section of the
survey, as we considered the patient’s current responses to these
demographics questions definitive regardless of what the chart
indicated. We also omitted 2 items from the My Cancer section,
neither of which was used for matching. These were “Are tissue
samples from your breast cancer available for further testing?”
and the optional question “If you were positive for HER2/neu,
what method was used to test it?”

Analysis
We analyzed quantitative measures using descriptive statistics
including counts, means, medians, and standard deviations. We
analyzed qualitative measures, such as open-ended survey
responses, by reading for themes and then discussing them
among study authors until we arrived at a consensus
interpretation.

Results

Regarding research site adoption, we approached 13 San
Francisco and Sacramento-area health care organizations. At
each research site, we invited a clinical trials manager or
physician in charge to coordinate submission of active breast
cancer study protocols and institutional review board approval
documents to our research team. Of the 13 research sites, 12
completed the requirements for participation, by providing
sufficient information for our research team to code their trials
using our structured data entry forms. Of the 12 research sites,
2 were academic medical centers, 6 were community hospitals,
1 was a participant in the National Cancer Institute-funded
Community Clinical Oncology Program, 1 was a health
maintenance organization, and 2 were private oncology practices
(Table 1). These 12 research sites contributed all of their breast
cancer protocols, representing 55 studies during the study period.
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The BreastCancerTrials.org team coded the trials in the
BreastCancerTrials.org database and sent them to the research
sites for review and approval. The research sites reported no
disagreements with the BreastCancerTrials.org codes, so the
team activated the trials on the production website. A total of
11 research sites remained in the study through its completion;
1 withdrew after the first year because the clinical trial manager
submitting active study documents felt this required too much
time.

With regard to patients using the site and matching to clinical
trials, the population for this study question consisted of 733
patients registering on BreastCancerTrials.org between June
2005 and September 2006. Registration involved providing a
name and email address, at which point patients could navigate
the website and consent (or not) to use the matching service.
Of 733 registrants, 614 (83.8%) consented to use the matching

service, of whom 491 (80.0%) also reported demographics
(Table 2).

We tracked website usage as an indication of
BreastCancerTrials.org’s acceptability to patients. Of the 614
patients who registered and consented, 428 (69.7%) completed
the minimum health history elements required to match to a
trial. Of these 428, 407 (95.1%) matched to at least one trial.
Of the 407 matched visitors, 70 (17%) connected with a research
site through BreastCancerTrials.org’s Message Center.

Between July 1, 2005 and June 30, 2006, we sent email surveys
to 375 website users who had completed the health history
questionnaire during the first 12 months after launch, and invited
them to respond anonymously. We found that 75 of 375 (20%)
responded, and 23 of the respondents (31% ) reported contacting
a research site. Among the 23 who contacted a research site, 12
(52%) reported being told they were eligible for a trial, and 5
of these 12 (42%) reported enrolling in a trial.

Table 1. Research sites providing trials at the launch of BreastCancerTrials.org.

Research sitePractice setting

University of California, San FranciscoAcademic

University of California, Davis

Sutter East Affiliated Hospitals (Sacramento)Community hospital

Sutter West Affiliated Hospitals (Alta Bates Summit Medical Center,
California Pacific Medical Center, Mills-Peninsula Health Services)

John Muir Health

Bay Area Tumor InstituteCommunity Clinical Oncology Program

Northern California Kaiser PermanenteHealth maintenance organization

Camino Alto (Peninsula)Private practice

California Cancer Care (Marin)
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Table 2. Demographics characteristics of respondents to acceptability and accuracy study questions.

Accuracy analysisAcceptability analysisDemographic characteristic

Clinic-based health

history questionnaire

respondents (n = 20)

Online satisfaction

survey respondents

(n = 75)

Website visitors

reporting demographics

(n = 491)

%n%n%n

Age range (years)

25%520%1526.9%132<45

40%831%2336.3%17845–54

30%623%1728.5%14055–64

5%14%38%3965+

23%17<1%2No response

Education

70%1441%3140.7%200Graduate/profes-
sional school

30%621%1633.2%163College graduate

0%09%726.1%128<4 years of col-
lege

28%21No response

Race/ethnicity

95%1965%4984.1%413White

0%03%27%34Hispanic/Latino

0%03%23%16Black/African
American

5%13%23%14Asian/Pacific Is-
lander

0%04%33%14Other

23%17No response

We present demographics reported by 75 survey respondents
in Table 2 (middle columns). Respondents rated satisfaction
with BreastCancerTrials.org at a mean level of 7 out of a
maximum of 10. Respondents rated willingness to recommend
BreastCancerTrials.org at a mean level of 7 out of 10. Finally,
respondents rated the ease with which they completed the health
history questionnaire at a mean level of 8 out of 10.

With regard to study questions about patients’ accuracy, 26
patients consented out of 57 approached (46%), 20 of whom
completed the study requirements, for a response rate of 20 out
of 57 (35%) among all approached, or a completion rate of 20
out of 26 (77%) among consenting patients. We invited them
to fill out the health history questionnaire so we could compare
their responses with the information in their medical record.
Table 2 summarizes the demographic profiles of the final sample

(last columns). These patients provided a total of 1456 items,
matching the chart for 1324. Therefore, the overall accuracy
rate was 90.93%. For the standard items in the My Health and
the My Cancer sections, the accuracy rate was 469 out of 520
(90.2%). For the variable items in the My Treatment section,
the accuracy rate was 855 out of 936 (91.4%).

On an item-by-item level, accuracy ranged from 65% to 100%
(see Table 3). On the low end of the range, 13 of the 20 (65%)
respondents to the standard items correctly reported their
progesterone status. At the high end of the range, respondents
were 100% accurate in reporting their status with respect to
pregnancy, current well-being, hypertension, cardiac arrhythmia,
disease in other sites, local recurrence, type of bisphosphonate
therapy taken, and type of biologic therapy taken.
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Table 3. Accuracy of patients’ responses to health history questionnaire items, compared with a study coordinator’s abstraction of the data from the
patients’ medical charts.

Accuracy

rate

Items for which

patient’s response

matches chart

Total responses

per Item

Item by website section

My Health as of Today

95%1920Menopausal status

75%1520Stage of current cancer

100%2020Treatment received? (yes/no)

75%1520Response to last treatment

100%2020Pregnant or nursing

100%2020Current well-being

100%2020Hypertension

100%2020Cardiac arrhythmia

85%1720Other medical problems

80%1620Disease in axillary lymph nodes

95%1920Disease in nonaxillary lymph nodes

95%1920Disease in bone

95%1920Disease in brain or spinal cord

85%1720Disease in chest wall

100%2020Disease in other sites

92.0%276300Subtotals

My Cancer

95%1920Date of breast cancer diagnosis

90%1820Stage at diagnosis

85%1720Type of cancer

90%1820Estrogen receptor status

65%1320Progesterone receptor status

85%1720Positive lymph nodes

85%1720Sentinel node biopsy

100%2020Local recurrence

95%1920Metastasis

95%1920Inflammatory breast cancer

80%1620HER2/neua status

87.7%193220Subtotals

My Treatment

88%8496Treatment modality (eg, surgery, radiation, chemotherapy)

91.3%137150Type of surgery (eg, mastectomy)

90%5763Location of radiation therapy (eg, breast, bone)

99%9091Type of hormone therapy (eg, tamoxifen)

100%1212Type of bisphosphonate therapy (eg, Zometab)

100%88Type of biologic therapy (eg, Herceptinc)

96.5%328340Type of chemotherapy (eg, paclitaxel)

92%8188Setting (neoadjuvant, adjuvant, metastatic)
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Accuracy

rate

Items for which

patient’s response

matches chart

Total responses

per Item

Item by website section

66%5888Overall response (eg, no cancer, cancer progressed)

91.4%855936Subtotals

90.93%13241456Total

a Human epidermal growth factor receptor 2.
b Generic name zoledronic acid.
c Generic name trastuzumab.

While patients were accurate overall, we call attention to items
for which patients had difficulty matching the chart. A total of
5 patients did not match the chart with respect to the stage of
current cancer; 5 patients were not accurate in responding to
response to last treatment; and 5 patients were inaccurate in
responding to items about disease in lymph nodes, 4 of whom
were wrong about axillary and 1 about nonaxillary lymph nodes.

Discussion

Interpretation and Analysis
Regarding the adoption by research sites, in the 3 months prior
to launch, we attracted 12 of 13 research sites, 11 of which
remained active in the study 1 year later. We had some concerns
about whether the research sites would see collaborating with
BreastCancerTrials.org as an added burden. Our experience
suggests that research sites were willing to add
BreastCancerTrials.org as an additional channel through which
to reach potential study participants. We believe that in an
environment of relatively low study participation, the value of
adding participants is so high that research sites are motivated
to spend additional time and other resources on exposing
potential study candidates to the opportunity.

Regarding the acceptability to patients, almost all visitors
(407/428, 95.1%) who provided sufficient information for
matching did in fact match to at least one trial. Website visitors
were satisfied, and 70 contacted a research site. These data
support our hypothesis that as more people seek health
information online [12], many could be attracted to websites
dealing with clinical trials.

The demographics of participants who used the
BreastCancerTrials.org matching tool were highly educated and
predominantly white, not surprising given the demographics of
people using the Internet to find health information in 2005
[12]. As more diverse populations use the Internet to access
health information, further studies should explore whether they
too are open to using BreastCancerTrials.org or similar clinical
trial matching websites.

As for the accuracy of patients’ responses, the
BreastCancerTrials.org health history questionnaire used in this
study was notable for its level of detail. We presented a
minimum of 40 items before patients even began filling out My
Treatment, which could also require dozens of items depending
on the complexity of treatment history. Our assumption that
patients would be capable of answering detailed questions about

their cancer treatment was validated by the high degree of
accuracy when their answers were compared with their medical
records. For example, 1 patient with metastases entered 10
chemotherapy regimens correctly.

We included both estrogen and progesterone receptor status in
the health history questionnaire. However, during the study
period, physicians in our clinic sometimes discussed estrogen
or hormone receptor status without specifying the progesterone
receptor status. We believe this may explain the discrepancy
between patients’ ability to self-report their estrogen and
progesterone receptor status. Given the emergence of
triple-negative breast cancer as a distinct clinical entity,
designers of clinical trial matching systems should include
progesterone receptor status in their matching criteria and
prompt patients to ask their physicians about it if necessary.

Of 20 patients, 5 (25%) were not accurate about their tumor
response to prior treatment. In the adjuvant setting where there
is no longer evidence of disease, it is easy to understand patients’
confusion with this question, as the possible answers focused
on how the “cancer” responded to treatment. As we disseminated
the website nationally, we recast the question. On all forms, we
ask whether therapy was completed and, if not, why it was
stopped. The choices for why it was stopped were “Stopped
treatment due to side effects,” “Tumor occurred, recurred, or
did not shrink with therapy,” and “I don’t’ know.” We
standardized the question to fit across patient types and
therapies.

We learned that, while 18 of 20 respondents matched their chart
regarding stage at diagnosis, only 15 matched the chart when
responding to “What stage of breast cancer do you have as of
today?” One patient said in an unsolicited phone call to the
BreastCancerTrials.org offices, “I’ve completed treatment. I
don’t have cancer now.” We have since deleted this question
from the BreastCancerTrials.org online health history as being
confusing for people whose breast cancer tumor has been
removed by local therapy.

Connections to the Literature
We now turn to a discussion of how our findings complement
or conflict with previous reports in the published literature.

With regard to our first study question, on adoption by research
sites, we have not found published evidence regarding whether
multiple research sites will list their trials in a common clinical
trial matching website. Our positive finding extends the results
of a study of clinical trial matching at a single location [18]. In
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that study, the University of Pennsylvania collaborated with
EmergingMed to provide clinical trial matching for trials open
at the University of Pennsylvania’s cancer center.

Regarding acceptability to patients, we did not know whether
privacy issues or complexity would inhibit patients from
providing the required health history data to
BreastCancerTrials.org. A previously published usability study
of BreastCancerTrials.org suggested that both could be barriers
and tested design changes that addressed user concerns [20,21].
Our finding that 428 patients over 14 months reported their
health history is consistent with the University of Pennsylvania’s
experience, where they found that 627 patients provided
sufficient information to match to clinical trials over a 15-month
period [18]. Whereas the University of Pennsylvania system
featured trials from one location across many cancer types, our
system featured breast cancer trials only, but from many research
site locations.

Regarding patient accuracy, we found 91% overall accuracy
about details of the breast cancer diagnosis in a sample of
patients undergoing breast cancer treatment at our medical
center. No studies have reported patients’accuracy for the other
clinical trial matching systems. Other studies have found high
overall accuracy of patients’ self-reports regarding the existence
of a prior breast cancer and its treatment [22]. However, some
patient subgroups are less accurate [22]. Also, patients may be
less accurate in recollecting some aspects of their breast cancer
history such as the stage of their cancer [23].

The American Society of Clinical Oncology has recommended
that all patients be provided with a treatment summary as part
of standard care for survivors [24]. This kind of summary would
provide women with the data required for accurate clinical trial
matching. In the future, the ability to capture these data in an
electronic fashion would potentially enable an automated way
for patients and providers to identify appropriate trials as a
routine of practice.

Limitations
This evaluation did not address some of the known threats to
internal and external validity. For example, the proportion of
research sites willing to provide their trial data may be different
from a nationally representative sample.

In studying acceptability to patients, we invited only individuals
who completed our health history to take the survey. With a
response rate of 20%, we don’t know whether the majority of
nonrespondents felt differently about their experience with
BreastCancerTrials.org. In particular, although we learned that
5 respondents enrolled in a clinical trial, the overall enrollment
rate among BreastCancerTrials.org users may have been higher
or lower depending on whether respondents differed from
nonrespondents. Sensitivity analysis suggests the enrollment
rate may have varied from 1% (5/375 surveyed) to 7% (5/75
responding). In addition, our survey solicited only anonymous
responses, so we could not follow up on responses. Thus, we
learned that 12 of 23 people who contacted a research site were
eligible for a study, but could not ascertain why the remaining
11 were ineligible.

We conducted the accuracy evaluation with a small sample of
patients undergoing treatment at our academic medical center,
not with website registrants. Our accuracy results may not reflect
the accuracy of actual visitors to the website. We observed a
46% consent rate and a 77% completion rate for an overall 35%
response rate relative to the patients we approached. This means
that the majority of patients we approached declined to complete
the health history questionnaire, limiting our ability to generalize
our accuracy results. The accuracy results could also be
misleading in that we treated the chart as being definitively
correct. In fact, charts may be incomplete or erroneous.

For all of the study questions, our samples were highly educated
relative to the general population. The clinic sample in the
accuracy study was even better educated than the website
registrants overall or than website registrants responding to our
follow-up acceptability survey. This may limit the
generalizability of our findings, as studies have shown that
low-income and elderly populations face challenges to using
electronic health tools [25].

Conclusions
We conclude that BreastCancerTrials.org is a promising vehicle
for connecting patients with opportunities to participate in
clinical trials. Research sites were willing to register their trials,
and over half of the patients who found BreastCancerTrials.org
registered and completed a health history questionnaire. Patients
also contacted research sites and some joined trials. The degree
of accuracy in patients’ responses was high, which may be due
to the fact that all of the patients had completed a 4-year college
degree and 14 out of 20 (70%) reported postgraduate training.
Still, based on our analysis of response patterns, we have been
able to improve the way in which health history questions are
asked. Researchers should continue to explore the question of
accuracy with more diverse populations. People with lower
health literacy may require assistance in providing accurate
information to BreastCancerTrials.org or similar clinical trial
matching tools.

Our study contributes new knowledge to the literature, including
evidence that research sites will provide details of their open
trials to third-party clinical trial matching systems; and patients
can and will accurately fill out a detailed health history
questionnaire as a means to matching to clinical trials online.
Overall, this evaluation suggests that BreastCancerTrials.org
could contribute to the public health agenda of making people
more aware of clinical trials with a view to ultimately increasing
enrollment.

As a result of this study, we secured funding to disseminate
BreastCancerTrials.org so that it includes research sites across
the United States. This is a reportable outcome in terms of
implementation and maintenance of a research-initiated
innovation. The nationwide service operates at
www.BreastCancerTrials.org as a program of Quantum Leap
Healthcare Collaborative, a nonprofit corporation [26]. Quantum
Leap has successfully solicited philanthropic donations to
maintain the clinical trial matching service and is exploring
additional sources of recurring revenue to sustain it.
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In preparing for the nationwide launch, the
BreastCancerTrials.org team made improvements to the software
based on lessons from this study. New features included the
ability of users to select a health history form customized to
their situation (having a new diagnosis vs metastatic vs
posttreatment survivor); to use BreastCancerTrials.org as an
anonymous guest; to register for a Trial Alert Service; and to
browse through BreastCancerTrials.org listings without creating
a profile. The trial coding interface and matching engine
(caMatch) now broker more complex eligibility criteria.
Although trials are still entered by BreastCancerTrials.org staff,

the trial coding process is now more efficient. The nationwide
service launched in October 2008 [27] and currently lists over
500 trials. Patients who wish to use this or other clinical trial
matching websites should keep copies of their medical records
so that they can enter a profile that will facilitate their gaining
access to appropriate opportunities to participate in research
studies. Initiatives aimed at providing patients with treatment
summaries, especially if integrated with electronic health
records, will make it easier for patients to use online resources
such as BreastCancerTrials.org.
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Abstract

Background: It is now common practice for doctors to consult patients by means other than face-to-face, often appearing before
the patient on a computer screen. Also, many websites are using depictions of health professionals to increase the credibility of
their services. Being trustworthy is an essential attribute for successful ehealth services. Little is known about which depicted
accessories make a health professional appear more trustworthy.

Objective: To estimate the odds of an individual on-screen being rated trustworthy when viewed in a static image holding or
wearing specific items of medical equipment.

Methods: We surveyed consecutive people attending community pharmacies to collect prescriptions in Western Australia.
Respondents were presented with a series of 10 photographs, generated at random, of a man with varying numbers and combinations
of medical equipment: stethoscope, reflex hammer, surgical scrubs, otoscope, and pen. They were then invited to rate the man
as honest, trustworthy, honorable, moral, ethical, or genuine, or a combination of these, on the Source Credibility Scale.

Results: A total of 168 of 250 people gave informed consent, for a participation rate of 67.2%. There were 102 female and 66
male respondents. Of the 168 respondents, 96 (57%) were born in Australia and 102 (60.7%) were attending medical practices
with more than one general practitioner. The mean age of respondents was 47 (SD 16) years (range 26–92 years). When only 1
item was present in an image, the stethoscope was associated with the highest odds for the person being considered honest (odds
ratio [OR] 2.6, 95% confidence interval [CI] 1.6–4.3), trustworthy (OR 2.3, 95% CI 1.4–3.8), honorable (OR 2.7, 95% CI 1.6–4.5),
moral (OR 2.4 95% CI 1.4–4.1), ethical (OR 2.6, 95% CI 1.5–4.6), and genuine (OR 1.8, 95% CI 1.0–3.1). The presence of a
stethoscope increased the odds of the person being rated in a positive light in all photographs in which it was included.

Conclusions: When an individual is portrayed in a static image, concurrent presentation of 3 or more items of medical equipment,
and especially a stethoscope, is likely to exert a positive influence on the viewers’ perceptions of the qualities of the person
depicted.

(J Med Internet Res 2012;14(4):e100)   doi:10.2196/jmir.1986
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Introduction

When people are concerned about their physical or
psychological well-being, they may consult a doctor. When a
patient consults a doctor face-to-face, all five senses affect the
experience: sight, hearing, touch, smell (eg, medications,
disinfectants, and tissues), and sometimes taste (eg, medications,
and equipment used to examine the mouth or throat) [1-5]. In
consultations where the doctor and patient are not even in the
same room, there are limits to the extent to which all the senses
can be engaged [6]. It is important that a doctor (or online
ehealth service or website) be perceived as trustworthy,
especially in circumstances in which there are limits to the
engagement of the senses as occurs, for example, when people
interact with doctors via a computer or when a doctor is
portrayed in a static image in support of a message on a website.

When someone is experiencing symptoms, the condition does
not require the presence of objective organic pathological
analysis. Indeed, some people experience relief from symptoms
despite being treated with a placebo or inactive drug [7,8]. It
has been demonstrated in conditions that are not the result of
organic pathology that a doctor has powers to relieve disease
in a manner analogous to that of a placebo [9]. In common with
many placebos, the physical appearance of the doctor may
account for some of the therapeutic response. As McCroskey
stated, “No message is received independently of its source or
presumed source” [10]. Various writers have agreed that there
is a dimension to the perception of an individual that can be
referenced as trustworthiness (character, sagacity, safety, and
honesty) [11].

The literature records many studies in which credibility and
persuasive communication have been tested with specific
reference to the physical appearance of doctors. In an experiment
conducted by computer scientists, advice was shown to be much
more persuasive when presented as coming from doctors as
depicted in static pictures [12]. Similarly, previously published
studies have reported that patients prefer traditional physicians’
attire consisting of a white coat and professional dress [13];
other studies indicate that patients are equally satisfied with
their physicians regardless of casual or business attire [14]. In
a more recent experiment, researchers have concluded that
doctors working with a primarily older population may find
their patients prefer their physicians to wear white coats,
whereas a large majority of parents do not expect their child's
doctor to wear a white coat and that the a parent’s trust is not
compromised by less-traditional physicians’ attire [15].

In addition to what the doctor is wearing, we must also consider
what he or she is seen to be holding, or using. For example, the
stethoscope has been the cornerstone of medical diagnostics for
nearly 200 years. This monaural device improved physicians’
ability to hear clues to their patients’ underlying pathology and
thus apply the appropriate treatment in many cases. It has been
eulogized by many commentators, such as the following:

I contend that the stethoscope best symbolizes the practice of
medicine. Whether absentmindedly worn around the neck like
an amulet or coiled gunslinger-style in the pocket, ever ready
for the quick draw, the stethoscope is much more than a tool

that allows us to eavesdrop on the workings of the body. Indeed,
it embodies the essence of doctoring: using science and
technology in concert with the human skill of listening to
determine what ails a patient. [16]

The stethoscope is one of several medical instruments that are
recognized by laypeople as belonging in a doctor’s office and
that have significance in the consultation that extends beyond
the instrument’s physical functionality. Similarly, reflex
hammers and other items used in clinical examination have
developed an iconic status for doctors [17]. In this study we
hypothesized that in the absence of any other information, an
individual appearing in a static image may be rated as more
trustworthy when he is viewed holding or wearing specific items
of medical equipment. Further, we hypothesized that some items
of medical equipment would have a greater influence than others
on the perception of trustworthiness.

Methods

We obtained human research ethics approval from Curtin
University (approval number RD-23-10) before commencing
the study. All respondents provided consent before data
collection. Consecutive people waiting in six community
pharmacies to collect prescriptions for drugs prescribed by a
doctor were presented with a series of photographs on an iPad.
Each photograph presented an image of a man with a neutral
facial expression who was wearing a casual shirt. Some of the
images contained medical equipment. The respondents were
not told anything about the person in the photograph. The
photographs were presented as a series of 10 consecutive images
containing an increasing number of items of medical equipment
ranging from 0 to 5. Each series of 10 was unique to each
participant and drawn at random from a pool of images. The
equipment (collectively called icons here) consisted of a
stethoscope, otoscope, reflex hammer, surgical scrubs, and pen.
We chose these icons from the list of items that have been
recommended as necessary in a general practitioner’s bag [18].
The icons were presented in increasing numbers and in the
following order, with the collection of icons chosen at random:
(1) no icons (1 photo, shown first), (2) 1 icon (2 photos, each
containing 1 icon selected at random), (3) 2 icons (2 photos,
each containing 2 icons selected at random), (4) 3 icons (2
photos, each containing 3 icons selected at random), (5) 4 icons
(2 photos, each containing 4 icons selected at random), and (6)
5 icons (1 photo, shown last).

Figure 1 and Multimedia Appendix 1, Multimedia Appendix 2,
Multimedia Appendix 3, Multimedia Appendix 4, Multimedia
Appendix 5, and Multimedia Appendix 6 illustrate examples
of the photos.

The participants were invited to rate the individual using the
trustworthiness measure of the Source Credibility Scale (SCS)
[11]. The SCS is an 18-item survey comprising three separate
measures that capture respondents’ perceptions of an
individual’s “competence, trustworthiness, and goodwill/caring.”
The three measures in the SCS each represent a unique construct,
the scores for which must be considered in isolation from the
others. Each individual measure may validly be subject to
regression analysis [11]. For this study and to keep the required
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sample size to a minimum, we invited the participants to respond
only to the six questions from the SCS that make up the
trustworthiness measure [11]. The internal consistency (alpha

reliability) of the trustworthiness measure is .93. Each element
was scored from 1 to 7 at either end of the scale, as shown in
Figure 2.

Figure 1. Example of an image shown to the respondents.

Figure 2. Elements of the Source Credibility Scale.

Sample Size
For logistic regression, to estimate the odds of a specific
outcome within 80% confidence intervals at 5% significance,
in this case scoring an image as trustworthy and modeling 11

explanatory variables, we required 138 respondents based on a
moderate effect size [11,19].

Statistical Analysis
We used ordinal logistic regression to examine the influence
on primary outcomes of icons presented in the photos. The
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influence was calculated as the odds of a person being rated
honest, trustworthy, honorable, moral, ethical, or genuine, or a
combination of these, after adjusting the respondents’
characteristics (eg, sex, age group, and country of birth). Five
predictor variables (the icons, ie, the stethoscope, otoscope,
reflex hammer, surgical scrubs, and pen) were assessed after
controlling for respondents’ demographics and experience of
consulting doctors. This consulting experience included the
type of medical practice frequented (solo practitioner or group
practice), number of general practitioner visits, and number of
hospital visits.

Regression analysis was performed to assess the effect of the 5
icons and the different combinations of icons on rating for
honest, trustworthy, etc. A variable that defined the 5 icons
(model 1), the different combination of icons (2 icons, 3 icons,
4 icons: models 2–4), and all 5 icons (model 5) were used in
the corresponding models. In each model, the group of vignettes

(photographs) with no icon was treated as the reference group,
and the groups of vignettes with 1, 2, 3, 4, or 5 icons were
compared with the reference group respectively in the regression
model. The lack of independence between individual
participants, which causes intragroup correlation, was adjusted
in the models through estimating the clustered robust standard
errors. Statistical analysis was performed using Stata Statistical
Software (IC 11.1; State Corp LP, College Station, TX, USA).

Results

We invited 250 people to participate, and 168 completed the
survey, giving a participation rate of 67.2%. Demographic
details are presented in Table 1. There were more female than
male respondents, and more respondents attending medical
practices with more than one general practitioner. Most
respondents were born in Australia, and the mean age of
respondents was 47 (SD 16) years (range 26–92 years).

Table 1. Demographic characteristics of respondents (n = 168).

P valuea%nCharacteristic

.64Age (years)

48%81≤45

52%87>45

.006Sex

39%66Male

60.7%102Female

.06Country of birth

57%96Australia

43%72Other

.006Type of medical practice frequented

60.7%102Clinic with more than one general practitioner

39%66Solo practitioner

a P values were derived from 2-sample test of proportion.

Table 2, Table 3, and Table 4 show that the stethoscope was
more likely to be present in images where the person in the
photograph was regarded as one or more of honest, trustworthy,
honorable, moral, ethical, or genuine. This was particularly true

in images that contained only one piece of equipment. However,
the stethoscope was also more likely to be present in images
credited with any of these characteristics when multiple pieces
of equipment were presented.
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Table 2. Data for person in photograph being perceived as honest and trustworthy when 1 or more iconsa are present versus no icons.

TrustworthyHonestModel

95% CIOR95% CIcORb

1(1 icon)

1.4–3.8***2.31.6–4.3***2.6S

0.9–2.31.41.1–2.4*1.6O

1.0–2.5*1.60.9–2.51.5RH

0.8–1.91.20.8–2.11.3SS

0.8–2.01.20.8–2.11.3P

1.01.0No icond

2 (2 icons)

1.1–4.6*2.32.1–7.4***3.9S+RH

0.7–2.51.31.5–4.3***2.5S+SS

1.5–4.8***2.71.3–4.8**2.5S+P

0.9–3.41.81.7–4.9***2.9O+RH

1.2–4.3*2.30.8–3.71.8O+P

0.6–3.11.41.3–4.8**2.5RH+SS

1.0–3.2e1.80.9–3.41.8RH+P

1.0–3.5e1.90.9–3.41.7SS+P

2.3–7.0***4.01.0–5.5*2.4O+P

1.01.0No icond

3 (3 icons)

1.6–5.8***3.11.6–5.7***3.0S+O+RH

1.3–4.2**2.32.3–6.8***4.0S+O+RH

2.0–7.5***3.92.1–7.6***4.0S+O+P

1.5–5.2***2.81.3–5.1**2.6S+RH+SS

1.1–4.5*2.21.0–5.1*2.3S+RH+P

1.4–5.4**2.71.8–6.4***3.4S+SS+P

0.5–5.31.70.7–4.51.8O+SS+P

1.01.0No icond

4 (4 icons)

1.4–4.9**2.62.5–7.7***4.4S+O+RH+SS

1.9–4.8***3.02.5–6.4***4.0S+O+RH +P

2.3–5.7***3.62.2–6.1***3.7S+O+SS+P

1.8–4.6***2.81.3–3.4**2.1S+RH+SS+P

0.8–3.21.61.9–6.2***3.4O+RH+SS+P

1.01.0No icond

2.5–5.5***3.72.4–5.5***3.75 (5 icons)

1.01.0No icond

a Icons are as follows: S = stethoscope, O = otoscope, RH = reflex hammer, SS = surgical scrubs,P = pen.
b Odds ratio.
c Confidence interval.
d Photo with no icon group was the reference group for each of the models.
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e 95% CI was rounded to 1.00 but the P value was >.05.
*P < .05, **P < .01, ***P < .001.
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Table 3. Data for person in photograph being perceived as honorable and moral when 1 or more iconsa are present versus no icons.

MoralHonorableModel

95% CIOR95% CIcORb

1(1 icon)

1.4–4.1**2.41.6–4.52.7S

0.8–2.21.30.8–2.11.3O

1.1–2.6*1.71.0–2.6e1.6RH

0.9–2.31.40.8–2.21.3SS

0.7–1.81.11.0–2.6*1.7P

1.01.0No icond

2 (2 icons)

1.1–4.1*2.11.1–4.5*2.2S+RH

1.2–3.4**2.01.5–4.2***2.5S+SS

1.3–4.0**2.20.9–3.31.7S+P

1.4–4.3**2.41.3–4.5**2.4O+RH

0.7–3.51.50.9–3.71.9O+P

1.0–4.0e2.01.1–4.7*2.3RH+SS

1.4–5.0**2.71.3–5.6**2.7RH+P

1.4–4.5**2.51.4–5.1**2.7SS+P

0.8–4.31.90.7–4.01.7O+P

1.01.0No icond

3 (3 icons)

1.8–6.1***3.31.9–6.6***3.5S+O+RH

1.6–5.1***2.91.7–5.5***3.0S+O+SS

1.1–5.1*2.31.2–5.1*2.4S+O+P

1.3–5.0**2.51.5–6.0**3.0S+RH+SS

1.0–4.3*2.11.1–5.1*2.4S+RH+P

2.2–7.1***3.92.3–7.6***4.2S+SS+P

1.0–4.0e2.01.1–5.1*2.3O+SS+P

1.01.0No icond

4 (4 icons)

2.0–6.5***3.62.0–6.9***3.7S+O+RH+SS

1.9–4.8***3.02.0–5.5***3.3S+O+RH+P

1.5–4.2***2.51.6–4.3***2.6S+O+SS+P

1.1–3.1*1.81.4–3.9***2.4S+RH+SS+P

2.1–5.7***3.42.0–6.4***3.6O+RH+SS+P

1.01.0No icond

2.2–4.4***3.12.1–4.6***3.15 (5 icons)

1.01.0No icond

a Icons are as follows: S = stethoscope, O = otoscope, RH = reflex hammer, SS = surgical scrubs,P = pen.
b Odds ratio.
c Confidence interval.
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d Photo with no icon group was the reference group for each of the models.
e 95% CI was rounded to 1.00 but the P value was >.05.
*P < .05, **P < .01, ***P < .001.
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Table 4. Data for person in photograph being perceived as ethical and genuine when 1 or more iconsa are present versus no icons.

GenuineEthicalModel

95% CIOR95% CIcORb

1(1 icon)

1.0–3.1*1.81.5–4.6***2.6S

0.9–2.31.41.0–2.8e1.7O

1.1–2.6*1.70.9–2.61.5RH

0.8–2.01.30.7–2.11.2SS

0.5–1.50.90.8–2.11.3P

1.01.0No icond

2 (2 icons)

1.1–4.0*2.11.4–5.7**2.8S+RH

0.7–2.41.30.9–3.11.6S+SS

1.4–4.1***2.51.5–5.1***2.8S+P

0.7–3.21.51.1–4.3*2.1O+RH

1.2–4.3*2.31.4–5.5**2.8O+P

1.4–5.2**2.71.4–5.7**2.9RH+SS

1.0–3.2*1.81.4–4.5***2.6RH+P

1.0–3.9e2.01.4–5.5**2.8SS+P

1.6–7.6***3.52.1–6.7***3.7O+P

1.01.0No icond

3 (3 icons)

1.3–4.1**2.41.8–5.9***3.3S+O+RH

1.1–3.8*2.11.4–5.0**2.6S+O+SS

1.6–5.7***3.11.8–6.4***3.4S+O+P

1.6–5.3***2.91.6–6.3***3.2S+RH+SS

0.7–4.11.70.9–4.62.1S+RH+P

1.2–5.4*2.51.8–6.7***3.4S+SS+P

0.7–3.31.51.0–5.4e2.3O+SS+P

1.01.0No icond

4 (4 icons)

1.6–5.1***2.92.0–6.2***3.5S+O+RH+SS

1.6–4.3***2.61.7–5.0***2.9S+O+RH+P

1.6–4.3***2.61.9–5.0***3.1S+O+SS+P

1.6–3.9***2.51.8–4.8***2.9S+RH+SS+P

1.0–3.5e1.81.3–4.5**2.4O+RH+SS+P

1.01.0No icond

2.2–4.5***3.12.8–5.9***4.15 (5 icons)

1.01.0No icond

a Icons are as follows: S = stethoscope, O = otoscope, RH = reflex hammer, SS = surgical scrubs,P = pen.
b Odds ratio.
c Confidence interval.
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d Photo with no icon group was the reference group for each of the models.
e 95% CI was rounded to 1.00 but the P value was >.05.
*P < .05, **P < .01, ***P < .001.

Discussion

When only 1 icon was presented in the photograph, the
stethoscope was associated with the highest odds for the person
being considered honest, trustworthy, moral, honorable, ethical,
or genuine, or a combination of these. The stethoscope evoked
strong positive perceptions. There were no differences in scores
on any characteristics for any combination of 2 icons. However,
photographs with 3 or more icons had significantly higher scores
for all characteristics than photographs with 0 or 1 icon.
Literature on the impact of prominently displaying icons in
medical consulting rooms concluded that they may determine
the extent to which a doctor is perceived to be open to the ideas,
concerns, and expectations of the patient in the consultation
[16]. Similarly, our data suggest that items of medical equipment
may influence the perceptions patients have of a person in a
photograph.

Strengths and Limitations
The same images, albeit a limited random selection, were shown
to all respondents. This is a possible limitation because the
demand characteristics placed on the participants may have
been enough to explain the increasing trustworthiness ratings
with increasing number of medical devices in the photographs.
The participants may have worked out that their ratings were
supposed to be based on the changing elements of the pictures
and that more devices should indicate greater trustworthiness.
However, the relative trustworthiness ratings of types of devices
might be free from demand characteristics, and we were able
to estimate this from the data. The demographic characteristics
of the respondents were similar to those of patients who
generally visit general practitioners in Australia, and most were
women over 45 years of age [20]. The data suggest that
including certain icons in the static image of medical
practitioners can improve the patient’s perception of the doctor’s
trustworthiness. On the other hand, there were a number of
limitations. We assumed everyone would recognize all items
of medical equipment and the surgical scrubs. This could not
be confirmed and informal feedback to the researchers
conducting the interviews suggested that some of the
respondents did not recognize the surgical scrubs or the reflex
hammer in particular. Some items of medical equipment are no
longer used exclusively by doctors and are now also commonly
used by other health care professionals including nurses,
physiotherapists, and paramedical staff. The data may not be
generalizable because respondents were mostly female, with
none aged younger than 18 years. All participants, or their
relatives, had consulted a doctor recently and all were attending
a community pharmacy. There were other signs in this study
that we did not take into consideration and that respondents

would have interpreted through community-accepted codes.
These included facial expression, color of the person’s shirt,
his race (white European), and his gender. These signs would
have been likely to affect respondents’ assessment of
trustworthiness. In this study, we did not test the icons with
video footage—the pictures were static images and not animated
as they would appear in an online consultation with a doctor.
Finally, we also acknowledge the importance of context (which
both patient and professional will bring to the consultation) with
additional cues (identifying the professional as a doctor), which
may either enhance or diminish the effect of the icon.

Future Research
In this study we introduced participants to a series of
photographs of a person along with a variety of items associated
with doctors. These items were used because they are commonly
recognized symbols or icons of medical practice that patients
use to make meaning of a medical consultation. In Peircean
semiotics, each of the items we employed is more properly an
index because the item is connected directly in some way to the
functions we ascribe to doctors, and hence the signifier is not
entirely arbitrary [21]. It could be argued that other symbols,
not usually seen in medical practice, may also be associated
with trustworthiness, but that does not necessarily detract from
the finding that a perception of trustworthiness is correlated
with the presence of certain items used in medical consultations.
It is possible that this study has further established what is
already known: stethoscopes in particular are associated with
medicine, and doctors are considered trustworthy. At the least,
however, this study demonstrates additionally that the presence
of certain icons is strongly correlated with perceived
trustworthiness. The study invites the further question of whether
the presence of such icons can be a way to more quickly build
a relationship of trust, which is considered an important element
in therapeutic relationships [22]. In future studies for
consultations in which the doctor and patient are not in the same
room, we need to demonstrate that even if the equipment is not
deployed, displaying this equipment on-screen can have a
measurable impact on outcomes for patients. Similarly, the
impact of medical equipment may also apply in circumstances
in which doctors consult patients in person. This too needs to
be further explored.

Conclusions
When doctors appear in static images, 3 or more icons of
medical equipment may be helpfully included in the images,
one of which should be a stethoscope. These icons are likely to
have a positive influence on patients’ perceptions of the
trustworthiness of the practitioner.
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Abstract

Background: Users of peer-to-peer (P2P) file-sharing networks risk the inadvertent disclosure of personal health information
(PHI). In addition to potentially causing harm to the affected individuals, this can heighten the risk of data breaches for health
information custodians. Automated PHI detection tools that crawl the P2P networks can identify PHI and alert custodians. While
there has been previous work on the detection of personal information in electronic health records, there has been a dearth of
research on the automated detection of PHI in heterogeneous user files.

Objective: To build a system that accurately detects PHI in files sent through P2P file-sharing networks. The system, which
we call P2P Watch, uses a pipeline of text processing techniques to automatically detect PHI in files exchanged through P2P
networks. P2P Watch processes unstructured texts regardless of the file format, document type, and content.

Methods: We developed P2P Watch to extract and analyze PHI in text files exchanged on P2P networks. We labeled texts as
PHI if they contained identifiable information about a person (eg, name and date of birth) and specifics of the person’s health
(eg, diagnosis, prescriptions, and medical procedures). We evaluated the system’s performance through its efficiency and
effectiveness on 3924 files gathered from three P2P networks.

Results: P2P Watch successfully processed 3924 P2P files of unknown content. A manual examination of 1578 randomly
selected files marked by the system as non-PHI confirmed that these files indeed did not contain PHI, making the false-negative
detection rate equal to zero. Of 57 files marked by the system as PHI, all contained both personally identifiable information and
health information: 11 files were PHI disclosures, and 46 files contained organizational materials such as unfilled insurance forms,
job applications by medical professionals, and essays.

Conclusions: PHI can be successfully detected in free-form textual files exchanged through P2P networks. Once the files with
PHI are detected, affected individuals or data custodians can be alerted to take remedial action.

(J Med Internet Res 2012;14(4):e95)   doi:10.2196/jmir.1898
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Introduction

Evidence shows that files sent through peer-to-peer (P2P)
file-sharing networks can disclose an individual’s personal
health information (PHI) to millions of network users. PHI
refers to information about one’s health that can be discussed
in a clinical setting [1]. For example, in more than 3000 files
exchanged on P2P networks, 5% contained either sensitive or
sufficient information to commit medical identity theft,
sometimes for thousands of individuals [2]. In another study,
the authors semimanually examined 859 files gathered from
two P2P networks and found that 8 (1%) files contained PHI
[3]. Although the disclosure numbers look comparatively small,
files on P2P networks are accessible to millions of network
users. The same study also showed that the P2P network users
may not even be aware that the files can be read by all the peers.

P2P files may be in various media (eg, visual, audio, and text),
may address various topics (eg, fashion, tax report, and family
life), and may be written in any language (eg, Spanish and
French). To effectively deal with such challenges, automated
PHI detection must perform well on multiple tasks, such as
language identification, filtering out of damaged and virus files,
text extraction, and hierarchical multiclass classification of
documents. At the same time, the volumes of files exchanged
through P2P networks and expectations of privacy of personal
communications make manual PHI detection impossible. While
there are several traditional PHI detection tools, they are not
suitable for the large-volume analysis of heterogeneous
documents. For example, some of these tools are designed to
work with semistructured electronic health records and to find
personal identifiers, such as patients’ and doctors’ names,
insurance parameters, and hospital and clinic names [4-10].

In this paper, we describe and evaluate a new system—P2P
Watch—that has been constructed specifically to crawl through
P2P networks and automatically detect whether a retrieved file
contains PHI. To be defined as PHI, a P2P file must contain
information that would provide someone with the ability to
identify a unique individual as well as health information on
that individual, such as procedures or drugs. For example,
generic statements such as “John Smith caught a cold” would
be rejected as PHI according to our definition, unless they are
reinforced by Smith’s residential or work address and the
prescription drugs he is taking.

We empirically evaluated our system on three networks:
FastTrack, Gnutella, and eD2K. These were chosen due to their
global popularity and high share of users. We harvested 3924
files and applied P2P Watch on the file contents. No author
metadata was used in the file analysis.

We concentrate on PHI for Canadians. For example, our
syntactic patterns that detect provincial health care numbers
and the organization types are adjusted for Canada. Although
P2P Watch focuses on Canadian PHI, at the same time, it
recognizes geographic locations and zip codes in the United
States because Canadians may have been born elsewhere or the
PHI may concern a trip.

P2P Watch provides a mechanism for data custodians and
individuals to determine whether information about their
patients, employees, or themselves is being exposed. To
minimize potential organizational and individual harm from
such inappropriate disclosures, automated PHI detection tools
can crawl through P2P networks looking for PHI. Once PHI is
detected, affected individuals and data custodians can be alerted
to take remedial action.

PHI disclosure on P2P networks is part of a wider trend of PHI
presence on the Web [11-14]. PHI appears in electronic news,
blogs by health care professionals and military personnel,
Web-posted user messages, medical student papers, and personal
letters [15-23]. For example, Doing-Harris and Zeng-Treitler
[15] extracted health-related terms from messages posted on
PatientsLikeMe.com. They manually evaluated the used
vocabulary and found 651 health terms that were not yet
included in a medical thesaurus. Another study analyzed user
requests posted on an involuntary childlessness message board
[16]. Blogs written by military servicemen were examined to
find descriptions of clinically relevant combat exposure [17].
Lampos and Christianini [18] used Wikipedia’s page on
influenza and the UK’s National Health Service website for
automated extraction of influenza-like illness markers. They
subsequently used the markers to find H1N1-related tweets but
did not extract personally identifiable information (PII) about
the users. Sokolova et al [19] presented a method of
patient-based health information extraction from P2P files. They
manually evaluated extraction accuracy on 2000 P2P files.

Interest in PHI published on the Web is ongoing [20]. Although
openness and information sharing are beneficial to the
population at large, users may not be aware of the secondary
use of their information and consequent privacy issues [21]. A
qualitative study of 123 user comments on the online community
PatientsLikeMe was dedicated to analysis of sharing PHI among
people with similar ailments [22]. Chou et al [23] identified
younger users, those with poorer subjective health, and those
with a personal cancer experience as more likely participants
in online support groups and more willing to share their PHI.

So far, PHI detection tools have been developed and deployed
by health care organizations in the context of de-identifying the
organization’s records, such as clinical discharge summaries,
nurses’notes, and pathology reports. The main de-identification
approach was to classify individual words as presenting
personally identifiable information (PII) or not [4-10]. Such
approaches require a substantial amount of labeled training data
(eg, 1000 documents [7]) and consume considerable processing
time.

In electronic health records, PHI detection can be boosted by
the use of the personal information found in the structured part
of the document or by pulling in structured information from
the medical record database. Customized dictionaries present
another source of accuracy in detecting PHI—these include
local geographic names, health care organizations, and patient
names [24]. These tools also can determine with certainty that
there is health information in the documents they analyze and
therefore focus only on the detection of PII. We provide
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evidence that such tools can fail to identify PHI in free-form
textual files.

Methods

We designed and implemented P2P Watch, which automatically
detects P2P network files that contain PHI.

System Architecture
The system was designed as a pipeline of seven components:
(1) duplicate file removal, (2) media content removal, (3) text
extractor, (4) language identifier, (5) publishable content
identifier, (6) PII detector, and (7) patient-oriented health
information detector. Components 1–4 identify and filter out
irrelevant files through a shallow analysis, component 5 finds
irrelevant files by applying partial content analysis, and
components 6 and 7 identify relevant files within the remaining
set. At each stage files may be discarded, resulting in fewer and
fewer files making it through the pipeline.

Figure 1 presents the system design.

Duplicate Removal
The first task of the file processing was to find and remove
multiple copies of the same file; such duplicates can happen,
as the same file can be harvested from multiple users. For each
pair of files, we compared their sizes (in kilobytes), titles, and
first and last sentences. If all the parameters were the same, we
tagged two files as duplicates and kept only one for further
processing.

Media Content Removal
We assumed that any published text was not leaking PHI—for
example, writings describing fictional characters, and magazine
and newspaper articles that contain information that is already
public. We used Amazon Web Services as a source database of
publication titles [25]. Although the number of titles fluctuates
almost daily, the database has 400,000 to 500,000 titles for
books; recording companies such as Sony, EMI, and Universal
have more than 250,000 music titles in the database. Files with
exact matching titles were discarded. Exceptions were made
for files with titles that included such words as notification,
affidavit, justice, discharge, and lab. Our system did not discard
these files and retained them for further processing. If there was

no exact title matching, the file was passed on for further
processing.

Text Extractor
The text extractor converted files into raw text by removing all
formatting meta-information. It also discarded nontext files (eg,
images and music), corrupted files, and viruses. A wide range
of input file formats suggested the use of several tools, with
each tool extracting text from specific formats. We used the
open source program Antiword to extract text from Microsoft
Word documents [26]. To extract text from PDF, RTF, HTML,
or XML files, we used the open source programs MineText [27]
and GetText [28].

Language Identifier
We differentiated between English-language texts and texts
written in other languages. We applied a publicly available
language identifier, TextCat Language Guesser, which can
identify 69 languages [29]. For text, the tool outputs several
possible languages. If English was the most likely language of
the text, then it appeared at the beginning of the output. Our
manual examination had shown that, in our sample data, the
first English tag always correctly marked texts written in
English. We discarded a file if English was not the most likely
language of the text.

Publishable Content Removal
P2P Watch looked for files with nonpersonal content. It filtered
out published and educational materials (eg, assignments and
theses) and nonpersonal texts (eg, manuals and technical reports)
that were not found by the title lookup. We also hypothesized
that music lyrics, discussion of popular fictional characters or
current political events, and advertisement would be unlikely
candidates for leaking explicit, detailed PHI. We built a list of
fictional characters (eg, Bart Simpson), celebrities (eg, Paris
Hilton), and public figures (eg, George Bush). We considered
that, by the nature of their occupations, celebrities and public
figures would have a lot of information about them publicly
known and therefore any PHI pertaining to these individuals
would not be considered a breach. To perform this task, we built
a list of terms that appeared in the preface of publishable and
educational texts; the terms are listed in Multimedia Appendix
1. We used regular expressions to locate those terms and their
variations in the first 200 words of the file. Table 1 lists word
categories and examples.
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Figure 1. Components of P2P Watch. P2P = peer-to-peer, PHI = personal health information.

Table 1. Publishable content identifiers.

ExampleCategory

Ebook, ISBNBooks

Thesis, assignmentEducation

Tim HortonsRetail

Magazine, articlePeriodical

Harry PorterFictional

Nicolas SarkozyPolitics
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PII Detector
We considered that a person can be identified from first and
last names, addresses, dates (which can be linked to identifiable
events such as birth, death, and marriage), and organization
names (eg, school, church, and professional association). We
divided PII into three categories: person information (eg, names,
family relations, and age-defining events), structured
information (eg, dates, telephone numbers, and email), and
geographic location (eg, street address and organization). For
instance, telephone numbers are both geographic identifiers and
numeric identifiers. Figure 2 illustrates the category relations.

For the personal name lookup, we acquired a female first name
list, a male first name list, and a last name list. The lists
contained both formal and informal name forms (eg, William,
Bill, and Billy) and non-Anglo-Saxon names (eg, Meehai and
Leila), as well as common misspellings (eg, Bll). The lists came
with a commercial database marketing tool that performed best
in an independent evaluation [30].

To reduce computationally expensive person name lookups, we
first searched for patterns of family relations in the text (eg,
“my daughter” and “an uncle of”), self-identification (eg, “my
name” and “sincerely”), or life event (eg, “was born” and “died
in”). Depending on the patterns, either the preceding or the
following capitalized words were stored in a file’s name list.
Having a file’s name list considerably accelerated the file
processing. Further, when P2P Watch checked for a person
name, it first checked with the file’s name list.

Additionally, PII included standardized information as follows:
(1) telephone numbers: we looked for complete and incomplete
formats, used in North America, (2) health insurance numbers:
we looked for health insurance numbers assigned by each
province (Canada), (3) dates: we restricted the dates to the 20th
and 21st centuries, as earlier dates are unlikely to be related to
health information of living human beings; also, dates had to

be specific: “March 9th, 1999” indicated a specific date, whereas
“March was chilly” did not, (4) email address: for example,
john@canada.ca, john AT Canada DOT ca, (5) postal codes in
Canada and zip code in the United States. These five categories
were retrieved by manually built soft regular expressions.

Apart from geographic locations in Canada and the United
States, we used some international information and introduced
different granularity for different geographic categories. First
was country: all the UN-recognized countries and their capitals
(eg, France and Paris; Liberia and Monrovia) and
self-proclaimed entities (eg, Eritrea and Abkhazia). Second was
place. In the United States, we used state name, state capital,
and—to cover the biggest single population unit—the largest
city in the state; for example, we had Illinois, Springfield, and
Chicago. In Canada, we used province, provincial capital, largest
cities, and tourist attractions (eg, Alberta, Edmonton, Calgary,
Banff), and the same for territories. In Europe, Latin America,
Asia, Africa, and Australia, we used major cities that are not
national capitals. The list is given in Multimedia Appendix 2.

The Canadian Judicial Council further considers certain
organizations to be part of PII [31], such as public institutions
(eg, schools and churches), care providers (eg, aid societies and
foster homes), the names of support organizations (eg, women’s
and senior’s support centers), and other location identifiers (eg,
educational institutions and military bases). The organization
names were expressed in many language forms. We modeled
language patterns (eg, “lived in” and “come from”), organization
types (eg, schools, military units, and churches), and the target
population (eg, youth, women, and seniors).

To be marked as a text with PII, the file had to contain a
geographic identifier and two other personal identifiers, such
as a person’s first name and last name, or a person’s first name
and date of birth. All the files marked as PII were passed on to
the last component.

Figure 2. Personally identifiable information (PII) categories and their subcategories. ID = identification.

Patient-Oriented Health Information Detector
Disease names (eg, arthritis and mumps) and symptoms (eg,
chest pain and headache), and procedures (eg, heart surgery and
x-rays) most directly convey health information that is usually
discussed in a clinical setting. To build a list of corresponding
terms, we used the International Classification of Diseases [32]

and the Medical Dictionary for Regulatory Activities (MedDRA)
[33]. Drug names, too, may allow one to infer a specific medical,
behavioral, or psychological condition or ailment of another
individual. We used the Canadian Drug Product Database
(Active and Inactive), which contains the names of drugs
approved for use in Canada and previously available drugs [34].
To accommodate extraction of various drug names, we obtained
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a list of generic drug names and the trade names associated with
them [35]. However, the resources listed above leave some gaps
in the detection of health information. The most noticeable are
acronyms (eg, ICU), specialties of health care providers
(therapist, surgeon), and some condition names (blood pressure,
tube fed). To fill the gaps, we manually searched Webster’s
New World Medical Dictionary [36]. We minimized the
above-mentioned resources by removing unrelated categories
(animal diseases, animal drugs). Then the remaining texts were
converted to lowercase, punctuation marks and numbers were
removed, and stop words (eg, of and when) were eliminated.
The list of the resulting keywords is given in Multimedia
Appendix 3.

More details on the method can be found in Sokolova et al [19].

Empirical Evaluation
Project approval from the Research Ethics Board of Children’s
Hospital of Eastern Ontario was obtained prior to retrieving
data from the P2P networks.

Files Analyzed
The files were gathered from April 2008 to June 2009 from
three networks. We selected FastTrack, Gnutella, and eD2K
networks due to their global popularity and high share of users
[2]. To automatically search for and download P2P files, we
modified the publicly available Shareaza P2P client [37], which
is a software package allowing one to connect to multiple P2P
networks simultaneously. In-house modifications to Shareaza
included changes to the search function and an increase of
logging capabilities.

We focused on capturing the most popular document formats:
Microsoft Word (.doc), raw text (.txt), Rich Text Format (.rtf),
Excel (.xls), PowerPoint (.ppt), Portable Document Format
(.pdf), Extensible Markup Language (.xml), and HyperText
Markup Language (.html). The search function was modified
to automatically search for those formats and automatically
retrieve the files. Automatic searches were conducted by the
code at 15 minute intervals.

In total, we have gathered 3924 files. The data were sent for
processing as is, without preliminary normalization: we
preserved all the initial spelling, capitalization, grammar, and
so on.

Performance Evaluation
We evaluate the system’s efficiency through the time (seconds)
it took each component to process the related files. Technical
specifications of our equipment were as follows: Windows
Server 2003 (Microsoft Corporation, Redmond, WA, USA),
3.20 GHz Intel Core i3 processor (Intel Corporation, Santa
Clara, CA, USA), 4 GB RAM, and 500 GB SATA hard disk.

Effectiveness Evaluation
We evaluated the effectiveness of P2P Watch by the number of
PHI files found among the files it discarded as non-PHI

(false-negative PHI files) and by the number of PHI files it
marked as PHI (true-positive PHI files).

Exact estimation of true-positive PHI files was feasible due to
the small output we expected. However, the exact estimation
of false-negative PHI was not feasible due to the large volume
of data. To estimate the presence of false-negative PHI files in
the discarded files, we employed a sampling technique. The
sampling technique is described below.

Comparison With Other PHI Detection Tools
Currently deployed PHI tools are designed to analyze electronic
health records produced by selected health care organizations
[4-10]. The tools work on the assumption that (1) there are PHI
words within each document, and (2) these words belong to a
restricted number of categories (eg, local doctors, local
hospitals). Most of the tools are proprietary and cannot be easily
assessed for comparative evaluation [4-7,9,10].

The open source PHI detection tool De-id is popular among
researchers [8,24]. To ensure a fair tool comparison and
adherence to a main content assumption of PHI presence in the
text, we applied De-id on P2P files that P2P Watch had been
identified as PHI.

Sample Size to Detect PHI in Discarded Files:
False-Negative Evaluation
Because there were 3924 files in total and we expected most of
them not to contain PHI, a manual examination of all of the
discarded files would have been exceedingly time consuming.
To compute the false-negative rate, we estimated the number
of PHI files that could appear in a random sample of P2P files.

We wanted to determine sample sizes in advance. To obtain a
conservative estimate, we decided on multiple sampling, where
an individual sample is randomly drawn from a separate group
of discarded files. Based on the P2P Watch architecture, we
identified the three main groups of discarded files: group
1—files discarded by Amazon search, text extractor, and
language identifier; group 2—files discarded by the content
filter; group 3—files discarded by the PII detector and health
information detector.

We used a binomial distribution as a model for P2P file data,
assuming that either a file contains PHI or it does not [38,39].
Equation 1 in Figure 3 shows the probability of detecting at
least one file with PHI, assuming a binomial distribution, where
θ is the rate of PHI we wished to detect, and n is the number of
independent samples. Equation 1 can be rearranged as Equation
2 (Figure 3).

Previous studies showed similarity in the ratio of PHI files
among reviewed P2P files: approximately 1% of all the files
contained PHI. Therefore, we used this estimate in Equation 2
to define the sample size for groups 1–3. For each group of
discarded files, to have a 95% chance of detecting PHI when
the underlying rate of files with PHI is at least 1%, we needed
to sample at least 300 files. For the complete data, we wanted
to sample at least 900 files.
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Figure 3. Equation (1, rearranged in 2) for determining the probability of detecting at least one file containing personal health information.

Special Protocols
Three special protocols were put in place for this study. First,
we expected some files to contain inappropriate or obscene
material (eg, pornography). We therefore did not explicitly look
through image files (file extensions .gif, .jpg, .psd, .tif, and
.bmp). Second, if we discovered any illegal materials (eg, child
pornography), we passed that information on to the police.
Third, if there were cases of disclosure of particularly sensitive
personal information or PHI for a large number of individuals,

then we reported them to the appropriate federal or provincial
privacy commissioner for follow-up.

Results

We applied P2P Watch for PHI detection in 3924 files
exchanged on the three P2P networks. The total data set size
was 9887 MB. The total processing time was 4132.41 seconds.

Figure 4 illustrates changes in the number of files processed by
each component during our empirical evaluation.
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Figure 4. File processing steps by P2P Watch. PHI = personal health information, PII = personally identifiable information.

Observations
We made several general observations during the analysis as
follows.

Duplicate File Removal
We considerably reduced processing time by first testing
whether a file was a duplicate of an already gathered file.
Removal of duplicates does not affect the quality of PHI
detection, as P2P Watch should process the original file. We
discarded 514 files (eg, Quick Recipe And Meal Ideas, 36
Christmas Carols & Songs), mostly books and technical
manuals; the size of discarded files was 786 MB.

Media Content Removal
We discarded 286 files, which contained content that was found
in the Amazon.com database (eg, Iron Crypt of the Heretics;
The Haunted Lighthouse; New York, New York; ABBA’s The
Winner Takes It All; and The Abominable Snowman); the size
of discarded files was 1234 MB. We requested the exact match
of the file title with the database entry; hence, some files with
published content were passed through this filter.

Text Extractor
We worked with different file formats to extract text and discard
images, virus files, and corrupted files. At this stage, 673 files

were discarded, mostly mp3 and rm files with music and video
contents; the size of the discarded files was 3077 MB.

Language Identifier
We identified English-language texts among the remaining files;
882 non-English texts were discarded, with a total size of 10
MB. To avoid misrepresentation of North America as a polyglot
continent, we checked the discarded files and found that many
of them had explicitly erotic content.

Publishable Content Identifier
Based on processing of the first 200 words, 880 files were
discarded, with a total size of 171 MB. Books composed the
majority of the discarded files, with the remaining part
comprising cover letters, resumes, homework, and forms.

Personally Identifiable Information Detector
Based on the search for PII within a complete file, 550 files
were discarded. Most of these texts were in a small publishable
form such as articles, opinion pieces, local community letters,
forms, and job application packages. The size of discarded files
was 3.9 MB.

Patient-Oriented Health Information Detector
The last component identified 57 files as potential PHI and
discarded 240 files. Among the discarded files, most promoted
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different types of consumer goods and services (credit services,
fitness and skin care, gadgets, etc); some tax and insurance
forms were discarded as well.

Efficiency Evaluation
We timed the performance of each component. The most time
was used by the text extractor, the first component to process

the complete file text. The most efficient components were
duplicate removal and Amazon.com search, which processed
the most files in the least time. Figure 5 illustrates time spent
by each component on the data processing.

Figure 5. Processing time (seconds) of P2P Watch components.

Effectiveness Evaluation: True-Positive Rate
P2P Watch flagged 57 files as containing PHI. Manual analysis
confirmed that all the files contained PII and PHI. However,
we distinguished between true PHI and pseudo-PHI. Among
these 57 files, 11 contained health information about an
identifiable individual: they were indeed PHI (true PHI). PHI
appeared in various types of documents—for example, a note
to a temporary guardian and a lawyer’s note were shown to
contain PHI.

Other marked files contained both PII and PHI, but were not
PHI (pseudo-PHI). A few examples of pseudo-PHI discovered
through a manual check of the P2P files contained information
that the information owner had intentionally allowed to be part
of a public audience. In one instance, the data owner stated
“When I was four, I ended up in the hospital for playing with
medicine” as part of a book report on Curious George. Another
pseudo-PHI file was a nursing student’s assignment, which
contained initials for a patient at a hospital and a room number,
but not enough information to identify the patient without access
to more detailed hospital records. The curriculum vitae of a
medical professional and a medical insurance form are other
examples of such files.

Effectiveness Evaluation: False-Negative Rate
We ran P2P Watch without the duplicate removal filter. We
invited two independent evaluators to read all the sampled files

and mark them as PHI or not. One author (EN) participated in
the evaluation of some files.

We first randomly selected three samples of 300 discarded files,
where one sample consisted of files discarded by Amazon
search, text extractor, and language identifier; another sample
consisted of files discarded by the content filter; and the third
sample consisted of files discarded by the PII detector and health
information detector.

None of sampled 900 files contained PHI. We, however, were
concerned with the possibility of PHI in files discarded by the
PII detector and health information detector. We therefore chose
to manually check all the remaining 678 files in this stratum,
and found none containing PHI.

As a result, we manually checked 1578 discarded files and found
that none of them contained PHI.

Comparison With De-id
The open source tool De-id [8] gave us an opportunity to test
the applicability of existing tools to finding PHI in P2P files.
We applied De-id to find PHI in the 57 files that P2P Watch
marked as PHI. By that time, we knew that the files indeed
contain PII and PHI. We had to use the text extractor component,
as De-id works only with text format.

De-id crashed on 3 files. The tool did not recognize any of
remaining 54 files as PHI. The tool mislabeled many critical
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terms (eg, risk and blood were both marked as ambiguous last
names, and disorder and depression were not recognized as
health related). De-id took an average of 11 seconds to process
a short file.

This empirical evidence showed that major components have
to be added to De-id: a text extractor, and new PII and PHI
detection components.

Discussion

In this study, we have introduced P2P Watch, which detects
PHI in files shared by users of P2P networks. Albeit the
proportion of PHI files among P2P files is rather small, the
overall problem is big, as by some estimates 50% of files
downloaded and 80% of files uploaded on the Internet are
through P2P networks[40]. However, even one PHI file can do
much harm, especially if it contains an exact pointer to a
publicly available data base. At the same time, we empirically
showed that traditional de-identification tools are not designed
to detect PHI in P2P files.

P2P Watch is capable of working within the complex
environment of P2P networks. It detects PHI in files in which
context, content, and format type vary. Within the data set of
3924 P2P files, the system detected 11 PHI files. Our manual
evaluation of 1578 files, marked by the system as non-PHI,
confirmed that these files indeed did not contain PHI. The
sampling results showed that P2P Watch was very unlikely to
miss PHI files.

For successful PHI detection in P2P networks, it is essential
that the detection system process large volumes of
heterogeneous data input in a timely manner and can withstand
substantial irrelevant information. A reliable solution is based
on two factors [41]. First, a high confidence that the limited
number of analyzed texts will not exclude any possible PHI
texts is needed; this can be achieved through filtering out only
the files guaranteed not to contain PHI. Second, a speedy
detection process is needed that prevents a prolonged presence
of PHI texts on the network; this can be achieved through
minimizing time of filtering with respect to performed text
analysis.

P2P Watch efficiently reduces the time of PHI exposure. Our
detection strategy is up-front shallow text processing, whose
goal is to quickly process the vast majority of input files,
followed by a thorough analysis of a small number of selected
texts. This thorough analysis phase used electronic and
hard-copy dictionaries of health care terms, an ontology of
medical terms, and lists of personal names. We supplemented
those sources with in-house built gazetteers (topical lists of
geographic information) and lists of organization types.P2P
Watch reserves comprehensive text analysis for a small number
of selected files, while performing fast and accurate shallow
processing for the vast majority of files. This is the principal
difference from previously built systems, which process all the
input files equally. The difference may be explained by the fact
that previous systems were designed to detect patient’s PII in
electronic medical records, whereas our P2P Watch searches
for both PII and PHI in previously unseen documents. Once a
file is flagged as containing PHI, the individuals affected can
be alerted. A search for a data custodian’s name within the
flagged files would indicate which custodian to alert, for
example.

Several possible expansions of the functionality of P2P Watch
are being considered for future work. Our current detection is
limited to text written in English. Expanding P2P Watch
capacities to other language such as French and Spanish would
capture more PHI leaks. Furthermore, we want to build separate
components to identify files that contain PII and HI, but are not
PHI (pseudo-PHI). Resumes, recipes, incomplete health forms
(eg, insurance), and public health announcements are examples
of files that were falsely labeled as PHI. The idea would be to
detect these types of documents and automatically exclude them
early in the P2P Watch pipeline. A challenge with forms is that
the empty forms may contain pseudo-PHI (eg, fields for human
immunodeficiency test results). Special analysis of such forms
is required to determine which content is part of the form and
which is completed by the user.

Another future avenue is to add localized detection of PHI in
the United States; this expansion may involve building new
customized lists of organization and trademark names. In the
future, a deeper analysis phase, perhaps coreference resolution,
could be done, potentially increasing the precision of the whole
detection process.
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Multimedia Appendix 1
Publishable information keywords.

[TXT File, 1KB - jmir_v14i4e95_app1.txt ]
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Multimedia Appendix 2
Geographic locations.

[TXT File, 6KB - jmir_v14i4e95_app2.txt ]

Multimedia Appendix 3
Health information keywords.

[TXT File, 951KB - jmir_v14i4e95_app3.txt ]
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(J Med Internet Res 2012;14(4):e108)   doi:10.2196/jmir.2232
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The authors of the recent JMIR publication “Development and
Validation of Filters for the Retrieval of Studies of Clinical
Examination From Medline” (J Med Internet Res
2011;13(4):e82) [1] inadvertently misplaced a decimal point in
the final row of Table 4 (Comparison of the performance of
filters for clinical examination, diagnosis, and treatment). The
precision of the original report of the Haynes 1994 filter should
be 22% and not 0.22. This leads to the F-measure being 36 and
the NNR being 4.5. In addition, the following line in the
discussion is incorrect and has been removed: “In addition, our
results are consistent with Haynes initial reports of locating
trials in the early 1990s (19) before the National Library of
Medicine collaborated with the Cochrane Collaboration and
introduced 'randomized controlled trial' as a MeSH term (final
row of Table 4)”.

The data in Table 4 was compiled to support our
recommendation that the National Library of Medicine should
create a publication type for “diagnostic accuracy study” to
label studies that quantify sensitivity and specificity for
diagnosis. We regret the error, but do not believe it weakens
our recommendation or alters the results of our study.

The precision of the Haynes 1994 treatment filter was
surprisingly high in their study and is due in part to the
development and validation being limited to 10 high-impact
journals [2]. Our study used 161 journals.

The online version of the JMIR paper has been corrected
together with publication of this correction notice. A corrected
version has been submitted by the publisher to PubMed Central,
but incorrect versions may persist on other sites.
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