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Abstract

Background: Direct electronic communication between patients and physicians has the potential to empower patients and
improve health care services. Communication by regular email is, however, considered a security threat in many countries and
isnot recommended. Systemswhich offer secure communi cation have now emerged. Unlikeregular email, secure systemsrequire
that users authenticate themselves. However, the authentication steps per se may become barriers that reduce use.

Objectives. The objective was to study the experiences of patients who were using a secure €l ectronic communication system.
The focus of the study was the users' privacy versus the usability of the system.

Methods: Qualitative interviews were conducted with 15 patients who used a secure communication system (MedAxess) to
exchange personal health information with their primary care physician.

Results: Six main themes were identified from the interviews: (1) supporting simple questions, (2) security issues, (3) aspects
of written communication, (4) trust in the physician, (5) simplicity of MedAxess, and (6) trouble using the system. By using the
system, about half of the patients (8/15) experienced easier accessto their physician, with whom they tended to solve minor health
problems and elaborate on more complex illness experiences. Two thirds of the respondents (10/15) found that their physician
quickly responded to their MedAxess requests. As a result of the security barriers, the users felt that the system was secure.
However, due to the same barriers, the patients considered the log-in procedure cumbersome, which had considerable negative
impact on the actual use of the system.

Conclusions: Despite a perceived need for secure el ectronic patient-physician communication systems, security barriers may
diminish their overall usefulness. A dual approach isnecessary to improve this situation: patients need to be better informed about
security issues, and, at the same time, their experiences of using secure systems must be studied and used to improve user
interfaces.

(J Med Internet Res 2005;7(2):€15) doi: 10.2196/jmir.7.2.€15
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of Internet and electronic communication links between
physicians and patients is believed to have many potential

It has been claimed that advances in information technology ~ PENefits. Health portals, physician Web pages, and email
and computer literacy among the public have the potential to  Cannels for exchange of personal medical information allow
empower patientsand transform health care [ 1]. The emergence for more complete and thoughtful health communication. This
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may, in turn, foster a new “breed” of health care consumers
who dowly redefine the physi cian-patient rel ationship. Spielberg
has suggested that use of email may enhance the level of
intimacy shared between physician and patient, making their
respective private spheres more accessible. For instance, patients
who are reluctant to raise sensitive topics face-to-face or who
seek a quick opinion between office visits may find electronic
communication inviting [2]. Web-based programs may also
provide chronic disease management support [3]. Moreover,
many researchers have proposed that email has improved both
access to and continuity of care [4] and has increased patients
involvement in their own care [5].

Ambiguous Evidence on Electronic Patient-Physician
Communication

Health care providerswho generally experience a high demand
for their services fear that their workload may reach an
unsustainable level if they open anew communication channel
[6,7], and they have also been worried about reimbursement
issues [5]. Physicians communicate by email with only avery
small proportion of their patients [8], but the selection criteria
remain unclear [4]. Also, very few patients with email access
actually use it to communicate with their general practitioner
(GP) [9], and there is no unambiguous evidence to indicate for
which purposesthiscommunicationisused. Yet, email has been
used to communicate causes of symptoms, diagnostic test
results, therapeutic interventions, and to obtain second opinions
aswell asgeneral information on a specific disorder, treatment,
or medication without reference to a specific patient [10].
According to Sittig, email messages from patients to providers
include various requests for both information and action [11].
Thereis a possibility that some of these communications may
have replaced anumber of officevisits[12]. However, the major
problemswith patient-physician communication viathe Internet
are the issues of trust, privacy, and legal concerns [13], even
though it has been found that patients have been only mildly
concerned with these issues [14].

Thelssueof Trust in Electronic Patient-Physician
Communication

With the acknowledgement of the potential benefits of electronic
communication, it has become an important aim for health care
providers and government authorities to establish services that
offer secure channels for health communication [15]. In order
to be regarded as secure, a communication system must have
mechanismsfor message protection during transfer and storage.
Further, it is mandatory that the users explicitly prove their
identity (authentication). In electronic communication, those
who participate cannot rely on the recognition of voices and
faces to establish trust. It does not suffice to simply log on to
one's household computer and start the email application. In
practice, the user must go through a set of actionsthat establish
asystem user identity and link that identity to the actual identity
of the user. The creation of a system user identity usually
requires that the users physically identify themselves in front
of a person who is authorized to register new users into the
system. “ The credentials’ are apassword, smartcard, or software
token that is chosen or generated that the user will need in order
to gain accessto the system. The credentials must be transferred
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to a user before he or she can apply them to verify his or her
identity with the system. A communication session can then be
initiated.

Secure Web-Based Communication Is Underused but
Well Received

Communication systems that possess the above-mentioned
security properties are gradually becoming available. Sincethey
are quite new, little research that addresses their use by patients
and providersisavailable. An electronic Internet link called the
Patient Gateway has been identified as one system that offers
a safe solution [8], and it has been well received by primary
care clinicians [16]. In their study of a Web message service
between GPs and patients, Liederman and Morefield reported
favorable experiences of both care providers and patients [17].
A recent Norwegian study has reported on another secure
Web-based solution called PasientLink [12]. In that study,
however, only 48% of the intervention group had used the
modality, while the non-users reported that they had felt no
need for a doctor during the study period and that they did not
regard the system as appropriate for the actual request [12].

The Need for Addressing Patient Experiences

If careisnot taken during the design and testing of systemsthat
are developed for secureinformation exchange, the procedures
required for authentication may become barriersthat reduce use
and, hence, overall utility of the system, although some
“challenge” might be acceptable [7] since most patients are
willing to accept a certain barrier for security reasons. Faced
with applications that have poorly designed interfaces or that
otherwise appear unfamiliar, appropriate and effective use by
patients may not be achieved. Our aim was to explore the
experiences of patients using a Web-based patient-physician
communication system, with MedAxess as an example of such
asystem. We asked how participants used MedAxess, for what
purposes, and what the results of that use were. We wanted to
focus on information security issuesfrom the users perspectives
and on how users perceived MedAxess as opposed to ordinary
email in the same context. We were also interested in how strict
regulations limit the use of MedAxess.

Computer and I nternet Availability and Usein Norway

Norway is well off into the information age. In the second
quarter of 2004, as many as 60% of Norwegians had an
I nternet-connected personal computer (PC) available at home.
Half of these people also had a broadband connection. A total
of 79% of respondents had used a PC during the last three
months [18]. On an average day in 2003, 42% of Norwegians
were connected to the Internet for an average of 72 minutes
[19]. In 2002, 45% of the Norwegian adult population reported
that they might like to contact their family doctor over the
Internet [20]. With regard to computer availability, skills, and
awillingness to use electronic communication, the Norwegian
population is similar to that of other industrialized countries
[21].

Patients and GPsin Norway

Most Norwegian GPswork in privately owned group practices.
Primary medical carein Norway is organized through a patient
list system that entitles every Norwegian citizen to be
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permanently listed with alocal GP. Thefinancia reimbursement
isamixture of aper capitaannual fee from the National Health
Services and a fee for service for individua consultations.
Norwegian GPs have between 1100 and 2500 patients on their
list, with an average of about 1280 patients[22].

Methods

The MedAxess System

MedAxess is a software system for secure exchange of
information between ahealth care provider and apatient. It was
developed in Norway by Derigaand has been pilotedin primary
care since 2002. The system has been approved by the

Figure 1. MedAxess|og-in screen
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Norwegian Data Inspectorate. In order to become a user, the
patient must be registered as a list patient at the GP's office.
Further, to be registered as a MedAxess user, the patient must
choose a password from the GP's office. In addition to a PC
connected to the Internet, the patient must also have acell phone.
Access to the system requires the user to open a Web browser
and log on to the MedAxess*“ client” from the home page of the
physician's office. After submitting the first password and
passing thefirst log-on, in the second page, the user must request
the system to generate a second, instant password to be sent to
his or her cell phone as an SM S message. Once this procedure
has been completed successfully, the user can transmit and
receive messages with the GP. The MedAxess log-in, inbox,
and message screens can be seen in Figures 1-3.

Logg inn
| Innlogaing

Innlogging
|

Opprett Pasientkonto
Mistet passord

Kun for pasienter som har opprettet Pasientkonto

Fadselsnummer: |

Passord:

o Opprett Pasientkonto
B Mistet passord

Navneendring til Minhelse.no fra 20.02.05
Velkommen til Minhelse.no. Med virkning fra 20.02.05 har Medfxess skiftet navn til
Minhelse.no. Tienesten har ogs3 fatt flere betydelige oppgraderinger. Les mer =32

Hvordan fungerer Minhelse.no? Hvordan f4 Pasientkonto?
Hvordan skaffer du deg en Pasientkonto? Hvilken sikkerhet har du p& Minhelse.no?
Hwillken informasjon blir lagret om deg? Les mer ==

2005 & Ceriga A5, Alle rettigheter reservert,

Mk 1,- for PIN-kode rmottatt p3 SME
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Figure2. MedAxessinbox screen
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Timebestilling
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Legeattest = = Besvart melding
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Intet ikon = Lest melding
@ Logg ut
(@) Kontorets

hjemmeside

Do blir aut. logget ut om:
15 minutter

2005 @ Deriga AS, Med ensarett,

Figure 3. MedAxess message screen

) teties)

Meldinger Bestill time Innstillinger
Meldingsmapper Innboks: melding 2 av 2
Innbaoks

Sendte meldinger

Mine mapper Til: &3aasen, Ivaar

Ny melding... Fra: Legen, Din
Generell melding Dato: 2005-05-11
Timebestilling

5V Mulige allergiproblemer

Reseptfornyelse

Legeattest Melding: I folge beskrivelsen med rennende nase og rede ayne, er det
sannsynligvis pollenallergi du reagerer pa.

For 3 vaere sikker p3 dette, gnsker jeg at du meter opp pa
@ Logg ut kontaret til time. Bestill sely time pa vare nettsider,

(@) Kontorets
hijemmeside

Send svar tilbake:

Svarmetode; Avsender fAr svar tilbake via MedAxess nir du trvkker Send,

Cu blir aut. logget ut om: Melding
15 minutter

——— Mottatt melding: --—-
I falge beskrivelsen med rennende nase og rade

@yne, er det sannsynligvis pollenallergi du
reagerer pa.
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Study Design

This study was based on interviews of MedAxess users who
were listed as patients at one GP office in an urban setting in
Trondheim, Norway. When the study took place in October
2002, 70 listed patients were registered as MedAXxess users;
however, four months after it had been implemented, only 35
of them had actually used the system. Based on availability
when the GP's secretary called, 15 patients who expressed their
willingness to participate were selected and recruited from
among these 35 users. When the interviews took place during
the spring of 2004, the 15 selected patients would have used
MedAxess for about 12 to 18 months.

All respondents were interviewed using a semi-structured
design. The interviews took place at the Norwegian Research
Centre for Electronic Patient Records (NSEP) (13/15) or at the
patient's workplace (2/15). They lasted from 15 to 40 minutes,
with atypical duration of 30 minutes.

All interviews were tape recorded, fully transcribed, and,
initially, manually analyzed by the second author. The first
author then analyzed the interview transcripts independently
using the NUD-IST qualitative analysis software and applying
a grounded theory approach by which empirical data are
thematically categorized by induction [23]. To increase validity,
results of the two independent empirical-analytical approaches
were compared by all authors. In the first analysis, five main
themeswere directly identified from the transcripts. (1) patients
attitudestoward security, (2) aspects concerned with exchanging
information with MedAxess, (3) easier accessto the doctor, (4)
unwanted incidents, and (5) perception of ease of use. In the
second analysis, 38 themes (or categories) were initialy
identified and then sorted into six main themes: (1) supporting
simple questions, (2) security, (3) aspects of written
communication, (4) trust inthe GP, (5) simplicity of MedAxess,
and (6) trouble with MedAxess. The themes from the first and
second analysis, although differently grouped, extract the same
issues from the empirica material. This was taken as a
confirmation of the grounding of the analysisin the data.

This paper reports on all themes, using the six-theme grouping
from the second analysis. Extracts from interviews are indexed
pX/Y, where X is the informant (patient) number and Y isthe
text segment number within that interview. These numbers are
used for internal tracking purposes in order to be able to refer
interview extracts back to the context of raw data, for example,
in relation to later discussions of the paper.

Results

Six different but related findings could be extracted from the
interviews: (1) patients experienced easier access to their GP
by using MedAxess, (2) patientstended to solve minor problems
with their GP, (3) patients el aborated on larger issueswith their
GP, (4) patients did not worry too much about information
confidentiality, (5) patients experienced the log in as awkward
and abarrier to use, and (6) some patients preferred plain email
instead of MedAxess.
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Patients Experienced Easier Accessto Their GP

An overal reason to use MedAxess is that patients gain easy
accessto their GP. Through MedAxess patients may get intouch
with their GP without having to wait on the phone or arrange a
consultation. In particular, for users with significant travel
distance to their GP's office, the possibility to communicate in
this manner is “an extra bonus.”

| live in another part of town than the GP's office.
And, in addition, | would rather not leave work to sit
and wait in his office, like it used to be, to have a
prescription or an appointment or something else.
Now | can do all these tasks on the net, and | have a
response the same day. | think it works great. [p14/8]

Patients mostly have limited direct phone accessto their doctor
sincemost physicians spend their timein consultationsand have
secretariesto answer and screen the majority of incoming calls.
Some practices have organized certain telephone time slots
during the day when GPs will answer questions directly from
patients. However, since a vast number of patients will try to
contact the doctor during that short time slot, such telephone
hours often result in long waiting times or no response
whatsoever.

Then it is very hard to get the GP on the phone. The
hourswith telephone accessis very limited, so | have
tried to useit, but you haveto plan carefully. Itisone
hour, maybe two or three times per week, and then
you must be sure to call during that hour. And the
line is not necessarily available. Now you just have
to write and then he will answer when it suits him....
So it [MedAxess] is very convenient. [p5/36]

Most of the MedAxess users (10/15) reported that their GP
responded surprisingly quickly to their questions and requests.
This means that the patient may contact the doctor
asynchronously, without having to wait on the phone, and still
get an answer to short questions within minutes. As a
consequence, anumber of the users (8/15) felt that the GP was
more easily accessible through MedAxess than he or shewould
be otherwise. However, 2 of the 15 respondents reported that
they did not get any response from their GP on MedAxess,
without being able to explain why.

Patients Solved Minor Health Problems by Using
M edAxess

Although there was a tendency for patients to prefer using
MedAxess for minor problems, some patients reported that it
was convenient to useit for specific problemsthat they felt were
too complicated to explain on the phone or that required some
interaction back and forth between patient and doctor. Thetime
congtraints in regular office and telephone consultations rarely
allow for in-depth discussions, and they tend to limit the
opportunity for the patients to reflect on the GP's suggestions.

You are supposed to say everything on as little time
as possible and be very precise right then. But via
that system [ MedAxess], you could ask for adviceand
perhaps a bit of background and spend some more
time when you want to ask a question, and to present
what isimportant to get through. [p12/8]

JMed Internet Res 2005 | vol. 7 |iss. 2| el5 | p. 5
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

MedAxess may help users to reflect on suggestions given by
the GP since it provides asynchronous communication. Also,
the written communication may make a significant difference
in establishing a dialogue between the patient and physician.

It is much easier than going [to the GP] to sit down
to wait for an appointment. So | think | feel that the
contact with the doctor someway has been better
because you have more dialogue, so to speak, on the
small matters. Then you are a little more confident
about the larger matters. [p14/32]

Even though any text-based communication like that of
MedAxess is qualitatively different from a face-to-face or
telephone interaction, it is the asynchronous nature of the
text-based communication that gives users the chance to take
the care and time to present a more comprehensive request or
guestion to the doctor.

Patients Used M edAxessto Elaborate on Complex
Health Problems

One of the most interesting aspects with an asynchronous
communication system like MedAxessis the potential not only
for short questions but also for longer descriptions of health
problems. Patients reported that, with MedAxess, they were
ableto elaborate on illness experiences and al so make their own
suggestions without feeling that they used too much of the
physician's time.

When you call the doctor in the telephone time you
know you have limited time. Oneis supposed to speak
only briefly and be very concise there and then. But
through the MedAxess system, you could ask for
advice and perhaps a bit more background and take
your time to ask questions and get through with
important matters and so on.... | try to include
everything that isrelevant. The other day | wrotethat
I had such and such symptomsand | needed to include
some background history, that | have been examined
for thisthat year. Then | try to give a complete picture
of my health, then and now, enough for the physician
to sort of grasp the continuity. [p12/8]

Many patients reported that the written communication gave
them the opportunity to think carefully through their message,
for example, their illness history, as described by the informant
above. Using text to communicate provided a less stressful
situation, alowing patients to produce a full illness narrative.
Some patients felt that there was always too little time to talk
with the GP during office consultations.

You have a feeling that things move fast here [at the
GP's office]...and that, even if the doctor does not
think that way, you think since you got a consultation
in between other patients...he isin a hurry. And it
ends up in such a way...that you think afterwards,
“Oh, | should have said that. | forgot!” But when |
use the Net, | have time to think through how to
formulate and describe things. [p14/36]

Other usersreported that using MedAxessfor complex medical
problems was usel ess since text-based communication is not a
rich enough medium to reach an understanding between doctor
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and patient. These users meant that electronic communication
wastoo impersonal for substituting the face-to-face consultation.
However, users would, at the same time, argue that patients
who knew the doctor well would be able to use electronic
communication with greater success.

Another aspect with the written communication that was
reported by the MedAxess users was the chance to suggest a
medical analysis themselves. Patients with chronic illness,
especialy, are often well educated and may have the ahility to
suggest some therapeutic interventions to the doctor.

I have so-called autoimmunity and have had to learn
to refer to my own illness or health. So, because of
that, | guess | have internalized a terminology and
an attitude towards not going to the doctor just to tell
him that | have some pains. | try to analyze, myself,
so therefore | am a bit specific in my descriptions.
[p15/28]

A question related to privacy issues is how users think about
sensitive issues being communicated viathe MedAxess system.
Thisisdlightly ambivalent: many patients perceived MedAxess
as useful for simple messages regarding appointments,
prescriptions, and so on; however, other patients utilized the
tool to discuss sensitive matters.

It becomes more private. You know, you want to
discuss in private with a doctor, and you can write,
and you feel that it ismore directly fromyouto him....
You, in a way, dare to write a bit more on such [a
system]. [p8/7]

| do not think it is a problem to write about things
that | am worried about. It has not been a problem
atall.... Evenin some cases, | would think that if there
is something that is really difficult to talk about,
perhaps it would be easier to write about it. [p7/26]

The potential of the MedAxess system to let patients elaborate
on illness experiences, even those where a high level of privacy
is expected, might be an important finding in a time when
complex chronic illnesses that might need to be thoroughly
discussed between patient and provider represent alarge portion
of health care provision.

With the MedAxess system, it was also found that the GPs had
more time to respond to difficult questions (aslong astimewas
available to spend). GPs were in control of the response time
and, therefore, in the long run, were aso in control of the
patients expectations of responsetime. The doctor wastherefore
able to either think thoroughly through alternatives or use
additional resources to make a decision.

| had a question regarding some natural medicine
that | had started using without consulting the doctor.
And then | wastold that | should not useit and it was
in away a bit acute [urgent]. [ The system] was very
convenient because | explained the situation and
received a very thorough answer that | would not get
if I asked him in a consultation. He had forwarded
the question to a research institute for natural
medicine and received a response that he forwarded
to me. So | received information from this source
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directly, with an answer, and it went quite fast.
[p5/20]

In summary, the fact that MedAxess let patients communicate
with their GP through text provided an opportunity for patients
to present illness experiences in a more relaxed way, with
possibilities to elaborate on sensitive topics and include
historical and contextual information, as well as patient
hypotheses. The GP would a so have the chance to check with
external expert resources before providing an answer to the
patient. Some users would argue that a personal relationship
between the doctor and patient should have been established
before an extensive use of electronic communication substituted
telephone and face-to-face communication.

Patients Were Not Too Concerned About | nformation
Confidentiality

One main achievement of MedAxessisthat it satisfiesthe strict
health information security regulations in Norway and other
European states, as mentioned previously. The interviews have
documented, however, that patients were, in general, not
especialy worried about confidentiality. When the patients
personally assessed the information security of MedAxess, they
often made a comparison with economic transactions on the
Internet. Many MedAxess users had favorabl e experienceswith
several years of Internet use, and one patient compared
MedAxess with the use of Internet banking services.

We are used to transferring money over the
Internet...in and out of Internet banking services. So,
if you are afraid of being watched— am not, but |
understand that people might have problems with
that—it seems paralyzing. That fear may be
paralyzing for information transfer in general.... So,
MedAxess is a good thing, to my opinion. And then
you have to take chances [laughs] . [p3/80]

One important aspect of the users perceptions of security (ie,
confidentiality) was that their immediate experience with the
rigorous log-in procedure elicited the feeling of ahigh security
level. The users expected that the only reason for the awkward
procedures must be security issues, and that these issues were
necessarily addressed by the procedures.

| feel that it is safe because it islike this: | receive a
new password every time, which they transmit to my
mobile phone. So | hopethat thismeansit is safe...that
the passwords are stored in another system. [p13/9]

Most respondents were conscious about the security problems
on the Internet and thought that information transactions could
never be 100% safe. There are several reasons why users were
relaxed about using MedAxess. First, they regarded personal
health information as of limited interest to the potential hacker.
Second, the users were extra cautious not to el aborate their most
intimate details during communications via MedAxess.

It has only been questions about when to start with
[an] allergy medication and that kind of general
matters. | do not care if people should learn about
that.... When it is something serious, that is something
you don't email. [p11/92-95]
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| would not like to discuss my health over the Internet;
| never would have. That confidence in the net, |
would never have. But that is not the point either. If
you arereally sick and need to talk to the doctor, then
you should talk to the doctor and not sit there chatting
on email, sort of. So | think it's fine. [p10/29]

However, some patients were uncertain about apotential misuse
of information transmitted through MedAxess. Also, the fact
that communication is logged and stored in a database made
the situation quite different from that of, for instance, telephone
conversations. If such written communication is stored for a
very long time, it is difficult to foresee who will have accessto
the information in years to come.

You have that feeling, when you push the send button,
“Well, well”; you hope what has been said about it
being absolutely secureisreally true. [p12/33]

But it is obvious that the incidences stay there, the
history, and you may see which questions were asked
one year ago. And the doctor has the same log. But
| guess you have to trust that nobody else has
access.... Snce[communication] isstored...thething
about security and safety strikesme.... You are aware
that it is not erased, you know. [p12/75-76]

Being sceptical of applying MedAxess for complicated or
intimate health issuesisnot only related to the security concern.
Some users reported that the limits of text-based electronic
communication make MedAxess |less useful for comprehensive
discussions. They would rather elaborate on personal issues
with the GP face-to-face, watching the doctor's verbal and
physical response closely, than to have immediate feedback.

Logging In to M edAxess Was Awkward Compared to
Email

As reported by the users, the awkward log-in procedure was a
main problem with MedAxess. Users had to submit a message
from their computer, wait for a pin code to be sent asan SMS
message to their mobile phone, and then submit that pin code
on the computer to get access to the system. The trouble of
“passing the security obstacles’ seemed to limit the amount of
frequent users of MedAxess.

| had been to the doctor to take some tests. | wanted
to have the results and had problems with accessing
MedAxess.... S0 | called the GP's office and then got
a combination of numbers.... | tried one more time,
without success. | asked again at the office and they
told me to call them or those [technically]
responsible. | can't remember their name. It became
too awkward. Snce then, | haven't thought too much
about it. [p15/112]

To comply with the Data Protection Act, MedAxess is based
on a Web interface instead of an ordinary email account. This
means that users cannot just check responses during the same
operation aswhen they check their other email. Thus, they have
to log on to MedAxess separately to check for answers from
the GP's office. In particular, users who read email as part of
their regular work could have saved alot of time if they were
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able to access their communication with the GP by using
ordinary email.

When you use such Net-based systems that have
nothing to do with your email account, you have to
access it separately. And | read so much email for
therest of the day or do so many other things, that to
log onto checkif I have had a response today— don't
bother. Then, it ismuch better to use an email account
that | use on a daily basis. [p13/58]

These problems have led many patients to use ordinary email
instead of MedAxess. The GP offices in this project had
communi cated non-sensitiveissues by email with some of their
patients for many years before MedAxess was introduced.
Beforehand, some patients had therefore been used to email
communication with their care provider in away they had found
useful.

If it is those quick things that | need, | just send an
email to thereception. If | need a prescription...l send
an ordinary email because they have some sort of
prescription ordering where it is just [ necessary] to
contact the office desk. So, | use MedAxess more
directly when it concerns my disease. [p14/24]

The preferred use of email rather than MedAxess may be
understood as a reaction to the awkward security procedures
related to the system. It may also be a result of a patient's
well-established routine of using email with the doctor.

It was the last week or the one before that. It wasa...
patient record note that waswritten by a psychol ogist
that was totally far out, the way | saw it, that [my
doctor] got a copy of...and | sent her an email where
| asked her to look at the note and give some feedback
if she agreed. She would look at the matter. And she
replied after two days. That wasrather quick, | think.
[p13/30]

Moreover, areasonable interpretation of patients' use of email
instead of MedAxessistheir relatively relaxed attitude toward
confidentiality problems with email in general. Although the
patients acknowl edge that these security issues have been solved
within MedAxess, they often make their own judgment as to
whether the content of their communication is suitable for email
even when they have accessto MedAxess. It isquiteinteresting
that the users assessed on their own behalf the privacy content
of theinformation they transmitted. Thus, it challengestherole
of the Information Security Act aswell asthe security functions
of systems like MedAxess. To avoid too much hassle with
logging in, some patients selectively preferred to use email for
“small practical matters.”

| actually sent an email once more. | took that road
again, the question related to a test result on my
daughter that | was supposed to report. But then |
didn't try [ MedAxess] . | used ordinary email because
it was much easier, since | knew there had been some
trouble getting access the last time. But if | had the
chance, | would rather use [MedAxess]. Because |
regard it as a more secure and direct access to the
doctor than the GP office's email address. [p12/17]
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The patients are not especially concerned about security issues
on the receiver side (ie, at the GP's office), and they regard the
GP asreliable when it comes to who reads the office email.

Those simple things like ordering Paracet or asthma
medicine, | could of course use [MedAxess] for that.
But it hasn't turned out that way. | have sent [my
doctor] anemail.... It...seemed easier for me, at least.
And | got areply at once. Certainly, | hope they have
a safe email system, that it is encrypted so that it is
not possible to hack the system. So | had to rely on
that. It isa [technologically advanced] GP office...to
my experience, so | hope that's in place. Anyway, |
got a response, very quick. [p13/15]

The main reason for using email is the awkward log-in
procedure of MedAxess. In addition, regular email is convenient
for the respondents who use email on adaily basis at work.

| have sent...an ordinary email, yes, because | sit in
front of the computer all day at work, and at first |
discovered that | could send an email to request an
appointment. [p2/18-20]

It is interesting to note that email seems to have established
itself as an ideal standard for user-friendly computerized
communication.

And if it turns out to work as fast as email, | will use
it for matters for which | could have used email.
[p12/72]

Our empirical data have shown that 5 of the 15 users preferred
email for communication with their GP. In doing so, they
avoided some of the log-in hassle and also made it possible to
integrate their communication with the GP with other
email-based work activities. Of special interest here is the
finding that users made a self-assessment of their privacy need
to distinguish between different kinds of communication media
use. Even though they regarded email as less secure than
MedAxess, they chose to use email because of its ease. At the
same time, however, they made sure that the information they
submitted via email was of aless private nature.

Discussion

This study was limited to a qualitative approach with a focus
on the various experiences of patients using MedAxess. Thus,
we have taken an explorative approach to identify issues
concerning how users perceive information privacy mattersand
how they act accordingly.

Reasons for Using MedAxess

Patients used MedAxess for “small matters,” which they did
not regard as particularly sensitive. They avoided the most
intimate details and therefore reduced the relevance of
confidentiality worries. Examples of reasons for using
MedAxessincluded the following: to ask for recent test results,
to request documentation such as renewed prescriptions and
certificates, and to give feedback on results of medicationstaken
at home.

In addition, patients found MedAxess useful for elaborating on
larger issues, for example, concerning their experiences of
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changes in a chronic illness situation. The fact that MedAxess
provided an asynchronous text-based medium gave patients an
opportunity to present their story without feeling stressed
because they were using the GP'stime.

Users regarded MedAxess as making access to the GP easier.
They did not have to travel to the GP's office or queue up in a
long phone line. They felt that they did not have to disturb the
GP with small questions. The response time from the GP was
reported to be fast, sometimes surprisingly fast.

Reasons for Not Using M edAxess

Several users (6/15) regarded MedAxess as not quite user
friendly and therefore used MedAxess quite infrequently. This
resulted in difficulties recalling the cumbersome log-in
procedure. Some of these users ended up using ordinary email
for communication with their GP, thus avoiding some of the
log-in hassle and making it possible to integrate electronic
communication with their GP with other email-based work
activities. Userswho relied on regular email regarded it as safe
enough for the kind of information they communicated to their
GP.

Security | ssues

About half of the users (7/15) in this study perceived MedAxess
as secure because of the awkward password system (“Why else
would one have it this way?’), because it was planned with
information security in mind (and supposed to be more secure
than email), and because it had passed the strict regulations of
the Information Security Act. Usershad already used Web-based
banking services without many second thoughts and therefore
knew that Web services might be safe. Supporting the findings
of Hassol et a [14], patients in this study were only mildly
concerned with information security issues.

Privacy Issues

Asexpected, weidentified that userswereinterested in applying
MedAxess for small, practical issues, and that they found their
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GP to be easily available through this system. However, the
perception of privacy issues among users was more surprising.
To avoid the log-in hassle of MedAxess, they preferred to use
ordinary email, avoiding security problems through some
self-assessed adjustment of the information they transmitted. It
seemed to bother patients less thatit is illegal for doctors in
Norway to give medical advice to their patients via ordinary
email. According to Norwegian regulations, the doctor is
responsible for responding to such messages if it is expected
that the problem described needs medical attention or treatment.
In that situation, the GP would have to ask the patient to make
an appointment or use a secure system, such as MedAxess, if
the Internet is the obvious avenue to discuss the problem at
hand. Or, the GP could simply call the patient on the telephone
or ask the patient to call.

Conclusions

With email as an ideal, the challenge for secure Web-based
communication systems is to establish log-in procedures that
users will find easy, effective, and feel familiar with. As
mentioned by Masyset al, safety comeswith apricein usability,
which might even be acceptable [7]. Moreover, as we have
demonstrated in support of the findings of Masys et a [7], the
technical challenge of using the system contributes to the
perception of safety.

On the other hand, our results clearly show that the usability of
thelog-in procedure has an impact on patients' actual use of the
system. Only half of those patients who registered as users of
MedAxess actualy started using the system. Our results are
based on responses from these patients; therefore, patients in
our convenience sample might have more positive attitudes
towards MedAxess than the average patient. Taken together,
these results emphasize the need to address usability issues
when devel oping and testing such systems. Perhapsthere might
be a need to educate users more on security issues before it is
possible to widely implement systems that cannot necessarily
be as easy to use asregular email.

This study was supported by the Norwegian Research Council (Grant No. 10238600) and by the Regional Health Care Network
of Mid-Norway (Midt-Norsk Hel senett). Thanksto the patients who participated in the study, the IMIR referees, and Geir Jacobsen
for comments on an earlier version of the article. MedAxessis aregistered trademark of Deriga (http://www.deriga.no).

Conflictsof I nterest
None declared.

References

1.  Badl MJ, LillisJ. E-health: transforming the physician/patient relationship. Int JMed Inform 2001 Apr;61(1):1-10. [Medline:

21145978] [doi: 10.1016/S1386-5056(00)00130-1]

2. Spielberg AR. On call and online: sociohistorical, legal, and ethical implications of e-mail for the patient-physician
relationship. JAMA 1998 Oct 21;280(15):1353-1359. [Medline: 99008448] [doi: 10.1001/jama.280.15.1353]

3. Raston JD, Revere D, Robins LS, Goldberg HI. Patients' experience with a diabetes support programme based on an
interactive electronic medical record: qualitative study. BMJ 2004 May 15;328(7449):1159 [FREE Full text] [Medline:
15142919] [PMC: 15142919 ] [doi: 10.1136/bm;j.328.7449.1159]

4.,  Patt MR, Houston TK, Jenckes MW, Sands DZ, Ford DE. Doctors who are using e-mail with their patients: a qualitative
exploration. JMed Internet Res 2003 May 15;5(2):€9 [FREE Full text] [Medline: 22741890] [doi: 10.2196/jmir.5.2.€9]

http://www.jmir.org/2005/2/e15/

JMed Internet Res 2005 | vol. 7 |iss. 2| el5|p. 9
(page number not for citation purposes)


http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21145978&dopt=Abstract
http://dx.doi.org/10.1016/S1386-5056(00)00130-1
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=99008448&dopt=Abstract
http://dx.doi.org/10.1001/jama.280.15.1353
http://bmj.com/cgi/pmidlookup?view=long&pmid=15142919
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=15142919&dopt=Abstract
http://www.pubmedcentral.nih.gov/articlerender.fcgi?tool=pubmed&pubmedid=15142919
http://dx.doi.org/10.1136/bmj.328.7449.1159
http://www.jmir.org/2003/2/e9/
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22741890&dopt=Abstract
http://dx.doi.org/10.2196/jmir.5.2.e9
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Tjoraet a

10.

11.

12.

13.

14.

15.

16.

17.

18.
19.

20.

21.

22.

23.

Meyer M. Physician use of e-mail: the telephone of the 21st century? JMed Pract Manage 2004;19(5):247-251. [Medline:
23324816]

Sittig DF, King S, Hazlehurst BL. A survey of patient-provider e-mail communication: what do patients think? Int JMed
Inform 2001 Apr;61(1):71-80. [Medline: 21145983] [doi: 10.1016/S1386-5056(00)00134-9]

Masys D, Baker D, Butros A, Cowles KE. Giving patients access to their medical records viathe internet: the PCASSO
experience. JAm Med Inform Assoc 2002;9(2):181-191. [PMC: 11861633 ] [Medline: 21850603] [doi: 10.1197/jamia.M1005]
Hobbs J, Wald J, Jagannath Y S, Kittler A, Pizziferri L, Volk LA, et a. Opportunities to enhance patient and physician
e-mail contact. Int JMed Inform 2003 Apr;70(1):1-9. [Medline: 22593109] [doi: 10.1016/S1386-5056(03)00007-8]
Couchman GR, Forjuoh SN, Rascoe TG. E-mail communicationsin family practice: what do patients expect? J Fam Pract
2001 May;50(5):414-418. [Medline; 21248916] [doi: 10.1016/j.ijmedinf.2004.08.005]

Borowitz SM, Wyatt JC. The origin, content, and workload of e-mail consultations. JAMA 1998 Oct 21;280(15):1321-1324.
[Medline: 99008441] [doi: 10.1001/jama.280.15.1321]

Sittig DF. Results of a content analysis of electronic messages (email) sent between patients and their physicians. BMC
Med Inform Decis Mak 2003 Oct 1;3(1):11 [FREE Full text] [Medline: 14519206] [PMC: 14519206 ] [doi:
10.1186/1472-6947-3-11]

Kummervold PE, Trondsen M, Andreassen H, Gammon D, Hjortdahl P. [Patient-physician interaction over the internet].
Tidsskr Nor Laegeforen 2004 Oct 21;124(20):2633-2636 [FREE Full text] [Medline: 15534640]

Hodge JG, Gostin LO, Jacobson PD. Legal issues concerning electronic health information: privacy, quality, and liability.
JAMA 1999 Oct 20;282(15):1466-1471. [Medline: 20004096] [doi: 10.1001/jama.282.15.1466]

Hassol A, Walker M, Kidder D, RokitaK, Young D, Pierdon S, et al. Patient experiences and attitudes about accessto a
patient electronic health care record and linked web messaging. J Am Med Inform Assoc 2004;11(6):505-513. [Medline:
15299001] [PMC: 15299001 ] [doi: 10.1197/jamia.M1593]

; European Commision. Information Society: eHealth. URL: http://europa.eu.int/information society/eeurope/2005/all_about/
ehealth/text_en.htm/ [accessed 2005 Jan 6]

Kittler AF, Wald JS, Volk LA, Pizziferri L, Jagannath Y, Harris C, et al. Therole of primary care non-physician clinic staff
in e-mail communication with patients. Int JMed Inform 2004 May;73(4):333-340. [Medline: 15135751] [doi:
10.1016/j.ijmedinf.2004.02.004]

Liederman EM, Morefield CS. Web messaging: a new tool for patient-physician communication. JAm Med Inform Assoc
2003;10(3):260-270. [PMC: 12626378 ] [doi: 10.1197/jamia.M 1259] [Medline: 22615808]

; Statistics-Norway. Use of ICT in the households 2004. URL : http://www.ssh.no/ikthus en/ [accessed 2004 Dec 29]

; Statistics-Norway. [Norwegian Media Barometer 2003]. URL: http://www.ssh.no/medie/sab3/oversikt.html/ [accessed
2004 Dec 29]

Andreassen H, Sandaune AG, Gammon D, Hjortdahl P. [Norwegian use of Internet health services]. Tidsskr Nor Laegeforen
2002 Jun 30;122(17):1640-1644. [Medline: 22443707)

; Internet World Stats. Top 22 countries with the highest internet penetration rate (percentage of the population using the
internet). URL: http://www.internetworldstats.com/top25.htm/ [accessed 2004 Dec 29]

Grytten J, Skau I, Sgrensen R, Aasland OG. [Change in service provision and availability of services under the Norwegian
list patient system reform]. Tidsskr Nor Lagyeforen 2004;124:362-364.

Glaser BG, Strauss AL. Discovery of Grounded Theory: Strategies for Qualitative Research. Chicago, I1l: Aldine; Jun 1,
1967.

submitted 28.01.05; peer-reviewed by D Sittig; comments to author 18.02.05; revised version received 11.05.05; accepted 11.05.05;
published 31.05.05

Please cite as:

Tjora A, Tran T, Faxvaag A

Privacy vs Usability: A Qualitative Exploration of Patients Experiences With Secure Internet Communication With Their General
Practitioner

J Med Internet Res 2005;7(2):e15

URL: http://mwww.jmir.org/2005/2/e15/

doi: 10.2196/jmir.7.2.e15
PMID: 15998606

© Aksel Tjora, Trung Tran, Arild Faxvaag. Originally published in the Journal of Medical Internet Research (http://www.jmir.org),
31.5.2005. Except where otherwise noted, articles published in the Journal of Medical Internet Research are distributed under
the terms of the Creative Commons Attribution License (http://www.creativecommons.org/licenses/by/2.0/), which permits

http://www.jmir.org/2005/2/e15/ JMed Internet Res 2005 | val. 7 | iss. 2| el5 | p. 10

(page number not for citation purposes)


http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=23324816&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21145983&dopt=Abstract
http://dx.doi.org/10.1016/S1386-5056(00)00134-9
http://www.pubmedcentral.nih.gov/articlerender.fcgi?tool=pubmed&pubmedid=11861633
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21850603&dopt=Abstract
http://dx.doi.org/10.1197/jamia.M1005
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22593109&dopt=Abstract
http://dx.doi.org/10.1016/S1386-5056(03)00007-8
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=21248916&dopt=Abstract
http://dx.doi.org/10.1016/j.ijmedinf.2004.08.005
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=99008441&dopt=Abstract
http://dx.doi.org/10.1001/jama.280.15.1321
http://www.biomedcentral.com/1472-6947/3/11
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=14519206&dopt=Abstract
http://www.pubmedcentral.nih.gov/articlerender.fcgi?tool=pubmed&pubmedid=14519206
http://dx.doi.org/10.1186/1472-6947-3-11
http://www.tidsskriftet.no/pls/lts/pa_lt.visSeksjon?vp_SEKS_ID=1086346
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=15534640&dopt=Abstract
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=20004096&dopt=Abstract
http://dx.doi.org/10.1001/jama.282.15.1466
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=15299001&dopt=Abstract
http://www.pubmedcentral.nih.gov/articlerender.fcgi?tool=pubmed&pubmedid=15299001
http://dx.doi.org/10.1197/jamia.M1593
http://europa.eu.int/information_society/eeurope/2005/all_about/ehealth/text_en.htm/
http://europa.eu.int/information_society/eeurope/2005/all_about/ehealth/text_en.htm/
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=15135751&dopt=Abstract
http://dx.doi.org/10.1016/j.ijmedinf.2004.02.004
http://www.pubmedcentral.nih.gov/articlerender.fcgi?tool=pubmed&pubmedid=12626378
http://dx.doi.org/10.1197/jamia.M1259
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22615808&dopt=Abstract
http://www.ssb.no/ikthus_en/
http://www.ssb.no/medie/sa63/oversikt.html/
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22443707&dopt=Abstract
http://www.internetworldstats.com/top25.htm/
http://www.jmir.org/2005/2/e15/
http://dx.doi.org/10.2196/jmir.7.2.e15
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=15998606&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Tjoraet a

unrestricted use, distribution, and reproduction in any medium, provided the origina work is properly cited, including full
bibliographic details and the URL (see "please cite as" above), and this statement is included.

http://www.jmir.org/2005/2/e15/ JMed Internet Res 2005 | val. 7 | iss. 2| €15 | p. 11
(page number not for citation purposes)

RenderX


http://www.w3.org/Style/XSL
http://www.renderx.com/

