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Abstract

Extensible Markup Language (XML) isonitsway to becoming aglobal standard for the representation, exchange, and presentation
of information on the World Wide Web (WWW). More than that, XML is creating a standardization framework, in terms of an
open network of meta-standards and mediators that allows for the definition of further conventions and agreements in specific
business domains. Such an approach is particularly needed in the healthcare domain; XML promises to especially suit the
particularities of patient records and their lifelong storage, retrieval, and exchange. At atime when change rather than steadiness
is becoming the faithful feature of our society, standardization frameworks which support a diversified growth of specifications
that are appropriate to the actual needs of the users are becoming more and more important; and efforts should be made to
encouragethis new attempt at standardization to grow in afruitful direction. Thus, theintroduction of XML reflectsastandardization
process which is neither exclusively based on an acknowledged standardization authority, nor a pure market standard. Instead, a
consortium of compani es, academic institutions, and public bodies has agreed on acommon recommendation based on an existing
standardization framework. The consortium's process of agreeing to a standardization framework will doubtlessly be successful
inthe case of XML, and it is suggested that it should be considered as a generic model for standardization processesin the future.

(J Med Internet Res 2000;2(2):€12) doi:10.2196/jmir.2.2.e12
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Internet Explorer and will be supported by the next version of
the Netscape browser. The speed of general acceptance and

Extensible Markup Language (XML) Version 1.0 was endorsed widespread use recalls the introduction of the p_rogramming
as a Recommendation by the World Wide Web Consortium  |anguage Javaafew years ago and - lthough public awareness
(W3C) in February 1998 (http:/www.w3.org/TR/199g/ Naspartly shifted to other issues - imagine where we would be
REC-xmI-19980210). W3C is a consortium assembling today withoutit!

representatives from many of the leading IT companies, The objective of this report isto provide an overview of XML
academic institutions, and public bodies[1]. Following W3C's  and associated standards. Particular emphasis will be given to
recommendation, all major software companiesrefocused their  jts gpplications in the healthcare sector. This overview will
development strategies to include XML, and many are now  jnclude the history of XML and elucidate the factors enabling
offering products implementing the recommendation. These  the rapid diffusion of XML. In addition, emphasis will be put
products range from XML parsers implemented in different  on the standardization process at the two levels involved: the
programming languages, to sophisticated XML-oriented first includes the acceptance of XML as a syntactical

database applications (for alist of tools that support XML see  specification; the second considers the agreement upon semantic
[2]). XML isaso supported by the recent version of Microsoft
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conventions by specific groups of users, whereby the Document
Type Definitions (DTDs) providethe basisfor those agreements.

XML Standardization Framework

A Standardization Framework

Information technology (IT) standards usually put some
constraints on ways that human or computer agents interact, in
order to allow collaboration on a common basis. In this report,
we would like to concentrate on an additional function of a
certain type of standards that might be called meta-standards.
Meta-standards specify how other standards can be defined. In
principle, one canimagine awhole hierarchy of meta-standards
and standards that have their application at different levels of
specificity. Corresponding to this kind of standards tree, there
are different levels of standard bodies responsible for the
specifications of the standards, with the scal e reaching from the
International Standards Organization (1SO) at the top, via
various levels of academic and industry initiatives, ultimately
down to thelevel of two communicating individual s who agree
on some mutual way of expressing and handling information
objects. An additional type of standard is created to serve the
function of specifying ways to trandate between different
standards, in order to alow the transformation of information
objects obeying one standard into objects following a different
standard. Thistype of standard can be called amediator. Again,
there are meta-standards that specify how to define specific
mediators.

A system of meta-standards and mediators is what we propose
to cal a standardization framework. Such a system is able to
functionin diversified areas of I T, and hasthe potential of being
flexible and adaptable to change. Furthermore, the openness of
such a system enables rapid development in growing fields. At
a time when change rather than steadiness is becoming the
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faithful feature of our society, standardization frameworkswhich
support a diversified growth of specifications that are
appropriate to the actual needs of the users are becoming more
and more important; and efforts should be made to encourage
thisnew attempt at standardization to grow in afruitful direction.
With time, rules might develop that define how such an open
system works best. Here, we would like to give an example of
a success story of such a standardization framework in the IT
area.

SGML/XML: The Growth of a Standards Tree

The last ten years have seen the tremendous development of a
hierarchy of standards and quasi-standards that is based on a
common root, the Standard Generalized Markup Language
(SGML). Particularly, one application of SGML, Hypertext
Markup Language (HTML), hasrevolutionized the devel opment
of the World Wide Web (WWW), the way that electronic
documents are interchanged on a global scale. A second
revolution is on the horizon: another child of SGML, XML,
will profoundly transform the way electronic data will be
exchanged. The secret behind this second revolution can be
summed up by XML 's eponymous attribute, "extensible." While
extensibility was already a property of SGML, the improved
capabilities of XML have enabled the growth of a family of
sub-standards that may be flexibly adapted to the needs of
particular domains of users. Additionally, it is conceivable to
create ad hoc conventions for data exchange between single
individuals who do not belong to a pre-defined group. In this
view, SGML/XML has not only revolutionized document and
data exchange; perhaps even more importantly, it has moved
the vision of standards away from a fixed, centralized, and
authoritarian paradigm to a liberal adaptable system of
quasi-standards that simply fulfills the actual needs of
communication while adhering to a common framework.
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Figure 1. The history of SGML/XML and related standards
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To quote Liora Alschuler:

The central problem of information exchange is the
tension between: local specialization and global
generalization. In other words, "Why can't everyone
just agree to do things my way?" is not the right
guestion. Theright questionis: "How can we impose
minimal constraintson local practiceyet...ensurethat
senders and receivers can share meaning where
meaning is, indeed, shared? [3]"
In thefollowing sections, the history of the growth and unfolding
of the SGML/XML tree of standardswill be sketched, and some
of its branches will be explained in more detail. Particular
reference will be made to its use in the healthcare domain.
Figure 1 summarizes the history of SGML/XML and related
standards and recommendations.

SGML (1SO 8879:1986)

The general ideabehind SGML isto provide rulesthat are able
to define what the content of a document is, rather then what
the document looks like. The separation of the content and
structure of a text from the style information used for its
rendering in an output device is an important precondition for
the document not only to be accessible with heterogeneous
software systems, but also to survive in an environment of
constantly changing software tools. Inadvertently, this
concentration of SGML on the content and structure of a text
has made it possible to use SGML not only for documents, but
also for data in general, a development that is just beginning
now. Furthermore, the origin of SGML in the publishing area
has led to a syntax that is not only machine-interpretable but at

http://www.jmir.org/2000/2/e12/

least in principle aso human-interpretable. This, again, is not
unimportant when considering the longevity of certain
documents.

The technique that is used by SGML is Markup. Simply
speaking, a piece of text or datais enclosed between two tags
that "mark it up" as something defined. Such markup allows
machine agents to to manipulate the content and to assign a
semantic meaning to the piece of data. SGML provides the
syntax to define these tags and the rules that govern the use of
the markup tags. These definitions are placed either in the prolog
of the document or in a separate document called a Document
Type Definition (DTD). The overal structure defined by the
rules of SGML isthat of atree of elementswith one single root
element. Each element-type is defined in the DTD by its
tag-name and its attributes. The rules giveninthe DTD govern
the possible occurrences of the elements in the tree, and the
possible attribute values. Apart from elements and their
atributes, the DTD might also define entities. These are
character strings that stand for something else, such as longer
strings, special characters, groups of elements, or items stored
in an externa file like graphics or text fragments.

Historically, SGML emerged in the late 60's in the publishing
industry, which had aneed to establish generic typesetting codes
that would allow the text of a document to be manipulated in
different text processing systems. One of these approaches was
the Generalized Markup Language developed by Goldfarb,
Mosher, and Lorieat IBM. A key concept wasthe DTD, which
allowed the construction of markup rules for specific
applications and the use of parsersto validate the syntax of the
document markup for its appropriateness to the particular

JMed Internet Res 2000 | vol. 2| iss. 2 [e12 | p.4
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

application. Another impetus came from a committee of the
Graphic Communications Association (GCA) that created
GenCodeto standardize typesetting codes. With acollaborative
international effort in the 70's under the technical leadership of
CharlesF. Goldfarb, SGML was developed into an international
standard which was adopted by the International Organization
of Standards as SO 8879 in 1986. It has been proven since to
be arobust, stable standard that has led to the introduction of
manifold applications in the form of further standards,
guasi-standards, and academic as well asindustry initiatives.

Since only a very short overview over the basic principles of
SGML can be given here, we refer for further details to some
books dedi cated to describing SGML and its applications[4-6].

Table 1. Industry-Standard DTDs

Fierz & Gritter

SGML Applications

The openness and extensibility of SGML stems from the basic
concept that the DTD is constructed by the user, or group of
users, of the standard. In this sense, SGML is a syntax that
allows the definition of further standards. Each DTD defines
the particular markup structure that is allowed in a document,
and builds a basis by which semantic meaning is conferred on
the marked-up content.

Industry-Standard DTDs

Some of the major applications of SGML, in form of DTDs,
have been created by industry groups to facilitate document
processing and exchange. Table 1 gives a short overview
(compiled from [7]).

Name Description URL / Public Identifier
1SO 12083:1993 International standard defining three DTDs: 1SO 12083:1993//DTD Book//EN
- books 1SO 12083:1993/DTD Serial//EN
- serial publications 1SO 12083:1993/DTD Articlel/EN
- individual articles
DocBook Consortium standard (OASIS) for publishing -//OASIS/DTD DocBook V3.1//EN [8]

books with additional features for computer and

software documentation

Text-Encoding Initiative (TEI)

Book-oriented DTD for research-oriented appli-

-/ITEI//DTD TEI Lite 1.0//EN [9]

cations. Subset for simpler applications: TEI-Lite

MIL-STD-38784 CALS

Book-oriented DTD for technical documents.

-/lUSA-DOD//DTD MIL-STD-38784

Known for its table model (CALS) that became AMENDI/EN [10]
ade facto standard for tables.

Despite its sound and open design, SGML was for some time
only used in publishing, mainly by large-scale government and
industry enterprises that had to deal with complex documents.
It was only when a relatively simple DTD of SGML was
combined with a linking mechanism and coded into an
Internet-based hypertext application that SGML got into
widespread use in form of Hypertext Markup Language
(HTML).

HTML and the World Wide Web

Asthe global public gained access to the former ARPANet, the
Internet evolved; several information services evolved along
with it, with the multimedia, interactive WWW gaining the
favor of users. In accordance with the hypertext paradigm [11],
which refersto anon-sequential linking of information objects,
the ideawas (and still is) to author and exchange hyper-linked
documents. For the implementation of this idea, the SGML
standardi zation framework proved to be an excellent foundation.

The birth of HTML took place 1989 at CERN, where it was
developed by Tim Berners-Lee to share hyperlinked text
documents within the CERN European Nuclear Research
Fecility. Thenew SGML application was made available openly
on the Internet, and it soon became very popular and rapidly
developed into the WWW asit iswell-known and used al over
the world today. To be precise, HTML was, at its beginning,
not a strictly-conforming SGML application; its development
was mainly driven by numerous programmers on the Internet

http://www.jmir.org/2000/2/e12/

and by the competing browser vendors. In this sense, HTML
developed rather like ade facto standard. Fortunately, the World
Wide Web Consortium (W3C), the Web's standards body,
managed to get HTML under control and produced DTDs for
formal description of each new version of HTML. The first
SGML-compliant version was HTML 2.0.

Another departure of HTML from the principals of SGML was
perhaps more serious. HTML concentrated mainly on the layout
of adocument rather then on its content. This development went
so far that element tags and attributes were used to directly
define formatting instructions. Thus the basic SGML concept
of separating content and structure from format was violated.
Effortswere made in 1996 by the W3C to halt this devel opment
with the introduction of Cascading Style Sheets (CSS). Style
sheets have from the beginning been used with SGML to define
the formatting of structured text (see section DSSSL). The new
versions of HTML browsers are now able to deal with CSS.

HTML is now in its fourth version, which was released by the
W3C in December 1997 [12] . The second version of CSS has
passed as a W3C Recommendation in May 1998 [13]. Further
development of HTML will likely go into the direction of XML
(see below), i.e. it has been reformulated as an application of
XML andiscaled XHTML (see below).

HyTime (I SO/I EC 10744:1997)
Hypermedia/Time-based Structuring Language (HyTime) [14]
isan SGML application that specifiesaway in which logically
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connected or time-related information can be described within
the framework of SGML. One of its origins is rooted in the
attempt to create alanguage to describe music. However, it can
be used for any type of linking between related or time-based
information objects.

The main goa of HyTime is to provide rules for linking
information objects and scheduling within finite coordinate
spaces. In different HyTime modules, methods for addressing
locations and methods for hyperlinking between those addresses
are defined. Other HyTime modules contain facilities for
scheduling and rendition of events within event schedules.
Information about HyTime can be found at the site of the
HyTime Users Group [15].

The design principle of HyTime is a meta-DTD, a kind of
template called architectural form or enabling architecture.
HyTimeletsthe user of the standard define hisor her own DTDs
and relate them to the architectural form with a specific Hytime
attribute. HyTime-aware applications can recognize these
attributes and apply to the corresponding elements any specific
processing designed for the HyTime template. Annex A.3 to
the second edition of the HyTime standard (1SO/IEC
10744:1997) contains the definition of architectural forms:
"Architectural Form Definition Requirements (AFRD)" [16],
whereas Annex C standardizes the meta-DTD formalism used
for architectures. A general description of SGML architectures
by Steven R. Newcomb can be found at [17].

Architectural Forms

HyTime itself is the first, pioneering SGML architecture, but
other architectures can be constructed and be used for specific
applications. Architectural forms are particularly useful when
a user would like to create a DTD that adheres to an
industry-standard DTD, but would still like to use his or her
own customized tag names.

Since each DTD can serve, in principle, as a meta-DTD,
architectural forms can be used to build up whole hierarchies
of DTDsor standards. The property of such hierarchical DTDs
to inherit the constructs of the meta-DTD alevel above makes
architectures very similar to classesin object-oriented systems.
In fact, DTDs can even inherit from multiple enabling
architectures.

The Kona Proposal for a Patient Record Architecture (PRA),
an Enabling Architecture in Healthcare

Currently, attempts are being made to construct architectural
forms for the healthcare sector by the Kona Editorial Group
[18]. A three level architecture is being proposed as a Patient
Record Architecture (PRA) for the exchange of clinica
documents. The information model for this architecture is the
HL7 Reference Information Model (RIM [19]). The least
granular level of the architecture (Level 1) only encodes the
header information, but leaves the rest of the document in plain
text form. Level 2 structures the document into sectionsto allow
minimal processing, whereas Level 3 will be consistent in
granularity with the RIM. The idea of using an architectural
form for structuring patient records is very promising, since it
will hopefully allow the system to cope with the wide variety
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of local needs for specific structures and still enable data
exchange under the umbrella of a common standard.

Grovesand Property Sets

The basic idea underlying groves is that SGML is merely a
syntax for some underlying datamodel: thetreeor, to be precise,
a collection of trees. The grove provides a language for
describing SGML's abstract datamodel. The groveisan abstract
meta-"data-model" containing nodeswith properties. The grove
model for SGML itself or an SGML application like HyTime
is specified with properties collected in property sets. Thegrove
paradigm is defined in Annex A.4 to the HyTime standard
(ISO/IEC 10744:1997) in the "Property Sets Definition
Requirements (PSDR)" [20]. An introduction to groves and
property sets by Paul Prescod can be found at [65].

Topic Navigation Maps (1 SO/ EC 13250)

Topic Maps are an application of HyTimethat usesits powerful
model of universal addressing and independent linking. This
international standard defines a notation for representing
information about the structure of resources used to define
topics, and the rel ationshi ps between topics. Filters can be used
either to include or to excludeinformation. A set of interrelated
documents that employs the notation defined by this standard
is called a Topic Navigation Map (TNM). Topic Maps are
expressed as a set of architectural forms. Aswith HyTime, the
TNM standard does not require a particular DTD to be used. It
is an architecture that serves as template for adding attributes
toelementsinany DTD that can fit aspecific environment [21].
There are no tools available at present to handle Topic Maps,
but it is foreseeable that Topic Maps might play a significant
rolein thefuture asasyntax used to express semantic relations.
Hopefully, such approaches will aso be undertaken in the
medical area where the problem of sementic diversity is
considerable.

Document Style Semantics and Specification Language
(DSSSL, | SO/IEC 10179:1996)

Asdiscussed above, one of the basic principles of SGML isthe
separation of content and structure of adocument from the style
information used for its rendering in an output device.
Complimentary to SGML, astandard was devel oped that defines
rules for processing SGML documents: the Document Style
Semantics and Specification Language (DSSSL). It contains
three parts, a Style Language for formatting, a Transformation
Languagefor transforming, and aQuery Language for extracting
data. DSSSL isclosdly related to SGML but isnot an application
of SGML. Information about DSSSL can be found at a site
maintai ned by James Clark, the author of Jade, afreely available
DSSSL-engine [22].

Back totheroots: XML - a subset of SGML

The success of HTML with the explosive expansion of the
WWW ispartly dueto itsrelatively ssimple specifications, which
allowed its rapid adoption by programmers and users on the
Internet. However, due to its fixed DTD, each introduction of
new element types required a new version of HTML, which
madeit somewhat inflexible. Indeed, software companiestended
to extend HTML beyond its specifications, endangering its
function as a quasi-standard. In 1996, a working group was
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formed under the auspices of the W3C with the goal of solving
the problem of extensibility. Remembering the rootsof HTML,
it considered adapting SGML with its open paradigm - which
was so far not successful on the Web - to the needs of the Web
community. The result of this endeavor was the creation of a
subset of SGML, theeXtensible Markup Language (XML), that
was easier for programmers to handle; this consequently
encouraged widespread adoption.

XML 1.0 was accepted as a recommendation by the W3C in
February 1998 and it has enjoyed an acceptance by the software
industry that goes beyond all expectations. The specifications
of XML have been annotated by one of its creators, Tim Bray,
and can be found at [23]. For a more detailed introduction to
XML see[24,25].

SGML/XML Applications

Even before its fina specifications were accepted in 1998,
several applications of XML were created by the community
of users. Chemicad Markup Language (CML) to manage
chemical information [26]; or Mathematical Markup Language
(MathML), for describing mathematical notation [27], which
was accepted asaW3C Recommendationin April 1998 (revised
July 1999).

Another early application of XML isthe Resource Description
Framework (RDF) for the processing of metadata and the
provision of interoperability between applicationsthat exchange
machine-interpretable information on the Web [28]. It was
recommended by W3C in February 1999.

An excellent compilation of SGML/XML applications is
maintained by Robin Cover at OASIS's SGML/XML Web page
under the headings:

«  General Applications[29];
« Academic Applications [30];
« Industry Applications[31].

As an example we will discuss some applications in the
healthcare sector.

XML in Healthcare

Healthcare is to a large extent an information-processing
activity. Dataabout the patient's physical condition are collected
by the treating physician using various diagnostic techniques,
and evaluated within the framework of his or her medical
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knowledge to reach the appropriate decision for therapeutic
measures or further diagnostic procedures. If this information
processing path is to be effectively enhanced by electronic
decision support systems, it is inevitable that data are to be
structured at some time point, ideally at the very moment of
data collection.

For this structuring to be useful, however, it requires a standard
syntax and terminology that is used by all participitating
healthcare providers. Thelack of such acommonly agreed-upon
electronic language has so far been a magjor impediment for
rapid development in this field. EDI (Electronic Data
Interchange) standards like HL7 or UN/EDIFACT have found
a certain application, but mainly in the administrative and
financial areas of healthcare. For the first time, XML provides
a concept and technology that promises to provide a flexible,
open, and standardized solution to the problems of structuring,
storing, and exchanging patient data. Theindependence of XML
from particular software vendors, its self-describing nature, and
not least, the fact that XML can be read by human beings as
well asby computer programs, makes XML particularly suited
to storing and handling documents and data over along period
of time, asit is needed for patient records.

HL7 SGML/XML Special Interest Group and the Task
Force XML of CEN TC251

Health Level 7 (HL7) wasfounded in 1987 to develop standards
for the electronic interchange of clinical, financia, and
administrative information among independent healthcare
oriented computer systems; e.g., hospital information systems,
clinical laboratory systems, enterprise systems, and pharmacy
systems. In August 1996, the HL7 Technical Steering
Committee authorized the creation of an SGML Special Interest
Group as part of a larger initiative to integrate SGML into
medical informatics standards. "HCML" is a proposed
abbreviation for the evolving markup language: "Health Care
Markup Language" [32]. In December 1998, a draft document
was produced as a proposal for using "XML as an Interchange
Format for HL7 V2.3 Messages' [33]. In addition, an
XML-based Patient Record Architecture (PRA) is being
completed at Level One (see above).

In Europe, an XML task force has been established by CEN/TC
251 to investigate various aspects of using XML syntax for
health messages and documents [34].
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Figure 2. The SHCS Web document type definition and XML document (excerpts)

< IDOCTYPE SHEES [

< IELEMENT

< |\ELEMENT SUEFOPULATIONS (DATE , L¥-A&E3 . CD2-&ES
L¥-EEL , CO2-REL cO4-BEL , COD&-BEL )=
< |ELEMENT L¥-2aE3 (HPCDATa )=
< |IELEMENT CLh2-2ES (#PCDATA )1
< IELEMENRT CD4-2FES (#PCDATA )
< IELEMENT CD&-AES (HPCDATR 1>
< |ELEMENT L¥-BEL (#PCDATa )=
< IELEMENT CD32-BREL (HPCDATR 1%
< |IELEMENT CD4-REL (#PCDATA )1
< IELEMENT CD&-BREL (HPCDATR 1%
<!ELEMENT DATE [ [(¥¥YY | MM | DD 1* )13
< IELEMENT 0D (#PCDAT2 1
< IELEMENT MM (#PCDAT2 1>
< IELEMENT ¥¥YvY (#PCDATa )1
< IELEMENT VIRALLOZD [(BNZ , LIMIT , METHOD )=
< IELEMENT EN& (HPCDATZ )13
< IELEMENT LIMIT (#PCDATA )=
< |ELEMENT METHOD (#PCDATa )=
1=
<L3HCS >
<L&E >
<REGULARTEST S
< SUEPOPUL AT IONE >
<DATE =
VYT F196 60 VY -
<MM-17<, MM
<DD=16-</00>
</DATE:-
<cLY-AE3 100/ LY-2E5 >
<CD2-aE3-500</ CO2-AES -
<CDd-2E5>-260</ CDa-AES -
<CD&E-2ES-360<, CO&-AES -
<L¥-BEL =24« /LY¥-REL -
<CD2-BEL =78/ CO2-BEL >
<CD4-BREL 325/ C04-FEL >
<CD&-BEL>45</ CD&-FEL >
</ BUEPOPULAT IONS >
< IRALL QAT
“PMar555</PHA>
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SHCSWeb: Theuseof XML in multi-center clinical studies

The extensibility of XML makes it particularly useful for the
definition of syntactic rules and semantic conventions for
communication within a domain of users with a specific task.
We are using XML as WWW-based middleware in order to
establish communication in a distributed and heterogeneous
systems environment of aclinical multi-center study, the Swiss
HIV Cohort Study (SHCS) [35].

Unlike HTML, XML alows for the explicit declaration of
element types and representation of document structure in the
DTD (seeFigure 2). As stated for SGML, the names of thetags
(i.e. the semantics of the terminal syntactical constructs) have
to befixed by convention. In our case, we use selected concepts
aspart of adomain-specific language (i. e. clinical immunol ogy)
as tag names (e.g. <viraload>). This approach yields the
advantage that the XML documents can be interpreted by both
machines and humans, thereby providing an excellent basisfor
cooperation among human and artificial agents.

The DTD for the SHCS Web application was set up using the
preexisting paper-based study form asatemplate. So in essence,
the paper study form wastransformed into astructured el ectronic
study form (ESF). One of the design problems in defining the
DTD for the ESF was deciding in which cases data should be
represented as attribute values and in which cases as element
contents. Aswe began to work with XML even before February
1998, we faced the lack of others' experience with the standard.
Thus, we decided in the beginning to pursue an attribute-oriented
approach. In the meantime, the situation has changed. Today,
aconsiderable number of XML applicationsexist, and practices,
such asthe previously mentioned question of how to represent
contents, are being established. Thus, it appears that data are
usually represented as element contents whereas attributes are
preferably used for the representation of meta-information and
references.

This change of DTD confronted us with the problem that we
had to find away to transform the old XML files to ones that
followed the new DTD. We reached a solution by making use
of the newly developped XSLT specification (see below) that
provides an €l egant way to deal with such problems. This course
of events gives aperfect example of the flexibility of XML and
the possibility of mediating between two different ad hoc
standards of XML applications.

For more information about SHCS Web see Fierz & Grltter
[36-38].

Other Examples of Healthcare Applications

The idea of wusng a generalized language for
platform-independent structured reporting in healthcare had
already been realized before the time of XML. A Data-entry
and Reporting Markup Language (DRML), an SGML
application, had been formulated by Kahn [39]. In Wales, a
NHS project with the aim of structuring patient records had
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originally been based on SGML, but has moved now to XML.
Over 250,000 patient records from the Orthopaedic Hospital
Trust in Oswestry have already been translated into XML [40].
The main advantages as seen by the initiators of the project lie
in the possiblity of querying the patient's XML database in a
much more efficient way than would have been possible with
afree text search.

Doing Business with XML

XML/EDI

According to a founding member of the XML/EDI Group
initiative [41], the overall idea of XML/EDI isto add enough
intelligence to the documents so that they become the framework
for electronic commerce. Thereby, XML/EDI should define a
standard for encoding the presentation characteristics, structure,
and behavior of data that supports business transactions. Not
only data should be delivered, but also information and the
processing logic that isrequired to make sense of it. (Information
isdistinguished from data by its high-level semantics, referring
to real-world objects, whereas the low-level semantics of data,
i. e. the elementary data types, indicate only whether a given
bit stream should be interpreted as CHAR, INTEGER etc.).

Webber identifies five components of an Integrated XML/EDI
I nternet-based System (see Figure 3):

«  XML: The XML container transportsthe other components
across the network. Thereby, XML tokens replace or
supplement existing EDI segment identifiers. The system
further takes advantage of the rich capabilities and transport
layers of the Web and the Internet.

« EDI: Old EDI is called the grandfather of the current
electronic commerce. Implementationsinclude ANSI X.12
in the United States and UN/EDIFACT in Europe.
XML/EDI provides 100% backward compatibility with
existing EDI transactions, thereby preserving investments
in existing EDI systems and knowledge.

« Templates. Process Templates enable processing of
transactions (whereas Document Type Definitions (DTDs)
enabletransaction interoperability by defining the structure
and content). They are globally referenced or travel along
inside XML. Process Templ ates resembletraditiona process
control language syntax.

« Agents: Software Agents interpret the Process Templates
to perform the work needed. They further interact with the
EDI transaction data definitions and the users business
applications to create new templates for each new specific
task.

« Repositories: Globa Internet Repositories provide the
semantic foundation for global businesstransactions. They
allow for automatic lookups of the meaning and definition
of the EDI elements. Global Internet Repositories are
supplemented by adding DTDsand Process Templates. The
XML/EDI group has compiled a "White Paper on XML
Globa Repositories for XML/EDI" [42].
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Figure3. Anintegrated XML/EDI Internet-based system (Webber, 1998, reproduction with permission from the author)
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Thereal leverage of XML/EDI, when compared with traditional
EDI, derives from the possibility of Partner A to communicate
with Partner B based on the data format of their local business
applications, instead of the necessity for both to conform to a
standard. The system creates, with some manual help, atemplate
describing the local record structures and field definitions. This
template is added to the XML container and sent to Partner B
along with the data. There it allows the receiving Partner B to
create asecond template defining the mappings of the datafrom
Partner A onto the database system of his or her own business
application as well as the rules that correspond to a set of
necessary datatransformations. During these processes, partner
B is assisted by software agents. The first time, this mapping
must be done manually. Once the template B is generated, data
exchange from A to B can be automated. In other words,
XML/EDI alows the creation of an ad hoc communication
standard between A and B.

Currently, the XML/EDI framework is based on "Guidelines
for using XML for Electronic Data Interchange" devel oped by
the XML/EDI group [43]. XML/EDI pilot projects are under
way for X.12-based data exchange [44], as well as for the
European part of EDI, i.e., EDIFACT [45].

XMl

XML Metadata Interchange Format (XMI) is a new open
industry standard that combines the benefits of the Web-based
XML standard for defining, validating, and sharing document
formats on the web with the benefits of the object-oriented
Unified Modeling Language (UML). It provides application
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devel operswith acommon language for specifying, visualizing,
constructing, and documenting distributed objects and business
models.

The objective of XMl isto allow the exchange of objects from
the Object Management Group's (OMG) Object Analysis and
Design Facility. These objects are more commonly described
as UML and MOF (Meta Objects Facility) [46].

XML-related Specifications
Document Object Model (DOM)

Version 1.0, W3C Recommendation 1 October, 1998

This specification defines the Document Object Model
Level 1, a platform- and language-neutral interface
that allows programs and scripts to dynamically
access and update the content, structure and style of
documents. The Document Object Model provides a
standard set of objects for representing HTML and
XML documents, a standard model of how these
objects can be combined, and a standard interface
for accessing and manipulating them. Vendors can
support the DOM as an interfaceto their proprietary
data structures and APIs, and content authors can
write to the standard DOM interfaces rather than
product-specific APIs, thusincreasing interoperability
on the Web [47].

An extension of the DOM Level 1 was being recommended by

W3C in October 1999 as DOM Level 2 [48].
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Namespacesin XML

Touse DTDsand XML documentsin amodular way, it is often
desirableto be ableto combine different DTDswithin one XML
document or to integrate XML documents that use different
DTDs. However, since different DTDs might not recognize
each other, they might use the same element namesfor different
semantic entities and different element names for the same
semantic entities, thereby inducing name collisions and semantic
heterogeneity. In a W3C Recommendation of January 1999,
rules for namespaces are described to solve this problem. XML
namespaces provide a simple method for qualifying element
and attribute names used in XML documents by associating
them with namespaces identified by URI references [49].

Current and Future Developments

XML isjust at its beginning. Itsinclusion in a standardization
framework paves the way for the development of further
standards. Some of them are foreseeable and actually already
under construction (see below). Others, however, might not yet
be accessible to our imagination.

XSL

Extensible Stylesheet Language (XSL), an application of XML,
is alanguage for expressing rendering information. It consists
of alanguage for transforming XML documents, and an XML
vocabulary for specifying formatting semantics. Thus XSL, like
DSSSL that guided its conception, goes beyond merely
specifying a syntax for defining style information. In abroader
view, it is a transforming language that allows the conversion
of documents obeying one DTD into documents referring to
another DTD. It d so contains elementsfor querying, what makes
it a basis whereupon a query language can be built.

In March 2000, the W3C made the latest working draft of X SL
1.0 available [50]. In November 1999, the transforming part of
XSL was issued as separate Recommendation called XSLT
[51], and XPath designated as a language for addressing parts
of an XML document, designed to be used by both XSLT and
Xpointer (seebelow) [52]. A way to associate Style Sheetswith
XML documents has been specified and recommended by the
W3C in June 1999 [53].

XQL

Beyond the original goal of SGML to standardize interchange
of documents, XML will play animportant rolefor interchange
of any kind of dataon the web. In fact, database toolsthat serve
the XML standard are aready on the market. The object-oriented
paradigm is particularly suited for this purpose, but more
importantly, a whole new approach in database design has
already led to the first native XML database that preserves the
original XML structure. However, a new XML-oriented query
language is needed for searching, filtering, and retrieving data.
In December 1998, the W3C convened a workshop on query
languages called QL'98 [54]. A total of 66 position papers [55]
from about 30 companies and 25 academic ingtitutions and
research facilities show the wideinterest in the query issue. An
extensive report on QL '98 has been compiled by LisaRein [56].
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XLL

The success of HTML isin large part grounded on its simple
linking mechanism that allowed programmers to turn the
hypertext paradigm into worldwide readlity. Preserving the
linking functionality is therefore very important for XML.
However, the linking mechanism provided by HTML again is
somewhat limited, leading for example to the well-known
problem of lost links on the WWW. The key concepts for an
extended linking functionality are defined in the HyTime
standard (see above). One basic idea is to separate the linking
part from the addressing part to ease the maintenance of links.
So, eXtensible Linking Language (XLL) as a broad term for
XML hyperlinking (linking and addressing) has two major
components. A linking language (XLink) and an addressing
language (X Painter). XLink and Xpointer are currently (as of
July 2000) candidate recommendations of the W3C [57,58].

XML Schema

The syntax of the Document Type Definition (DTD) is
somewhat limited in its capability to express constraints on
specific classes of documents. So, it does not provide, for
example, amechanism to describe primitive datatypes or default
values for element contents. In February 1999, the W3C has
issued requirements for a schemalanguage [59] that uses XML
syntax. Such a construct should allow, among other things, the
import and export of datatypes from and to database systems,
and the creation of user-defined datatypes. Two proposals for
such a language have been submitted to the W3C: XML-Data
[60], and Document Definition Markup Language (DDML)
[61]. In April 2000, the W3C has issued two working drafts:
XML SchemaPart 1 for Structures[62], and XML Schema Part
2 for Datatypes[63].

XHTML

In January 2000 the W3C issued a recommendation for a
reformulation of HTML 4.0 in XML 1.0: the Extensible
HyperText Markup Language (XHTM ™ 1.0). This specification
defines HTML 4.0 as an XML application. The semantics of
the elements and their attributes are defined in the W3C
Recommendation for HTML 4.0. These semantics provide the
foundation for future extensibility of XHTML. Compatibility
with existing HTML user agentsis possible by following asmall
set of guidelines [64]..

Conclusion

The described introduction of XML asasyntactical specification
reflects a standardization process which is neither exclusively
based on abinding decision of an acknowledged standardization
authority (such as1SO) nor a pure market standard (or de facto
standard) which is often a result of some monopolistic power
(e.g., the operating system Windows). Instead, based on a
standardization framework, a consortium of companies,
academic ingtitutions, and public bodies has agreed on a
common recommendation. This story of the evolution of a
standardization framework doubtlessly will end successfully in
the case of XML, and we suggest that it should be considered
as ageneric model for standardization processesin the future.
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The healthcare area is especidly in need of such a
standardization process, because of two main reasons. First,
patient care has become more and more a process involving
multiple providers, and rapid information exchange between
the providersis pivotal not only to the patient's health, but also
to the economic viability of healthcare. Second, the handling
of patient datais alifelong process that should not be affected
by the ripples of vendor-specific software specifications.

With respect to the handling of semantic specifications, the old
controversy of global standards that may be implemented as
distributed and uniquely referable repositories versus local
conventions has been adopted to the subject of semantic DTD
schema specification. As mentioned, we think that the decision
must not be in favor of either the global or local approaches,

Fierz & Gritter

but should aim at their integration. There are actually two
practical solutions to the problem of integration of local
conventions into global standards. The first solution is a
hierarchical approach which aimsat aggregating local schemas
into a general globa schema. The second solution is a peer
approach which aims at mediating between different schemas.
The above-mentioned XML Stylesheet Language (XSL),
particularly its transformations specification (XSLT), supports
the second approach in that it allows a transformation between
documentsreferring to different DTDs. Alternately, architectures
allow for amapping of different DTDs onto an aggregated one.
However, as aggregation is always an abstraction from detailed
information, the mapping of DTDs based on architectures can
bring along aloss of information.

Figure4. Thelogical connections between SGML/XML and related standards (abbreviations explained in the text)

The Standards Tree
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The possibility of constructing DTDs for transformation or
architectural aggregation is an illustration of what we like to
call a standardization framework (see Figure 4). But the story
goesfurther: not only are SGML/XML meta-standardsthat have
led to a rapid growth of applications in the form of new
standards and meta-standards within just one year; but the
process continues, particularly inthe businessarea, and likewise
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in the heathcare domain. DTDs and templates will be
established for particular business domains with an
ever-increasing granularity of specification. It leadsto afractal
behavior of the standardization system enabling a diversified
growth within acommon framework. This paradigmiscloseto
nature.
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Abstract

The Internet is changing how people receive health information and health care. All who use the Internet for health-related
purposes must join together to create an environment of trusted relationships to assure high quality information and services,
protect privacy; and enhance the value of the Internet for both consumers and providers of health information, products, and
services. The goal of the e-Health Code of Ethicsisto ensure that people worldwide can confidently and with full understanding
of known risks realise the potential of the Internet in managing their own health and the health of those in their care. The final
e-Health Code of Ethics, presented in this paper, has been prepared as aresult of the "e-Health Ethics Summit," which convened
in Washington DC on 31 January 2000 - 2 February 2000. The summit, organized by the Internet Healthcare Coalition and hosted
by the World Health Organi sati on/Pan-A merican Heal th Organi sation (WHO/PAHO), was attended by apanel of about 50 invited
experts from all over the world and produced the foundation for a draft code, which was released 18 February [1] for an online
public consultation period which ended on 14 April 2000. The final Washington e-Health Code of Ethics sets forth guiding
principles under eight main headings. candor; honesty; quality; informed consent; privacy; professionalism in online health care;
responsible partnering; and accountability. Note: Abstract, keywords, acknowledgements and references have been added by
the editor and are not part of the final Code.

(J Med Internet Res 2000;2(2):€9) doi:10.2196/jmir.2.2.€9

KEYWORDS
Internet; Ethics; Quality of Health Care

protect users' privacy, and adhere to standards of best practices
for online commerce and online professional servicesin health
care.

Vision Statement

Thegoal of thee-Health Code of Ethicsisto ensurethat people

worldwide can Conﬁdently and with full Underamding of known Pe)p|e who use Internet heath sites and services share a

risksrealise the potential of the Internet in managing their own
health and the health of those in their care.

Introduction

The Internet is changing how people give and receive health
information and health care. All people who use the Internet
for health-related purposes-patients, health care professionals
and administrators, researchers, those who create or sell health
products or services, and other stakeholders-must join together
to create a safe environment and enhance the value of the
Internet for meeting health care needs.

Because health information, products, and services have the
potential both to improve health and to do harm, organisations
and individuals that provide health information on the Internet
have obligationsto be trustworthy, provide high quality content,

http://www.jmir.org/2000/2/e9/

RenderX

responsihility to help assure the value and integrity of the health
Internet by exercising judgment in using sites, products, and
services, and by providing meaningful feedback about online
health information, products, and services.

Definitions

Health information includes information for staying well,
preventing and managing disease, and making other decisions
related to health and health care.

« It includes information for making decisions about health
products and health services.

« It may bein the form of data, text, audio, and/or video.

« It may involve enhancements through programming and
interactivity.
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Health productsinclude drugs, medical devices, and other goods
used to diagnose and treat illnesses or injuries or to maintain
health. Health productsinclude both drugs and medical devices
subject to regulatory approval by agenciessuch asthe U.S. Food
and Drug Administration or U.K. Medicines Control Agency
and vitamin, herbal, or other nutritional supplements and other
products not subject to such regulatory oversight.

Health servicesinclude specific, persona medical care or advice;
management of medical records; communication between health
care providers and/or patients and health plans or insurers, or
health care facilities regarding treatment decisions, claims,
billing for services, etc.; and other services provided to support
health care.

http://www.jmir.org/2000/2/e9/
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Health services also include listserves, bulletin boards, chat
rooms, and other online venues for the exchange of health
information.

Like health information, health services may be in the form of
data, text, audio, and/or video, and may involve enhancements
through programming and interactivity.

Anyonewho usesthelnternet for health-related reasonshas
a right to expect that organisations and individuals who
provide health information, productsor servicesonlinewill
uphold the following guiding principles:

Guiding Principles
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Table 1. Guiding Principles

1. Disclose information that if
known by consumers would likely
affect consumers' understanding or
use of the site or purchase or use of
aproduct or service.

2. Betruthful and not deceptive

3. Provide health information that
isaccurate, easy to understand, and
up to date.

and

Provide the information users need
to make their own judgments about
the health information, products, or
services provided by the site.

Candor

People who use the Internet for health-related purposes need to be able to judge for themselves that the sites
they visit and services they use are credible and trustworthy. Sites should clearly indicate
who owns or has asignificant financial interest in the site or service
»  what the purpose of the site or serviceis
For example, whether it is solely educational, sells health products or services, or offers personal medical
care or advice
« any relationship (financial, professional, personal, or other) that a reasonable person would believe would
likely influence his or her perception of the information, products, or services offered by the site
For example, if the site has commercial sponsors or partners, who those sponsors/partners are and whether
they provide content for the site

Honesty

People who seek health information on the Internet need to know that products or services are described truth-
fully and that information they receive is not presented in a misleading way. Sites should be forthright

« inall content used to promote the sale of health products or services

« inany claims about the efficacy, performance, or benefits of products or services

They should clearly distinguish content intended to promote or sell a product, service, or organisation from ed-
ucational or scientific content.

Quality
To make wise decisions about their health care, people need and have the right to expect that siteswill provide
accurate, well-supported information and products and services of high quality.

To assure that the health information they provideis accurate, e-Health sites and services should make good

faith effortsto

« evduate information rigorously and fairly, including information used to describe products or services

«  provide information that is consistent with the best available evidence

«  assurethat when personalized medical care or adviceis provided that care or adviceis given by aqualified
practitioner

« indicate clearly whether information is based on scientific studies, expert consensus, or professional or
personal experience or opinion

«  acknowledge that someissues are controversial and when that isthe case make good faith effortsto present
all reasonable sidesin afair and balanced way

For example, advise usersthat there are alternative treatments for a particular health condition, such as surgery
or radiation for prostate cancer

Information and services must be easy for consumers to understand and use. Sites should present information
and describe products or services
» inlanguagethat is clear, easy to read, and appropriate for intended users
For example, in culturally appropriate ways in the primary language (or languages) of the site's expected
audience
« inaway that accommodates special needs users may have
For example, in large type or through audio channels for users whose vision isimpaired

Sitesthat provideinformation primarily for educational or scientific purposes should guarantee the independence
of their editorial policy and practices by assuring that only the site's content editors determine editorial content
and have the authority to reject advertising that they believe isinappropriate.

Consumers have aright to expect that the information they receiveis up to date. Sites should clearly indicate

«  when the site published the information it provides (and what version of the information users are seeing
if it has been revised since it was first published)

«  when the site most recently reviewed the information

«  whether the site has made substantive changesin theinformation and if so, when the information was most
recently updated

Individuals need to be able to judge for themselves the quality of the health information they find on the Internet.
Sites should describe clearly and accurately how content is devel oped for the site by telling users
«  what sources the site or content provider has used, with references or links to those sources
«  how the site evaluates content and what criteria are used to evaluate content, including on what basis the
site decides to provide specific links to other sites or services
For example, by describing the site's editorial board and policies

When health products or services are subject to government regulation, sites should tell users whether those
products (such as drugs or medical devices) have been approved by appropriate regulatory agencies, such as
the U.S. Food and Drug Administration or U.K. Medicines Control Agency

http://www.jmir.org/2000/2/e9/
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4. Respect users right to determine
whether or how their personal data
may be collected, used, or shared.

5. Respect the obligation to protect
users privacy.

6. Respect fundamental ethical
obligations to patients and clients.

and

Informed Consent

People who use the Internet for health-related reasons have the right to be informed that personal data may be
gathered, and to choose whether they will allow their personal datato be collected and whether they will allow
it to be used or shared. And they have aright to be able to choose, consent, and control when and how they ac-
tively engage in acommercial relationship.

Sites should clearly disclose

» that there are potential risks to users' privacy on the Internet
For example, that other organisations or individuals may be able to collect personal data when someone
visits asite, without that site's knowledge; or that some jurisdictions (such as the European Union) protect
privacy more stringently than others

Sites should not collect, use, or share personal data without the user's specific affirmative consent. To assure

that users understand and make informed decisions about providing personal data, sites should indicate clearly

and accurately

« what datais being collected when users visit the site
For example, data about which parts of the site the user visited, or the user's name and email address, or
specific data about the user's health or online purchases

« whoiscoallecting that data
For example, the site itself, or athird party

«  how the site will use that data
For example, to help the site provide better services to users, as part of a scientific study, or to provide
personalised medical care or advice

o whether the site knowingly shares datawith other organisations or individuals and if so, what datait shares

«  which organisations or individual s the site shares data with and how it expectsiits affiliates to use that data
For example, whether the site will share users personal data with other organisations or individuals and
for what purposes, and note when personal datawill be shared with organizations or individuals in other
countries

»  obtain users affirmative consent to collect, use, or share personal datain the ways described
For example, to collect and use the visitor's personal dataiin scientific research, or for commercial reasons
such as sending information about new products or services to the user, or to share his or her personal data
with other organisations or individuals

«  what consegquences there may be when avisitor refuses to give personal data
For example, that the site may not be able to tailor the information it provides to the visitor's particular
needs, or that the visitor may not have accessto all areas of the site

"E-commerce" sites have an obligation to make clear to users when they are about to engage in acommercia
transaction and to obtain users' specific affirmative consent to participate in that commercial transaction.

Privacy

People who use the Internet for health-related reasons have the right to expect that personal data they provide
will be kept confidential. Personal health data in particular may be very sensitive, and the consequences of in-
appropriate disclosure can be grave. To protect users, sites that collect personal data should
. takereasonable stepsto prevent unauthorised access to or use of personal data
For example, by "encrypting" data, protecting files with passwords, or using appropriate security software
for all transactions involving users persona medical or financial data
« makeit easy for usersto review personal datathey have given and to updateit or correct it when appropriate
«  adopt reasonable mechanisms to trace how personal datais used
For example, by using "audit trails' that show who viewed the data and when
« tell how the site stores users' personal data and for how long it stores that data
«  assurethat when personal datais"de-identified" (that is, when the user's name, email address, or other
data that might identify him or her has been removed from thefile) it cannot be linked back to the user

Professionalism in Online Health Care

Physicians, nurses, pharmacists, therapists, and all other health care professionalswho provide specific, personal

medical care or advice online should

« abide by the ethical codesthat govern their professions as practitioners in face-to-face relationships

« donoham

o put patients and clients' interests first

«  protect patients confidentiality

o  clearly disclose any sponsorships, financial incentives, or other information that would likely affect the
patient's or client's perception of professional's role or the services offered

o clearly disclose what fees, if any, will be charged for the online consultation and how payment for services
isto be made

«  obey thelawsand regulations of relevant jurisdiction(s), including applicable laws governing professional
licensing and prescribing

http://www.jmir.org/2000/2/e9/

RenderX

JMed Internet Res 2000 | vol. 2 | iss. 2 |9 | p.18
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Rippen & Risk

Inform and educate patients and
clients about the limitations of on-
line health care.

7. Ensure that organisations and
sites with which they ffiliate are
trustworthy.

8. Provide meaningful opportunity
for usersto givefeedback to the site.

and

Monitor their compliance with the
e-Health Code of Ethics.

The Internet can be a powerful tool for helping to meet patients' health care needs, but users need to understand
that it also has limitations. Health care professionals who practice on the Internet should clearly and accurately
« identify themselves and tell patients or clients where they practice and what their professional credentials
are
« describe the terms and conditions of the particular online interaction
For example, whether the health care professional will provide general advice about a particular health
condition or will make specific recommendations and or referrals for the patient or client, or whether the
health care professional can and will or cannot and will not prescribe medicationsin the particular situation
« make good faith efforts to understand the patient's or client's particular circumstances and to help him or
her identify health care resources that are available locally
For example, to help the patient or client determine whether particular treatment is available in his or her
home community or only from providers outside his or her community
« giveclear instructions for follow-up care when appropriate or necessary

Health care professionals who offer personal medical services or advice online should

« clearly and accurately describe the constraints of online diagnosis and treatment recommendations
For example, providers should stress that because the online health care professional cannot examine the
patient, it isimportant for patients to describe their health care needs as clearly they can

« help"e-patients' understand when online consultation can and when it cannot and should not take the place
of aface-to-face interaction with a health care provider

Responsible Partnering

People need to be confident that organisations and individual s who operate on the Internet undertake to partner

only with trustworthy individuals or organisations. Whether they are for-profit or nonprofit, sites should

«  make reasonable efforts to ensure that sponsors, partners, or other affiliates abide by applicable law and
uphold the same ethical standards as the sites themselves

« insist that current or prospective sponsors not influence the way search results are displayed for specific
information on key words or topics

And they should indicate clearly to users
o whether linksto other sites are provided for information only or are endorsements of those other sites
«  whenthey areleaving the site

For example, by use of transition screens

Accountability

People need to be confident that organisations and individuals that provide health information, products, or

services on the Internet take users' concerns seriously and that sites make good faith efforts to ensure that their

practices are ethically sound. e-Health sites should

« indicate clearly to users how they can contact the owner of the site or service and/or the party responsible
for managing the site or service
For example, how to contact specific manager(s) or customer service representatives with authority to address
problems

«  provide easy-to-use tools for visitors to give feedback about the site and the quality of itsinformation,
products, or services

« review complaints from users promptly and respond in atimely and appropriate manner

Sites should encourage users to notify the site's manager(s) or customer service representativesif they believe
that a site'scommercial or noncommercia partners or affiliates, including sites to which links are provided,
may violate law or ethical principles.

e-Health sites should describe their policiesfor self-monitoring clearly for users, and should encourage creative
problem solving among site staff and affiliates.
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Letter to the Editor

Nater et al

Debate about evaluation and monitoring of sites carrying the

HON-Logo

T Nater; C Boyer; G Eysenbach
(J Med Internet Res 2000;2(2):€13) doi:10.2196/jmir.2.2.€13

Letter

Sir,

The IMIR editorial article of March 31, 2000 [1], made a
number of careless and erroneous remarks about the HONcode
(http://www.hon.ch/HONcode/). HON welcomes criticism as

long as it's constructive, verified, based on fact, and fair. Your
comments meet none of these criteria.

We want to rebut three points in particular.

1. The editorial says, "even quackery sites proudly display the
[HONCcode] logo" and provides a screenshot of http://www.
selfhealthsol utions.com/breakthrough.htm. Your assertion is
seriously exaggerated and the "evidence" you useis out-of-date.
We know about this site. Last year, we demanded an end to its
fraudulent and unauthorized use of the HONcode seal. The site
complied and has not displayed it since.

All systemsare vulnerable to abuse, but HON hasagood record
of quickly identifying and contacting most offenders. This is
thanksto the sense of shared responsibility we encourage among
Webmasters, information providers, and vigilant users of the
health Internet. The author, too, should have alerted HON to
the misuse of the HONcode as soon as he discovered it, instead
of saving this cheap shot for publication.

2. Youwrotethat "the HON-Logo isa'marketing trick,' to make
the HONcode well known." We resent the belittling tone of this
remark and deny any such thing. HONcode remains the medical
Internet's first and most widely-supported ethical standard.
HONcode membership is entirely free and HON makes no
income of any kind from it. The HONcode has been trandlated
from English into 12 foreign languages and has more than 3,000
member Web sites in 36 countries - hardly the track record of
a"marketing trick."

3. You wrote "[the HONcode] is a toothless tiger. A more
sophisticated system is needed, for example where the logo or
'seal of approval' is generated dynamically by athird party (as
planned in the medCERTAIN project described below)."

You are stretching the reader's credulity by comparing the
HONCcode, atried and trusted four-year-old product, with your
future"project.” Andyouignorethefacts. IMIR readers should
know that the HONcode hyperlink seal is indeed generated
dynamically. We run a policing system with proven
effectiveness and are in proactive, executive control of the
process at all times.

http://www.jmir.org/2000/2/e13/

HON reviewsall sitesduring the formal membership application
process, insists on necessary changes and improvements, and
periodically monitorsthem for continuing compliance thereafter.
We list reviewed HONcode-compliant sites on our MedHunt
search engine. HONcode membership awaysimpliesattribution
to the relevant site of a unique, randomly-generated six-figure
I D number, for example, http://www.hon.ch/HONcode/Conduct.
html?HONConduct166259for the National Library of Medicine's
MEDLINEplus. The unique ID number, the Web site's URL,
its HONcode registration status, correspondence and basic
information on the site and its owner(s) are kept on a secure
HON data base.

Finaly, JMIR readers should be aware that we formally warn
persistently non-compliant sites of the consequences of
HONCcode-related fraud and abuse. Our ultimate sanction isto
de-link the HONcode seal on their pages. The vast majority of
healthcare and medical Web sites prize their credibility and are
striving to remain in business for the long term. Thisiswhy the
threat of cut-off is usually enough to force problem sites either
to comply with our demands or to remove our seal from their

pages.

The HONcode will undergo a wide-ranging upgrade in the
coming months to remain responsive to rapidly changing
exigencies. While not a perfect system, it is the uncontested
leader in its field. Too bad that the author of the IMIR article
never sought to discuss with us some of thereal challenges we
face.

Timothy Nater, Executive Director
CeliaBoyer, Manager of Web Services
Health On the Net Foundation, Geneva
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Inreply

| regret that some of the remarks in the editoria [1] led to
misunderstandings. As written in the editorial, the Health on
the Net Foundation has been among the first to remind web
publishers of their ethical duties, and is among the most
successful initiativesin bringing theseissuesto awide audience.
Evidence-medicine has, however, taught us to stay critical; to
continuously evaluate our interventions; and to ask how we can
improve the effectiveness of our activities, especialy if
technology opens new possibilities. This letter gives me the
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opportunity to clarify some of the issues touched on in the
editorial and to hopefully eliminate any misunderstandings.

Referring to point 1, "even quackery sites proudly display the
[HONCcode] logo": The figure showing a questionable website
bearing a HON logo was meant to illustrate the inherent
vulnerability and limitations of asystem that relieson a"second
generation” technology, i.e. a static logo which can be simply
copied and pasted by webmasters (as opposed to third generation
technology, i.e. a dynamically generated logo or a client-side
tool interpreting metadata - see below). It isunquestionable that
HON can deal with cases of abuse, once they come to their
attention. The point | was trying to make was to suggest
measures that minimize the risk of such abuse occurring in the

Table 1. Definitions and Examples of Trustmarks

Nater et al

first place, as opposed to a system that mainly relies on
"post-marketing surveillance.”

My proposal was that "the logo or seal of approval [could be]
generated dynamically by a third party,” suggesting a third
generation of quality trustmarks, which can either be remotely
loaded dynamic logos or PICS/XML/RDF-based metadata or
both. In this approach, metadata and/or the logo would always
come directly from the rating service to the user and could
contain digital signatures, circumventing a necessary reliance
on the co-operation of the health information provider (anumber
of sites carrying the HONCode-L ogo have not actually included
the dynamic backlink to HON).

Generation Characteristics

Examples

First generation trustmark
provider

Second generation trustmarks

Logo/Award self-published by the information

Logo published by theinformation provider with

HON up to 1999

HON 1999, Etrust, Verisign

hyperlink back to the rating service, generating

a dynamic webpage

Third generation trustmarks

Metainformation coming directly from therating

MedCERTAIN

service, either as PICS/XML/RDF metadata, or
as dynamically generated sea

The basic misunderstanding becomes apparent when the | etter
authors rebut this suggestion by saying that "you ignore the
facts (...) the HONcode hyperlink seal is indeed generated
dynamically." However, the HON seal (logo) itself is in fact
not generated dynamicaly; only the page which will be
generated if the user clicks the logo is dynamically generated.
Thisisinfact a"second-generation" approach. A dynamiclogo
would be alogo which is for example remotely |oaded from a
third-part site, generated "on-the-fly," containing information

such as a timestamp, the URL for which it is valid, and
information on the status of the site. Or it could even be
generated at the client-computer of the user, if aspecial software
could interpret metadata retrieved automatically from the
provider and the evaluator. The example in Figure 1
demonstrates such a dynamicaly generated logo with a
timestamp, generated a the University of Bristol (a
MedCERTAIN partner) in real time.

Figure 1. Example of athird-generation trustmark, a dynamically (on-the-fly) generated logo, with timestamp for demonstration (note that thisis not
theactual MedCERTAIN trustmark, but only anillustration). Thelogo isactually remotely generated and |oaded from the University of Bristol. Websites
evauated by MedCERTAIN will include a code on their website which remotely loads the logo from the MedCERTAIN website, and the logo

@

("trustmark™) can contain "real-time" information

Referring to point 2: Regarding the irritation of Nater & Boyer
concerning my quote "As the Health on the Net Foundation
says, the HON-Logoisa'marketing trick,' to make the HONcode
well known," two issues should be pointed out:

First, | should re-emphasize that the expression "marketing
trick" was a quote (and indicated as such) from an individual
involved in HON at a conference in 1998. The quote was used
to remind readers that the original idea of letting information
providers publish the HON-L ogo was to promote the code, and
not to allow users to check the status of the site. Only recently
has HON asked information providers to include a hyperlink
back to HON with an ID, providing the user with the possibility
of verifying the status of the site.

Giving out logos or awards to other websites with a backlink
to the originating siteisindeed avery common marketing "trick"
on the web, and frankly referred to as such (see for example
http://www.saltocompany.nl/marktng.html). It is a legitimate

http://www.jmir.org/2000/2/e13/

marketing instrument to promote ideas, sites, products, or
services. | doubt that the HONCode would have experienced a
similar level of penetrationif HON had relied on promoting the
code in scholarly articles.

A second misunderstanding becomes apparent when the | etter
authors deny the idea of marketing and emphasize that HON
"makes no income." The word "marketing" is commonly used
in a nonprofit, public health context, without implying any
financial purpose. Marketing has been defined (according to
Kotler, quoted in [2], p. 29) as "human activity directed at
satisfying needs and wants through exchange processes. An
exchange process is simply the transfer, between two parties,
of something that has value to each party. The marketer's task
isto facilitate exchanges so that customers can fulfil their needs
and wants. (...) Public sector and nonprofit marketers may
benefit in nonmonetary ways, through the fulfilment of their
institutional mission, desires, and goals." | see promoting the
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quality of health information on the Internet as anew challenge
for public health in the information age, and "public health
practitioners are in the business of marketing [2]." With these
definitions in mind, |1 cannot see what can be considered
pejorative about the word "marketing."

Referring to point 3: | did not write "[the HONcode] is a
toothless tiger," as erroneously quoted in the letter. The actual
wording was "without third-party evaluation and enforcement
(...), this ethical code is atoothlesstiger." " This ethical code"
was in fact primarily referring to the Washington Code of
eHealth ethics, which was the main topic of the editorial. Only
three sentences of the editorial actually referred to HON. A
clearer formulation would perhaps have been "without
third-party evaluation and enforcement, any ethical code is a
toothless tiger." It is noteworthy that a few weeks after
publication of the editorial, a member of the Hi-Ethics group
(another US group trying to implement a code of ethics for
health websites) used amost the same words as used in the
editorial:

Members of the group agree that devising
enforcement mechanisms is the necessary next step.
(...) "What doesn't work is a code with no follow-up
and no teeth," [ said Mark Boulding, a member of the
group, in the context of the Hi-Ethics code] [3].

Neither this statement nor the statement in the editoria are
meant to imply that either the HONcode or the Washington
Code of eHealth ethics has no teeth, but only to point out that
ethical codes have to be complemented by appropriate measures
of evaluation and enforcement.

The question remains whether and to what extent sites carrying
the HON logo are actually evaluated and monitored. The letter
above suggests a rigorous evaluation, asserting that "most
offenders’ are"quickly identified." | would be interested in the
actual percentage, i.e. how many "offenders' areidentified per
year, and what is the denominator? |.e. out of how many sites
carrying the HON logo how many are not sticking to the
HONcode? Shon & Musen [4] have recently shown that
"HONoured" websites, found in HON's Medhunt, display
authorship, currency of information, references, and disclosure
of sponsors less often than arandom selection of sitesfoundin
AltaVista. These data should be reason enough for HON to
attempt to produce hard data on the actual quality of sites
carrying the HON logo.

Whilethe letter above suggest that sitesregistering at HON are
evaluated in some way ("HON reviews al sites during the
formal membership application process'), HON makes
contradicting statements on their website (http://www.hon.ch/
HONCcode/), saying that "the HONcode is hot an award system,
nor doesit intend to rate the quality of theinformation provided
by a Web site. It only defines a set of rules to hold Web site
developers to basic ethical standards in the presentation of
information and to help make sure readers always know the
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source and the purpose of the data they are reading.” If HON
does not rate quality, on what grounds are quackery sites such
as the one shown in the editorial's illustration asked to remove
the HON-logo?

My main concern here is that, provided with remaining vague
and sometimes contradictory information on this issue, the
public can be easily confused. Even in the peer-reviewed
literature, HON is sometimesreferred to asaorganization which
rates the quality of websites, and a number of sites publish the
HON-Logo under the heading "Awards' (which implies
evaluation). MEDLINEplus, for example, which is cited in the
letter, displays the HON-Logo under the heading "Awards."
HON does not seem to regard this as "HON related fraud and
abuse" and takes no measuresto avoid thisimpression, although
HON itself saysthat it isnot an award system. Thisissue should
not be taken too lightly. Consumers may erroneously mistake
the HON-Logo as an award and rely on it as an indicator for
assessed information.

The notion expressed by the authors in the letter - that issues
concerning quality assessment were never discussed with them
- isdifferent from my own recollection. On the contrary, during
my last conversation with one of the letter authors in
Washington in February 2000, | had the impression that HON
realizes the boundaries of their current approach and iswilling
to work with MedCERTAIN to improve the current system.

MedCERTAIN should not be seen as a competition or threat to
HON, asit hasaclearly different focus. Whileit a so encourages
self-regulation, it isvery clear about the fact that it will actually
rate (evaluate) websites and that it will build atechnical platform
for theinteroperability of existing rating and reviewing services.

| made clear in the editorial and elsewhere [5] that both
approaches (encouragement of self-regulation by HON, and
third-party evaluation by organizations collaborating with
MedCERTAIN) are important pillars towards quality
management of health information on the Web, alongside
educating users and enforcing "best practice" codes. We seethe
activitiesof MedCERTAIN as complementary to self-regulation
efforts such as HON and the Washington eHealth Code of
Ethics. Wethink that HON could well benefit from the technical
and organizationa infrastructure that will be provided by
MedCERTAIN, and have from the beginning invited HON to
jointhiscollaboration. Thefuture of monitoring, assessing, and
evaluating health information certainly does not liein reliance
on a single, central organization, but in a democratic,
decentralized, distributed and collaborative system [6].

Gunther Eysenbach
JMIR Editor-in-chief

Disclosure: Dr. Eysenbach isalso co-ordinator of the EU project
MedCERTAIN (Certification and Rating of Trustworthy and
Assessed Health Information on the Net).
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Abstract

Background: Comprehensive dataavailablein the Canadian province of Manitobasince 1970 have ai ded study of theinteraction
between population health, health care utilization, and structural features of the health care system. Given a complex linked
database and many ongoing projects, better organization of available epidemiological, institutional, and technical information
was needed.

Objective: The Manitoba Centre for Health Policy and Evaluation wished to develop a knowledge repository to handle data,
document research methods, and facilitate both internal communication and collaboration with other sites.

Methods: This evolving knowledge repository consists of both public and internal (restricted access) pages on the World Wide
Web (WWW). Information can be accessed using an indexed logical format or queried to allow entry at user-defined points. The
main topics are: Concept Dictionary, Research Definitions, Meta-1ndex, and Glossary. The Concept Dictionary operationalizes
concepts used in health research using administrative data, outlining the creation of complex variables. Research Definitions
specify the codes for common surgical procedures, tests, and diagnoses. The Meta-Index organizes concepts and definitions
according to the Medical Sub-Heading (MeSH) system developed by the National Library of Medicine. The Glossary facilitates
navigation through the research terms and abbreviations in the knowledge repository. An Education Resources heading presents
a web-based graduate course using substantial amounts of material in the Concept Dictionary, a lecture in the Epidemiology
Supercourse, and material for Manitoba's Regional Health Authorities. Confidential information (including Data Dictionaries)
is available on the Centre's internal website.

Results: Use of the public pages has increased dramatically since January 1998, with almost 6,000 page hits from 250 different
hosts in May 1999. More recently, the number of page hits has averaged around 4,000 per month, while the number of unique
hosts has climbed to around 400.

Conclusions: This knowledge repository promotes standardization and increases efficiency by placing concepts and associated
programming in the Centre's collective memory. Collaboration and project management are facilitated.

(J Med Internet Res 2000;2(2):€10) doi:10.2196/jmir.2.2.e10

KEYWORDS

Epidemiologic Methods; Concept Dictionary; Knowledge Bases (Computer); Internet; Cooperative Behavior; Administrative
Data; Education; Research Support
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Introduction

Worldwide, an increasing number of research centers are using
administrative databases for monitoring and evaluating health
care systems. In several Canadian provinces, comprehensive
health care data are made available for research not only by an

Figurel. Anldead Administrative Database

Burchill et al

insurance plan that covers almost the entire population, but also
by a strong commitment to developing this resource. The
Manitoba Centre for Health Policy and Evaluation (MCHPE),
a university-based research unit, has been using the Manitoba
Health database since 1991. M CHPE's founders began working
with these data in 1975; the database has been developing
incrementally since 1970.

Figure 1. An Ideal Administrative Data Base

Personal
Care

ome

Research

Registry

Manitoba's database documents almost every contact that the
population has with the health care system. Figure 1 presents
an idedlized view of the MCHPE database with a
population-based research registry playing a central role. The
research registry contains a unique, encrypted number assigned
to each provincial resident, together with information on
demographic characteristics, location of residence, and family
composition. The substantive files include information on
hospital stays, physician visits, nursing home stays,
pharmaceutical use, and so forth. These files use the same
number to track utilization of services, making it possible to
compile comprehensive histories for individuals over time.
Similar databases outside Canada (Oxford Record Linkage
Study, Scottish Record Linkage System, Rochester
Epidemiology Project, Western Australian Health Services
Research Linked Database) have recently been reviewed. The
Manitoba database was noted as representing "international best
practice” across a number of benchmarks [1]. Approximately
300 papers or reports have been written using the Manitoba data
(MCHPE Papers Published).

http:/Awww.jmir.org/2000/2/e10/
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With the advent of technologies facilitating linkages between
databases, Manitoba researchers have been better able to study
the complex relations between population health, health care
utilization, and structural features of the health care system [2].
As part of its long-range plan, MCHPE hopes to expand its
database by linking the existing health files to popul ation-based
data on students, families, and classrooms from Manitoba's
Department of Education.

MCHPE has required an efficient system to manage this
information resource, to document research methods, and to
facilitate internal communication and collaboration with other
sites. Within Winnipeg, MCHPE has staff members located at
three different University of Manitoba campuses. Additional
staff and active collaborators are distributed throughout North
America. As much as possible, we wish to facilitate work and
interaction asif the researcherswerein the same physical space

3.

Over nine years of operation, MCHPE has amassed a vast
amount of epidemiological, institutional, and technical
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information. It can be a formidable task to identify the local
expert to assist with a particular topic or to access up-to-date
material on orientation; research projects and protocols; data
dictionaries; and guidelines for security, access, and
confidentiality. How do we update documentation and ensure
consistency to permit replication and extension of studies? How
do we prevent re-creating the wheel after other investigators
have already operationalized research concepts? This paper
describes the development, current status, and future directions
of the "repository of shared knowledge" at MCHPE [3]. We
have been guided not only by the need for efficient data
management and standardized research methodswithin MCHPE,
but also by the wish to make the "Centre's intellectual assets
more widely available to scholars, students and other health
care researchers' [4]. Our long-term goa is to produce a
knowledge system that i ncorporates concepts and methods from
other sources, documenting alternative perspectives and
mentioning shortcomings or potential problems.

Figure 11. Research Index Page

Table 1: Research Index Page

# MCHPE Research Index Page - Netscape
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Methods

Knowledge Repository

The MCHPE knowledge repository is an evolving enterprise,
consisting of both external (i.e., public) and internal Web pages
[5]. External users can access the public website available over
the Internet as part of the MCHPE home page on the World
Wide Web (WWW) (URL: http://www.umanitoba.ca/centres/
mchpe). The internal pages are accessible only by authorized
individuals.

Four main headings (under the Concepts/Research button on
the home page) organize information in the external website:
Concept Dictionary, Research Definitions, Meta-Index to
Concepts and Definitions, and Glossary and Related Terms
(Thesaurus). Two other headings, Teaching and Related
Literature, are designed to hel p researchers. Cross-linksfacilitate
information retrieval. Figure 11 illustrates how the information
available to external usersis organized.

File Edit Miew Go Communicator Help

4 = 3 % . =5 =&

Back fcwed Reload Home  Search  Guide Frint

i
Security  Etop

¢ Bookmarks A Lacation: [htp:/ e urmanitoba.ca/certres/mchpe/concepty =]

LINKS TO CONCEPTS, DEFINITIONS AND LITERATURE

- Concept Dictionary

- Research Definitions

- Meta-Index to Concepts and Definitions

- Glogsary, and Related Terms (Thesaurus)

- Teaching: A wel

An introduction to trom MCHPE.

,E Instant Message Members ‘webhail Connections BizJournal Smanlpdate Ikiplace
MANITOBA CENTRE FOR HEAI TH POLICY AND EVALUATION

Comments

- Ongoing Projects

sed graduate course on the Epidemiology of Health Care.

E| |Ducumem Done

The Concept Dictionary provides one (or more) operational
definitions of concepts used by health researchers, and describes
in detail the development of new variables or creation of
variables based on existing data (e.g., age from birth year; Full
Time Equivalent (FTE) Physicians from physician billing
numbers, billing location, individual patient visitation). The
creation of variables requiring a complex set of steps is also
outlined. The content of the Concept Dictionary, likethat of the

http:/Awww.jmir.org/2000/2/e10/
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Data Dictionaries (see below), was designed to provide the
information necessary for research continuity.

Figure 12 presentsasample of thetermsincluded in the Concept
Dictionary. To illustrate, the entry under "Ambulatory Care
Sensitive Conditions' definesthe concept, citesrelevant research
from which the concept was originally defined, and directsthose
seeking additional information to the MCHPE programmer or
researcher most familiar with the concept. The entry under
"Age" describes various methodsfor calculating age and format
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requirements. Entries often include cautions associated with the
concept, aswell as possible remedies. For example, thewrite-up
for calculating the exact age for a particular date warns that
Manitoba physician claims do not generally contain the "date
of birth" field and suggests how this information can be
acquired.

Some concept definitions call for amore lengthy discussion of
measurement. Various issues associated with the Manitoba
database are outlined, including the following: standard data
exclusions, strategies for avoiding double-counting of hospital
visits over multiple years and concurrent stays, and definitions
of geographical regions. The entry "Health Status Indicators"
includes a section describing six indicators, a section of related

Figure 12. Concept Dictionary

Table 2: Concept Dictionary

#{MCHPE Concept Dictionary - Netscape
File Edit Yiew Go Communicator Help
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Burchill et al

definitions, a section noting key references, and a table listing
various indicators and their associated ICD-9-CM codes.

The Concept Dictionary is organized alphabeticaly with
numerous cross-references to facilitate logical connections
among various dictionary entries. For example, MCHPE plans
to develop linkages from concepts such as "income group
calculation" to specific variables (e.g., municipal and postal
codes) in the data dictionary from which it was derived. The
"Research Definitions" heading (Figure 13) defines the codes
for common surgical procedures, tests, and diagnoses derived
from classification systems such as ICD-9-CM and physician
tariff codes, and from common groupers such as DRG, RDRG,
and CMG. Where relevant, cross linkages are made to Concept
Dictionary entries.

http://www.jmir.org/2000/2/e10/
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Pharmacclogic-Therapeutic of people who can provide more information about a research concept.
Classification System
* Anatomical Therapeutic s : : :
Ch:ni?ai ; ATgr;a e The concept dictionary is designed to have an external component and an internal
Classification System component. The external component is available to the world through this web site. The
o AN Wortality using ICES internal component {available to MCHPE staff only) contains information on the external
model concepts plus SAS program modules for relevant concepts. Including the program modules
* Avoidable Hospitalizations provides an invaluable resource for programmers.
¢ Bed Supply - Acute Care
Hospital: i o X 3 S
oo RELATED PAPERS in the concept dictionary primarily refer to MCHPE publications
PYIE N . B ; = _nrovidine additinnal detail an the concent Manv of these naners hichlieht snhatantive E
= Document: Done = am SR N2
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Figure 13. Research Definitions

Table 3: Research Definitions
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e e Procedures frequently analyzed at the MCHPE. These definitions often include those
defined by the Institute for Clinical Evaluative Sciences (ICES).
Procedures

Categories
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\CardiovascularEn \Genital, Male Musculoskeletal|(Obstetrical
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* Peripheral Vascular Disease
PWVD) Surgery

* Percutaneous Transluminal
Coton oplas
PTCA

® Heart Valve Surgery

* Varicose Wein =

= i ~ Document Done

The Meta-Index to Concepts and Definitions is designed to
make information retrieval easier. The Meta-Index organizes
concepts and definitions according to the Medical Sub-Heading
(MeSH) system devel oped by the National Library of Medicine.
MeSH allows the researcher to start with a broad category of
interest and increase the specificity by choosing pertinent
"branches' of the Meta-Concept "tree" (Figure 2). Although
MeSH does not currently contain any content regarding public
health, necessary modifications were kept to a minimum to
adhere as closely to the original standard as possible.

A Glossary of terms facilitates access to information by a
broader audience. The range of research termsand abbreviations

http://www.jmir.org/2000/2/e10/
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DIAGNOSES AND TESTS

Diagnoses and tests frequently analyzed at the MCHPE.

Aeml o R e Ll S H
Hoe s a2
can make navigation through areas of the knowledge repository
unwieldy. More than one thousand terms from MCHPE
government deliverables and research papers were generated
as possible entries. The Glossary is organized alphabetically
and designed as a quick reference to possibly unfamiliar terms
encountered whilereading M CHPE work. Currently, the content
under each entry in the Glossary includes a brief definition (as
many as are relevant), alist of synonyms and related terms, a
reference list for papers that use the concept, and, for more
in-depth information, links to relevant parts of the Concept
Dictionary (Figure 14).

JMed Internet Res 2000 | vol. 2 | iss. 2 [e10 | p.29
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH Burchill et &

Figure2. Meta-Concept Tree

Figure 2. Meta-Concept Tree
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Figure 14. Glossary

Table 4: Glossary
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Glossary =
Index
ST — MANITOBA CENTRE FOR HEALTH POLICY & EVALUATION
Introduction
e MCHPE Concept Dictionary - Glossary and Related Terms
5 E
z T The Glossary serves as a gateway to the MCHPE Concept Dictionary and provides brief definitions of
T = terms and concepts used frequently in MCHPE research and literature. Where appropriate, the Glossary
I B entries include links to references, related terms, and to more detailed information in the concept
F T dictionary or at external sites.
M H The references listed for each term in the Glossary provide a link to detailed information, including the
S deliverable report / article name, authors, and month / year of publication. The reference may also
o ) —I| contain a link to the corresponding MCHPE Report Summary or PowerPoint Presentation (for
0 E downloading), if available, the MCHPE Reference Manager database reference number, and a list of
5 T papers associated with the MCHPE deliverable report. These "associated papers"” list keywords used in
S the paper, and provide a link to the terms in the Glossary.
U v : g : : G . =
7% The Glossary DOES NOT contain all variable names that are listed in the MCHPE data dictionaries. In
el addition, names of most procedures and diagnogses have alzo been excluded since these are readily
v z available in medical dictionaries or other manuals {e.g. ICD-9-CM manual ).
Mimerie An index located on the left side of the screen is provided to ease navigation through the Glossary by
Terma i B letters of the alphabet or numeric terms. The index also provides a link to the detailed Reference List,
R T AT - = L - e T T

Teaching presents the web-based version of a graduate course,
"The Epidemiology of Health Care."" Given the typical course
audience - asubstantial number of auditors and asmall number
of enrolled graduate students - most of the weekly readings use
links to material already available on the web: project
summaries, newsl etters, and entries in the Concept Dictionary.
Many of the academic papers distributed in paper form arefrom
MCHPE's June 1999 supplement to Medical Care. The Glossary
incorporates links from the definition of terms to MCHPE
deliverables and research paperswhere they appear. For teaching
purposes, links that go in the other direction allow the student
to produce a list of key concepts and terms associated with a
given research paper or report. The course and other teaching
materials (including alecturein the Epidemiology Supercourse)
areincluded under the Education/Resources button on the home
page. Finally, the heading Related Literatureincludes: MCHPE
Papers Published (with accompanying abstractsfor recent years),
MCHPE Report Summaries;, MCHPE Papers Presented,
Additional Papers (primarily non-Manitoba authors), and
Ongoing Projects using the research definition(s).

Links to associated pages (both locally and elsewhere on the
Internet) allow quick cross-references and navigation through
complex topics. The search engine (Excite) alows users to
search the Research Index using key words or phrases.
Conversion of al documents available at the MCHPE website
to HTML format, together with the addition of meta-tags with
key words, has provided faster, more reliable searches. The
Concept Dictionary has aso been added to many general

http://www.jmir.org/2000/2/e10/

external search engines (Lycos, Hotbot, and Excite) to facilitate
access.

Internal Website

Material that isrestricted in nature or irrelevant to external users
is available on MCHPE's internal website. Some concepts
include SAS programming, and incorporate confidential
information such as hospital identifier. In other cases, exclusion
from the public website is based on the proprietary nature of
the code or database structure. Specific file names or locations
provide structural information regarding our computer systems;
external users are also excluded from thisinformation. Finally,
use of theinternal dictionaries assumes familiarity with M CHPE
data organi zation; variable names meaningful to only MCHPE
staff would not be useful on the external web site.

DataDictionaries are highly valued among information systems
users; they typically list and describe variables and the structure
of specific files of any given set of databases. MCHPE has
separate data dictionaries for each major set of data listed in
Figure 1(e.g., hospital, medical, nursing home, provider, vital
statistics, cost, pharmaceuticals). These data dictionaries are
routinely stored as part of the various MCHPE data files. The
contents include standard names for variables, formats,
interpretation of the variables, and an overview of known
problems and recommendations. Pages are designed to facilitate
access to database research concepts and definitions. Given the
confidential nature of the information, the datadictionaries are
not currently available on the external Web pages.
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Quality and Bias

Notwithstanding the wider applicability of MCHPE-produced
work, our knowledge repository has emphasized ideas and
methods associated with one research center. The risk of bias
through presenting a single viewpoint needs to be addressed,
particularly as the Concept Dictionary expands and perhaps
becomes a "destination site" for health care researchers using
administrative data. Unlike peer-reviewed papers, the content
of web sitesgenerally isnot filtered through acritical academic
review process. Online knowledge systems must develop and
incorporate methods for ensuring information quality. Our
procedures to address this issue might help others:

1. Develop clear standards and procedures for determining
the content of the knowledge system. Clearly, quality is
related to the process by which information is added; some
items in the Concept Dictionary are identified as coming
from papers and reports written elsewhere. Concepts
originating in Manitoba must be tested with MCHPE data,
for example, before being entered in the Concept
Dictionary. The principal researcher or programmer
typically works with an experienced research assistant to
write entries for the Concept Dictionary as part of the
documentation process for any research project or
publication. Additionally, concepts are added using a style
which notes:

a  Name of concept and date of information presented on
the page.

b. A basic description, including both situations where
the concept is relevant and limitations or cautions on
use of the concept.

c.  SAScode (or location of such code) and/or SAS macros
used to create the concept [6]. (At MCHPE amost all
programming is performed using SAS. When other
programming languages are used, the appropriate code
is provided).

d.  SASformats and necessary labels (or their location).
Other information such as relevant contact(s) and any
published papers using the concept.

2. Develop procedures to keep the knowledge system current
and accurate. MCHPE is considering a position for a
"knowledge expert, an individua with substantive
knowledge of the databases and research conceptswho can
develop quality-control procedures.

3. Salicit feedback. Other users of the knowledge base may
supplement the information provided or define a concept

http://www.jmir.org/2000/2/e10/
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differently. At MCHPE, we are seeking feedback via an
entry on the Concept Dictionary home page. Other
possibilities for broadening users perspectives include
incorporating information on new concepts and alternative
definitions, and increasing the number of links to other
research centers.

4. Make evaluation an integra part of development and
maintenance. Currently, MCHPE is documenting who is
using different parts of the web site.

5. Be explicit. The process of making information explicit
permits individuals to evaluate, use, or develop it in ways
that ultimately advance the research process.

Results

The MCHPE website continues to reach an increasing number
of national and international health administrators, researchers,
and students. Reports, report summaries, and newsletters are
available from the home page. In May 1999, M CHPE received
close to 16,000 hits on the website's pages, almost 6,000 of
these used the knowledge repository. Web traffic grew at an
average rate of over 35% each month during the first part of
1999 (Figure 3 and Figure 4). Since then, traffic on the
knowledge repository has dropped to around 4,000 page hits
per month while the number of unique hosts has climbed to
around 400. Depending upon whether or not a course is
scheduled, between 1,000 and 3,000 hits per month have been
recorded on the Education pages. When new reports are issued
on the MCHPE web site, traffic generally increases in the
following month. Thelisting of the MCHPE lecture " Studying
Health and Health Care" on the Epidemiology Supercourse's
24 mirrored servers around the world will increase impact of
thework, but complicate measurement of page hits[7]. Finally,
webelievetheinternal pagesare being heavily used by MCHPE
staff; such usageis currently being measured.

Several national and international projects have relied on the
knowledge repository fairly extensively. A large cross-national
project based at Stanford University has used an index described
in the Concept Dictionary (the Charlson Comorbidity Index) to
help control for comorbidity before cardiovascular surgery. In
another project, researchersin afive-province study funded by
the Canadian Population Health [Initiative will be
operationalizing Continuity of Care asdescribed in the Concept
Dictionary
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Figure 3. Number of Requests for Research Index Pages

Figure 3. Number of Requests for Research Index Pages
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Figure 4. Number of Requests by Unique Hosts
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Figure 4. Number of Requests by Unique Hosts
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Discussion

Benefits of a Knowledge Repository

Organizing and structuring information into a knowledge 4

repository can:

1

Promote standardization: An online information system
encourages the use of sandard terminology and
methodology. The Concept Dictionary hel ps make explicit
the assumptions associated with the development of a
measure.

Increase efficiency: New projects at MCHPE often require
complex programming and conceptual development. Our
approach allows this intellectual property to be placed in
the collective memory of MCHPE. Appropriate
documentation, including descriptions of measures and
detailed programming code, prevents duplication and
protects the substantial time investment that such work
involves. This process aso keeps researchers current
regarding concepts that may be modified from one project
to the next.

Capture implicit knowledge: Capturing and making
availabletacit knowledgeisachallengefor al organizations
[5]. Frequently, avery small number of people know agreat
deal about the data or a specific concept. Such institutional
knowledge needs to be saved in a convenient format to
avoid missing important detail s and generating unnecessary
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effort to track down the expert on a specific topic. Making

implicit knowledge explicit can lead to the discovery of a

novel approach, or theidentification of critica shortcomings

in ongoing or completed projects.

Facilitate collaboration: Project-based websites, a recent

addition to the online information system, can facilitate

collaborations between MCHPE investigators and

researchers from other centers. A website created for a

three-province study, for example, lists the investigators

from each of the provincesinvolved and providesa"What's

New" section of project website updates. Overviews of each

of the component studies include detailed methodology

descriptions of data sources and eligibility criteria, as well
as key concept definitions and analytic methods specific to
the study. Relevant links to the Concept Dictionary and to
external websites (such as the Canadian Medical Research

Council and National Health Research and Development

Program) provide userswith additional project information.

Aid project management: Multi-site projects can obviously

benefit from the use of web pages to coordinate the flow

of information in a timely fashion. Operationalizing
concepts using administrative data from different political
jurisdictions is complicated by factors such as:

a Variations in data set characteristics and coding
conventions. Not only do the contents of the data sets
differ, the meaning underlying apparently similar
variables may also differ among provincial data sets.
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b.  Varying demographics. An apparently straightforward
decision in one setting may be complicated in another.
For example, rapid suburban growthin Calgary, Alberta
has made it necessary to interpol ate between old census
figures and projections from the latest resultsto define
urban Calgary. In contrast, census data that are several
years old present no special problems for estimating
income quintiles in slow growth Manitoba.

c. Dea with conflicts between building on previous
research and developing new approaches to resolve
methodological problems: since the boundaries of
Statistics Canada's enumeration areas do not always
correspond with postal codes, appropriate censusvalues
for neighborhood income and educational statistics
must be assigned to postal codes overlapping two or
more enumeration areas. For the Manitoba postal codes,
MCHPE researchers have assignhed average income
and education using popul ation-weighted means from
the overlapping enumeration areas. This procedurewas
utilized for 1986, 1991, and 1996 census data and
designed to facilitate longitudinal research. Starting
with 1996 census, Statistics Canada developed a
different, probabilistic method of converting between
enumeration areas and postal codes allowing a more
consistent, repeatable method of assigning income and
education values to individuals within these postal
codes [8]. Results based on this methodology differed
very dlightly from those generated using
popul ation-wei ghted means, but nonethel ess complicate
cross-sectional and longitudinal comparisons.

6. Disseminate information: The MCHPE web-based system
facilitates dissemination of current information to a wide
range of users. The Glossary, in particular, is directed
toward researchers who may vary significantly in their
familiarity with technical terms. Links to other terms,
combined with information about key "contacts," permit
access to details not normally published in peer-reviewed
articles. Income quintiles, for example, have been widely
described in journa articles, but the specific methods for
generating them have not been published [9]. The"Ongoing
Projects’ section permits users to determine (without
waiting for publication) the current status of various projects
undertaken by MCHPE researchers.

Future Directions

The knowledge repository may be characterized as a tool for
increasing the flow of high quality information relevant to health
services research. Meeting our objectives requires developing
this resource in two directions: First, honing technical features
will alow users who vary considerable in their expertise to
more easily navigate through the available information. Second,
the content must be continually updated and expanded to reflect
the activitiesat MCHPE and related centers.

Burchill et al

Considerable effort is being directed toward enhancing the
number of links within dictionaries, from dictionaries to other
sections of the MCHPE web site, and to non-MCHPE sites
(click, for example, on PHRU Concept Dictionary; this was
devel oped by the Population Health Research Unit at Dalhousie
University). Extensive links among various glossary terms have
recently been established (see, for example, A in the Glossary
Index). We also hope to provide more direct access to concepts
and definitions associated with individual papers by means of
a search engine interface that returns all links (concepts,
definitions and terms) used in a specific paper or report.

The content of the repository will expand as we incorporate
new topics and new directions within MCHPE. Enhancing the
linkages between geography and information (GIS) is an
important direction for both research and dissemination. As
MCHPE databases increase to include social service and
educational information, terms and methods relevant to these
new areas will be incorporated. We plan to include as much
high-quality information as possible in our external web pages,
while providing researcherswith an informed sense of theissues
involved in working across jurisdictions. Given our funding by
Health Canada and various federal and provincial agencies,
other researchers and organizations are permitted to copy parts
of the dictionary. An advisory committee will generate
suggestions for future additions, with considerable attention
being given to what is most useful beyond Manitoba. Finally,
we need to constantly address the tradeoff between adding
content and organizing the information. Monitoring use of
different entry points (Concept Dictionary, Research Definitions,
Meta-Index, etc.) to the substantive material should help our
investment decisions; considerable activity has been associated
with each entry point.

Our efforts have been directed toward making documentation
in the Research Index a routine component in project planning
and development. The WWW, with its multi-dimensional
capabilities for hot links and structured documentation, has
provided avehiclefor meeting such objectives. Asaknowledge
base, the MCHPE online resource is new and possibly unique
to health services research. We have only scratched the surface
in terms of this resource's potential for training and education
- locally, nationally, and internationally. The graduate course
on theweb site supported distance education in thefall of 1999.
Visitors to MCHPE have adready found the knowledge
repository helpful in reviewing material before arrival.

Our experienceisencouraging since access bility toinformation,
together with opportunitiesto receive feedback, moves us closer
to an interactive format where research ideas can advance
rapidly through an iterative process. With safeguards to assure
infformation quality and increased opportunities for
collaboration, we anticipate somereal innovationsin how health
services research and epidemiology are conducted.
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Abstract

Background: Internet technology is transforming the general approach to communication and dissemination of information in
the field of healthcare. However, it is also creating problems in terms of finding information, and knowing what credibility to
place on the information found. The chaotic nature of the World Wide Web (WWW) and the simplistic approach adopted by
search engines can make the task of finding relevant information difficult, and the user can waste considerable amounts of time
on the process. Even when information is found, there is no general quality assurance process that can guarantee the credibility
of the resulting information.

Objective: The aim of this research was to develop an approach for establishing co-operative health information networks
(CHINSs) with different focuses, which can be used in different parts of Europe. The resulting CHINs would provide organised
healthcare information and support comprehensive and integrated sets of healthcare tel ematic services for abroad range of users.
Such developments would reduce the difficulties of finding information and knowing what credibility to ascribe to it.

Methods: A common approach has been devel oped based on drawing together contributions from the major healthcare service
providers in the region. Standard structures are recommended so that information is presented in a uniform way. Appropriate
mechanisms ensure adequate security and alevel of quality assurance for the end user.

Results. Since 1996, CHINs have been developed in six European countries as part of a European Union (EU) project. This
paper presents the overall approach adopted, and the achievements in two different regions of Europe (Greece and Scotland).
Although the circumstances in these two regions are very different, in both cases the resulting CHIN has proved successful.

Conclusions; CHINSs offer a solution to the difficulty of finding relevant health information on the Internet and guaranteeing
its credibility. They can be used in different ways in different regions, and have major benefits for both information providers
and end users.

(J Med Internet Res 2000;2(2):e11) doi:10.2196/jmir.2.2.e11
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Community Health Services; Community Networks, Health Education; Health Information Network; Telemedicine; Greece;
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practitioners and patients. Co-operative health information

Introduction networks (CHINS) represent one particular development of

Developments on the Internet have transformed our approach
to communication and dissemination of information in anumber
of areas. Current approacheswill develop further asthe dramatic
growth in Internet use continues. It is particularly relevant in
the area of healthcare, where the ways in which information is
published and accessed could change radically over the next
fiveto ten yearswith significant consequencesfor both medical

http://www.jmir.org/2000/2/e1l/

healthcare technology which holds considerable promise for
the future. The CHIN project [1,2] started in Europe in 1996
with the aim of creating organised health information networks
indifferent European countries; these networkswereto belinked
together to support comprehensive and integrated sets of
healthcare telematic services for a broad range of users. The
countries involved are Finland, Germany, Greece, Spain
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(Catalonia), Sweden, and the United Kingdom (Scotland). Each
region has different priorities; hence, a different slant to the
CHINs has been devel oped in each case. This paper focuseson
two of these regions and discusses the resulting developments.

In Greece, the focus has been on establishing a CHIN to act as
a resource directory for health related information in Greece,
and to provide health professionals with a number of
telemedicine applications for remotely accessing multimedia
patient records.

In Scotland, the focus has been on developing a publicly
accessible CHIN with comprehensive coverage of a range of
healthcare services. This is matched with a protected version
that provides additional information which can only be accessed
by healthcare professionals.

Methods

One of theoverall aimsof the CHIN project [1,2] wasto develop
aflexible approach to CHINSs that could cater to a wide range
of different requirements in different regions. In particular, an
important distinction was drawn between online services that
are intended primarily for health professionals, and those that
are intended primarily for public access - by patients and the
genera public (aswell as by health professionals on occasion).
In the former case, an appropriate level of security is required,
whereas in the latter security is not an issue.

Online services for professionals support various working
scenarios between hospital staff and doctorsin practices outside
the hospitals, such as remote access to multimedia patient
records, quality control for screening results, online patient
referrals, and resource planning. All of theserequire arelatively
high degree of security. In addition, there are online servicesto
support access to a range of information: detailed information
on local health services, professional education material,
reference databases, statistical information and health data sets,
etc. Theserequire alower level of security.

Online services for public access include web-based regional
healthcare resource directories (a presentation platform for
regional healthcare service providers), online consultations,
patient education material, public health education material,
information on support groups, and awide range of information
relating to healthcare services in the region. Technically, the
approaches adopted are based on standardised, open, and
scaleable solutions for computer and networking technologies,
such as ISDN-based Intranets and HTTP (Hypertext Transfer
Protocol); aswell asfor medical applications, such as DICOM
and HL7. Users access the resource directories and the patient
records via a standard World Wide Web (WWW) interface.

Approach in Greece

In Greece, the development of a CHIN was aimed at providing
healthcare-related online services for public access and for
healthcare professionals.

Online services for public access are provided through the
development of aresource directory. Within the overall CHIN
project, a standard approach has been agreed for such a
directory. The Greek resource directory was set up in accordance
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with this approach, to provide acommon platform for healthcare
service providersto publish their content, and for Internet users
to search for it. In the case of Greece, the penetration of Internet
useiscurrently very small (only 1%in July 1999 by comparison
with other EU countries, where the average was 20% in July
1999); nevertheless, it is expected to grow to comparablelevels
in the future. Not surprisingly, the amount of Greek
healthcare-related content that is published on the Internet is
sparse and often limited to a few pages. An exception is
MEDNET (www.mednet.gr), a project by the Athens Medical
Society; however, this resource concentrates mainly on
information for the healthcare professional. For thisreason, the
resource directory in Greece was created to provide afocus and
a motivation to healthcare service providers to publish their
content on the Internet in an integrated fashion.

Initscurrent form [3], the Greek resource directory consists of
the following sections:

- Information on all hospitalsin Greece,

« A detailed section on the National Health System (NHS),

« A pilot presentation on one disease,

« A section on medicine,

- A presentation covering telemedicine activities in Greece,
and

« A section onthe CHIN project.

All content (except for the NHS) isin both Greek and English,
and the user can select the language of choice. Theinformation
presented on hospitals includes the contact details of each
hospital in Greece. In accordance with the general approach
developed within the CHIN project, the provided lists contain
links to the web sites of all hospitals in Greece that have them
(more than 15 in July 1999). In addition, each hospital and
healthcare center that does not have aweb siteis provided with
assistance to develop and publish its site on the CHIN server.
A Javaprogram named CHINBuilder, developed by the Scottish
group, wastranglated into Greek and used to assist in generating
these hospital web sites. All technical assistance and Internet
costs are waived for public hospitals, which is one factor that
has helped in achieving the widespread use of this resource.
During the last year, four hospitals (Nikaia, KAT, Tzanneio,
and Onassis Cardiochirurgical Center) used this service.

To the best of our knowledge, the detailed section on the Greek
NHS is the only one available on the Internet and contains
extensive material on Health, Welfare, and Public Insurance.

A pilot presentation on diabetes was devel oped to demonstrate
and assessthe capabilities of the WWW to provide health-related
information to the Greek public. To this end, information on
diabetes was compiled and presented. A particular focus of the
presentation was to provide educational material for children.
Included in this are a tutorial and a comic strip, which were
trandlated into Greek and incorporated into the presentation
with due acknowledgements. It should be noted that with the
exception of some presentationsin the pages of MEDNET, there
isno similar information for patients available in Greek on the
Internet.

The section on medicine provides acomprehensivelist of related
web sites in Greece. For example, links are provided to the
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home pages of all medical departments of Greek universities.
In this case, one of theinitial objectives of the CHIN in acting
asaresource directory for legacy information sources has been
realised.

The section on telemedicine provides a reference point for all
telemedicine activities in Greece. As in the case of the NHS,
content had to be devel oped dueto thelack of published material
on the WWW about telemedicinein Greece. In addition to these

Figure 1. The diabetes application
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servicesfor public access, two online servicesfor professionals
have been developed. The first is an application that runs on a
network connecting a hospital with a healthcare center, that
allows the electronic exchange of medical results - especialy
for patients with diabetes [4]. These two health institutions are
connected through leased lines to ensure the security of
transferred data. This network will be connected to the National
Diabetes Network at alater stage (see Figure 1).
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The second online servicefor professionalsisaPicture Archive
and Communication System (PACS) and a web-based
application to access the stored imageswhich hasbeeninstalled
in the General Hospital of Athens'G. Genimatas." The PACS
installed was a product called DxMM and was provided by
MedaSys. DxMM was installed at the Radiology department
of the hospital. The system architecture isillustrated in Figure
2. Modalities are directly connected to Philips EasyVision,
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which also actsasaDICOM gateway. EasyVision is connected
to DxMM and this is connected to WebMed [5], a web-based
application that allows all workstationsin the hospital to access
the data. WebMed was provided by GMD (Gesellschaft fur
Medizinische Datenverarbeitung mbH), another partner in the
CHIN project. The hospital's network consists of fiber-optic
cables between different buildings, and 100 MB/sec Ethernet
within buildings. The system aimsto create afilmless hospital.
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Figure 2. Multimedia patient record application
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Approach in Scotland

The development of a CHIN for Scotland started with the idea
of creating apublicly accessible CHIN that would bring together
contributions from al major healthcare service providers in
Scotland, to create an integrated collection of material aimed
at patients and the general public. At thetime, the thinking was
a successful CHIN would draw in an increasing number of
organisations, with a growing amount of material from each.
Asaresult, it would rapidly become alocal "reference library"
on healthcare material, which was the obvious place for local
citizensto refer to if they had an enquiry on healthcare matters.
This would, in turn, increase the pressure on organisations to
participate and to ensure that increasing amounts of information
were published.

A magjor challenge of such a development is the organisation
of the information structure [6]. It is essential that information
is structured in such a way that as the CHIN expands and
increasing amounts of information become available through
it, the user will still be able to find what he or she is seeking
with aslittle effort as possible. Needless to say, the user should
be able to do so without getting lost in the potentially vast sea
of information that could accumulate.

Thefirst focus of devel opment was on hospital trusts, and sought
to establish agreement on the structuring of information provided
by hospitals and on design guidelines that should be adopted in
order to ensure consistency of presentation and acommon look
and fedl. Although such technical aspects are the province of
IT staff within the hospitals, commitment at management level
was required in order to proceed.

In parallel with this, a second focus of development was
undertaken in the area of health education. This covered both
public health education and patient education material. The
Health Education Board for Scotland (HEBS) has been
responsible for providing the general public with information
ontopicsof general interest (such as AIDS, drugs, cancer, heart
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disease, etc.) as well as advice on healthy lifestyles. Initially,
the Board's developments focused on converting existing
paper-based material to electronic form. For this they used a
combination of static HTML (Hypertext Markup Language)
pages, and dynamic pages generated from databases. However,
HEBS rapidly moved on to multimedia presentations (including
graphics, animations, and even video) designed for the WWW,
which have greater appeal, especially with the younger
generation. This has recently won them an award in the
"Winners at the Web" competition in Scotland [7].

As the HEBS contribution has become established, other
organisations have begun to provide information for patients
on specific diseases (including particular types of cancer,
asthma, diabetes, etc.).

A third focus of development was the area of general practice.
However, here therewas much greater rel uctanceto participate.
Initially, offers were made to general practitioners (GPs) both
through local GP committees and through a GP newsletter to
create individual sites for free; but this produced no response
at al. Two successive versions of a web site generator were
produced to enable GPsto create their own siteswith aminimum
of effort. These were based on a set of templates, and awizard
application was used to lead the user through a sequence of
stepsto assemble and customi se the templ ates to meet the user's
requirements. However, thistoo met with little response. Finally,
it has been agreed to dynamically generate web entries for the
GPs by using information from the database of the National
Health Service in Scotland; these web pages will contain the
basic administrative details of all general practicesin Scotland.

In addition to these three main focuses, there have been alarge
number of other health service providers that have added
contributions, including:

a Professional information - this includes information on
Y 2K compliance and other reference material, as well as
direct linksto databases such asthe Travax database (which
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provides up-to-date information on immunisations required
for travel to every part of the world).

b.  Professiona education - this includes a set of medical
guidelines for professionals provided by Scottish
Intercollegiate Guidelines Network (SIGN), laboratory
handbooks for professionals, etc.

c. Statistical data - the Information and Statistics Division
(1SD) of the Common Services Agency has started to make
its stetistical data available through the CHIN.

The CHIN that has resulted from these devel opmentsis known
as Scottish Health On the Web (SHOW) [8,9]. One of the
objectives of SHOW is to maximise the benefits of individual
contributorsthrough integration. One aspect of thisisto beable
to move from one health service provider's contribution to that
of another through the natural linksin the system. Thisisclearly
achievable through appropriate information structuring and
indexing. A second aspect is encouraging contributors to make
good use of cross-links between sites for the benefit of the user.
A typical exampleislinking between hospital or general practice
sites, and supporting public/patient education material. Thisis
alonger-term development.

Another important issue isthat of quality assurance[10]. Since
itisclearly impossible for any central organisation to maintain
proper quality assurance of all information provided by all
contributors and ensure that it remains up to date, the
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responsibility isleft with the provider organisationsto establish
proper internal controls over the content. However, in order to
ensurethat thisresponsibility istaken seriously, theinformation
providersarerequired to display their logo on each HTML page
so that the user knows who is responsible for the information.
This is achieved through a standard frame-based layout, and
information providers are offered support in producing layout.
Theidea of including thelogo of the providing organisation on
each page acts as an incentive to the management of the
organisation to ensure that proper quality assurance controls
are in place. At the same time, it provides an assurance to the
user by clearly revealing the source of any information.

Most of the contributions are held on a small number of
computers. Thereistight control over these computersin order
to maintain reasonable levels of security.

As SHOW grew, support for it was sought at higher levels, and
the Management Executive of the National Health Service in
Scotland (NHSIS) gaveitsbacking. Thishasresultedin SHOW's
acceptance as part of the NHSIS strategy for the future, and it
has been mentioned in two government White Papers[11]. One
consequence of this has been the devel opment of two separate
mirror sites, one public version accessible across the Internet,
and one version with more available information, which can
only be accessed by healthcare professionals via a protected
network, NHSNet (see Figure 3).
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Figure 3. Public and private components of Scottish Health On the Web (SHOW)
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Results

The Greek CHIN server isone of the largest health-related web
sitesin Greece. The ultimate goal isto establish this site asthe
entry point for Internet users looking for hedth-related
information in Greece. For this purpose, a number of activities
have been initiated. For example, collaborations are being
pursued with other healthcare related sites, such as the one
developed by the Ministry of Health and Welfare. Web sites
are being developed and included in the CHIN server free of
chargefor any Greek hospital and healthcare center that wishes
to participate in this effort.

The Greek CHIN server has been recommended by a number
of search engines and indexes in Greece. It is aso the
recommended health site by OTEnet, one of the biggest Internet
Service Providers (ISPs) in Greece. The number of hits is
growing, and in June 1999 there were almost 11,000 page hits
(i.e. instances when a page was downloaded). An online
evaluation questionnaire, developed by the CHIN consortium,
is being used to evaluate the Greek CHIN. This questionnaire

http://www.jmir.org/2000/2/e1l/

includes sections on the site's layout and navigation, aswell as
the content's comprehensiveness and usefulness; it further asks
usersfor comments. Although at this stage there are insufficient
responses for a comprehensive evaluation, the feedback thus
far has been very positive. The main request from usersis for
more information on specific diseases and emergency
procedures. The acceptance of the CHIN is also evident from
the large number of incoming e-mails from Greek hospitals
asking for guidance in publishing information on the WWW,
as well as from professionals or medical students who are
interested in the Greek healthcare system. Up to now, CHIN
has assisted graduate students from Miami University (USA);
aTV film producer (Sweden); postgraduate students at Exeter
university (UK); and two EU projects, namely multimediahealth
information for citizens (MELIC) and tele-healthcare European
network (THEN); among others. In summary, the Greek CHIN
is trying to establish a service that is currently not offered by
any other site in Greece, namely providing healthcare online
information to the general public.
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In terms of the online professional services, theinitial goal was
to familiarise health professionals with the new technology,
with aview to establishing an integrated information systemin
the longer term. The long-term objective is to establish a
dlideless hospital, in which different information sources and
databases containing images of patientsfrom various modalities
along with diagnostic reports, would be integrated and made
accessible to all departments within the hospital.

The Scottish CHIN, SHOW, has asits overall goal the creation
of avirtual healthcare library for Scotland, which will become
the region's primary reference site for healthcare information.
Thiswill enable patients to take a more active role in their own
healthcare, and provide support for professionals in a variety
of ways.

Currently, of the fifteen health boards in Scotland, all but the
four smallest ones have developed, or are in the process of
developing, sites for SHOW. Of the 47 hospital trusts in
Scotland, more than half have fully operational sitesintegrated
into SHOW, or are preparing them [12]. All of the Headquarter
organisations of the National Health Service in Scotland have
SHOW sites that are fully operational or in preparation. In all,
over 100 organisations now havefully operational SHOW sites.
Yet others are still in a state of preparation.

The rate of access has grown steadily since the system first
became operational and currently the hit rateisaround 2 million
page hits per month. Of this, over 90% of the page regquests
come from within the UK - unfortunately, it is not feasible to
separate the statistics for Scotland from those of the rest of the
UK, and thuswe can take this no further at this stage. Assuming
that this growth continues, the overall goal should soon be
achieved.

As part of the CHIN project, CHINSs are in varying stages of
development in six regionswithin Europe. They can be accessed
at the following Web addresses:

«  Scotland (http://www.show.scot.nhs.uk)
«  Greece (http://www.nh.gr/CHIN/)
- Catalonia, Spain (http://www.chc.scs.es/chin/inicial.htm)
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«  Brandenburg, Germany (http://b5www.berkom.de/chin/)

« Umea/Norrland, Sweden (http://www.cs.umu.se/~chin/
index.html)

« Joensuu/North Karelia, Finland (http://www.pkshp.fi/
english/eindex.htm)

The concept of Health Information Networks for Communities
has been also addressed by a number of projectsin the United
States [13] and in Europe [14].

Discussion

In this paper, the concept of Co-operative Health Information
Networks (CHINS) in Europe was presented. CHINS provide a
common platform for healthcare providers to publish their
content and for the genera public to access it. In addition,
CHINSs provide a common platform for health professionalsto
support telemedicine applications.

The experiences from the development of CHINSs in two parts
of Europe, namely Scotland and Greece, were presented. The
Scottish CHIN is recognised by the National Health Servicein
Scotland as the means by which to integrate information from
most of the healthcare service providersin the region in order
to provide the best service to users. The Greek CHIN started
by producing content that was previoudly unavailable, and is
now trying to expand by, for example, developing free sitesfor
all public hospitalsand by introducing telemedi cine applications.

Although developments in different regions have diverged as
needed to satisfy each areds different needs and priorities,
collaboration at a European level has been beneficia to
establishing each of the CHINSs. For example, in Scotland the
penetration of Internet use is much higher than in Greece, and
consequently there is more health-related content available
online. This has allowed developers of the Scottish CHIN to
concentrate on the integration of content; Greek developers
subsequently used thisknowledge. At the sametime, the Greek
site has developed content for the general public, e.g. for
children with diabetes, which can be used by Scottish
developers.
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