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Editorial

Eysenbach

Towards ethical guidelines for e-health: JIMIR Theme Issue on

eHealth Ethics

Gunther Eysenbach, MD
(J Med Internet Res 2000;2(1):e7) doi:10.2196/jmir.2.1.e7

Note added after publication: For debate see also L etter to the
Editor IMIR 2000; 2:e13 and the response

The Internet is a vast resource for consumers, but to realize its
full potential itisnecessary to ensure the quality of information,
or at least to help consumersto assess the quality of information.
WhiletheInternet and interactive health communication clearly
has the potential to make patient-physician encounters more
effective[1], arecent paper published in the Journal of Medical
Internet Research showed that only 19% of Scottish GPs felt
that they were " to use the time more effectively” if patients
come with Internet printouts [2].

The principal dilemmaof the Internet isthat its anarchic nature
isdesirable asit fosters open debate without censorship, but at
the same time it raises quality problems that could inhibit its
potential [3]. However, asingle or centralized review process,
institution, or agency to ensure quality is neither desirable or
realistic, since the Internet is a decentralized, global medium:

http://www.jmir.org/2000/1/e7/

"Web 'publishers of all stripes...should be free to post whatever
they like and live with the consequences' [4]. We can call the
resulting dilemma" farmer's dilemma," as any farmer battling
with pests and weeds faces a similar problem: The more
pesticides he uses, the more he inhibits the healthy growth of
useful plants. Likewise, any "top-down" regulation on the
Internet is proneto fail or to destroy "healthy" communication

3.

Instead, quality management of health information on the
Internet depends on "bottom-up" mechanisms and essentially
rests on four pillars - the" E's’ (see Figure 1):

Educating consumers,

Encouraging self-regulation of health information providers,
Evaluating information by third parties, and

Enforcement, in case of fraudulent or positively harmful
information.
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Figure 1. Thefour pillars of quality health information
Med CERTAIN
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First, consumers need to be educated on how to "filter" [3]
information, i.e. how to discriminate trustworthy information
from less trustworthy information. Some basic criteria
consumers could look at include authorship, sources of
information, potential bias, and date of publication [4]. Other
groups have developed interactive Internet tools which help
users to evaluate information, i.e. to assess the quality
themselves (http://www.quick.org.uk, http://www.discern.org.
uk, http://hitiweb.mitretek.org/ig/default.asp) [5]. For example,
the DISCERN instrument [6] isatool for assessing the quality
of written patient information material. It has shown to be
reliable for printed health information, but its validity has not
been established for electronic information. An Internet version
is currently being devel oped and awaits evaluation.

Encouragement of self-regulation and self-rating

The second pillar consists of two different components. One
component isself-rating of information providers, i.e. publishing
of metainformation, which allows users to locate and filter

http://www.jmir.org/2000/1/e7/
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information automatically [3]. Information providers could, for
example, include metainformation which indicates the target
group of theinformation [7].

Another component is self-regulation. The Health on the Net
Foundation has been among the first to suggest an ethical code
for web publishers[8]. However, the suggested self-publishing
of alogo (the HON-Logo) on the website of the information
provider is problematic, perhaps even counterproductive; even
quackery sites proudly display thelogo (see Figure 2), and many
consumers (and even health professionals) misunderstand the
HON-logo asan "award". Asthe Health on the Net Foundation
says, the HON-Logo wasa"marketing trick," to makethe HON
Code well known.

However, without third-party eval uation and enforcement (which
both will be addressed by the medCERTAIN project, see below),
thisethical codeisatoothlesstiger. A more sophisticated system
is needed, for example where the logo or "seal of approva” is
generated dynamically by a third party (as planned in the
medCERTAIN project described below).
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Figure 2. Fraudulent health information providers can mislead consumers by simply self-publishing logos that suggest trustworthy health information
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Self-regulation of industry suddenly became a hot topic in
September 1999, when one of the leading health portals, http:/
/DrKoop.com (see Figure 3a), was criticised for alack of "web
ethics." In an article published in the New York Times (see
Figure 3b), the site (partly owned by former U.S. surgeon
general Everett Koop) was critized for having an inadequate
distinction between editorial content and promotion. For
example, DrKoop.com published alist of hospitals designated
as "the most innovative across the country," not revealing that

http://www.jmir.org/2000/1/e7/
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these hospitals actually paid for the listing. Moreover, the site
was criticized for calling advertisers "partners’. Additionally,
it was said that DrKoop.com violated medica ethics (the
guidelines of the American Medical Assocation) by making
money referring patients to other physicians: on the website,
DrKoop.com published listings of clinical trials, receiving afee
paid by the clinical research company (Quintiles) for each
patient "referral” - without revealing this fact.
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Figure 3a. The DrKoop.com website with blurred borders between editoria content and advertising..
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Figure 3b. ...was reproached by the New York Times due to their lack of " ethics."

Technology Ehe New Hork Eimes

Septenher 4, 1999

Hailed as a Surgeon General, Koop
Criticized on Web Ethics

By HOLCOMB B. NOBLE

uning the eight vears he held the post of U.5. surgeon general, Dr.
C. Everett Koop became one of the country's most authortative
and recognizable public figures on the subject of health.

But more than a decade after leaving
office, Koop, now 82, 15 facing
criticism, from medical ethicists,
inchuding two representatives of the
Amernican Medical Association,

consumer advocates and others.

Among the complaints are that s
hugely popular health information
Web site, DrE oop.com, has
frequently blurred the line between its
objective information and its
advertising or promotional content,

The case was taken up by other media, and thelossof trust and  dozen Web firms in October 1999 to begin hammering out an
reputation for Drkoop.com was considerable. Asaconsequence  ethics policy (see Figure 4). However, the meeting ended with
of this, DrKoop.com convened representatives from about a few concrete commitments.
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Figure4. CNN coverage of DrKoop.com's ethics policy summit

¥ CNN - Internet health companies seek ethics policy - October 14, 1999 - Netscape
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week to begin hammering out a policy.

drkoop. com, convened representatives from about a dozen Web firms this

The group i months away from a consensus, participants said Wednesday.

The effort comes as medical Web sites proliferate, and the larger

companies fear that misleading information presented at some
ultimately hurt patients and the entire mdustry.

sites could

Some Web sites, including Koop's, also have been criticized for fatling to
adequately disclose sponsorship. For a time, Koop was entitled to a

rommission on products sold thronsh his Weh site

| Dokurment: Obermittelt

A few days later, on Wednesday, October 13, 1999, George
Lundberg, editor in chief of the health porta Medscape and
former editor of the Journal of the American Medical
Association (fired for publishing a survey on sexua attitudes
that coincided with President Clinton's impeachment), gave a
keynote speech at the annual meeting of the Internet Healthcare
Cadlition (IHC), anon-profit organization mainly consisting of
companies in the eHealth business [9], where he said: "The
essence of professionalism is self-governance. Just as the
International Committee of Medical Journal Editors, founded
in 1978, has set the standards for how medical journal authors
and editors should behave, the leaders of the e-hedth
information enterprise should now set common standards for
ethical behavior."

Two dayslater, the IHC announced it would organize aworking
summit in Washington D.C., on January 31st - February 1st,
2000, to forge a set of ethical principlesfor health-related Web
sites. The summit was chaired by Helga Rippen and Ahmad
Risk, both IHC Board Members (and aso editorial board
members of the Journal of Medical Internet Research). About
fifty international experts were invited to the summit to meet
in the rooms of the WHO/PAHO (World Health
Organization/Pan-American  Health  Organization) in
Washington. The attendees developed the guiding principles
for a eHedth Ethics Code which addresses guidelines for
Internet health information providers around issues like quality
of content; commercia behaviour; privacy, security and

http://www.jmir.org/2000/1/e7/
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confidentiality; and use of the Internet in the practice of health
care. A draft of thiscodeis published in thisissue of IMIR[10].

Evaluation

As mentioned above, self-regulation is only one step towards
quality on the Web; two other steps are third-party evaluation
and enforcement.

A recently-launched project named medCERTAIN (MedPICS
Certification and Rating of Trustworthy Health Information on
the Net, http://www.medcertain.org/), funded by the European
Union under the "Action Plan on promoting safer use of the
Internet by combating illegal and harmful content on global
networks" will tackle these issues, and therefore build directly
on the work performed by the IHC. The project follows up the
idea that the quality of health information and interactive
applications on the Internet cannot and should not be controlled
by a central body or authority, but instead information and
applications must be evaluated and "labeled" in adecentralised
and distributed way [3,11,12]. Labeling means to provide
metainformation, i.e. to provide information about information,
which may be descriptive or evaluative [7]. These information
labels may be attached to other information on the web, and
displayed whenever a user accesses a website. The
medCERTAIN consortium plans to use the PICS standard
(Platform for Internet Content Selection), which is compatible
with every modern web browser. Whenever a user accesses a
fraudulent web site, the browser requests a label from a third
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party database, and can for example display awarning. Within
the medCERTAIN project, atechnical infrastructureiscurrently
being developed which alows individuals, organizations,
associations, societies, and other entitiesto digitally label (rate,
evaluate, peer-review, give quality sealsto...) online published
health information using labels consisting of a standard
computer-readable  vocabulary  (metainformation). The
medCERTAIN consortium will also create different levels of
certification for publishers of health information on the web
(ranging from simple quality sealsindicating the "good standing”
of the site to "gold" quality seals indicating that the site has
been peer-reviewed externaly).

As mentioned above, the medCERTAIN project is one project
funded under the "Action Plan on promoting safer use of the
Internet by combating illegal and harmful content on global
networks," adopted on December 21, 1998, by the Council of
the European Union: "This action plan is a European
Commission proposal for anumber of initiativesfrom 1 January
1999 to 31 December 2002 with a total budget of 25 million
Euro. Theinitiatives, created in close co-operation with industry,
Member States and users, include anetwork of hot-lines, support
for self-regulation, devel oping technical measures and awareness
initiatives. The am of the Action Plan is to ensure
implementation of the various initiatives on how to deal with
undesirable content on the Internet. It is designed to support
non-regulatory initiativesfor promoting safer use of the Internet”
(http://www2.echo.lu/iap/).

While most of the initiatives under the Internet Action Plan are
targeting content which could be harmful for children
(pornography, violence), medCERTAIN proposes a system to
establish acertification and rating system for rating and filtering
of health information.

References
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Enforcement

Enforcement requiresfeedback channelsfor worried consumers,
procedures for evaluating complaints, and the possibility of
appropriate measures such as labeling (blacklisting) of
information providerswho, for example, serioudly violate ethical
or legal standards. The EU Action Plan contains the concept of
hotlines allowing concerned consumers to channel concerns,
the medCERTAIN project will also contain feedback channels
for consumers, which may lead to the re-evaluation of a site
and retraction of arating/certification.

Further articlesin thisissue

Asidefrom the draft version of the Washington Code of eHealth
Ethics [10], this issue of IMIR further contains two reviews
tackling the difficult issues of practicing medicine on the Web
without a pre-existing patient-physician relationship (e.g.
responding to unsolicited patient emails) [13] and the chances
and challenges of e-psychotherapy [14]. Moreover welook into
problemswhich arerelated to traditional problems of publishing
ethics and academic misconduct [15,16]. Interestingly, this
report on cyberplagiarism and the activities of the Journa of
Medical Internet Research in thisfield, including a new policy
that every submitted manuscript will be electronically scanned
for plagiarism, have already attracted some mediacoverage[17]
and may stimulate thought and debate in the publishing world
about informatics tool swhich may detect academic misconduct
and thereby enforce ethical conduct in publishing and research.
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Ethical and Legal Issues in Interactive Health Communications:
A Call for International Cooperation

Raberto J Rodrigues
(J Med Internet Res 2000;2(1):e8) doi:10.2196/jmir.2.1.e8

Cyberspace is a fast-changing, globally-networked,
multicultural, and multilingual information environment with
vast possibilities [1-9]. It calls into question national and
international borders, cultural and ethical standards, regulations,
and laws, which it bypassesand challenges[10-13]. In the health
sector, self-care, drugs sold over the Internet, and providing
access to technical knowledge and dternative forms of
healthcare to the genera public have destabilized drug
regulatory mechanisms and the traditional physician-patient
relationship.

The Internet offers unprecedented power to provide users of
healthcare information - patients, professionals, families,
caregivers, educators, researchers, insurers, regulators, and
policymakers - with data of unprecedented timeliness, accuracy,
depth, and diversity. The very qualities that make the Internet
such a rich marketplace of ideas - its decentralized structure,
global reach, leveling of access to the tools of publication,
immediacy of response, and ability to facilitate free-ranging
interchange - also make it an exceptional channel for potential
misinformation, unethical use, conceasled bias, covert
self-dealing, fraudulent practices, and evasion of legitimate
regulation.

There are many inadequacies concerning national and
international controls and legislation, especially regarding the
issue of jurisdiction; and urgent need for an internationally
accepted policy framework that addresses basic rights and
responsibilities of users and providers. Freedom of access to
information and expression and the protection of users data
security and privacy are especialy critical topics. Decisionsand
initiatives related to cyberspace law and ethicsissues in health
and healthcare must necessarily involve experts from a variety
of knowledge domainsinvolving civil and criminal law, medical
ethics (bioethics), computing ethics, medical computing, and
legal medicine.

Given the sensitive nature of health care information, and the
high degree of dependence of health professionals on reliable
records, the issues of integrity, security, privecy, and
confidentiality are of particular significance and must be clearly
and effectively addressed by health and hedth-related
organizations and professionals. Two factors make the matter
asubject of preeminent significance: the intrinsically sensitive
nature of patient data; and the growing use of network
computing, particularly the Internet, for healthcare information
processing. The growth of off-site processing and storage of
electronic health records by application services providers
(ASPs) adds a new dimension to those issues.

http://www.jmir.org/2000/1/e8/

Maintaining and safeguarding the integrity and physical
protection of data and systems, privacy and confidentiality of
individual health information, quality of content, and the
protection of consumers and online health industry commercial
interests against unethica practices, are the areas of greatest
concern in the implementation and use of Internet and other
interactive applications in health and healthcare.

Privacy involves many aspects [14-18], and the issue has been
consistently one of the top concerns of users. The emergence
of health data banks has given rise to fears related to privacy,
right of access, and intended use of persona data. In many
countries, proposals and actual reform of the laws have been
enacted, according to which individuals are entitled to know
what information is stored about them, who accessed that
information, and what mechanisms are available to correct
erroneousinformation [16,19-22]. Authenticity, reliability, and
accuracy of the health-related information available on the more
than 20,000 health sitesthat are available are mgjor issues. Many
websites are profit-driven, others promote unproven and even
dangerous forms of treatment or products, while others may be
good intentioned but contain misleading or false information.
To ascertain the credibility, motives, sponsorship, and eventual
conflicts of interest of websites is an extremely difficult task
[3-5,17,23-27]. In the center of this "free-for-all," physicians
are increasingly confronted with Internet-savvy patients who
come to the consultation with a heap of downloaded material,
ready to discuss his self-diagnosed condition and the latest
mainstream or alternative treatments [4,28].

Electronic transactions involve important regulatory and legal
issues not yet fully addressed. Vigilance in the maintenance of
legal and ethical standards in the advertising, promotion, and
sale of medical productsthrough the Internet isrequired. Those
standards include: approval of products, devices, and drugs by
regulatory agencies at the site where the purchaser resides; the
determination where the transaction occurred - in the purchaser's
or the vendor's jurisdiction; and which courts and law will
govern any disputes [29-31].

Although there is a general agreement among conscientious
professionalsthat all health websites should be held to the same
standard and that the introduction of some form of "seal of
approval" is an interesting proposition, enforcement is still a
nebulous area. Particularly in theinternational setting there are
complex issues of jurisdiction not yet addressed by laws or
agreements.

A number of organizations, government agencies, and scientific
publishers have been active in the establishment of standards
and methods to measure and assure credibility of health
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websites. One of the first players is the Headth on the Net
Foundation, established in 1996 [32,33]. Another very active
independent group more recently constituted, and congregating
a large number of international stakeholders, is the Internet
Healthcare Coalition [5,34,35]. Other groups include Internet
[36-38] and scientific medical publishers [39], the American
Medical Association, and European medical societies: for a
discussion see [13]. Quality-assurance methodologies range
from peer-review and professional authorship to open discussion
in an open moderated or non-moderated forum and many
approaches have been proposed in the eval uation, categorization,
and labeling of health websites [24,40-47], the central issue
being how to best protect the public interest.

Although security, privacy, and confidentiality are matters of
concern in telecommunication-based clinical applications, and
indeed major features of it, such applications raise new
challenges regarding professional conduct and accountability,
technical standards, licensure, and reimbursement [10,48].
Liability, model of care, and medical malpractice must be seen
under a novel perspective as telemedicine involves more than
one provider, usually geographically distant and subject to
diverse practice and legal value systems.

The society and public authorities have the responsibility to
make information considered as of "public good" universally
available for educational, cultural, and social needs. The
challenge is to define and implement concepts, such as public
domain contents and universal accessto networks and services;
and to promote public welfare while encouraging private
initiatives and protecting human dignity, personal rights, fair
use, intellectual property rights, and rightful economic interests.

Traditionally, local standards are considered the yardstick
against which health practice is evaluated, and they determine
the parameters for eventual litigation. Remote conduction of
health interventions brings forth, however, a whole new range
of issues and ethical aspects in the telecare patient-provider
relationship. Those issues have been reviewed and
recommendationsregarding acode of practice proposed [11,13].
Guidelines regarding the ethical and legal aspects of
telemedicine are in the process of being developed by national
and international trade, professional, and technical organizations
and by national regulatory agencies. Medical software is
increasingly considered as another form of a medical device.
An extensivereview of thelegal aspects of telemedicine practice
in the U.S. has recently been compiled in the Compendium of
Telemedicine Laws [49].

Licensing and professional standards of care providers and
regulation of e-commerce is done in many countries on a
regional or state level. Validation of professional licensure,
alternative and non-approved health practice, contending with
fraudulent practice and misleading claims, regulation, and legal
jurisdiction problems on a national and international basis are
major regulatory and quality assurance problems in these
circumstances.

The health sector has not addressed information security in a
comprehensive manner. Healthcare organizations face a great
variety of security, privacy, and confidentiality risks and must
be made fully responsible for maintaining all aspects of security
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and confidentiality of data and information. Eventual conflicts
between data sharing, data security, and confidentiality must
be addressed early in the process of systems procurement and
development and after implementation. Some health
organizations have implemented security features in their
information systems, but most organizations do not have written
rules or procedures for their employees who are authorized to
access client's information, such as policies on disclosure of
sensitive information, or personnel policies dictating the types
of disciplinary actionsthat will betaken if staff violate policies.
Nevertheless, regulations and technical standards for privacy
assurance and maintenance of dataintegrity and access security
must be reasonable, in terms of recognizing the realities of
health care delivery, the variability of application environments,
and the diversity of national ethical values and legal systems.

Developing countries are particularly affected by the rapid
expansion of interactive communication technologies -
increasingly, governments, professional organizations, advocacy
groups, and users in devel oping countries have expressed their
concerns about the impact of such happenings. Particularly,
there is great apprehension about the reliability of healthcare
information, new forms of health practice, advertising and
commercial processes, content appropriateness, and privacy, as
they pertainto the Internet. Multilateral or international agencies
and national technical cooperation agencies are promoting the
deployment of IHC applications, but have mainly focused on
technological infrastructure development; little has been done
regarding contents, human resources, impact evaluation, and
ethical and legal aspects[1,4,8,50-53].

Ethical and regulatory questions, and national and international
legislation addressing the many issues related to quality of
information in the Internet, e-commerce, and telemedicine are
amatter of present concern of many international organizations.
The United Nations, and particularly UNESCO, the I nternational
Telecommunications Union (ITU), the World Health
Organization (WHO), the World Trade Organization (WTO),
regional trade blocks (European Community, NAFTA,
MERCOSUR), and multilateral agencies such as the World
Bank and the Inter American Development Bank have been in
the forefront of initiatives directed to the promotion of
exchangesin this area.

Those are urgent and controversia issuesthat must be addressed
jointly and comprehensively by international organizations,
national and international scientific and technical societies,
service providers, industry organizations, and users interest
groups, and not only from the viewpoint of legal or commercial
interests. The United Nations specialized agencies, government
organizations, independent and nonaligned consensus groups
[5,32,36,54-56], and trustworthy service and content providers
[29,36-38] are particularly well positioned to spearhead the
discussions leading to the development of innovative policies
for the areaand the establishment of an ethical code of conduct
focused on content, advertising and privacy issues, and fraud
detection designed to ensure that consumers are provided with
health information that is reliable and safe.

Roberto J. Rodrigues, Member, IMIR Editorial Board
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Abstract

The Internet offers psychotherapists anew communication medium through which they can ddliver psychotherapeutic interventions
that are appropriate to the medium. Yet online psychotherapy also offers new ethical challenges for therapists interested in
providing online psychotherapeutic services. The differences between interactive text-based communication and in-person verbal
communication create new ethical challenges not previously encountered in face-to-face therapy. This article will examine the
Internet's potential for providing online psychotherapeutic interventions and will review the ethical issuesinvolved with providing

interactive text-based psychotherapy.
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Introduction

The Internet provides a new medium for interpersonal
communication that holds the potential for delivering forms of
psychotherapeutic interventions that are appropriate to the
medium. The chalenges facing psychotherapists lie in
discovering what types of interventions are appropriate to this
new medium and in delineating the potential advantages and
limitations inherent to this new communication format.

Mental heath professionals are already exploring the usefulness
of the Internet medium in delivering online psychotherapeutic
interventions [1-3], and several professional associations have
developed general guidelines for the online delivery of
therapeutic services [4-6]. Simply practicing within
recommended guidelines, however, does not release each
individual therapist from the personal responsibility to be aware
of, and to independently evaluate, the variety of ethical issues
involved in the practice of online therapy. The obligation to act
ethically cannot be transferred to an organization, but remains
the personal responsibility of each therapist seeking to practice
online.

The Internet provides several different communication systems,
some of which are similar to in-person communication (e.g.
video technology), some of which are similar to traditional print
media (e.g. web pages), some are hybrids of interactive
in-person communication and traditional written-word
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communication (e.g. email and chat), and some are unique to
the Internet medium (e.g. MOOs and MUDS). The ethical and
pragmatic challenges facing psychotherapists seeking to use
the Internet to deliver online psychotherapeutic interventions
will vary depending upon which communication medium is
being used.

This article will focus primarily on the use of email to deliver
online psychotherapeutic interventions. While two-way video
technology may someday becomewidely available, it isunclear
whether it will ever gain acceptance as a common means of
personal communication on the Internet. Two-way video
technology has long been available for telephones, but people
have not rushed out to buy video telephones. It is aso
questionable whether people will feel comfortable having video
camerasin their homes. Cameras attached to persona computers
may be viewed as an unwelcomeintrusion into personal privacy.
Whileinteractive real-time video communication holds potential
in avariety of health related interventions, the technology may
remain limited to large organizational and hospital uses, without
widespread dissemination into personal use. Should two-way
interactive video become widely accepted and available, then
it can beincorporated into delivering therapeutic interventions,
and since video is a form of "-to-face" interaction, the ethical
issues will, to a large extent, be similar to those encountered
with in-person, face-to-face therapy.
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Currently, however, email provides the backbone of interactive
online communication, and it may hold the greatest potential
for delivering psychotherapeutic interventions using the Internet
[7]. The most significant feature of email isthat it istext-based
communication, and this is the source of its greatest strengths
and its greatest limitations.

Issues Specific to Email
Psychotherapeutic Interventions

As text-based communication, email is asynchronous (not in
real-time), which alows the participants to communicate at
their own convenience. The asynchronous nature of email can
facilitate the client's perception of the therapist's availability,
and may provide the client with a more intense psychological
holding environment [8] than is available through atraditional
in-person relationship. The perceived availability of the therapist
may also enhancethe client'sability to incorporate the therapist's
presence into daily life. Rather than waiting for the weekly
in-person session to discuss an issue, the client can instead write
the therapist an email while the issue is still active, thereby
evoking the therapist's psychological presence in the moment.

Asynchronous text-based communication also allowsthe parties
involved to carefully consider and edit their communication,
which is an advantage over real-time text or in-person
communication. Even asynchronous video and audio
communication do not offer the advantages of editing afforded
by interactive text-communication. Asynchronous text
communication actually involves writing small-scale essays,
similar to traditional letter writing. The interactive nature of
email communication comes from the speed by which these
essays or letters are exchanged, which gives the illusion of
greater interactivity than might actually be present.

Interactive text-based communication also involves the |oss of
the non-verbal social cues that provide valuable contextual
information in conversation and can influence the interpretation
of meaning in communication. Miscommunication may therefore
be more likely with interactive email communication. The loss
of physical social cues may aso increase the client's tendency
to project personal psychologica material onto the blankness
of cyberspace communication. This enhanced tendency toward
projection of personal material in text-based communication
may be helpful in some forms of psychotherapeutic
interventions, and it may offer distinct advantages over in-person
communication as well as a potential risk for increased
miscommunication.

Nor does email need to be the sole intervention offered to
clients. Email might be fruitfully integrated into a traditional
in-person psychotherapy, alowing the client to continue the
therapeutic process between in-person sessions with the
therapist. Thein-person therapist might prescribe certain writing
assignments to the client, which can then be emailed to the
therapist between sessions. The issues raised in the email can
then be addressed during the in-person session. There is some
evidencethat persons may feel more comfortable self-disclosing
through a computer [9]; and clients might use emall
communication to broach sensitive issues, such as past
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experiences of abuse, that they may be unwilling to address
during the in-person session. Having once raised the issue in
email, it can then be dealt with more extensively during the
iN-person sessions.

Therapists might aso incorporate  email  into
cognitive/behavioral interventions. The in-person therapist can
prescribe homework involving the monitoring of behavior or
thoughts. This daily homework could then be emailed to the
therapist, allowing the therapist moretimely accesstotheclient's
progress. Daily emailing of homework to the therapist might
also help motivate and reinforce the client's completion of the
assigned homework on a daily basis. It would also allow
therapists to monitor the intervention throughout the week; and
if corrections to the behavior program are needed, they can be
developed and incorporated into the program prior to the next
in-person session. Incorporating email into a traditional
in-person therapy holds the potential to increase the speed of
therapeutic progress, the depth of material discussed, and
cost-effectiveness of treatment [10].

Email clearly holds potential for delivering psychotherapeutic
interventions, either by itself or in conjunction with atraditional
in-person relationship. This potential hasled increasing numbers
of psychotherapists to begin exploring the use of email (and
chat) to deliver psychotherapeutic interventions [1]. However,
the use of a new communication medium involving interactive
text-based communication raises unique ethical questions not
previously addressed within the confines of the in-person
therapeutic  relationship. The delivery of therapeutic
interventions solely through the Internet (i.e., not in association
with an in-person therapeutic relationship) offers the most
problematic ethical issues, and it will be those issues that will
be focused on in the remainder of this article.

Guiding Ethical Principles

Ethical Responsibility to Provide Service

One of the initial ethical issues involves the responsibility of
mental health professionals to provide services to meet the
demand of consumers. While reservations may exist regarding
the provision of online psychotherapeutic services, if consumers
desire such servicesand if thereisareasonabl e expectation that
onlinetherapeutic interventions can be beneficial, then we have
aprofessiona obligation to addressthisdemand. If mental health
professionals do not step forward to provide these services, then
consumers will be forced by the lack of response from the
professional community to seek online therapeutic servicesfrom
unlicensed and untrained providers. Inasmuch as there appears
to be a reasonable expectation that some form of
psychotherapeutic intervention can be developed that can
appropriately be delivered using Internet text-based
communication [7,11], it is incumbent upon the field of
professional psychology to explorethe ethical and professionaly
responsible delivery of online psychotherapeutic interventions.
Yet, once we accept the obligation to explore the professional
delivery of online psychotherapeutic services, then other
problematic ethical issues emerge [12-15].
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DoNo Harm

The evaluation of the potential harms associated with any
treatment intervention needsto be considered within the context
of the potentia benefits to be accrued from the intervention
[16]. Only by considering both the potential risks and the
possible benefits can we appropriately evaluate a proposed
intervention. The simple presence of risk does not necessarily
preclude the use of an intervention if it is sufficiently justified
by the potential benefits. With interventions that have a
reasonable likelihood of being beneficial for the client, the
important issue becomes for the therapist to understand the
nature of the risks, to minimize the risks to the extent possible,
to fully inform clients as to the nature of the risks within the
context of the possible benefits, and then to allow the clientsto
make an informed decision regarding their treatment options.

In ng therisksof online psychotherapy it isalso important
to note that in-person psychotherapy is not without risks.
In-person clients can become sexually attracted to the therapist
and vice versa; therapists can be incompetent in the delivery of
services; the therapist's confidential records are vulnerable to
being stolen or viewed by unauthorized persons even if stored
in alocked office and alocked file cabinet; miscommunication
can occur during in-person therapy; and clients receiving
in-person therapy can deceive and mislead the therapist. The
issueswith thedelivery of online psychotherapy (e-therapy) are
the extent to which traditional risks are enhanced in text-based
communication, the possible emergence of novel types of risks
not present in face-to-face therapy, and the degree to which the
potential benefits justify the possible risks.

The use of email to deliver therapeutic interventions opens
several areas of potential risk to online consumers. Clients of
online services can be at greater risk for breaches in
confidentiality [16,17]. This increased risk to confidentiality
occurs at the therapist's end, at the client's end, in the
transmission of information, and in the potentia for lega
subpoena of records. Therapists using the Internet to deliver
therapeutic interventions should evaluate the security of their
websites and computers against outside intrusions that would
compromise client confidentiality. These intrusions might
include high-tech invasions by hackers downloading filesfrom
the therapist's computer, to low-tech intrusions involving the
inappropriate availability of the client's email to the therapist's
office staff or family members. Therapists using the Internet to
deliver online psychotherapeutic interventions may wish to
consider installing systemswhich usefirewalls, passwords, and
backup data storage systems to increase the security of email
communications and to protect against the inadvertent loss of
clinical files resulting from computer malfunctions.

Online consumers of mental health services must likewise
consider security issues on their end of the communication.
Other persons who have access to the client's email, such as
employersor family members, may be ableto read stored copies
of the client's email or incoming email from the therapist.
Additionally, human error in addressing email has sometimes
resulted in email being sent to the wrong person. Inadvertently
sending private information meant for the therapist to a friend
or family member can result in embarrassing and painful
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situations for the client. Potential online consumers of mental
health interventions need to be informed about these potential
breaches of confidentiality in order to fully evaluate the possible
risks versus the potential benefits of online psychotherapy.

Breaches of confidentiality can also occur asemail isin transit.
The potential vulnerability of email intransit may not, however,
accurately represent its actual vulnerability in practice. While
email may beintercepted in transit, it isunlikely that individual
emails sent between private parties are actually intercepted and
read from the incredible volume of email sent each day. Still,
this potential breach in confidentiality needs to be understood
and evaluated by clients before choosing to engage in online
psychotherapy. Encryption technology can improve security of
email communication, and online therapists may wish to make
encryption of email routinely available to their clients.

Online mental health clients a so need to consider the possibility
that email records may be subject to subpoena. While
professional communication with physicians and attorneys is
considered legally privileged, it isunclear if thislegal protection
extends to psychotherapists. The standards for recognition of
legal protection of privileged communication may also vary
from onejurisdiction to another. Online psychotherapists should
consider their policy regarding the disclosure of records in
response to legal subpoena, and clients need to be informed
about this possible breach of confidentiality.

The use of email to provide psychotherapeutic interventions
also entails other risks to clients beyond those associated with
the confidentiality of communication. For example, the loss of
nonverbal cues significantly impedes the therapist's ability to
make afull assessment and diagnosis. Important in-person cues,
such as flattened or inappropriate affect, characteristics of
speech, memory function, or physical evidence of a medical
condition that may be associated with the psychological
symptoms, are al lost in email communication. An impaired
ability to make an adequate diagnosis will adversely affect the
ability of online therapists to develop appropriate treatment
plans and, as a result, the treatment interventions that are
developed may be to the detriment of the client. Online testing
may improve diagnostic capabilities [18], and gathering a full
psychosocial history may befacilitated by online questionnaires;
yet the loss of visual and auditory cues will still affect the
therapist's diagnostic ability, and the impact of this diminished
diagnostic capability needs to be carefully considered. Still,
while problems making online diagnoses may limit the scope
of issues appropriately addressed in online therapy, some types
of online interventions, such as interactive journaling [7] or
humanistic/existential approaches, may nevertheless be
devel oped that are appropriatefor delivery in atext-based format
with some populations.

The increased potential for miscommunication in text-based
therapy may also increase the risk of inadvertently harming
clientsand perhaps re-traumati zing emotional injuriesdisclosed
during the course of online therapy. Text-based interactive
communication is more vulnerable to miscommunication
because it lacks the non-verbal cues associated with in-person
communication that modify meaning and provide context for
the interpretation of meaning. Furthermore, interactive text
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communication is not the norma means of interpersonal
communication for most therapists trained in in-person
psychotherapy. Therapists may therefore lack the writing skills
needed to express subtleties of meaning through the written
word.

Working with psychological issuestypically involves addressing
conflicting client motivations involving a desire for
self-disclosure aimed at securing help for painful personal issues,
and competing motivations directed toward maintaining
interpersonal defenses to preserve self-esteem and prevent
re-traumatization of emotional injuries. Interactive text-based
communication often sounds harsher than intended. Online
miscommunication may result in clients feeling hurt because
they perceive the therapist's response as being critical or
rejecting. Online clients also do not have the benefit of the
interpersonal holding environment offered by the in-person
relationship in which to interpret and integrate the therapist's
comments, and injured online clients may be more likely to
simply withdraw from the relationship into the blankness of
cyberspace, taking their injury with them. Since nonverbal
feedback cues that might signal the miscommunication, such
as the client's body language and facial expression, are not
available in email communication, online therapists may often
be unaware of the miscommunication and therefore will be
unable to address the client's injury.

This possibility of emotional injury and re-traumatization may
be further exacerbated by the increased self-disclosure and
disinhibition associated with online communication [9,19].
Whileincreased self-disclosure may be helpful in sometherapy
circumstances, it may also involve clients prematurely moving
past defenses designed to protect them against emotional injury
and re-traumatization. This may |eave them more vulnerableto
injury should they interpret atherapist's communication asbeing
critical or rejecting.

Clients in online psychotherapy may also be at increased risk
of harm if the online intervention is not effective in creating
change in the client's life, yet offers enough solace so as to
reduce the client's motivation to seek more beneficial in-person
therapy. Consumers of online mental health services are at risk
in this case not because of a direct effect of the online
intervention, but because the online intervention prevents them
from seeking treatmentsthat will more effectively addresstheir
needs. However, e-therapy may also serve as a convenient and
helpful entry into the mental health system for many persons
who might benefit from therapy but who are reluctant to begin
in-person therapy because of the social stigma associated with
psychotherapy, their anxiety of addressing emotional issues,
and the physical inconveniences of scheduling in-person therapy
sessions. For such persons, the convenience and perceived
anonymity associated with computer-mediated communication
may encourage them to contact an online psychotherapist. Their
initial online therapeutic relationship may help demystify
psychotherapy and facilitate their entry into in-person mental
health treatment.

Theethical practice of e-therapy requiresthat therapists develop
a thorough understanding of al of these issues. Online
discussion groups dealing with Internet psychology can help
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therapists explore some of these issues. Yet, despite the
therapist's professional evaluation of the issues involved with
providing online therapeutic interventions, the ultimate issueis
the degree to which the potential benefits justify the possible
risks, and a decision on this issue can only come from a fully
informed client. While mental health professionals can decide
that the potential benefits associated with the intervention do
not justify the risks, the opposite decision, that the benefits do
justify the risks, can only be made by a fully informed client.
Therapists seeking to provide online psychotherapeutic
interventions must, therefore, be informed as to the potential
risks so that they can take every possible precaution to reduce
or eliminate those risks, and so that they can fully educate
potential clients regarding the possible risks associated with
e-therapy.

Providing Effective Interventions

While controversies exist as to what criteria should be used to
evaluate the effectiveness of psychotherapy, in-person
psychotherapy nevertheless has an extensive history and
well-elaborated theoretical frameworks supporting its use. Both
history and theoretical frameworks are missing from the practice
of interactive text-based therapy, and it is currently unclear to
what degreetraditional therapeutic orientationsand modelscan
be trandated into online, text-based communication. Most
psychotherapy depends, to a greater or lesser degree, on the
development of the therapeutic relationship [20-22]. However,
it is precisely the nature of the therapeutic relationship that is
most impacted by text-based communication.

The ethical practice of e-therapy requires the therapist to have
a clearly delineated model of psychotherapy appropriate to
delivery in atext-based format [7,18]. In the emerging field of
online psychotherapy, it would also behoove the ethical practice
of e-therapy if therapists remained close to empirically derived
support for the interventions used until more experience is
gained with regard to the medium of interactive text-based
communication. Therapists providing online psychotherapeutic
interventions should aso contribute to the developing
understanding of e-therapy by conducting quantitative and
qualitative evaluations of the services they deliver.

Practicing Beyond the Boundaries of Competence

For psychologists, the Ethical Code of the American
Psychological Association [23] specificaly directs that
psychologists should practice only within the area of their
competence based on training and experience (Standard 1.04a);
and that where standards for training do not yet exist,
psychologists should " reasonable steps to ensure the
competence of their work and to protect patients, clients,
students, research participants, and othersfrom harm" (Standard
1.04c; p. 1600). Psychotherapists trained in traditional
psychotherapy need to carefully consider whether they are
competent to practice in an interactive text-based format, and
to evaluate by what manner and training they achieved their
competence in this new communication medium.

Interactive text-based communication offers an entirely new
communication format that differs significantly fromin-person
verbal communication. The nonverbal cues that in face-to-face
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communication provide valuable information that modifies
meaning and aids interpretation of the communication are
significantly absent in text-based communication. It takes
considerable skill to communicate emotion and contextual intent
solely through the written word. Text can often sound harsher
than intended and, without contextual cues such astone of voice
and body language, text-based communication is more likely
to be misunderstood and misinterpreted. With text-based
communication there is also a greater likelihood of projective
psychological material emerging in the absence of the physical
presence which serves to ground in-person communication.
Skill in verbal communication does not necessarily translate
into skill in written communication, especially interactive
text-based communication that involves a series of interpersonal
interpretations within each exchange.

Without clearly delineated model s for text-based psychotherapy,
and without training in the subtleties of interactive written-word
communication, therapists seeking to provide online
psychotherapy need to carefully evaluate their current level of
competence to practice in a text-based format.

Professional Accountability and the Redress of
Grievances

Mental health professional swishing to practice online al so need
to consider their legal authority to practice in ajurisdiction in
which they are not licensed to practice [24]. Thisissue extends
beyond the legality of their activity to include the rights of
clients to redress grievances.

The ethical practice of online psychotherapy must provide for
theclient'sability to redressgrievances. Clients should be clearly
informed prior to beginning an online therapeutic relationship
about the regulatory agencies and professional associations
governing thetherapist'swork [5]. Still, simply being informed
about oversight agencies may not offer online clients an actual
ability to redress grievances when the therapist and client may
live in separate jurisdictions separated by hundreds or even
thousands of miles[24]. For example, while it may be possible
for a client in India to file charges with an ethics board or
Attorney General located in the therapist's home jurisdiction of
Wisconsin, the practical limitations imposed by distance and
the financial resources needed to overcome such limitations
may leave the client unprotected in fact.

L aws governing the appropriate practice of psychotherapy, such
as ordinances governing the release from confidentiality to
report child abuse, may aso differ from one geographic
jurisdiction to another. When the therapist and client livein two
different legal jurisdictions with differing laws regarding the
practice of psychotherapy, which jurisdiction's laws take
precedence and govern the client-therapist relationship?

In order to avoid the many problematic legal and professional
issues related to practicing psychotherapy online, some
therapists may be tempted to define their online work as
psychoeducational rather than psychotherapeutic. While some
onlinework can legitimately claim to be primarily educational,
therapists treating individual clients across multiple sessions
should carefully consider whether their work is primarily
educational or therapeutic. One of the central issuesin making
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this distinction is whether the client perceives an individual
professional relationship has been established. While it may be
tempting to try and circumvent legal and professional liability
for online work by defining it as psychoeducational, it creates
significant ethical problems if such a definition misrepresents
the service. Ethical problems can also ariseif the online service
being provided is held out as therapeutic on oneweb page, with
adisclaimer of psychoeducational intent located on a separate
web page. An ethically appropriate description of the online
service must clearly, consistently, and accurately describe the
intent of the service and the nature of the professional
relationship involved.

Informed Consent

The absence of physical presence also impacts the ability to
verify identity. Without the ability to verify identity the issue
of treating minors without parental consent becomes
problematic. Therapists seeking to practice online must evaluate
what stepswill be taken to verify the age of clients so asto not
treat minors without the knowledge and consent of their parents.

In addition, the issue of informed consent is closely related to
the issue of disclosure. As discussed earlier, in order to make
aninformed consent to treatment clients need to fully understand
the potential risks and benefits associated with an intervention.
Specific risksthat clients need to beinformed about involve the
possibility that inadvertent breaches of confidentiality may
occur with online communication, the experimenta nature of
online psychotherapeutic interventions and the possibility of
unknown and unintended conseguences, and the potential for
miscommunication in text-based communication [25].

In some ways, however, the Internet offers advantages in
developing an informed consent process. Professional web pages
allow for multi-faceted and multi-layered discussion of relevant
issues which remain constantly available on the Internet for
clients to review. Web pages can address issues such as the
potential risksinvolved with onlinetreatment and the theoretical
underpinnings of the treatment. The discussion of informed
consent through email also allows for a documented record of
the informed consent process.

CrisisIntervention Planning

Online psychotherapists need to consider plans for addressing
the variety of crises that may present in therapy including
suicidal clients, physical and sexual abuse, threats to harm
others, and the possible discovery that the client's issues would
more appropriately be addressed with intensive in-person
therapy or hospitalization. Prior to beginning atherapeutic online
relationship, therapists may wish to discuss crisis plans and
develop in-person referralslocal to the client in preparation for
possible future crises. Such crisis planning should include
obtaining a verified valid street address and phone number that
would allow the therapist to invoke thelocal police should such
an intervention become indicated.

Boundary |ssues

Therapistsinterested in providing onlineinterventions also need
to consider the possible boundary issues involved with
establishing an online therapeutic relationship. For example,
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with instant message systems clients might be alerted every
time the therapist is online and could send the therapist instant
messages for chats every time the therapist signs onto the
Internet. Clients might also access the therapist's personal web
page or sign onto online discussion groupsto which the therapist
also belongs. In addition, some clients may continue to send
the therapist emails after the termination of the relationship,
and e-therapists will need to consider their response to such
ongoing contact. Some clients may also usethe Internet to harass
or stalk current or former therapists.

Conclusions

The Internet provides new opportunities to provide beneficial
psychotherapeutic interventions with clients. Yet in providing
online psychotherapeutic interventions, therapists need to
evaluate the degree to which the online clients are informed
regarding the potential risks they are assuming, including the
risk that because there is little formal research on the process
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of onlinetherapy, there may arise unforeseen and unanticipated
problems. Therapists also need to evaluate their own competency
to deliver text-based interventions and the source of this
competency in their background and training. Before providing
online therapy, mental health professional s al so need to devel op
theoretical models for the interventions being used that are
appropriate to delivery in a text-based format.

Therapists seeking to provide online interventions also need to
become thoroughly familiar with the risks associated with
e-therapy and with the professional guidelines being devel oped
for the ethical practice of e-therapy. Online professiona
discussion groups devoted to Internet psychology may help by
offering professional consultation regarding issues related to
e-therapy; yet therapists cannot rely entirely on professional
guidelines or online consultation, and must actively accept their
personal responsibility for fully understanding, considering,
and addressing the potential ethical issuesinvolved with online

therapy.
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Abstract

Background: The Internetisaninvaluabletool for researchersand certainly also a source of inspiration. However, never before
has it been so easy to plagiarise the work of others by clipping together (copy & paste) an apparently original paper or review
paper from paragraphs on several websites. Moreover, the threshold of stealing ideas, whether lifting paragraphs or perhaps even
whole articles from the Internet, seems to be much lower than copying sections from books or articles. In this article, we shall
use the term " cyberplagarism" to describe the case where someone, intentionally or inadvertently, is taking information, phrases,
or thoughts from the World Wide Web (WWW) and using it in a scholarly article without attributing the origin.

Objective: To illustrate a case of cyberplagiarism and to discuss potential methods using the Internet to detect scientific
misconduct. This report was a so written to stimulate debate and thought among journal editors about the use of state of the art
technology to fight cyberplagiarism.
Methods: A case of arecent incident of cyberplagiarism, which occurred in the Journal of the Royal College of Surgeons of
Edinburgh (JRCSEd), is reported. A systematic search of the Internet for informatics tools that help to identify plagiarism and
duplicate publication was conducted.

Results: Thisisthe first in-depth report of an incident where significant portions of a web article were lifted into a scholarly
articlewithout attribution. In detecting and demonstrating thisincident, atool at www.plagiarism.org, has proven to be particularly
useful. The plagiarism report generated by this tool stated that more than one third (36%) of the JRCSEd article consisted of
phrases that were directly copied from multiple websites, without giving attribution to this fact.

Conclusions: Cyberplagiarism may be a widespread and increasing problem. Plagiarism could be easily detected by journal
editors and peer-reviewersif informatics tools would be applied. Thereis a striking gap between what is technically possible and
what isin widespread use. As aconsequence of the case described in thisreport, IMIR has taken thelead in applying information
technology to prevent and fight plagiarism by routinely checking new submissions for evidence of cyberplagiarism.

(J Med Internet Res 2000;2(1):e4) doi:10.2196/jmir.2.1.e4

KEYWORDS

Ethics, Professional; Plagiarism; Scientific Misconduct; Publishing; Internet; Retraction of Publication; Copyright; Peer Review;
Software; Information Retrieval

fari . Journal of the Royal College of Surgeons of Edinburgh
The JRCSEd Cyberplagiarism Case: (JRCSEd) [1]. The JRCSEd is a journal indexed in several
Chronology of Events bibliographical databases including Biological Abstracts,

EMBASE, Current Contents, Index MedicusMEDLINE, and

On 5 August 1999, a paper titled "The quality of surgical  qthers; and is published bi-monthly by the Roya College of
information on the Internet" (see Figure 1) was publishedin the Surgeons of Edinburgh.
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Figure 1. Theonline version of the questionable article, which contained lifted phrases from the web, as published in the Journal of the Royal College

of Surgeons of Edinburgh
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After publication, it was determined that more than one third
(36%) of this article consisted of phrases that were directly
copied from multiple websites, without giving attribution to
this fact. This can be labelled as plagiarism, which has been
defined by the US Committee on Science, Engineering, and
Public Policy as "using the ideas or words of another person
without giving appropriate credit." The Committee continues
by saying that plagiarism is a "strike at the heart of the values
on which scienceis based. These acts of scientific misconduct
not only undermine progress but the entire set of values on
which the scientific enterprise rests' [2]. In this article, | will
refer to this incident as an act of cyberplagiarism aluding to
the fact that information from "cyberspace” (the Internet) was
lifted into a scholarly article. The question of whether this
incident of plagiarism wasintentional or inadvertent should not
be discussed here.

The case of cyberplagiarism

The following is a quick recap of the event: Shortly after
publication of thearticlein question [1], the senior author (C.O.)
announced the publication of the paper by sending out emails
alerting those potentially interested in this paper; among the
recipientswasthe author of thisreport (G.E.), who immediately
recognised that significant parts of this paper were based on
ideas presented in the article "Towards quality management of
medical information on the internet; evaluation, labelling, and

http://www.jmir.org/2000/1/e4/

RenderX

filtering of information," published afew months earlier in the
British Medical Journal(BMJ) [3]. This paper was not cited.
This fact alone would probably not have fostered any further
action taken alone, as probably every published researcher has
experienced a similar situation.

But in this case it went beyond just a missed reference, as the
authors of the JRCSEd article also took material from the
website http://medpics.org(which was then posted on the site
http://www.derma.med.uni-erlangen.de/medpics/) without
attribution. Morethan half of the abstract consisted of sentences
from thiswebsite, and al so asubjective expression of an opinion
("We believe that one of the responsibilities of any health
professional is to guide patients through health related
information™) was lifted unchanged from the website into the
article. In total, at least three lengthy paragraphs (about 400
words, which constituted around 20% of the article) were taken
practically unchanged from the medPICS website. A later
comparison with thewhole Internet using thetool at http://mww.
plagiarism.org(described below) identified further portions of
the manuscript which had been taken from other websites, most
notably another 350 words lifted without attribution from http:/
/purl.oclc.org/docs/core/index.htm, a webpage copyrighted by
the Dublin Core Metadata I nitiative. Taken together, well over
one third (36%) of the manuscript published in JRCSEd
consisted of sentencesthat had been lifted directly and without
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editing from other websites, (see plagiarism.org report, Figure
2) without attribution or giving credit to the originators.

The editor in chief of JRCSEd, Professor Oleg Eremin, alerted
by the author of thisreport (G.E.), started an investigation. The
editorial board concluded that "there has been a serious
infringement of copyright.” The electronic version of thearticle
was permanently deleted from the journal website. The author
of the plagiarism (C.O.) was asked to write a |etter of apology
for publication. In a subsequent issue of JRCSEd, the editorial
board published anotice of the fact that parts of the manuscript
wereidentical to onlinematerial published at http://medpics.org
and about the withdrawa of the article [4]. C.O. himself
apologized in a published letter [5] acknowledging that "my
article contained certain paragraphs which are broadly similar
to articles which he has published at http://medpics.org and
which | did not reference in my paper" and saying that "it was
entirely unintentional and occurred as a result of an oversight
in the preparation of the manuscript." No reference was made
to the fact that more than one third of the article was actually
not only "broadly similar" but indeed taken unchanged from
the web, nor to the fact that not only one website was exploited
that way.

Using Informatics Tools and the Internet
to Detect Plagiarism

TheInternet, with its vast amount of information at the fingertips
of every researcher, makes it easy to lift whole phrases and
paragraphs into scholarly articles. This can be auseful strategy
to gather material and ideas; such techniques, and also quotes
from websites, are certainly legitimate, as long as the sources
are acknowledged and quotes are clearly identified as such. As
this case shows, researchers are not always successful in quoting
properly and may even inadvertently end up committing
plagiarism.

Luckily, the Internet can also provide some technical solutions
for researchersto identify unintentional omissions of attributions
and for journal editors and peer-reviewers to detect and fight

http://www.jmir.org/2000/1/e4/
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plagiarism. Although a number of informatics approaches are
thinkable and could be applied routinely, not all of the possible
approaches are in fact realised in the form of commercialy
available applications, and if they are, they are rarely used by
researchers, journal editors, or peer-reviewers. In the following
sections, | will review anumber of possible approaches (which
in part still wait for programmers to trandate them into
software).

Retrospective control: Checking submitted
manuscriptsagainst theweb or a collection of articles

One possible approach isto check a manuscript (for example a
manuscript that has been submitted to a peer-reviewed journal)
against the whole World Wide Web (WWW) and/or another
collection of published articles (such as the abstracts in
MEDLINE, the full text articlesin PubMed Central, or e-print
servers), in order to identify similar or identical phrases. While
generic search engines such as AltaVistacould be used to search
for simple phrases, they do not allow the user to check awhole
manuscript against the Web. Moreover, they cannot detect
simple word substitutions; thus, plagiarists may hide the true
origin of their selections by simply replacing as many words as
possible with synonyms.

A more sophisticated, specialized "search engine" to detect
plagiarism has been developed by Barrie and Presti [6]: http:/
www.plagiarism.orgwas originally developed for professors
to check the originality of student term papers. Term papers
submitted for a class requirement can be checked against a
database of other manuscripts collected from different
universities, classes, and from al over the Internet.

To test the power of the system | submitted the questionable
manuscript published in JRCSEd (see case report above) to the
system. The plagiarism report was returned within 24 hours.
The system not only flagged the paper as "medium original,"
but also highlighted 36% of the document as originating from
different websites, most notably from the med-PICS and the
Dublin Core metadata websites (see Figure 2,Figure 3, and
Figure 4).
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Figure 2. The plagiarism.org report detected similarities with twelve webpages (listed under "similar links"). The originality of the paper was rated as

"medium.”
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Figure 3a. Fig. 3at+b. The words which are underlined and highlighted red in the plagiarism.org report (a) were lifted from the website medpics.org
(b)
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Internet surgical material, Med-FICE: Platform for Medical Intprmet ;l
Content Selection Med-FICS iz a pair of protocols that allews lahels
to e applied to Interned content, Those protoeals ampower any
individual oF erganization to design and distribiate labels rellecting
their views abont the content. In addition, the same technalogy
facilitates searching the Web, and provides a foundation for
pstahlishing trust in infarmation on the Web. The development of a
medical vocabulary and rating system with med-PICE could greathy
enhance the quality of retrieval and quality of surgical infarmation sn
the Internet, A related problem is the dilicalty 1o find relevant
information, as mo contensus regarding sell-labelling of medical
information exists. Again, FICS offers an infrastracture for self-
lahelling of information. However what is still needed iz an
international consensus on the vocabulary used. THE FUTURE In the
futare, doctors, medical socipties and assorciations will eritically
appraise Intermet infor om and act as decentralised ‘label services”
to rate the valae and trustworthiness of information by putting
eleetronie ‘tags” on it, Condsumers and professonals will subzcribe to 8

minltirade of these services o et uulumaﬁrﬂlx ratings fram different
perspectives when retrieving information from the Internet. We J

believe that one of the responsibilities of any health professional is to
guide patients through health related information. Third party labelling
in this form must develop to gain comprehensive cover. Heview
gervices may asgociate electronic lahels with Intermet information to
help prafezzionals ta separate valaahle information frem anreviesed
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Figure 3b. Fig. 3at+b. The words which are underlined and highlighted red in the plagiarism.org report (a) were lifted from the website medpics.org
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Figureda. Fig. 4 atb. Thewordswhich are underlined and highlighted green in the plagiarism.org report (a) were lifted from the Dublin Core metadata
website (b)
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Figure4b. Fig. 4 a+b. The wordswhich are underlined and highlighted green in the plagiarism.org report (a) were lifted from the Dublin Core metadata
website (b)
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Asan asideit should be noted that the plagiarism.org tool proved
to be very sensitive, in that it also retrieved several websites
which cited the same or a similar set of publications. Thus, a
tool like plagiarism.org could also be used to identify similar
publications on the Web which deal with related topics; thusit
may serve a similar function as the "Related Articles' button
in PubMed [7].

Praospective monitoring

Other scenarios could be imagined, but are not yet available.
For example, one possible future development could be that
Web authors would be able to use special search engines to
monitor the Web (or full text databases) prospectively and
continuously to receive aerts when there have been parts of
their documents "webnapped,” i.e. published on other websites
or lifted into articles. Thiswould require that the authors submit
whole published manuscripts or register the URL at a special
search engine, together with their email address. The search
engine would then not only crawl and index webpages like a
normal search engine, but also automatically notify Web authors
if a"similar" page shows up somewhere on the Web, or if a
similar article appears in a dynamic database such as PubMed
Central, Medline, in eprint servers, or other databases
containing full text articles or abstracts. In fact, such software
agents would not only be useful in detecting plagiarism, but

http://www.jmir.org/2000/1/e4/

RenderX

could also be used to alert authors of similar new articles in
their field being published on the Web or in the literature.

Detecting duplicate publication

Plagiarism comes in many different varieties. When authors
"plagiarize” themselvesthisiscalled "redundant” or "duplicate
publication." According to Charles Babbage, from his book
Reflections on the Decline of Science in England(cited in Lock
[8], p 161), this belongs to the category of "Trimmin and
Cooking" (while plagiarism is classified as "fraud"). The
Uniform Requirements For Manuscripts Submitted To
Biomedical Journals of the International Committee of Medical
Journal Editors (ICMJE) [9] state that:

Readers of primary source periodicals deserve to be
able to trust that what they are reading is original,
unless there is a clear statement that the article is
being republished by the choice of the author and
editor. The bases of this position are international
copyright laws, ethical conduct, and cost-effective
use of resources.

Duplicate publication isanother kind of misconduct which could
be detected by the use of modern information technology:
Stephen Lock already noted that "duplicate publication might
be disclosed more often if journa offices were to routinely
search the databases' [8, p 162]. Never before hasit been easier
to compare each submitted article against the Internet and
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databases such as PubMed Central and MEDLINE to detect
cases of duplicate publication.

An example: Redundant publication of a " letter to the
editor"”

Interestingly, a case of duplicate publication occurred in the
very sameissue of the very samejournal, conducted by the very
same person as described in the case above: On page 278 of
JRCSEd, C.O. published aletter "How to cope with unsolicited
Email from the general public seeking medical advice" [10],
which was nearly identical to aletter submitted to BMJ by the
same author, entitled "Automatic replies can be sent to
unsolicited email from general public,” published on 27
November 1999 [11]. The titles of the letters are different, as
they are usually changed by the editoria staff - the original
letter submitted to BMJ as arapid reply did have the sametitle
as the letter submitted to JRCSEd. (As an aside it should be
mentioned that, interestingly, the authors are not exactly the
same - the JRCSEd piece lists one more author. A case of gift
authorship?) As in neither of the journals did a note appear
pointing to the fact that the letter also appeared in another
journal, this meetsthe definition of duplicate publication, which
is, according to the international guidelines of ICMJE cited
above, considered unethical. According to an informal survey
among editors of the World Association of Medical Editors
(WAME), there is consensus among editors that the same rules
apply for letters as apply for articles: Duplicate publication
should be disclosed to editors.

Without discussing this case further at this point, it should only
be mentioned that intelligent software agents could be devel oped
to aert journa editors about possible cases of redundant
publication and copyright violations by automatically comparing
publications with each other - for example within and between
PubMed Central, Medline, in e-print servers and the web - and
alert publishersif similarities are found. As both JRCSEd and
BMJ have online versions of their journals, an intelligent
software agent could have detected this case of duplicate
publication. Once again, the effect of installing and applying
such systems would be primarily an educational one: If such
measures were in existence and their use known, this would
probably discourage authors from submitting redundant articles
and committing plagiarism.

Softwar e that analyzeswriting styles

It should be noted that other informatics techniquesfor detecting
plagiarism exist. The Glatt Plagiarism Screening Program is a
computer program especially targeted for teacherswho want to
prove the guilt or innocence of a student. The program detects
plagiarism by analysing the writing style within a document.
The software devel opers say that each person has an individual
style of writing which isasunique asfingerprints. The procedure
is described as follows: "The Glatt Plagiarism Screening
Program eliminates every fifth word of the suspected student's
paper and replaces the words with a standard size blank. The
student is asked to supply the missing words' [12]. Thus,
basicaly thisis atest of memory for the student's own writing
style - it is assumed that authors know and can remember their
own writing better than anyone else. The number of correct
responses, the amount of time intervening, and various other
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factors are considered in assessing the final Plagiarism
Probability Score. The authors claim that the program has a
specificity of 100% ("'no student has been wrongly accused").
The description of this approach makes clear that this program
is less suitable for screening and comparing large amounts of
documents, but more appropriate to proving plagiarism in an
individual case.

Toolsto detect software plagiarism

Asan aside, it should also be briefly mentioned that in the field
of software development and informatics education, several
tools are available which can test the similarity of software to
protect computer codes from being lifted; examplesinclude the
software similarity tester SIM [13] and software named "M OSS"
(Measure Of Software Similarity), which looks for similar or
identical lines of code sprinkled throughout a program, then
creates a web page where the instructor can see the top 40
matches [14].

M etainfor mation and hidden water marks

The future may bring even more possibilities, especially helping
authors avoid inadvertent plagiarism. One option would be to
expand the concept of "copy & paste" towards "copy & paste
& attribute (=give credit to the source)." Future versions of
word processors could be designed which allow authors to
clearly identify which parts of the document have beeninserted
by copy & paste and where they come from. For example,
authors could be ableto click on the text and the word processor
would show in a comment field from what website (or other
application) this"copied & pasted" part originated from.

Other devel opments may include techniquesto assign invisible
metai nformation to el ectronic information, which could identify
the author and which cannot be stripped. Such invisible
"watermaters' are already in use for digital images, but future
operating systems may also support metainformation assigned
to text, so that the author of a given paragraph could be
identified, even if the text is "copied and pasted” from one
application into another.

On a different level, the company Xerox is also active in
devel oping products which make redistribution of digital content
impossible. The Digital Property Rights Language (DPRL) is
acomputer-interpretable language, devel oped at the Xerox Palo
Alto Research Center, which "describes distinct categories of
usesfor digital worksin termsof rights, including rightsto copy
adigital work, or to print it out, or to loan it, or to use portions
of it in derivative works' [15]. DPRL is not a document
protection technology. Protection of content integrity and the
persistent control of digital property rights is accomplished
through the use of The Xerox Self Protecting Document (SPD)
[16]. "SPD contains the encrypted content, rights associated
with it, watermarks, usage policies and a set of controls that
travel along with the document in the form of Java applets.
Proven cryptographic algorithms ensure complete protection
during rendering by converting adocument to the rendered form
in various stages; thus, intercepting the document at any stage
will not yield a usable form of the document.”
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Anocther form of academic misconduct: Underreporting
of research

Not only plagiarism and duplicate publication ("overreporting
of research") can be a problem in medical science; "," i.e. not
publishing the results of arandomised controlled trial, hasalso
been called scientific misconduct [17]. The reason for thisis
that the biggest threat of a systematic review and meta-analysis
is publication bias. Reviewers and policy makers need a
complete picture of the results of all randomised controlled
trials conducted, and not only of positive or interesting trials,
which have been published by researchers. We have recently
shown that the Internet isuseful in identifying unpublished and
ongoing trials, and suggested specialised search engines and
software agentsthat collect information about ongoing trialson
the Internet [18]. In addition to prospective trial registers [19],
such asearch engine could help to detect the digital traces most
researchers leave today on the Internet when they conduct a
study, such as hints to grant proposals or webpages for
recruitment of participants. Thiswould aid reviewersinlocating
unpublished studies and at the same time - if sanctions for this
kind of scientific misconduct are in place - discourage
researchers from leaving clinical studies unpublished.

Reasons for and Prevalence of Plagiarism

Many authors seem to be encouraged to copy from the web as
electronic publications are seen as "inferior" in quality and
worthiness of protection, and are seen as more volatile than
"real" publications on paper. While the majority of authors
would refrain from copying whole paragraphs from printed
articles, the barrier to do the same from web publications seems
to be lower, asinformation on the web would disappear sooner
or later, making the proof of plagiarism apparently impossible,
whilethe printed journal would remainin thelibrary asadurable
witness of plagiarism waiting to be discovered and used as
evidence. However, plagiarists should be warned that material
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on the Internet is not as volatile as they may think, and that
future historians will well be able to reconstruct
online-plagiarism, as there are online-archives of the Internet
such as http//:www.archive.org [20].

Insufficient familiarity with English [21], the pressure to publish
much and fast [8], and sometimes also sloppiness and
forgetfulnessare probably the main reasonsfor cyberplagiarism.
An interesting question is how common plagiarism, especially
"cyberplagiarism,” actually is. Interestingly, questioned about
the case described above, C.O. was quoted in Nature as saying:
"If you ran [this system] on every article [in the medical
literature] that comes out, you would find this happening all
over the place" [22].

Jeremy Wyatt, arespected medical informatics researcher from
London and an editorial board member of the Journal of Medical
Internet Research, also saysthat he has " seen paragraphs of my
work copiedin other peoplé€'s papers without acknowledgement
at least three times now (in obscure conference papers and
medical informatics journals) but have never kept a note of it;
after the initial anger, | dismissed it as a case of "imitation is
the sincerest form of flattery'." Future studies applying tools
such as plagiarism.org in editorial offices may establish
estimates on how widespread this phenomenon is.

JMIR thefirst scholarly journal to screen submitted
manuscriptsfor plagiarism

In the future, the Journal of Medical Internet Research will
routinely check accepted manuscripts for plagiarism, using the
automatic plagiarism detector at plagiarism.org. We arethefirst
scholarly journal worldwide to adopt such aplagiarism screening
policy, but we hope (and expect) that other biomedical journals
will follow. Authors should remember that there is only one
easy and reliable way to avoid plagiarism charges: that isto cite
the source properly, evenif itis"only" an electronic document
[23].

The author of thisarticleisalso author of the partly-plagiarized website medpics.org and editor of the Journal of Medical Internet

Research.
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About the Internet Healthcare Coalition

As individuals take a larger role in managing their own
healthcare, more consumers areindependently seeking out health
information via the Internet. Health professionals are also
turning to the Internet to keep informed and interact with their
patients. Given the vast amount of healthcare data available on
the Internet, the Internet Healthcare Codlition was created to
promote quality health resources online and to ensure that
consumers and professionals are able to find reliable, quality
information online.

The Codlition is an international, non-partisan, non-profit
organization dedicated to promoting quality healthcare resources
on the Internet. Founded in 1997, the Coalition's membership
represents every sector of the Internet health space, including
consumers, patient advocates, commercial developers of health
information, health professionals, medica librarians,
government officials, and pharmaceutical manufacturers. The
goal of the Coalition isto educate healthcare consumers, health
professional's, and others about the evolving issues relating to
the quality of Internet health resources and information.

The Codlition is dedicated to:

+  Educating healthcare consumers, professionals, educators,
marketers, and both healthcare and mainstream media, as
well as public policymakers on the full range of uses of the
Internet - current and potentia - to deliver high-quality
healthcare information and services.

«  Furnishing clear models, not only of good and bad sources
of online healthcare information and services, but of the
potentially disparate methods of evaluating disparate
sources of information - from product- or
disease-information sites developed by regulated

manufacturers, to peer-reviewed electronic publications
and patient support groups.

« Publicizing and promoting the use of currently available
resources and developing new resources that exemplify
ethical, innovative, and high-quality uses of the Internet to
deliver healthcare information and services.

- Acting as arepresentative of our constituenciesin areas of
mutual concern before public policymakers and with the
media

The Coalition consults with various government agencies
including the World Health Organization (WHO), the US Food
and Drug Administration (FDA), and the US Federa Trade
Commission (FTC) on broader-based effortsto promote credible
healthcare information and combat health fraud online. To that
end the Coalition formed an Internet Health Fraud Resources
Working Group which will work with the FTC to develop,
coordinate, and promote a global online health-fraud reporting
web site, which will link to authorities with jurisdiction over
illegal or fraudulent online healthcare activities. Using this
resource, consumers and healthcare professionals anywherein
the world can be sure that their complaints are transmitted to
the appropriate authorities for action.

The Coalition holds an annual conference, "Quality Healthcare
Information on the Net," each year in October or November for
key thought leaders in the healthcare industry and government
representatives to exchange their thoughts and opinions about
the problems associated with and solutions to healthcare and
the Internet. In October 1999, responding to calls from within
the Internet Health community, the Coalition launched its
ongoing "eHealth Ethics Initiative" to provide a forum for the
development of a universa set of ethical principles for
health-related Web sites.

The Coalition can be found at http://www.ihealthcoalition.org
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Abstract

Publishing students and researchers' papers on the World Wide Web (WWW) facilitates the sharing of information within and
between academic communities. However, the ease of copying and transporting digital information leaves these authors' ideas
open to plagiarism. Using tools such asthe Plagiarism.org database, which compares submissions to reports and papers available
on the Internet, could discover instances of plagiarism, revolutionize the peer review process, and raise the quality of published

research everywhere.

(J Med I nternet Res 2000;2(1):6) doi:10.2196/jmir.2.1.66
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After obtaining information regarding a1996 finding that Polish
authors had plagiarized the work of Danish researcher Jan
Fallingborg, Marek Wronski (a cancer researcher from New
York's Staten I1sland University Hospital) conducted a Medline
search which reveal ed 30 additional manuscriptsthat contained
passages allegedly taken from prior publications of other
researchers [1]. This could have been just another exposure of
a plagiarizing scientist [2,3] except that it was uncovered by
the use of new, Internet-based technology. Fallingborg and
Wronski both used a simple search function to sift through the
massive amount of information contained within Medline (a
database of biomedical references and abstracts) to locate acts
of gross plagiarism that may never have been discovered
otherwise. The ability to utilize powerful computers to mine
large electronic databases for instances of plagiarism could
revolutionize the peer review process and raise the quality of
published research everywhere. As with most technologies,
there are also some glaring negatives, in that digital information
is easily copied and transported, and thus more available to

plagiarize.

Medline is just one example of an Internet tool that facilitates
previously unheard of levels of information dissemination. The
large Internet search and navigational guides such as Yahoo!,
Altavista, and Excite [4] convey Internet-based information to
enormous audiences. For example, each month about 25 million

http://www.jmir.org/2000/1/e6/

users of the World Wide Web (WWW, one modality of the
Internet) access information from Yahoo! at an average rate of
50 million web pages of information viewed per day, or 1.5
billion pages viewed per month [5]. Thisis a larger audience
than magazines such as Newsweek, Time, and Life. These
navigational guidesalso direct asubpopulation of the electronic
community to numerous Internet locations that provide free
accessto very large databases containing thousands of academic
term papers. Evil House of Cheat, Cheater.com, and School
Sucks[6] are just afew locationswhich offer term papersto be
used as "reference materials, research guides, or as educational
resources.”

The proliferation of sites specializing in the electronic commerce
of academic papers is based on the simple truth that there is a
sufficient demand for such work. Evil House of Cheat receives
several thousand visits per day [7] and claims that over 11,000
students have benefited from their services [6]. Cheater.com
claims to have over 30,000 members and adds approximately
100 new essaysto its database each week [6]. School Sucks has
received almost 1.6 million visits since its inception in the
summer of 1996 [6]. Notwithstanding the warnings against
plagiarism that greet their clientele, these web entities are
supplying term papersto a student popul ation that could choose
to ignore such advice.
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In a 1991 study of 15,904 students taken from 31 top U.S.
universities, Rutgers University professor Donald McCabe
found that 66% cheated at |east once and that 12% were regular
cheaters (four or more times) [8]. A study in Psychological
Record found that 36% of the undergraduate participants had
plagiarized written material and a significant number of the
participants could not even determine what plagiarism was[9].
Nor are graduate and post-doctoral students immune to
plagiarism, especially when it serves the purpose of obtaining
funding or publishing a manuscript [10].

The problem concerning free Internet access to student term
papers is not nearly so simple because it is not limited to
dedicated Internet paper databases. Before the existence of
Internet term paper providers, we confronted thisvery problem.
In the 18 October 1996 issue of Science we reported on our
model for utilizing the World Wide Web as an adjunct to
education in a neurochemistry class (at that time 123 students;
currently 320 students) at the University of California at
Berkeley [11]. Thefinal course project required that each student
submit a 10-page manuscript through our Web site. Every
manuscript was anonymously posted to the Internet,
electronically peer-reviewed by two other students, and the
reviews were then anonymously placed on the Web site
alongside each paper. From our largely Internet-naive student
population there was a 98.4% completion rate for this
assignment, indicating that the use of Internet technology was
not problematic. What was potentially problematic concerned
the placement of high-quality term papers onto the WWW,
where any person could view and copy a manuscript at will.
Our temporary solution to the dilemma of free access versus
plagiarism potential was to password-protect the manuscript
domain of the course web site so that only students from that
class could read their peers papers. Password protection may
seem antithetical to the idea of sharing information within and

Barrie & Presti

between academic communities, but the alternativeisan Internet
link from sites advertising free student term papers to the
university web sites containing such papers and other academic

essays|[12].

Current solutions available for instructors include guidelines
for spotting plagiarism, searching the Internet for similar papers,
and attempting to instill afirm sense of ethicsin their students.
These solutions are incomplete when applied to the modern
advancements in the technology of information dissemination.
Our proposed solution has been to construct an archive of
manuscripts (from previous classes and gathered from the
Internet) that allows for a computer-based, digital check of
originality for al newly submitted manuscripts. This experiment
resulted in no manuscript being recycled from previous science
courses, and yielded increased term paper quality levels. What
it didn't addressisthe real possibility that a course manuscript
could be used for adifferent class. We have now addressed this
problem with the creation of Plagiarism.org. This Internet
service allows any instructor or student to check our database
for cases of gross term paper plagiarism by tracking and
"finger-printing" those term papers already in the public domain
and from other classes. Manuscript "finger-prints' are
statistically compared and degrees of originality are computed.

We have successfully utilized the power of the WWW to allow
students to share information and ideas at levels not previously
achievablein the classroom. Now we have harnessed that power
toinsurethat reference materials from Internet paper databases
and from other university classes are used appropriately. The
WWW hasincreased in size by 480% in the 18 months between
October 1996 and April 1998 [13], and our three-year
experiment checking term papers has necessarily gone from an
experiment to areality. This technology gives us a glimpse of
the direction that education is evolving in the digital age.
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Abstract

Background: Many health information providers on the Internet and doctors with email accounts are confronted with the
phenomenon of receiving unsolicited emails from patients asking for medical advice. Also, a growing number of websites offer
"ask-the-doctor" services, where patients can ask questionsto health professionalsviaemail or other means of telecommunication.
It is unclear whether these types of interactions constitute medical practice, and whether physicians have the ethical obligation
to respond to unsolicited patient emails.

Objective: To improve the quality of online communication between patients and health professionals (physicians, experts) in
the absence of a pre-existing patient-physician relationship or face-to-face communication, by preparing a set of guiding ethical
principles applicable to this kind of interaction.

Methods: Systematic review of the literature, professional, and ethical codes; and consultation with experts.

Results:  Two different types of patient-physician encounters have to be distinguished. "Traditional" clinical encounters or
telemedicine applications are called "Type B" interactions here (Bona fide relationship). In comparison, online interactions lack
many of the characteristics of bona fide interactions; most notably there is no pre-existing relationship and the information
availableto the physicianis limited if, for example, a physician responds to the email of a patient who he has never seen before.
| cal these "Type A" consultations (Absence of pre-existing patient-physician relationship). While guidelines for Type B
interactions on the Internet exist (Kane, 1998), thisis not the casefor Type A interactions. The following principles are suggested:
Physicians responding to patients' requests on the Internet should act within the limitations of telecommunication services and
keep the global nature of the Internet in mind; not every aspect of medicine requires face-to-face communication; requests for
help, including unsolicited patient questions, should not beignored, but dealt with in some appropriate manner; informed consent
requiresfair and honest labeling; health professional s and information providers must maintain confidentiality; health professionals
should define internal procedures and perform quality control measures.

Conclusions: Different media are appropriate at each point on the continuum between dispensing general health information
and handling patient problems that would require the practice of medicine to solve. For example, email is a sufficiently capable
medium for giving out general health information, while diagnosis and treatment usually requires at |east advanced telemedical
technology. Patients have to be educated that it is unethical to diagnose and treat over the Internet in the absence of apre-existing
patient-physician relationship, and if theinteractionislimited to asingle email. More research is needed to establish more evidence
regarding situations in which teleadvice is beneficial and efficient.

(J Med Internet Res 2000;2(1):e1) doi:10.2196/jmir.2.1.el

KEYWORDS

Internet; Ethics, Quality of Health Care; Referral and Consultation; Remote Consultation; Physician-Patient Relations;
Professional-Patient Relations; Medical History Taking; Teleadvice; Electronic Mail; Chat; Newsgroup

http://www.jmir.org/2000/1/el/ JMed Internet Res 2000 | vol. 2 |iss. 1 el | p.39
(page number not for citation purposes)


mailto:ey@yi.com
http://dx.doi.org/10.2196/jmir.2.1.e1
http://www.w3.org/Style/XSL
http://www.renderx.com/

JOURNAL OF MEDICAL INTERNET RESEARCH

The green paper set forth below concerns ways to improve the
quality of online communication between patients and health
professionals (physicians, experts) in the absence of a
pre-existing patient-physician relationship or face-to-face
communication, and takes a first step towards proposing a set
of ethical standardsfor thiskind of interaction. These principles
are preliminary, and were drawn up as a result of a systematic
review of the literature; consultation with professional
organizations, associations and bodies; and a workshop at the
AMIA Fall Conference in 1998; and with input by an
international expert panel of the Internet Healthcare Coalition
(IHC), Society of Internet in Medicine (S M) and the American
Medical Informatics Association (AMIA). In order to provide
input into a more general set of guidelines, the Code of e-Health
Ethics currently being set up by the e-Health community, this
paper was al so circulated among the participants of the e-Health
Ethics Summit, organized by the Internet Healthcare Coalition
in Washington D.C., January 31 - February 2, 2000. Aspects
of this paper were subsequently included in the "provision of
medical practice on the Internet" section of the Code.

The author will accept comments on the paper starting today
until March 31, 2000. Comments may be sent via electronic
mail to ey@yi.com. All comments received will be considered
inthe context of issuing a final white paper, and if the comments
are substantial, the author of the comment will become a
co-author of thefinal paper. The green paper hasbeen published
in the Journal of Medical Internet Research solely as a means
to facilitate the public's access to this document, and to provide
an additional means of notifying the public of the solicitation
of public comment on the proposed White Paper, which is
scheduled to be submitted for publication in April 2000.

Table 1. Differencesin Type A and Type B relations

Eysenbach

Introduction

While telemedicine services and physician telephone services
have been around for several decades, the unprecedented
popularity of the Internet has greatly facilitated patients access
to physiciansand led to anew form of communication between
patient and health care professional - "text-only" communication
in emails and other venues, in the absence of a pre-existing
relationship (in this paper called "Type A" communication).
Every physician who has published his email address or who
runsamedical website receives unsolicited emailsfrom patients
he or she has never seen before. Patients use email to ask
medical questionsto physicians unknown to them, or sometimes
even describe their symptoms and expect a remote diagnosis.
Health portal sites and specialized services responded to this
consumer demand for "virtual interaction” with physicians, and
have set up "ask-the-expert” servicesand "cyberdoctor” services,
which offer such advice for free or for a charge.

The intent of this paper is to prepare a consensus on a set of
guidelines for health professionals on dealing with unsolicited
patient emails, and for physicians and nurses working for
medical "ask-the-doc” or "ask-the-expert" services on the
Internet.

Terminology and definition of theissues: Type A and
Type B interactions

The digital revolution and the Internet have opened new ways
for health providers and consumers to interact. Aside from the
fact that the Internet alows transmission of high-level,
high-bandwidth telemedicine applications, it also allowssimple
exchange of electronic, written messages between patient and
health professional, which can be seen asaform of "low-level ,"
"low-tech," "low-cost" telemedicine. Other terms used for this
kind of interaction are "teleconsultation” or "teleadvice."

Type A encounters

(online interaction between patient and health
professional in the absence of pre-existing rela-

tionship)

Type B encounters

(bonafide relationship; encompasses traditional
clinical encounters and telemedicine)

Contractual relationship before the encounter

Responsibility
for the patient

Contact initiation

No pre-existing relationship
Physician has not taken explicit responsibility

Contact usually initiated by the patient

Mostly pre-existing contractual relationship
Physician has taken explicit responsibility for
the patient

Contact scheduled or initiated by physician, or
by patient

Transmission of information

Accessto information
Patient's knowledge of the physician
Physician's knowledge of the patient

Physician's preparation to receive requests from
patients

Usually only text (e-mail consultationsand chats)

Information limited to what the patient provides
Patient doesn't know the physician in advance
Physician doesn't know the patient

Physician is not prepared to get requests from
patients*

Face-to-face, sound, video, images

Physician has access to health record or other
channels to obtain more information

Patient usually knows the physician or hasare-
ferra

Physician usually knows the patient

Physician explicitly offers advice

" Does not apply to "ask-the-expert" services

Different technologies may be used for teleadvice:

http://www.jmir.org/2000/1/el/
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- electronic mail (email), alowing "private" exchange of
messages

»  newsgroups, allowing "public" discussions

- chatrooms, alowing direct written communication via
keyboard

All these venues for "cybermedicine® may cater to
patient-physician interactions that are fundamentally different
from classical telemedicine applications in a number of ways
(see Table 1).

In"traditional" clinical encounters or telemedicine applications,
there is either a pre-existing patient-physician relationship or,
if the patient comes to the practice for the first time, the
professional at |east has accessto the patient's electronic health
record, or can consult with the referring physician. For the
purpose of this paper, | call these traditional interactions " Type
B" interactions (Bona fide relationship).

On the contrary, online interactions lack many of the
characteristics of bona fide interactions;, most notably thereis
no pre-existing relationship. | call these"Type A" consultations
(Absence of pre-existing patient-physician relationship). Note

Figure 1. Subgroups of Type A interactions
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that Tom Ferguson calls the latter Type | and the former Type
Il interactions, "Type | because this developed first" [Ferguson
T, personal communication].

Subgroups of Type A encounters

Examplesfor (and subgroups of) these "atypical" telemedicine
encounters are:

» apatient sending an"unsolicited" email to aphysician (A1)

«  "ask-the-expert" servicesontheInternet, where consumers
are invited to ask medical questions which are forwarded
to medical experts (A2)

« apatient soliciting help from aphysician by posting apublic
request for help on a newsgroup or website, to which a
physician replies (A3)

Theseinteractions differ from each other because the physician
has taken different levels of action (and perhaps responsibility)
- inthefirst case, unsolicited patient email (A1), only the patient
has taken action; in the second case, (A2), the physician is part
of a team that volunteered and explicitly offered to answer
patient questions; and in the third case, (A3), the physician
repliesto a patient request (see Figure 1).

|
Twpe B
wittual interaction
with pre-exiging
relationship

In al of these cases, the relationship between patient and
physician is less well-defined and more prone to
misunderstandingsthan in traditiona Type B patient-physician
encounters. For example, in Type B encounters the patient is
used to receiving areply, which may not be the casein Type A
encounters. Similarly, the situation isdifficult for the physician,
as he or she may not be sure about the ethical duties and the
legal consequences of his or her actions. Guidelines may help
to better define such contactsto avoid misunderstandings[1,2].
There have also been concerns that what we call Type A
encounters here may "disturb delicate balances in the
patient-physician relationship, widen social disparitiesin health
outcomes, and create barriers to access' [3]. In the context of
newsgroup-like interactive communication and information
listservers, where patients can ask questionsto experts, Spielberg
criticized that such asystem "bypasses existing patient-physician
relationships, since it does not facilitate communication within
them" [4].

http://www.jmir.org/2000/1/el/
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What is different on the Internet?

It should be noted that Type A consultations may also occur
outside of cyberspace, in the form of patients calling or writing
letters to physicians. However, in comparison with these
interactions, there are differences in Internet-enabled
consultations; for example:

- communicationisnearly anonymous, thus moreimpersonal

« communication is more informal

« communication is global

» accesstophysiciansonthelnternet iseasier thaninthereal
world

All of these factors, especialy that the Internet allows
near-anonymous communication and lowers the barrier for
consumers to interact with providers, contribute to the fact that
the demand for Type A interactions has reached an
unprecedented level in the history of medicine. Every doctor or
medical information provider who runsamedical websitewhich
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provides his or her email address will sooner or later be faced
with the problem of getting unsolicited emails from patients
asking him or her for medical information or advice. In asurvey
of 23 Internet health information providers (mostly doctors also
acting as webmasters), participants were asked, "How many
unsolicited patient emails do you get per week?' The numbers

Eysenbach

given ranged between 0 and 50 emails, with a mean value of
4.4 (STD 9.47) and amedian of 1 email per week (see Figure
2). In the same survey, 62% of the information providers said
that "unsolicited emails from patients represents a significant
unresolved problem on the Internet” [1].

Figure 2. Number of unsolicited emails received per week, according to a survey of 23 health information providers
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There are further differences between Type A email-teleadvice
compared to Type B telemedicine, which primarily concern
privacy and security concerns inherent to email and other
insecure venues on the Internet. Aspects of these concerns have
been explored elsewhere [5].

Existing guidelines

The most important guideline in the context of "virtual"
patient-physician interactions on the Internet is the guideline
published by the AMIA Internet Working Group, which however
explicitly focuses on " computer-based communication between
cliniciansand patientswithin acontractua relationshipin which
the health care provider has taken on an explicit measure of
responsibility for the client's care” (emphasis added by the
author) [5], thus applying only to Type B interactions. Although
many of the principles of email communication in the clinical
context also apply to email communication in Type A
interactions, the more ill-defined Type A interactions between
providers and consumers in which no contractual relationship
exists require additional exploration. It was not before several
papers published in the Journal of the American Medical
Association (JAMA) [5-8] drew attention to the fact that these
kinds of interactions exist that the need to develop guidelines
for Type A interactions was acknowledged. In the same issue,
Spielberg pointed out that "email communicationsare not merely
virtual approximations of medical practice, they are very red
exchanges of information, advice and emotions. (...) Electronic
communication, as a novel technology, is neither inherently
unethical nor readily acceptable for medical practice. Rather,
the emergence of electronic communication launches a

http://www.jmir.org/2000/1/el/

reexamination of the necessary valuesfor good communication
in the patient-physician relationship” [8].

Aim of thispaper

This paper tries to analyze and synthesize issues arising from
TypeA interactions and intendsto summarize existing evidence,

opinions, and ethical codes relevant to the issues. A set of
principles will also be proposed.

Methods

Database Sear ches

| tried to primarily identify publications describing empirical
data or legal and ethical standards on patient-physician
interaction on the Internet (in email, chat, and newsgroups).
MEDLINE was searched from 1966-1999 with the PubMed
search strategy:

(("renote consultation'[majr] OR "Referral and
Consultation"[majr] OR
"Physi ci an- Pati ent Rel ati ons" oR

"Prof essional -Patient Relations" OR "tel eadvi ce"

oR

"advice" OR "unsolicited email*") AND (internet
OR "enmi |l *" OR "e-nmil*" OR

"electronic mail*" OR "chat" OR "newsgroup*" OR
"usenet')

A total of 200 publications were found and screened on the
basis of the abstract and the title. Most of these publications
dealt with physician-to-physician telemedicine applications or
physician-patient interactionsin the framework of apre-existing
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patient-physician relationship and were therefore only of
marginal interest for this review.

Review of ethical and professional codes

The professiona and ethical codes of the following
organizations (countries) were reviewed: American Medical
Association (UsA); Bundesirztekammer and
Landesirztekammern (Germany); Ethical guidelines for
telemedicine adopted by the Standing Committee of European
Doctors; SwissMedical Federation FMH (Switzerland); General
Medical Council (UK); World Medical Association (WMA).

Contactsto experts

A wide range of experts was consulted to elucidate the issues.
A workshop entitled "Unsolicited emailsfrom patientsto health
information providers and doctors on the WWW asking for
medical advice - how to handle them?' was organized by the
author at the AMIA Fall Symposium, Orlando(Florida), Nov
7, 1998. Letters were written to legal experts at professional
medical bodies. Requestsfor commentswere posted on various
mailing lists and a panel of experts (listed under
Acknowledgements) identified themselves and provided input.

Results

Available Evidence

What are patients asking online?

Three studies exist in the medical literature that have analyzed
the nature and content of patient requests:

«  Widman & Tong [9] analyzed 70 unsolicited emails sent
by patients over a period of 12 months. The inquiries
(mostly concerning cardiac arrhythmias, as they were sent
in response to a website focusing on this topic) were
guestions about diagnosis (15), therapy (48), prognosis (1),
and patient education (6).

« Eysenbach & Diepgen [2] provided a more thorough
analysis of 209 emails sent to a university department of
dermatology in a four-month period between April and
August 1997. Forty percent of all emails could have been
answered by alibrarian, 28% of all emailswere suitableto
be answered by aphysician viaemail alone, and in 27% of
the cases any kind of consultation would not have been
possible without seeing the patient. In 34% of the cases,
patients wanted to have general information about a
condition, and three-quarters of the messages (75%)
contained 1 or more specific questions, mostly about therapy
(30%) or requests for information about a "specidist” to
treat agiven condition (15%). Eleven percent gave alist of
symptoms and wanted to hear a diagnosis.

- Borowitz & Wyatt [ 7] analyzed 1,001 requestsfrom patients
sent between November 1995 and June 1998 to the Division
of Pediatric Gastroenterology at achildren'smedical center.
Contrary to the previous two studies, these appear to be
solicited requests. In 69% of the requests, there was a
specific question about the cause of a particular child's
symptoms, diagnostic tests, and/or therapeutic interventions.
In 112 of the requests (9%), the requester sought a second
opinion about diagnosis or treatment for a particular child,

http://www.jmir.org/2000/1/el/
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and 272 consultations (22%) requested general information
concerning a disorder, treatment, or medication without
reference to a particular child.

In summary, it can be learned from these studies that the
spectrum of questions ranges from very genera questions to
guestions that would involve medical decision-making. The
latter constitute about 27% in one study [2]. It can also be
learned that patients are not always able to distinguish between
guestions that are suitable to be answered via email and those
that aren't.

What are physicians doing on the I nternet?

Very little is known about what physicians are actually doing
on the Internet and to what degree this constitutes medical
practice.

« Culver and colleagues [10] analyzed 1,658 consecutive
messages on a particular online discussion group during a
5-month period. Of all messages, 55.9% (927) addressed a
medical topic. Of these, 79% (732) provided medical
information, of which 5.1% (37) were authored by trained
health professionals. Personal experience was the basis of
information provided in 13.5% of the professionals
messages, while no source was given as the basis of
information provided in 29.8% of the nonprofessionals
messages and 67.6% of the professionals messages. A
published source was cited in 9.2% of the nonprofessionals
and 18.9% of the professionals' messages.

« Eysenbach and Diepgen [1] sent an unsolicited email in
December 1997 and January 1998 from a fictitious patient
describing an acute dermatol ogical problemto 58 physicians
and webmasters to explore the response rate and the types
of responsesin terms of amount of information given. Fifty
percent responded to the fictitious patient request; of those
who responded, 31% refused to give advice without having
seen the lesion, 59% explicitly mentioned the correct
"diagnosis" in their reply, and 17% gave detail ed treatment
advice. Ninety-three percent recommended that the patient
see a physician. Two different arguments were brought
forward in the replies. the impossibility of making a
diagnosisviaemail without an examination (" The diagnosis
is unclear because we cannot look at your exanthema."),
and/or lack of resources and/or mandateto "reply to all the
enquiries of this kind that we receive." Some of these
responses were probably standard replies.

« A similar email from a fictitious patient was also sent to
commercia "cyberdocs' who explicitly offered medical
advice on the Internet [11]. Ten free and 7 charging
cyberdocswere contacted. Ten cyberdocsresponded. Three
declined to give advice because dermatol ogy was not their
area of expertise. Seven cyberdocs provided advice (2 for
free, 5 for acharge). The advice given by 5 cyberdocs was
accurate, and the "correct" diagnosis herpes zoster was
mentioned. In the remaining 2 cases the advice was highly
guestionable: one cyberdoc recommended a homeopathic
medicine, the other unusual methods such asdrinking rain
water and eating red clover and dandelion.

«  Sandvik [12] repeated these studies by sending an email
from a fictitious incontinent woman to 75 websites
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providing information on this topic. Sixty-six percent of
the sites responded to the email request for advice.
M essages were al so sent to two newsgroups, but the results
are not reported.

In summary, it can be stated that a significant number of
physicians on the Internet do not confine their interactionswith
patients to giving general advice, but also make diagnoses and
give therapeutic hints.

What constitutes medical practice - and can a
patient-physician relationship be established online?

Although the a large part of the daily practice of medicine
encompasses giving health information, providing emotional
support, and coordinating care, legislation defines "practicing
medicine" much more narrowly, by focusing on diagnosis and
treatment.

For example, the US State of New Hampshire defines the
practice of medicine as follows:

Any person shall be regarded as practicing medicine
under the meaning of this chapter who shall diagnose,
operate on, treat, perform surgery, or prescribe for

Eysenbach

or otherwise treat any disease or human ailment,
whether physical or mental. "Surgery" means any
procedure, including but not limited to laser, in which
human tissue is cut, shaped, burned, vaporized, or
otherwise structurally altered, except that this section
shall not apply to any person to whom authority is
given by any other statute to performactswhich might
otherwise be deemed the practice of medicine. "Laser"
means light amplification by stimulated emission of
radiation. [[State of New Hampshire, RSA 329:1,
amended June 18, 1997. Available from: http://www.
state.nh.us/gencourt/bills/chaptered/97chapters/
0214-hb0718.htm]]

That lawyers focus on the concepts of diagnosis and treatment
has its justification, as many other people also give health
information, and provide emotional support or health advice,
without being physicians and having a medical license; for
example, journalists, webmasters of health websites, librarians,
priests, or hair stylists. While there seems to be consensus that
giving general health information is not "practicing medicine,"
and that the process of diagnosing and treating clearly constitutes
practicing medicine, there is a large grey area between these
two extremes (see Figure 3).

Figure3. Different mediaare appropriate at each point on the continuum between dispensing general health information and handling patients problems
which would require the practice of medicine to solve. For example, email is a sufficiently capable medium for giving out general health information,
while diagnosis and treatment usually requires at least advanced telemedical technology. Likewise, when dispensing general health information, a Type
A relationship between the patient and the physician is sufficient; for practicing medicine, a Type B relationship is desirable. The difficulty isthat there
isno clear-cut line between the two extremes - and it isin this grey area that the majority of patient-physician interactions on the Internet take place
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A dignificant part of patient-physician interactions on the
Internet takes place in this grey area. Part of the problem isthat
"treatment” is another ill-defined concept - do we "treat"
someone, if we give him or her advice related to his orher
health? Physicians would say yes, as many medical conditions
caninfact betreated ssimply by giving advice. Journaistswould
perhaps say no, as otherwise they would practice medicine if
they publish health stories. What isthe difference between health
advice given by a physician and health advice given by a
journalist? One difference is that the former is usually given
face-to-face, while the latter is given viaa medium. In the age
of telemedicine, however, face-to-face interaction cannot be a
suitable criterion to define medical practice - especially not on
the Internet, where everything we do is through a medium.
Another difference is that the physician listens to our problem
and then gives tailored advice hoping that the patient will act
uponit, whilethejournalist only listensto the " collective voice"
of his target group and gives more general advice without
knowing who acts on thisinformation. Thus, the feedback loop
of listening to an individual and reacting specifically to his
needs could be a guiding principle to define medical practice:
The more health information is personalized and tailored to the
individual, and the more it encourages the receiver to act upon
the advice, the more we are moving within the continuum from
giving genera health advice towards attempting to treat, and
therefore practicing medicine. Thiswould also imply that expert
systemsand dynamic web pages providing tailored information
on the basis of feedback forms filled in by users may well be
considered as practicing medicine. Still, there remains a huge
grey area. For example, telephone advice services such as the
British NHSDirect, where health professionals advise patients
whether their condition justify a doctor visit, certainly provide
personalized information on which the receiver acts directly,
without being necessarily considered as practicing medicine.
Thus, different standards for different kinds of advice given
may apply. Much of the confusion, controversy and debate
about the legitimacy of giving medical teleadvice has also to
do with thefact that different people have different thoughts on
what exactly ismeant by teleadvice; for example, giving genera
health information, giving personalized health information, or
even diagnosis or treat.

On many medical websites, particularly on "ask-the-expert"
services, healthinformation providers publish disclaimerswhich
aim to reduce the risk of misunderstandings on the nature of
such advice. It has been noted that the legal ramifications of
such disclaimersare unclear: " Statements claiming that medical
advice or second opinions rendered via the Internet do not
congtitute the practice of medicine have yet to betested for legal
effect, though such disclaimersrarely insulate practitionersfrom
the prevailing standards of care” [8].

Thus, disclaimers may well help patients to become aware on
the limitations of telecommunication services, but they are
unlikely to liberate physicians from liability claims.

In aletter to JAMA, R. Neill pointed to the fact that: "In the
United States, a patient-physician relationship is established
when a physician exercises independent medical judgment on
the patient's behalf, whether explicitly or implicitly. One lega
test of the relationship is embodied in the question of reliance:

http://www.jmir.org/2000/1/el/
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did the patient reasonably rely on the physician'sjudgment [13]?
Keeping in mind these precepts, physicians clearly have the
capacity to establish patient-physician relationships using
e-mail" [14].

Not all advice can be treated equally, as there is a spectrum of
patient questions and physician replies (as shown above) that
ranges from "general information" to "clinical issues." It is
necessary to make adistinction between such general responses
and clinical advice. M. Howard mentioned in another article
that: "A physician offering advice by email will be liable for
unfavorable results of that advice if areasonable person would
have understood the physician to be offering therapy. A general
response to a vague question will probably not be sufficient to
establish a physician-patient relationship with a person not
already a patient of the practice" [15].

Thus, there seems to be consensus that physicians can indeed
establish a patient-physician relationship online, and that it
depends on their reply and their actions whether the interaction
can be considered to be an act of medical practice or just an act
of "information brokerage." However, there will always be a
grey area, and it is the responsibility of the physician to act
according to where on the continuum (Figure 3) the patient's
problem is located, and according to which "media’ of
interaction are available. Moreover, it isessential to clearly state
the nature of the interaction to the patient.

Ethical and professional codes

A number of ethical and professional codes were reviewed
concerning giving advice by telecommunication.

World Medical Association

TheWorld Medical Association (WMA) iscurrently consulting
its National Medical Association members around the world
with a view to drawing up new ethica guidelines on
telemedicine.

Standing Committee of European Doctors

Ethical guidelines for telemedicine adopted by the Standing
Committee of European Doctors demand that: "Where adirect
telemedicine consultation is sought by the patient, it should
normally only take place when the doctor has an existing
professional relationship with the patient, or has adequate
knowledge of the presenting problem. (...) Preferably, dl patients
seeking medical advice should see a doctor in a face to face
consultation, and telemedicine should be restricted to situations
inwhich adoctor can not be physically present within acceptable
time" [16].

Both are rarely the case on the Internet in Type A interactions
- neither is there, by definition, an existing professional
relationship, nor are remoteness or physical disabilitiesthemain
reasons for consulting Internet doctors[2].

Germany

German physicians who give individual advice to patients by
mail or email would clearly violate their professional code,
which explicitly provides that:

...no physician may giveindividual medical treatment,
including medical advice, neither exclusively by mail
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. . hor exclusively over communication media or
computer communication networks.

(B.IN. 87, Par. 3; German Model Regulations for the
Professional Code)

A spokesperson from a German physician association recently
insisted that "any medical advice must be given face-to-face.
Thishasbeen alwayslikethis, and it will remain likethis' [17].

Switzerland
In Switzerland the professional code [18] says:

The regular treatment solely on the basis of written,
by phone or electronically transmitted information
or reports from third parties is incompatible with a
genuine conduct of the profession.

(Standesordnung FMH, 12 Dec 1996; Article 7)

Note that the word "regular" is used, which does not exclude
an initial or occasional contact. Recognizing that advice via
telecommunication is part of medical redlity, and that there is
ademand on the patients' side for Internet teleadvice services,
Swiss legal experts have taken steps to define a framework for
teleadvice services. A main requirement for such services is
that they define their offer thoroughly in terms of:

«  Defining of reply times

« Defining whether each question will be answered, or
whether there isa selection

«  Defining whether only requests from Swiss citizens are
answered, or also international requests

http://www.jmir.org/2000/1/el/
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- A disclaimer saying that not al questions can be answered
by email, and that the patients may have to see a doctor

If there is no pre-existing patient-physician relationship,
physicians can charge patients only on aprivate basis; coverage
by the social security health insuranceis not possible.

HON-Code

The Swiss Health On the Net Foundation (HON) does nat, in
its HON Code of Conduct, provide any specific principles for
giving advice viaemail; but referring to information on medical
websites, it is stated as one of the principles that: "Information
should be designed to support, not replace, the relationship that
exists between a patient/site visitor and hig’her existing
physician" [19].

United States

The Ethics Committee of the American Medical Association
(AMA) hasdrawn up recommendationsfor "Physician Advisory
or Referral Services by Telecommunications' [20]. These
acknowledge that tel eadvi ce services can be useful for the public
and are, compared to the other professional codes listed above,
much more clear as to what can be considered reasonable and
what is ethically critical (diagnosis and especially therapy).
Also relevant isthe policy statement on phone counseling (which
could aso be applied to "ask-the-expert" services on the
Internet) and - in terms of quality management of such services
- the policy on "disease management and demand management"
(al given below).
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Textbox 2. AMA Current Opinions of the Council on Ethical and Judicial Affairs

E-5.025 Physician Advisory or Referral Services by Telecommunications

Telecommunication advisory services, by way of phone, fax, or computer, distinct from an existing physician-patient relationship can be a helpful
source of medical information for the public. Often, people are not sure where to turn for information of a general medical nature or do not have easy
accessto other sources of information. Individuals also may be embarrassed about directly bringing up certain questionswith their physicians. Although
telecommunication advisory services can only provide limited medical services, they can be a useful complement to more comprehensive services,
if used properly.

Any telecommuni cation advisory service should employ certain safeguardsto prevent misuse. For example, the physician responding to the call should
not make aclinical diagnosis. Diagnosis by telecommunication is done without the benefit of a physician examination or even a face-to-face meeting
with the caller. Critical medical datamay be unavailable to the physician. Physicians who respond to callers should therefore act within the limitations
of telecommunication services and ensure that callers understand the limitations of the services. Under no circumstances should medications be
prescribed.

Physicians who respond to the calls should €licit al necessary information from the callers. When callers are charged by the minute, they may try to
hurry their callsto limit their costs. Asaresult, important information may not be disclosed to the physician. Physicians should also ensure that callers
do not incur large billsinadvertently or without understanding the billing system.

Physician referral services can also offer important information to the public. Referral services are often provided by medical societies, hospitals and
for-profit entities. To ensure that the service basesits recommendation on medically legitimate considerations rather than the likelihood of being paid
by the physician, when the service charges physicians a fee to participate, physicians should not pay the service per referral. Also, callers should be
told how the list is created. For example, callers should be informed whether the list includes physicians who pay aflat fee to be listed, members of
aparticular hospital staff or medical society, or physicians who meet some general quality-based criteria.

Whilethese safeguards are described as applying primarily to telephone services, they should be considered equally applicableto any other communication
media, such asradio, or television, in which the physician and patient do not meet face-to-face. Issued June 1994; Updated June 1996. (1, IV, VI)

Policies of the AMA House of Delegates
H-160.935 Policy on Phone Counseling

The AMA recommends the following statements on phone counseling: (1) Medical phone counseling services must appoint a physician director. Such
services are not absolved of that responsibility by a disclaimer to the callers. A physician director must be ultimately responsible for the telephone
triaging of patientsin agiven system. (2) A physician director must be responsiblefor: (a) Providing and updating protocols and algorithmsfor phone
counseling by non-physicians. (b) Identifying high-risk patientswho must be directly and immediately referred to physiciansat all times. (c) Supervision
and review of second-level triage provided by advanced nurse practitioners and physician assistants. (d) Ensuring permanent records of all calls
received. (€) Maintaining accountability for the patient until a referral has been effected with an accepting physician. (3) Urges quality assurance
programs be developed by national accrediting agencies that address issues raised by phone counseling centers. (BOT Rep. 2, A-97)

H-285.944 Disease Management And Demand Management

.... phone counseling and triage centers should routinely compile outcome information on all calls handled, and should modify their operating policies
and referral protocols as needed to enhance the effectiveness of the service.

(14) Telephone triage centers should routinely inform primary or principal care physicians of the disposition of all calls received from their patients.

(15) Telephone counseling and triage should be performed by health professionals with a level of knowledge and training no less than that of a
registered nurse.

(16) Qualified physicians should be readily accessible for consultation and second-level triage to the nurses or other health professionals providing
telephone counseling or triage.

(17) Physicians performing second level triage for telephone triage centers should be compensated for such services by the center or sponsoring health
plan.

(18) Compensation for individuals performing tel ephone counseling and triage should not be based on the number or the disposition of calls handled.

(19) Organizationsthat provide telephone triage services should provide such services 24 hours aday on ayear-round basisand calls should be handled
as expeditiously as possible. (CMS Rep. 3, 1-97; Reaffirmed by Sub. Res. 707, A-98)

whichisreprinted below. It isnoteworthy that it does not strictly
preclude any email advice (such asin the German professional

General Medical Council (GMC) has drafted a note on jyggment of the individual physician.

"Providing advice and medical service on-lineor by telephone”,

Great Britain
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Textbox 1. GMC-General Medical Council (UK) "Good Medical Practice"

Eysenbach

seriously compromise standards of care where:
« Thepatientisnot previously known to the doctor, and

«  No examination can be provided, and

Providing advice and medical services on-line or by telephone (November 1998)

Giving advice by telephoneis part of many doctors' day-to-day relationship with their patients. In some circumstances providing advice by telephone
or computer link may be essential, for example, where patients are geographically isolated from their doctor.

However the use of phone or e-mail should not diminish the quality of care patients receive. Consultations and prescribing by phone or e-mail may

«  Thereislittle or no provision for appropriate monitoring of the patient or follow-up care.

Doctors who wish to provide telephone or on-line services should consider carefully whether such a service will serve their patients interests, and if
necessary, seek advice from their professional association or medical defence society.

Discussion and Recommendations

Most current professional codes and ethical guidelines for
telemedicine explicitly discourage - sometimes even forbid -
giving or offering any concrete medica advice via
telecommunication and computer communication networks in
the absence of a pre-existing patient-physician relationship.
Against this background we have previoudly argued that: " Given
the enormous patient demand for ‘teleadvice' such restrictive
guidelines should be reconsidered, as otherwise unqualified
‘cyberquacks' offering dubious advice on a commercial basis
[11] may take over. Thus, restrictive national provisions should
perhaps be replaced by more liberal, less paternalistic
international guidelines that do not prohibit any
patient-physician interaction by e-mail but set international
standards on proper teleadvice" [21].

Asthereisno clear-cut line between giving general information
and practicing medicine on the Internet, ideally professional
codes should not flatly forbid any teleadvice. Rather, physicians
should have the responsibility to decide according to their ability
and judgment on which point of the continuum the question is
located, and how much and which information can be given to
apatient given the constraints of the dataavailable, the medium
used, and the relationship established (Figure 3).

Based on the review of the literature and consultation with
numerous experts, the following six principles for Type A
teleadvice and teleconsultation are suggested.

Six suggested principlesfor giving Type A teleadvice
on the Internet

1. Physicians responding to patients' requests on the Internet
should act within the limitations of telecommunication
services and keep the global nature of the Internet in mind.

2. Not every aspect of medicine requires face-to-face
communication or physical examination, thus teleadvice
may be legitimate in some cases.

3. Requestsfor help, including unsolicited patient questions,
should not be ignored, but dealt with in some manner.

4. Informed consent requires fair and honest labeling
(disclaimers and disclosure).

5 Hedth professionals and information providers must
maintain confidentiality.

http://www.jmir.org/2000/1/el/

6. Health professionals should defineinternal proceduresand
perform quality control measures.

Principle 1: Physiciansresponding to patients' requests
on the Internet should act within the limitations of
telecommunication services and keep the global nature
of the Internet in mind.

As there is currently not enough evidence on the effects and
effectiveness of teleadvice given to patients that contains
information on diagnoses or treatment, physicians should not
propose or attempt to diagnose or treat online.

Don'ts:

- Don't makeaspecific diagnosis. If you do mention possible
diagnoses, always provide adisclaimer that thisisonly one
of several possibilities, and that thefinal diagnosiscan only
be established by the treating physician.

- Don't prescribe medicines.

- Don't judgethe appropriateness of therapeutic interventions
or challengethe diagnosis given by other physicianswithout
knowing the case in detail .

- Don't send out general information in the guise of
individualized information. (For example, avoid
"personalizing” general information by including the name
of the sender automatically in the text.)

- Don't mention suspicions, especially those that could have
severe consequences (e.g. possible diagnoses such as
cancer). Keep the emotional impact of your advicein mind.

- Don't give detailed advice if you are not sure about the
nationality or cultural background of the sender.

Principle 2: Not every aspect of medicine requires
face-to-face communication.

While diagnosis and treatment should not be attempted online,
there is much that online health professionals can legitimately
do; for example, answering questions about the side effects of
medicines and about whether certain symptoms need to be
investigated.

Drug information is a good example. In several countries, for
example at the United Kingdom's Trent Drug Information
Centre, Leicester Royal Infirmary [22], there are already
telephone help lines which provide information and advice on
all aspectsof drug treatment directly to the public viatelephone.
Such services may also be provided on the Internet.
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Other questions that could be answered mainly fall under the
field of preventive medicine such as lifestyle counseling,
nutrition advice, primary injury and disease prevention, and
guestions regarding screening and health risk assessment
including genetic counseling and tertiary prevention.

Thingsto do:

«  Encourage patients to see a doctor if you feel the patient
should, and if the patient seems to be reluctant for some
irrational reason.

« Provide addresses of self-support groups and other
organi zations which may provide help and support.

«  Provide addresses of specialists and hospitals.

« Answer general questions on side effects of medicines.

« Answer general questions on the compatibility of certain
drugs and identify combinations of drugs which may pose
problems.

«  Give your opinion on whether certain symptoms need to
be investigated.

« Answer questions on prevention of diseases and injuries.

« Recommend simple measures which may alleviate the
problem.

«  Try to identify questions the patient should ask himself to
decide whether or not to see a doctor.

«  Provide emational support.

« Provide general information, e.g. disease fact sheets, the
latest research results, and information on ongoing trias;
but make clear that thisis general information which may
not apply to the patient's individual case and should be
discussed with the treating physician.

» Refer to areas of uncertainties.

Principle 3: Requestsfor help, including unsolicited
patient questions, should not be ignored, but dealt with
in some appropriate manner.

Whether or not (and how) to react to an email largely depends
in the content: "So how one deals with e-mail questions often
depends on the content. Particularly inappropriate questions
may be simply deleted, quickly disposed of without further
thought" [23].

However, an interesting question is whether physicians have
the ethical duty at least to try to help the patient to find more
appropriate ways to answer his’her question. Currently, most
physicianswill actually simply del ete the message without any
attempts to help. In letter to the editor of the Archives of
Dermatology a physician wrote in response to our call to
establish guidelines [2]: "The appropriate resolution for the
majority of unsolicited mail isthe same asfor unsolicited email:
the wastebasket/del ete button. Do not offer advice to someone
you personally have not seen physically, touched and examined
inreal time" [24].

The letter writer brought forward the Hippocratic principle of
"first do no harm™" (primum nil nocere) to justify his position.

http://www.jmir.org/2000/1/el/
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However, we think that physicians have an ethical obligation
not only to do no harm, but - if possible - to do good and to
protect the patient, as has been pointed out in the following
letter reply [25]:

While we are well aware of all the problems and
pitfallsassociated with giving advice under conditions
of extremely limited information [11] and the
problems of quality information on the Internet at
large [26], we think that to react to these questions
by simply discarding them is probably the worst of
all possible alternatives. To delete them without
having replied or even read the e-mail is not only
disrespectful patients and rude, it also signifies an
ignorance toward patients concernsand isa dap in
the face to those who argue that patients should be
informed, educated, and encouraged to take
responsibility for their own health. Already, patients
arelargely turning to the Internet because they think
that physicians do not take enough time for their
concerns|[27].
Physicians (increasingly!) have an ethical
responsibility to educate patients and consumers. To
"respond” to patients questions by deleting them
seems much more unethical to us than giving a
professional and courteous reply or forwarding the
e-mail to athird party who can deal with the patient's
concernsor questions. In any case, hitting the delete
button is the opposite of what we would consider to
act "for the good of my patients according to my
ability and by judgment" (Hippocratic Oath).
Thus, physicians do have an ethical responsibility to read their
email and to reply by helping the sender to find someone who
can respond to their need. Whilethismay not be alwayspossible
in practice, every effort should be made to minimize
misunderstanding on the part of the patient, raising false hopes
or causing potential harm by, for example, replying with a
standard message saying that it isimpossible to reply to every
email.

The ethical duty to help may also be resolved by forwarding
the email to an institution who is prepared to handle such
requests (a "clearance center" for unsolicited emails has been
proposed [21,25]). It is however essential that - if the email
request is forwarded to athird party - the sender must give his
or her consent. Alternately, the receiver may post on hiswebsite
near his email address his policy of forwarding unsolicited
patient emailsto athird party.

Standard replies may for example contain URLs of useful and
quality-assessed websites, addresses of self-support groupsand
professional organizations, or book titles and articles which
contain further information (see Box 3).
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Textbox 3. Example standard reply, used by HealthSCOUT (courtesy of Dr. Renner)

Héllo,

It's not right legally or ethically to practice medicine over the Internet. That may change in the future, but right now, the best advice you're going to

get is from aface-to-face consultation with a physician.

Nevertheless, there are some distinct advantages to using the Internet for consumer health research, and HealthSCOUT is a very good place to do it.

If you do akey word search for
articles found there

Generally reliable Information about your question may be found elsawhere on the Internet on the following URL: www.

Healthfinder

Starslist___, medline___, others .

If you want to really polish your skills at finding health information on the Internet look at www.

applies to your specific condition by sharing it with your doctor.

If you are unable to find appropriate answers this way and you need further assistance, please call me at

If you get voice mail, leave your name, number and brief message, | will call you back.

Sincerely,
John H. Renner M.D. Chief Medical Officer, HealthSCOUT

. Thank you for your recent request to HealthSCOUT. | receive many e-mails each week and will do my best to respond appropriately.

, you'll probably find anumber of HealthSCOUT items. In your case, for example, hereis one of a number of
. You can print out this and share it with your doctor.

. Please make sure theinformation really

Standard replies should be made clearly recognizable as standard
replies. Under no circumstances should standard replies be made
to appear to be individua replies.

Standard replies may be sent manually or automatically. If
standard replies are sent manually, it should not take longer
than 24 hours to respond.

If the patient gives a list of symptoms and asks for possible
diagnoses, astandard reply could be sent, which points out that
it isimpossible to make a remote diagnosis without acomplete
medical history and examination. In some cases, standard replies
are inappropriate and should be replaced by a more sensible
personal email. A patient who received a standard reply (which
contained the standard phraseto seeareal doctor) replied angrily
with the following email:

Dear Person, how insulting to have you tell me to
seek a "real" doctor's advice. Obviously you did not
read my email. My sister has been given this
diagnosis by a "real" doctor who told her she hasto
livewith it!!!! | do not believe thereis any condition
one has "to live with", there is always help and hope
in nature. That you choose not to offer any help or
advice on whereto find help isunfortunate. We merely
want to find out more about this skin condition!

(Response froma patient to a standard reply of G.E.)

Principle 4: Informed consent requires fair and honest
labeling.

Patients should at all times understand the nature and limitations
of email consultations. In the context of "ask-the-doctor”
services, terms and phrases labeling this service as "medical
advice," or even "virtual hospital," may mislead (asthey evoke
certain associations leading to theimpression that these services
could replace adoctor visit) and should be avoided.

Disclaimers and full disclosure of all relevant information as
specified below are crucia for informed consent and informed
choice.

http://www.jmir.org/2000/1/el/

4.1. Disclaimers and infor med consent

Patients cannot always be expected to understand the nature
and limitations of Internet consultations. Spielberg has pointed
out that patient-initiated email does not automatically imply
consent: "Simply because patients use email informally in other
contexts does not mean that they understand the implications
of communicating about sensitive medical topics' [4]. Thus,
every effort should be taken to ensure that patients understand
and explicitly consent to the implications of communicating
with the physician, for example on issues such as:

«  Storageand handling (in particular forwarding) of messages

«  Security issues: Any sitesthat offer email addresses should
contain a written statement regarding email security risks
(8]

4.2. Disclosure and informed choice

At aminimum, the following should be disclosed:

« The identities of those who will (have) read the patient's
emails, and who will (have) answer(ed) them. If the
physician delegates office staff to triage all incoming email,
this should be disclosed on the website. If the physician
uses a third-party service provider (e.g. a web site which
handles back-end office tasks), that relationship should be
made clear along with the potential for privacy and security
violations related to third party.

- Thequalifications of the responder

«  Financial dependence/ sponsoring

- Before the patient sends the reguest, he should be clear
about all procedural aspects(e.g. arethe emailsforwarded,
published, collected, etc.) and whether or not any costswill
incur.

Principle5: Health professionalsand information providers
must maintain confidentiality.

No medical interaction of any sort should generate the remotest
possibility that an outside person or organization of any kind
should be able to detect that the medical interaction had taken
place.
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If an "ask-the-doctor" service plansto publish users questions,
he or she should disclose this fact. Never should questions be
published that could lead to identification of the sender without
his or her explicit consent (in this case ageneral statement that
guestions may be published is not sufficient, but the individual
must be contacted directly). Patients need to be informed about
privacy issues and should know who reads his or her email if
it is any person other than the doctor or addressee (see aso
Disclosure).

The physician should never communicate to agroup of patients
by email in such a way that all recipients are visible to one
another (e.g. by using the carbon copy function [cc]).

Principle 6: Health professionals should define internal
procedures and perform quality control measures.

Health professionals should define responsibilities within the

Eysenbach

unknown patients. Performing quality assessments assures that
patients are receiving the correct and proper information.

Conclusion

While the Internet offers huge opportunities for patients to
educate themselves and to take responsibility for their own
health, it also provides new challenges. One of these challenges
is that patients and doctors alike till have to learn how to
communicate with each other. Patients have to be educated that
it is unethical to diagnose and treat over the Internet in the
absence of a pre-existing patient-physician relationship, and if
theinteractionislimited to asingleemail. Likewise, physicians
also sometimes break from the normal standards of care, and
aretempted to make adiagnosis or even give therapeutic advice
in the context of extremely limited information [1]. More
research is needed to establish more evidence regarding

institution and define procedures for triaging messages from situations in which teleadvice is beneficial and efficient.
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Abstract

The Internet is changing how people receive health information and health care. All who use the Internet for health-related
purposes must join together to create an environment of trusted relationships to assure high quality information and services,
protect privacy; and enhance the value of the Internet for both consumers and providers of health information, products, and
services. The goa of the "e-Health Code of Ethics' is to ensure that all people worldwide can confidently, and without risk,
realize the full benefits of the Internet to improve their health. The draft code, presented in this paper, has been prepared as a
result of the "eHealth Ethics Summit," which convened in Washington DC on 31 January 2000 - 2 February 2000, organized by
the Internet Healthcare Coalition and hosted by the World Heal th Organi sation/Pan-American Health Organisation (WHO/PAHO),
and attended by a panel of about 50 invited experts from all over the world. It sets forth guiding principles under five main
headings. candor and trustworthiness; quality; informed consent, privacy, and confidentiality; best commercia practices; and

best practices for provision of health care on the Internet by health care professionals.
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Please note: This is a discussion paper. Feedback on this
proposal may be given until April 14, 2000. (Please use the
feedback form at http://mednetics.org/ethics/ehes feedback.
htm)

Note added on May 24, 2000: This draft is now obsolete. The
final version of this article has been published in the Journal
of Medical Internet Research 2000;2(2): €9.

Vision Statement

TheInternet is changing how peoplereceive health information
and health care. All who use the Internet for health-related
purposes must join together to create an environment of trusted
relationships to assure high quality information and services,
protect privacy, and enhance the value of the Internet for both
consumers and providers of health information, products, and
services. Thegoal of the"e-Health Code of Ethics' isto ensure
that all people worldwide can confidently, and without risk,
realize the full benefits of the Internet to improve their health.
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Introduction

Health information hasthe potential both to improve health and
to do harm. All people who use the Internet for health-related
purposes must be able to trust that the sites they visit adhere to
the highest ethical standards and that the information provided
iscredible.

Because health and health care are critically important to people,
the organizations and individual sthat provide health information
on the Internet have special, strong obligationsto be trustworthy,
provide high quality content, protect users' privacy, and adhere
to standards of best practices for online commerce and online
professional servicesin health care.

Guiding Principles

1. Candor & Trustworthiness
Guiding Principle:

Organizations and individuals providing health information,
products, or services on the Internet have an obligation to
candidly disclose
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(A) those factors that could influence content

(B) the potential risks of providing personal
information on the Internet

2. Quality
Guiding Principle:
Organizations and individuals offering health information,
products, or services on the Internet have an obligation to
(A) provide high quality information, products, or
services

(B) provide means for users to evaluate the quality
of health information

3. Informed Consent, Privacy & Confidentiality
Guiding Principle:
Organizations and individuals providing health information,
products, or services on the Internet have an obligation to
(A) safeguard users' privacy
(B) obtain users' informed consent when gathering
personal information
4. Best Commercial Practices

Guiding Principle:

Organizations and individuals who sponsor, promote, or sell
health information, products, or services on the Internet have
an obligation to

(A) disclose any information a reasonable person
would believe might influence his or her decision to
purchase or use products or services

(B) be truthful and not deceptive

(C) engage in responsible business relationships and
affiliations

(D) guarantee editorial independence

(E) disclosethe site's privacy policy and terms of use
5. Best Practicesfor Provision of Health Careon thelnternet
by Health Care Professionals
Guiding Principle:

Health care professional sand organi zations who provide health
information, products, or services on the Internet have an
obligation to

(A) adhere to the highest standards of professional
practice

(B) help patients to understand how the Internet
affects the relationship between professional and
patient while adapting the highest professional
standards to the evolving interactions made possible
by the Internet

Definitions

Health Information

http://www.jmir.org/2000/1/e2/
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Health information includes information for staying
well, preventing and managing disease, and making
other decisions related to health and health care.

It includes information for making decisions about
health products and health services.

It may be in the form of data, text, audio, and/or
video.

It may be subject to frequent changes due to the
updating of websites or user-provider interactivity

1. Candor & Trustworthiness

Guiding Principle: Organizations and individuals providing
health information, products, or services on the Internet have
an obligation to candidly disclose

(A) those factors that could influence content

(B) the potential risks of users providing personal
information on the Internet

Principle Part (A): Content

People who use the Internet for health-related purposes must
have sufficient information to make fully informed decisions
about the integrity of content and the potential for bias. Thus

Organizations and individuals offering health
information, products, or services on the Internet
have an obligation to

(1) prominently, clearly, and accurately indicate

(2) clearly distinguish advertising from educational
or scientific content

Principle Part (B): Risk

People may not redlize that persona information may be
collected when they use the Internet. And they may not
understand that declining to provide personal data may affect
the information or services they receive. Thus

Organizations and individuals offering health
information, products, or services on the Internet
have an obligation to

(1) alert usersto the potential risksto the privacy of
personal information on the Internet (for example,
that third parties may be collecting information
without the site's knowledge)

(2) provide clear, complete, and accurate information
regarding
(4) clearly disclose the consequences, if any, of
refusing to provide personal information
(5) clearly describe the accountability mechanism
used by the organization or site and how to contact
the responsible party

2. Quality

Guiding Principle: Organizations and individual s offering health

information, products, or services on the Internet have an
obligation to

(A) provide high quality information, products, or
services
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(B) provide means for users to evaluate the quality
of health information

Principle Part (A): Quality
People who use the Internet for health-related purposes need

credible, well-supported information in order to make prudent
decisions. Thus

Organizations and individuals offering health
information, products, or services on the Internet
have an obligation to provide information that is

(2) culturally appropriate and easy to use
(2) accurate and unbiased
(3) up to date

Further explanation of Part (A)

(1) High quality health information
(2) High quality health information should
(3) High quality health information should clearly
display
Principle Part (B): User Evaluation

People who use the Internet for health-rel ated purposes need to
be able to judge the credibility of content. Thus

Organizations and individuals offering health
information, products, or services on the Internet
have an obligation to

(2) clearly and accurately
(2) provide tools for feedback from users about the
quality of content and usability of the site
3. Informed Consent, Privacy & Confidentiality
Guiding Principle: Organizations and individuals providing
health information, products, or services on the Internet have
an obligation to

(A) safeguard users' privacy

(B) obtain users informed consent when gathering
personal information

Principle Part (A): Informed Consent

To make prudent decisions about whether to provide personal
information online, especially information about their health
status, people need to know what information is being gathered
and why. Thus

Organizations and individuals providing health
information, products, or services on the Internet
have an obligation to

(1) prominently and clearly describe

(2) verify that users have given their voluntary
informed consent to collect and use personal
information in the ways described

Principle Part (B): Privacy and Confidentiality
The personal information that may be gathered by a
health-related siteis often intimate and highly sensitive. People

must be ableto trust that any personal information they provide
will be kept confidential and secure. Thus

http://www.jmir.org/2000/1/e2/
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Organizations and individuals providing health
information, products, or services on the Internet
have an obligation to

(1) prevent unauthorized access to personal
information

(2) assure users accessto their personal information

(3) assureusers rightsto review personal information
and to amend it as appropriate or necessary

(4) provide mechanisms for tracing use of personal
information (for example, audit trails)

4. Best Commercial Practices

Guiding Principle: Organizations and individual s who sponsor,
promote, or sell health information, products, or serviceson the
Internet have an obligation to

(A) disclose any information a reasonable person
would believe might influence his or her decision to
purchase or use products or services

(B) be truthful and not deceptive

(C) engage in responsible business relationships and
affiliations

(D) guarantee editorial independence
(E) disclosethe site's privacy policy and terms of use
Principle Part (A): Transparency

People who use the Internet for health-rel ated purposes need to
be assured that commercial health or medical sites are
trustworthy. They have aright to expect that material presented
as scientific or educationa in nature is accurate, timely, and
objective, and to be assured that they will be able to choose,
consent, and control when and how they actively engage in a
commercia relationship. Thus

Organizations and individual swho sponsor, promote,
or sell health information, products, or services on
the Internet have an obligation to

(1) prominently, clearly, and accurately identify the
business and/or site sponsors

(2) clearly distinguish content intended to promote
or sell a product, service, or organization from
educational or scientific content

(3) clearly disclose any financial or other incentives
for providers who develop or present content
Principle Part (B): Truthfulness

People using the Internet for health-related purposes need to
know that products or services are described truthfully and that
information is accurate and reliable. Thus

Organizations and individual swho sponsor, promote,
or sell health information, products, or services on
the Internet have an obligation to

(1) Tell thetruth; tell the whole truth; make sureit is
the truth. Thus they must [ gk]

Principle Part (C): Business Relationships & Affiliations
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People who use the Internet for health-related purposes must
be confident that commercial sites select partners who adhere
to the highest ethical standards. Thus

Organizations and individual swho sponsor, promote,
or sell health information, products, or services on
the Internet have an obligation to

(1) make reasonable efforts to ensure that linked and
partner sites comply with applicable law and uphold
the same ethical standards as the site itself

(2) encourage users who believe that a site's
commercial partners or affiliates may violate law or
ethical principlesto notify the site's webmaster

Principle Part (D): Editoria Independence

People who use the Internet for health-related purposes must
be able to clearly distinguish editorial content from content
intended to promote or sell health products or services. Thus

Health-related sites supported by advertising or other
commercial sponsorship have an obligation to

(2) clearly separate advertising fromeditorial process
and

(2) assure that the site's editors have full authority
for determining editorial content

(3) assure that the site's editors have sole discretion
to determine the type of advertising that will be
accepted and full authority to reject advertising of
any kind

(4) assure that current or potential sponsors do not
influence the way search results for specific
information on key words or topics are displayed.

Principle Part (E): Privacy
See 3. Privacy, above.

5. Best Practicesfor Provision of Health Careon thelnternet
by Health Care Professionals

Guiding Principle: Health care professional s and organizations
who provide health information, products, or services on the
Internet have an obligation to

(A) adhere to the highest standards of professional
practice

(B) help patients to understand how the Internet
affects the relationship between professional and
patient while adapting the highest professional
standards to the evolving interactions made possible
by the Internet

Rippen & Risk

Principle Part (A): Professional Standards

Health care professionals have fundamental ethical obligations
to patients. Thus

Physicians, nurses, pharmacists, therapists, and all
other health care professionals who provide
information, products, or services pertaining to an
individual's health care on the Internet have an
obligation to

(1) serve patients' best interests

(2) protect patients' confidentiality (by adhering to
the principle of privacy discussed above)

(3) conscientiously assess patients' needs and local

resources in order to recommend or provide
appropriate health information or services

(4) abide by the ethical codes governing their
professions as practitioners in faceto-face
relationships

(5) obey the laws and regulations of the relevant
jurisdiction
Principle Part (B): The Professional-Patient Relationship

TheInternet can be apowerful tool for hel ping to meet patients
health care needs, but it also has limitations. Thus

Health care professional swho practice on the I nternet
have an obligation to

(1) clearly and accurately describe the nature of the
online relationship

(2) clearly and accurately describe the constraints of
online diagnosisand treatment recommendations (for
example, that the professional cannot prescribe
certain medications online)

(3) describethe nature of information being provided
(for example, whether based on expert consensus,
personal professional judgment, or other sources of
evidence)

(4) help "e-patients’ understand that although not
every aspect of health care requires a face-to-face
interaction, online consultation should not take the
place of an ongoing relationship with a health care
provider in every situation [ bc]

(5) clearly disclose any sponsorships, financial
incentives, or other information that might affect the
professional's role or the services offered

(6) clearly disclose how payment for servicesisto be
made
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